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Abstract—This work opens a new chapter in the
100,000 year-old concept of paint, by leveraging innovations
in nano-technology in the sub-THz frequency range. More
specifically, the groundbreaking concept of Internet of Paint
(IoP) is introduced along with a comprehensive channel model
and a capacity analysis for nano-scale radios embedded in
paint and communicating through paint. Nano-network devices,
integrated within a paint medium, communicate via a multipath
strategy, encompassing direct waves, reflections from interfaces,
and lateral wave propagation. The evaluation incorporates
three distinct paint types to assess path losses, received powers,
and channel capacity. Analysis of path loss indicates a slight
non-linear increase with both frequency and Line of Sight
(LoS) distance between transceivers. Notably, paints with high
refractive indexes result in the highest path loss. Moreover,
burying transceivers at similar depths near the Air-Paint
interface showcases promising performance of lateral waves
with increasing LoS distance. Increasing paint layer depth leads
to amplified attenuation, while total received power exhibits
promising results when in close proximity to the Air-Paint
interface but steeply declines with burial depth. Additionally,
a substantial reduction in channel capacity is observed with
LoS distance and burial depth, so transceivers need to be close
together and in proximity of the A-P interface to communicate
effectively. Comparing paint and air mediums, IoP demonstrates
approximately two orders of magnitude reduction in channel
capacity compared to air-based communication channels. This
paper provides valuable insights into the potential of IoP
communication within paint mediums and offers a foundation
for further advancements in this emerging field.
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nanonetworks, channel model, channel capacity.
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I. INTRODUCTION

ANO-NETWORK device capabilities are developing

rapidly, due to advances in nanomaterials and compo-
nents that can be integrated into miniature devices that will
communicate in the Terahertz (THz) (0.1 — 10 THz) frequency
spectrum [1]. Currently, researchers are proposing the use
of graphene-based antennas in nano-network devices for lim-
ited close-form applications to study Electro-Magnetic (EM)
communication characteristics such as on-chip [2] and intra-
body [3], [4] communication. The ability to deploy a massive
number of nano-scale devices relatively cheaply, within limited
areas promises novel applications of engineering the wireless
channel through Reconfigurable Intelligent Surfaces (RIS) [5],
[6] and RF-based sensing for non-intrusive low-cost sensing
applications such as activity detection, movement detection,
and ambient sensing [7], [8], [9].

In the near future, nano-scale transceivers are expected to be
low-power, small-size, and low-cost, opening up the possibility
of such devices becoming pervasive in indoor environments.
For example, the RIS that can be embedded into indoor
environments could be used to reflect signals to compensate for
channel impairments due to blockages (e.g., furniture, people)
in the environment. Moreover, there have been proposals
to place such devices on the surface of walls mainly for
sensing purposes [10], and can be extended to enhance reli-
able communication channels in the future. However, existing
solutions are intrusive and visually unappealing, adversely
affecting both the functional properties and the appearance of
indoor walls. In this paper, we introduce the novel concept of
Internet of Paint (IoP), where nano-devices are integrated
into the paint mixture and applied to the wall, enabling
numerous applications (e.g., sensing or wall-integrated RIS),
while also providing visually appealing and practical integra-
tion of nano-networks to make such deployments seamless.
To this end, we mainly focus on analyzing the nano-device
communication through the paint medium utilizing THz links.
One of the possible application areas of IoP is IRS/RIS
applications. More specifically, the developed channel model
could be used to support intra-signaling between elements of
IRS/RIS devices that can also reflect from the wall.

Paint has been an integral part of human life dating back
100,000 years [11], [12]. Conventionally, paint consists of
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color pigments suspended in a liquid mixture. When paint
is applied to a solid surface, it adds a film-like layer that
can be used to protect a large surface like a wall, in order
to enhance the interior or exterior architecture, or to create
an artwork such as a painting. More recently, pigment-
free structural paints have been developed with the aid of
nanoparticle technology. For example, in [13], sub-wavelength
plasmonic cavities mixed in paint composition can result
in significant reduction of weight compared to conventional
paint with micro-scale pigments. In this paper, we envision a
next-generation paint structure that is infused with nano-scale
communication elements. Such a paint mixture will signifi-
cantly ease installation of RIS or ambient sensing solutions
without impacting the aesthetics of interior environments.
More specifically, rather than affixing miniature transceivers
to an indoor surface, we envision that the nano-devices are
embedded in the paint mixture before it is applied to the
wall. This has the dual benefit of supporting and protecting
the resulting nano-network by the paint layer. This integrated
nano-network within the paint layer on the wall (see Fig. 1)
leads to the novel concept of IoP, which is the focus of this
paper.

While the concept of IoP nano-networks is intriguing, it also
introduces several challenges. The placement and orientation
of the devices are not controlled in the paint layer. Relative to a
fixed nano-device network, our proposal would introduce more
devices to ensure a relatively dense network with fewer holes
in the network coverage. Also, the paint layer attenuates the
received signal strength, reducing the effective range and/or
the channel capacity of each link. Thermal noise generated by
the nano-devices, with its possible effect on communication,
is not considered in this study. In this paper, we propose an IoP
channel model (see Section III) that captures the five canonical
signal paths between devices suspended in a paint layer.
Section IV presents a channel capacity model for multi-path

Internet of Paint (IoP) where nano-devices are embedded into the paint mixture and applied onto a wall, enabling nano-network communication at

communication for a typical link. Extensive numerical evalu-
ations are performed to validate the channel model—these are
reported in Section V. In particular, numerical experiments
explore received signal strength and path loss relative to the
transmitted signal strength, and (Section V-A), considers the
effects of different transceiver burial depths (Section V-B),
and how channel capacity is affected by transmission distance
and paint mixture types (Section V-C). Finally, Section VI
summarises the contributions and concludes the paper.

II. BACKGROUND

The latest advancements in technology have opened
vast opportunities to establish EM communication between
nano-network devices in the THz band, enabling them to infer
the communication characteristics of various mediums of the
EM waves. For instance, many recent studies have investigated
the THz EM wave propagation characteristics through human
blood [14], tissue [15], and the body [3]. Another emerg-
ing field is on-chip nano-network communication in various
environments using graphene-based plasmonic antennas in the
millimeter wave and THz bands [2], [16], [17], [18].

Furthermore, there are many studies that investigate wire-
less communication through harsh environments, such as soil
(underground communication) [19], [20], water (underwa-
ter communication) [21], and dusty mediums [22]. Signal
propagating behavior significantly varies with the medium
properties, particularly in the THz spectrum. As a result,
each environment necessitates the development of specific
channel models to predict the propagation characteristics
of THz EM waves. To mitigate signal strength attenuation,
directional antennas are recommended for communication in
the THz spectrum [23], with beam steering [24] as needed.
Since we cannot control the orientation of the nano-devices
when they have been mixed into the paint, omni-directional
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antennas are the most appropriate choice. Furthermore, the
short communication distances between the nano-devices in a
dense nanonetwork favors the existence of multi-path commu-
nication, so the channel model needs to account for this.

Paint composition includes pigments, binders, solvents
(liquids), and additives. The various types of pigments pro-
vide color for the paint, while binders work to “bind” the
mixture and create the paint film. Communication through
paint utilizing THz-enabled embedded nanonetwork devices
is a new frontier for wireless communications. As far as
the authors are aware, this is the first study that discusses
channel modeling and capacity analysis for IoP, utilizing
THz spectrum to establish communication between nano-
devices. This exploration promises insights into the dynamics
of nano-network communication via the proposed Internet of
FPaint (IoP), paving the way for establishing novel communi-
cation channels in the THz spectrum with significant channel
capacities while offering scope for a novel realization of smart
walls.

III. INTERNET OF PAINT (I0P) CHANNEL MODEL

In the following, we present a channel model for communi-
cation between nano-devices embedded in paint. We envision
that these IoP devices will be constructed from nanomate-
rials, and this includes components that can harvest energy.
An example is the use of nano components that deform
mechanically to harvest energy (e.g., compression of zinc
oxide nanowires [25], [26]). The compression can be achieved
using vibration within the paint layer caused by an exter-
nal ultrasound source, which has been proven to vibrate
piezoelectric crystals in other media [27]. It might also
be possible to reduce the energy demand per transceiver.
If the nanotransceivers cooperate by sharing their communi-
cation capacity, it could be aggregated over large numbers of
transceivers to meet bursty communication demands, and/or
the average duty cycle per nanotransceiver could be reduced
when data rate requirements are lower. In future work, we will
develop our ideas regarding how the IoP nanonetwork would
be powered in a sustainable fashion.

Tlustration of nano-devices embedded in paint resulting in direct path, reflected paths, as well as lateral waves that can propagate along the air-path

Moreover, nano-devices should be sealed properly to avoid
chemical reactions with the environment before mixing with
paint. This is especially important for devices made using
graphene. For example, a Teflon substrate can be used in
combination with graphene to provide additional protection
against chemical reactions [28]. After applying, paint can act
as a protective layer for nano-devices, safeguarding them from
moisture and other environmental factors.

In the THz band, channel behavior is often tightly coupled
with antenna behavior because highly directional antennas
are needed to increase the communication range. This is
mainly due to the high attenuation in this frequency band.
The directionality of the antennas can be achieved through
electronically steerable antenna arrays. However, the design
of antenna arrays embedded in mediums other than air is
challenging because of the unique interplay between antenna
impedance, wavelength, and effects from interfaces [29]. More
importantly, the design of such arrays for the THz spectrum in
a paint medium is an open issue. Furthermore, the design of
highly directive antennas for IoP requires in-depth knowledge
of the channel characteristics. Therefore, we limit the scope
of this paper to the analysis of the IoP channel. Accordingly,
an idealized point source within the paint medium is consid-
ered. As we discuss in Section V, this approach leads to unique
insights into the design requirements for IoP antennas, which
is out of the scope of this paper.

The IoP channel model is illustrated in Fig. 2. We consider a
real-world application where a (relatively) thick layer of paint
is applied on a thin plaster surface. Depending on construction
approaches in different parts of the world (e.g., Europe vs US),
the plaster layer could be replaced by a drywall. This results
in three different media for EM wave propagation. These
three media are: air, the paint layer, and the plaster layer.
By embedding transceivers within the paint layer, the EM
waves can propagate in these media with different speeds, due
to the differences in the dielectric constants of each medium.
Furthermore, the three different layers create two interfaces:
Air-Paint (A-P) and Paint-Plaster (P-P). An EM wave that is
incident to each of these interfaces undergoes reflection and
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refraction, which also results in a grouped wave phenomenon
called lateral waves [19].

The approximate thickness of the paint layer (h) is assumed
to be constant relative to the very short communication range
of nano-network devices, pp is the line of sight (LoS)'
distance between the transmitter and the receiver in the paint
layer, and the burial depths of the transmitter and receiver are
h; and h, with respect to the Air-Paint interface, respectively.
The burial depths of the transceivers are assumed to vary
in the interval (0,h), which implies that transceivers will
always be inside the paint. The angle between the LoS and the
horizontal Air-Paint interface is ¢, and it can be determined
using ¢ = arcsin(|hy — h,|/pp)-

For each medium, we assume its dielectric properties are
both homogeneous. We also model three main types of paths,
and there are five dominant waves that propagate between the
transmitter and the receiver. The three types of paths are:
(1) Direct, (2) Reflected, and (3) Lateral paths. Accord-
ingly, the five dominant waves are: (i) direct wave (DW),
(i) reflected wave from the Air-Paint interface (RW-A),
(iii) reflected wave from the Paint-Plaster interface (RW-
P), (iv) lateral wave through the A-P interface (LW-A), and
(v) lateral wave through the P-P interface (LW-P) (see Fig. 2).
Note that in this analysis, we ignore effects due to successive
reflections between the A-P and P-P interfaces, and the result-
ing contributions to the two lateral waves, because of the high
attenuation in the THz spectrum.

Note that in this analysis, we assume that the receiver can
receive incoming waves from every direction. In a setting
with directional antennas, this assumption is not valid and one
can consider directionality patterns that could amplify desired
waves and attenuate others, or beam selection solutions that
could select the best path. Accordingly, the results of this
analysis paves the way for such algorithmic methods.

In the following, we illustrate each type of path and derive
the received power for each dominant wave. It is important
to note that, depending on the differences in the propagation
speed within each media, the deployment depths and distances,
as well as the capabilities of the radios, each wave could be
resolved, or could constructively or destructively combine at
the receiver. We initially analyze each wave separately and
then evaluate cases when they are combined in Section V.

A. Direct Path

The path loss corresponding to the LoS communication
through the paint can be expressed as the sum of the spreading
and absorption losses due to EM wave propagation in the paint
medium following [30], [31] as:

dmfpp

P

PLp = 20logy, ( ) +10log,, e?P 5 (1)

where pp is the transmission distance through the paint. The
frequency-dependent absorption coefficient of paint (K,(f))

'We use the conventional term LoS vaguely here to refer to the direct
distance because the word ‘sight looses its meaning within the visually
opaque paint medium.
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Fig. 3.  Geometry wave reflected from the Air-Paint interface, indicating
specific angles of reflection will result in perfect wave alignment to the
receiver.

in 100 GHz to 500 GHz range can be expressed according to
the data given in [32] as,

Ky(f)[em™] = 0.0091 f + 1.3921. (2)

The EM wave speed in the paint medium, ¢, is significantly

lower than that in the air, ¢, because ¢, = c/np [33], where

ny is the refractive index of paint (relative to vacuum).
Therefore, the received power from the DW is given as,

PP(dBm) = P,(dBm) + G(dBi)
+ G, (dBi) — PLp(dBm), 3)

where P; is the transmitted power, G; and G, are the trans-
mitter and the receiver antenna gains.

B. Reflected Paths

Two reflected paths are possible in IoP communication due
to the A-P and P-P interfaces. The angle of the reflected wave
is determined by Snell’s Law for the waves with an incident
angle greater than the critical angle (i.e. 6. = sin~'(n,/n;)),
where n; is the refractive index of the incident medium
(i.e., paint) and n, is the refractive index of either the air
or the plaster layer. Note that in practice, the refractive index
of paint is greater than that of both the air and the plaster
layer, resulting in these reflection patterns.

1) Reflected Wave From the Air-Paint Interface: The geom-
etry of the reflected wave from the Air-Paint (A-P) surface
is illustrated in Fig. 3, where ¢ is the angle between LoS
and the horizontal A-P interface, and h; and ho are the path
distances from the reflection point at the A-P interface to
the transmitter and the receiver, respectively. The incident
angle, 67, is determined according to Snell’s Law for total
internal reflection. The path loss corresponding to the reflected
wave from the A-P interface, PLr 4p, can be expressed
following [30], and the frequency-dependent transfer function
of the reflected ray propagation obtained by [34] as:

amf(hy + h2)>
Cp

PLg ap = 20log,, (

+101log,o e M Tr2) e () _1010g,o R,(f) . (4)

The path lengths can be expressed as hy = h;/cos(f;)
and hy = h,./cos(), considering the geometry of the
reflected wave according to the Snell’s Law, and R, (f) is the
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Fig. 4. Geometry for the waves reflected from the Paint-Plaster interface,
resulting in specific waves that reflect and align to the receiver as well as
lateral waves that travel along the paint-plaster interface.

frequency-dependent reflection coefficient considering paint as
a rough surface.

According to the Kirchhoff scattering theory, the reflection
coefficient for a rough surface can be obtained by multiplying
the smooth surface reflection coefficient, v,, derived from
the Fresnel equation with the Rayleigh roughness factor,

op(f) [35] as,
Bp(f) = - 0p(f)- (5)

The Fresnel reflection coefficient (vy,) for transverse electric
(TE) polarized waves on a smooth paint surface is obtained
as:

cos(6q) — np\/l - (,Tlp Sin(el))2
cos(61) + np\/l - (n—lp Sin(91)>2 ’

where n, is the refractive index of paint and 6; is the angle
of incidence [35].

Moreover, the rough surface height standard deviation
(o, for paint) is a statistical parameter for roughness, which
is commonly considered to be Gaussian-distributed. This
roughness effect is characterized by a Rayleigh factor [36]
represented as,

Vp = (6)

8m2 f202cos?(6,)
op(f) = exp < L (7)
c
P
Therefore, the received power of the reflected wave from

the Air-Paint interface is given as,

PREAP(ABm) = P,(dBm) + G(dBi) + G,(dBi)
— PLR7Ap(dBm) y (8)

where P, is the transmitted power, G; and G, are the trans-
mitter and the receiver gains.

2) Reflected Wave From the Paint-Plaster Interface: The
geometry of the reflected wave from the Paint-Plaster surface
is illustrated in Fig. 4. The incident angle, 6, is determined
according to the Snell’s Law for total internal reflection from
the P-P interface.

The path loss corresponding to the reflected wave from the
P-P interface, PLgr pp, can be expressed similarly to (4),
where hy and hy are replaced by hsy = (h — ht)/ cos(62)

Air

ht et‘ ec

Tx

Paint

Fig. 5. Geometry for refracted waves that results in Lateral waves propagating
along the Air-Paint interface, where energy leakage back into the paint
resulting in a wave refraction to the receiver.

and hy = (h — hy)/cos(6z), respectively. Here, Ry (f)
is the frequency-dependent reflection coefficient considering
Plaster as a rough surface, which can be found similarly
to the explanation in the above subsection by substituting
refractive index (n,;), rough surface standard deviation (o),
and incident angle (63) for plaster.

Accordingly, the received power of the reflected wave from
the P-P interface is given as,

PREP(dBm) = Py(dBm) + Gy(dBi) + G, (dBi)
—PLR’pp(dBm) . (9)

C. Lateral Waves

The third type of wave for IoP communication is lateral
waves. Such waves occur when EM waves are refracted at the
critical angle according to Snell’s law [37]. This phenomenon
has been observed and utilized for scenarios involving different
media such as underwater [38], underground [19], ice [37],
and glass [39]. When a signal source is located inside a
high-density medium, close to an interface with a low-density
medium (e.g., the earth’s surface), the lateral waves originate
in the high-density medium (e.g., earth) and propagate through
this high-density medium towards the interface crossing over
to the medium with lower density (e.g., air), propagate over the
lower density medium across the interface, and are received
at the higher density medium through refraction (see Fig. 5).
Lateral waves are also called head waves as they are generally
received first at the receiver because of the higher propagation
speed in the lower density medium. Lateral waves occur across
a wide frequency spectrum ranging from a few MHz to the
optical region. However, we are not aware of a published
analysis of lateral waves in the THz band, which follows in
Section III-C.1. Due to the A-P and P-P interfaces in IoP, two
types of lateral waves are considered.

1) Lateral Wave Along the Air-Paint Interface: As shown
in Fig. 5, the lateral wave along the air-paint interface
(LW-A) originates in the paint medium propagating towards
the interface, refracting and propagating through air along the
A-P interface, and reaching the receiver in the paint medium.

An accurate characterization of the lateral wave would
require experimental evaluations or ray tracing in environ-
ments where experimentation is possible [33]. However, under
certain conditions, the lateral wave model can be well approx-
imated by a first-order model, which was validated through
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experiments in several environments (e.g., forest [40]). This
approximation holds if each medium can be modeled as a
half-space. The half-space model certainly holds true for air
considering the relative thickness of paint with respect to any
room. Furthermore, both the paint and the plaster layers can be
approximated by a half-space model considering the relatively
short distances considered for nano-scale transceivers and the
high attenuation of THz signals.

With this first-order approximation, the lateral wave can be
further specified. More specifically, the wave originates at the
transmitter in the paint medium and is incident upon the A-P
interface at the critical angle of total reflection, .. Then, the
wave is refracted into the air and propagates along the A-P
interface (over air), leaking energy back into the paint medium
at the critical angle of reflection [40]. As a result, the receiver
receives the wave at the critical angle of .. Therefore, the
path loss can be expressed as,

47Tf h,t + hr
PL =201 —
zap = 2010810 { & <cos<ec> ﬂ

hithy

+101log,, XD (E5)

4 fh
+2010g10< mfhs

) + 10log;, ehSK”(f),
(10)

where the first and second terms represent the spreading and
absorption losses along the paint paths, and the last two terms
capture path loss over air. In (10), hs = [ppcos(¢) — (hy +
h.)tan(6.)] is the lateral path distance over air.

The overall molecular absorption coefficient (K, (f)) of air
at frequency f can be expressed as,

Ka(f) = Qg ’ Kg(f)7

1D
where K2(£) = (K, (f), Ky (f); - Ko (£)] s the molec-
ular absorption coefficient vector of water vapor (1%) and
nine other gases, except for Argon (data corresponding to inert
gases is unavailable on the HITRAN database), which can be
found in high concentrations in the atmosphere (see Table I).
For the considering gas mixture, the total number of molecules
per volume unit (molecules/cm?) vector, Qg at pressure p and

temperature 7', is obtained from the Ideal Gas Law as,

PNq

Q= Fr

where Cg = [Cy, (f),Cy,(f), ..., Cqy,(f)] is the gas mixing

ratio vector, N, is the Avogadro constant, and R is the gas
constant.

Moreover, K,(f) =3, , ki (f) and k; (f) is the monochro-
matic absorption coefficient of the i*” isotopologue of ¢'" gas
at frequency f. The monochromatic absorption coefficient for
each isotopologue of a particular gas in the atmosphere at
frequency f is provided in [41],

ky(f) = Sg(T)F*(f),

where S;(T) is the line intensity at temperature 1" referenced
to the temperature 296K of the i isotopologue of g*" gas,
which can be easily calculated using high-resolution transmis-
sion (HITRAN) molecular spectroscopic data. Here, F*(f) is

G, (12)

13)

2113

TABLE I

ATMOSPHERIC GAS COMPOSITION ON EARTH [43]
(ppm STANDS FOR PARTS PER MILLION)

Gas Composition
N> 78.084%
0, 20.946%
Ar 0.93%
H,O | 1-3%
CO2 | 0.003%
CHy 1.5 ppm
SOz 1 ppm
03 0.05 ppm
N>O | 0.02 ppm
CO 0.01 ppm
NH3z | 0.01 ppm

the spectral line shape function at frequency f. In the lower
atmosphere on Earth, including indoor locations, pressure
broadening of spectral lines dominates the line shape, and a
Lorentz profile can be assumed as the line shape function [22],
[42], and it is given by [41],

i 1 1, T)
F = oD T = (i + 3@ P

where f; is the resonant frequency for isotopologue ¢ of
gas g, v(P,T) is the Lorentzian (pressure-broadened) Half
Width at Half Maximum (HWHM) for gas at pressure P
(atm), temperature T' (K), and 0(P,.s) is the pressure shift
at reference pressure (Pr.y = 1 atm).

Therefore, the received power from the lateral waves along
the A-P interface is given as,

PLAP(ABm) = P,(dBm) + G(dBi) + G, (dBi)
—PLy ap(dB),

(14)

15)

where P; is the transmitted power, G; and G, are the trans-
mitter and the receiver gains.

2) Lateral Wave Along the Paint-Plaster Interface: Since
the permittivity of paint is higher than that of the plaster [32],
the lateral waves also exist through the P-P interface for
communication. Therefore, the lateral wave will propagate
through both paint and plaster mediums (see Fig. 4). The
path loss, PL; pp, can be expressed similar to (10) by
replacing the paint path distance in the first two terms with
(2h — hy — hy)/cost(6.), Kq(f) with K,I(f), and hg =
pp cos(¢) — (2h — hy — hy) tan(f.). Kp(f) is the absorption
coefficient of plaster at frequency f, which can be expressed
following the data given in [32] for the frequency range of
100 to 500 GHz as,

Ku(f)[em™"] = 0.00006f2 — 0.0056f + 0.8819.  (16)

The EM wave speed in the plaster medium (cp;) is ¢ =
¢/np1, where ny, is the refractive index of plaster.

Therefore, the received power when utilizing a lateral wave
along the P-P interface is given as,

P2PP(dBm) = Py(dBm) + Gy(dBi) + G,.(dBi)

—PL; pp(dB), a7

where P; is the transmitted power, G; and G, are the trans-
mitter and the receiver gains.
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Fig. 6. Geometry for the Lateral wave propagating through Paint-Plaster
interface, where energy leakage back into the paint leads to a specific wave
that aligns to the receiver.

D. Overall Received Power

For an isotropic antenna, the overall received power can be
expressed as the sum of the five components [44] as:

P? = 101og [10(77/10) 4 19 47/10) 4 g(PF77/10)

F10PF10) 4 10<Pv~L’PP/10>] . (18)

IV. CHANNEL CAPACITY MODEL

The capacity of the IoP channel at the THz frequencies
can be obtained by partitioning the overall bandwidth into
multiple narrow sub-bands and then aggregating the individual
capacities because of its pronounced frequency selectivity and
the existence of non-white molecular noise [30], [45], [46].

For a given operation band of a to b in THz, the band
can be divided into multiple sub-bands with bandwidth A f =
(b—a)/n, where n is a positive integer selected corresponding
to the required bandwidth of the sub-band. Moreover, the
i*" sub-band is centered around the frequency f; where i =
1,2, ..., n. Therefore, for a small enough sub-band, the noise
power spectral density (p.s.d.) can be assumed flat in the entire
THz band (0.1 — 10 THz), and the resulting capacity for the
it sub-band in bits/s is expressed as [46]:

S(fi
@@=Aﬂ%z“h“ﬁ$@ﬁ®’

i=1,2,....n
(19)

where, d is the total path length, S is the transmitted signal
power spectral density (PSD), A is the channel total path loss,
and N is the noise PSD. Thus, the total channel capacity in
the wide band can be expressed as the aggregated capacities
of each narrow band and can be expressed as,

Cd) =) _Ci(d). (20)
The total channel path loss (A(f;,d)) for each center fre-
quency f; and for total propagation distance d considering
all five paths can be found utilizing (18) as explained in
the Section III. The advancements in graphene-based nano-
electronics have enabled the transmission of incredibly short
pulses, as short as one hundred femtoseconds [47]. The
capability to produce such power is provided within the THz
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spectrum. Furthermore, short-pulse signals are attributed to
the emergence of lateral waves on the boundaries of each
media [48], [49]. Nano-network devices can also transmit very
short picosecond long pulses in the narrow THz frequency
bands, and they can be modeled as Gaussian-shaped [46]:

p(t) = &e—(t—u)w%i 1)

2o
where ag is a normalizing constant to adjust the pulse total
energy (500 pJ), o € (0.005 ps,0.15 ps) is the standard
deviation of the Gaussian pulse in seconds, p is the location
in time for the center of the pulse in seconds. Therefore, the
PSD of the transmitted pulse can be expressed as,

S(f;) = a2e=Cmof i =12 . n. (22)

Corresponding to our model, the noise in the THz channel is
mainly contributed by the absorption noise when propagating
through a specific medium. The emissivity parameter, which
measures this noise phenomenon of the channel is defined as,

€(fi,d) =1 —7p(fi,d), (23)

where 7, is the transmittance of the paint medium, where the
nano-devices reside. The transmittance measures the fraction
of incident radiation that is able to pass through the medium,
and it can be expressed using Beer-Lambert Law as [50]:

7(fi,d) = e*Kp(fi)d7 (24)

i=1,2,....,n

i=1,2,....n

where K,(f;) is the paint medium absorption coefficient at
frequency f; as given in (2). The equivalent noise temperature
due to medium absorption 7' (in Kelvin) that an antenna
will detect from the medium is obtained as [30]:

Tmol(fi’d):Toe(fi’d)7 ?::1,2,...,71

where Ty (296 K) is the reference temperature. Therefore, for
a given bandwidth, the noise PSD is given by

N(f’md) = AkaTmol(fi7d)7

where kp is the Boltzmann constant. Therefore, substituting
the PSD expression obtained for the transmitted pulse (22) and
noise (26) into the derived channel capacity expression (20),
we can rewrite the channel capacity expression for a wide-
band as:

(25)

i=1,2,...,n  (26)

+ a367(27"04f!)2
AfkpT,  (fi,d)A(fi, d)

C(d):ZAﬂ% 1 .27

V. RESULTS AND DISCUSSION

In this section, we perform numerical evaluations of the path
loss and channel capacity of the IoP channels in the frequency
range of 200 to 300 GHz, using MATLAB, following the
methodology explained in Section III and IV. We assume
that technology is available to embed transceivers in a paint
layer with a thickness of h. The transmitted power of each
proposed nano-network device is considered to be 10 mW
(10 dBm), with 2.15 dBi gains for both the transmitter and the
receiver [3]. To analyze the impacts of paint color, we consider
three types of paints: Brilliant Blue, Titanium White, and
Oxide Black (Table II). The paint is applied to a plaster wall
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TABLE I
TYPES OF PAINT AND CORRESPONDING MEAN REFRACTIVE INDEX

(£0.05) IN THE FREQUENCY RANGE 0.1 TO 1.2 THZ [51]

Paint type Refractive index (np) | Main pigment
Brilliant Blue 1.91 PBI15
Titanium White 2.13 PW6
Oxide Black 2.74 PBk11
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Fig. 8. Path loss of the reflected wave from the A-P interface as a function
of (a) frequency (fixed pp = 1cm) and (b) distance (fixed f = 200 GHz)
for three paint colors. The burial depth of the transmitter and the receiver
antennas are 0.5 mm and 1.5 mm respectively.
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Fig. 7. Path loss of the direct wave as a function of (a) frequency (fixed
pp = lcm) and (b) distance (fixed f = 200 GHz) for three paint colors.
The burial depth of the transmitter and the receiver antennas are 0.5 mm and
1.5 mm respectively.

with a refractive index (n) of 1.61 [32]. The refractive index
of the paint types and plaster can be considered constant with
frequency since the variation is negligible in the frequency
range considered in this study [32]. We consider the thick-
ness h of the paint to vary between 1 mm-3 mm [52], and the
minimum distance between the transmitter and the receiver is
set at 4 mm.

A. Path Loss Analysis

We first analyze the path loss for all the critical communi-
cation paths based on the analysis in Section III. Assuming
a paint layer thickness of h = 2mm, we consider the burial
depths of the transmitter and the receiver antennas at 0.5 mm
and 1.5mm from the A-P interface, respectively. The path
loss is analyzed by varying the frequency (200 — 300 GHz) as
well as the distance between the transmitter and the receiver
(4mm to 10cm), with default values of 200 GHz and 1cm,
respectively. The absorption coefficients for both the paint
and plaster are obtained from [32]. The molecular absorption
coefficient was calculated by considering all the gases in
Table I except Ar, as explained in section III-C.1.

1) Direct Wave: The path loss of the direct wave is shown
in Figs. 7 for the three different paint pigments with respect
to a range of frequencies as well as distances between the
transmitter and the receiver. When varying the frequency from
200 GHz to 300 GHz, the path loss increases gradually at a
rate of 0.075dB/GHz for all paint colors. The path loss is
higher for paint types with higher refractive indices, where a
3.14dB increase in path loss is observed between blue and
black paint in Fig. 7 (a). The path loss increases linearly due
to the corresponding increase in the absorption coefficient of
the paint in the 200 GHz to 300 GHz frequency range [32].

In Fig. 7 (b), the impact of distance on path loss is shown
for three paint colors. It is important to note that the spreading
loss dominates the path loss in the first few centimeters and
a further increase in distance lead to higher absorption loss.
This behavior explains the exponential increase in the path
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Fig. 9. Path loss of the reflected wave from the P-P interface as a function

of (a) frequency (fixed pp = 1cm) and (b) distance (fixed f = 200 GHz)
for three paint colors. The burial depth of the transmitter and the receiver
antennas are 0.5 mm and 1.5 mm respectively.

loss initially, followed by a moderate linear increase at a rate
of 15.28 dB/cm.

2) Reflected Wave From A-P Interface: The RW-A path loss
is calculated according to (4) with a surface height standard
deviation of 0.01 mm [32]. The results are shown in Figs. 8
with respect to varying frequencies and distances between
the transmitter and the receiver. According to Fig. 8 (a), the
path loss increases non-linearly with frequency with a rate
of change around 0.07 — 0.083 dB/GHz, unlike the DW case.
However, similar to the DW case, we notice clear differences
in the total path losses for different paint pigments. Paints with
higher refractive index have comparably higher path losses.
However, RW-A experiences path loss 1-2dB higher than the
DW, because of the additional spreading and absorption losses
that accrue along the longer reflected path (hy 4+ he > pp) as
well as the reflection loss, R, (f). The differences in total path
loss between Blue and White, and between White and Black
pigments are 0.9 dB and 2.2 dB, respectively. This aligns with
the differences in their refractive indexes.

3) Reflected Wave From P-P Interface: The path loss of the
RW-P is analyzed similarly to RW-A, with a major difference
in that the rough surface height standard deviation, which is
op = 0.05mm at the P-P interface is expected to be larger
than that at the A-P interface (o, = 0.01 mm) [36]. As shown
in Figs. 9, RW-P behaves similar to RW-A (Fig. 8). The main
difference is that the path loss increases at a slightly higher
rate with the frequency (0.0043 dB/GHz) and the LoS distance
(0.5528 dB/cm) than the corresponding A-P results. This is
mainly caused by the greater reflection loss and roughness at
the P-P interface compared to the A-P interface.
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Fig. 11. Path loss of the lateral waves through (a) A-P and (b) P-P interfaces
as a function of distance (fixed f = 200 GHz) for three paint colors. The burial
depth of the transmitter and the receiver antennas are 0.5mm and 1.5 mm
respectively.

4) Lateral Wave Through Air-Paint and Paint-Plaster Inter-
faces: As described in Section III, lateral waves are unique
components of the IoP channel that are exhibited when signals
from a medium with higher permittivity are incident to a
boundary with a medium with lower permittivity at the critical
angle of reflection according to Snell’s Law.

In Figs. 10, the lateral wave path loss as a function of
frequency is shown for both A-P and P-P interfaces. It can
be observed that the path loss is moderately sublinear with
frequency in the case of the A-P interface, and moderately
superlinear in the case of the P-P interface. Moreover, at the
1 cm inter-node distance, the path loss for lateral waves is
significantly larger than that of direct and reflected waves.
More specifically, at 200 THz and for blue paint, path losses
for LW-A and LW-P are 72 dB and 86 dB, respectively. By con-
trast, the corresponding path losses direct and reflected waves
are 58 and 60dB, respectively. However, as we will analyze
in Section V-B, lateral waves start to dominate (i.e., result in
lower path loss) other waves as the burial depth and inter-node
distance are changed. Moreover, it can be observed that the
LW-P and LW-A path loss difference corresponding to each
frequency is increasing from 13 to 22dB. This is mainly
because of the higher reflective index of plaster compared to
that of air as well as the changes in the paint paths as waves
propagate to these respective interfaces.

In Fig. 11 (a), the LW-A path loss is shown as a function of
distance, pp. A unique property of lateral waves is observed
in the results. More specifically, the path loss is not linearly
increased with distance compared to direct and reflected waves
(see Figs. 7 (a), 8 (a), and 9 (a)). This is mainly due to the
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significantly lower permittivity of air and hence the lower
path loss as the majority of lateral wave propagates through
air. As a result, as the distance between the transmitter and
receiver increases, the lateral wave dominates the channel,
maintaining a higher communication range compared to other
waves. In Fig. 11 (b), the LW-P path loss is shown, where the
path loss values are 13-22.3 dB higher than that of LW-A.
This increase is mainly due to the higher path loss within the
plaster compared to air.

B. Burial Depth Analysis

So far, we have analyzed the impacts of frequency and
distance on IoP channel by fixing the burial depths of the
transmitter and receiver. However, as we discussed above,
burial depth governs the reflected and lateral waves because
the signal path in paint varies accordingly. Next, we inves-
tigate the performance of the direct, reflected, and lateral
waves by varying the burial depths of the transmitter and the
receiver, assuming that the technology is available to keep the
transceivers at the same level. The burial depth is measured
from the A-P interface. In addition, we vary the paint thickness
(1-3mm) to explore the impacts of burial depth on different
paint applications.

In Figs. 12, the path loss values of the five main paths
are shown as a function of burial depth for three paint
thickness values. The results in Figs. 12 clearly illustrate
the dynamics between each path as the burial depth and the
paint thickness changes. For example, it can be observed
that DW is independent of the burial depth and the paint
thickness, as expected. However, the other types of waves
are significantly affected by the thickness of the paint due to
the increase in wave propagation distance. The lateral waves
propagating through the A-P and P-P interfaces are the most
reliable communication paths (i.e., lowest path loss) when
the transceivers are in close proximity to the corresponding
interfaces. In all other scenarios, for the fixed distance of 1 cm,
the DW results in the best performance for all paint thickness
values. When analyzing the path loss corresponding to the
reflected waves, we can observe that there is a burial depth
value at which the path loss of the RW-A interface gets higher
than the RW-P interface, shifting towards the P-P interface
as the thickness of the paint increases. The reason for this
behaviour is due to the increased surface roughness of the
plaster compared to the paint. Furthermore, we can observe
that the path loss associated with the reflected waves from the
A-P and P-P interfaces is almost the same as the DW ata 1 mm
thickness. This is due to the fact that the path lengths within
the thin paint layer are nearly equal. Thus, with the increase in
thickness, the path losses corresponding to the reflected waves
exhibit significant differences.

Since the transceiver could be positioned inside the paint at
various distances, it would be imprecise if we made decisions
on the communication through the paint for a constant LoS
distance. Therefore, in Figs. 13, we present the path loss
variation against the burial depths of the transceivers by
varying the LoS distance from 1 to 4 cm (path loss for 1 cm can
be observed in Fig. 12 (c)) for fixed paint thickness of 2 mm.
As the distance increases, the path loss values corresponding
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Path loss variation with the burial depth for the transmitter and the receiver for a fixed LoS distance (1 cm) and frequency (200 GHz) for Titanium

Path loss variation with the burial depth for different LoS distances (2 to 4cm) for a fixed frequency (200 GHz) and thickness (2 mm) for Titanium

to all the types of waves increase. This is due to the fact that
absorption and spreading losses are directly proportional to
the distance. However, it can also be observed that the rate
of increase in path loss with distance is significantly smaller
for lateral waves through the A-P interface, where LW-A
dominates the IoP channel for long distances. For example,
at a burial depth of 1 mm, an increase in distance from 1cm
to 4cm leads to only a 12.79dB increase in the LW-A path
loss, compared to an increase of 53.89 dB, 52.82dB, 52.39 dB,
and 41.97dB in path loss for DW, RW-A, RW-P and LW-P,
respectively. Moreover, we observe that LW-P dominates the
IoP channel only when transceivers are within 0.08 mm of the
P-P interface. The reason for this behavior is the significantly
higher absorption properties of the plaster than the molecular
absorption in air.

Moreover, it is necessary to investigate the impact of differ-
ent paint types on communication through paint because dif-
ferent paint types have different refractive indices. In Fig. 14,
the path loss values of the five main paths are shown for three
paint colors, for a fixed distance of 1cm, paint thickness of
2mm, and a frequency of 200 GHz. It can be observed that the
path loss values corresponding to the paint types with higher
refractive index lower the performance.

From the practical operation of IoP at sub-THz frequencies,
two salient observations emerge. Note that in this study,
we explore every major IoP communication path. However,
in practice, the use of directional antennas can selectively
enhance or merge specific paths to improve communication
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Fig. 14. Path loss variation with the burial depth of the transceivers for fixed
frequency (200 GHz), LoS distance (1 cm), and thickness (2 mm) for all paint
types. BB - Brilliant Blue, TW - Titanium White, OB - Oxide Black.

efficacy. For communication distances below 2cm, multiple
paths experience similar path loss (e.g., DW, RW-A, RW-P).
This suggests that leveraging multi-beam transmission paired
with receiver combining could offer significant improvements
in range and channel performance. On the other hand, for
larger communication distances, lateral waves through the
A-P dominate the channel. To maximize efficiency in such
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for all paint types.

scenarios, sub-THz waves could be steered towards the critical
angle, concentrating energy to the lateral waves and thus
conserving overall energy consumption. Interestingly, due to
the difference in refractive indices of paint colors, such IoP
steering and multi-beam solutions would need to be designed
based on paint color.

Finally, combining all the received power corresponding to
each individual communication path (see Fig. 15), we inves-
tigate the total received power variation with the burial depth
of the transceivers by keeping the frequency of 200 GHz and
LoS distance of 1 cm constant. It can be observed that there is
a 40-50dB improvement in received power when the
transceivers are located close to the A-P interface. As the
burial depth is increased, the total received power decays
exponentially with the burial depth of the transceivers at the
first few microns (approximately h; < 0.3mm to 0.5 mm)
close to the A-P interface, stabilizing in the middle range
(approximately 0.3mm < h; < 0.9mm). Finally, a con-
siderable increase (10-15dB) is observed when transceivers
are close to the P-P interface (h; > 0.9 mm). This behavior
can be seen in all the paint types and thicknesses due to
the reduced path loss when the transceivers are close to the
A-P and P-P interfaces. Up to 33 dB improvement in received
power can be achieved by placing transceivers close to the A-P
interface compared to the P-P interface. Moreover, paints with
higher refractive indices absorb more signal energy, reducing
the received power compared to paints with lower refractive
indices by up to 6.8 dB. Furthermore, as the thickness of the
paint layer increases, a 1-3.5dB drop in total received power
is observed, even though a considerable path loss increase is
observed for each individual path, as shown in Fig. 12. The
results highlight the importance of multi-path communication
and receiver combining in IoP as well as the importance of
the placement process to improve channel quality and range.

C. Channel Capacity Analysis

The IoP channel capacity is analyzed based on the dis-
cussion in Section IV, by equally partitioning the frequency
bands of 200 — 300 GHz into narrow bands with a bandwidth
of 10 GHz, while increasing the LoS distance up to 10cm
between the transceivers. The computed channel capacity val-
ues for multipath communication through paint are presented
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Fig. 16. Multi path channel capacity in 200 to 300 GHz frequency band for
all paint types.

in Fig. 16 for all the paint colors. Similar to the path loss anal-
ysis, as expected from the previous analysis, we can achieve
higher channel capacities by applying paints with lower refrac-
tive indexes, which have lower losses. When investigating the
channel capacity for the LoS distances between 2 to 3cm,
we notice 0.1 to 0.2Gbps and 0.3 to 0.45Gbps difference
between Blue and White, and between White and Black paints,
respectively, and these gaps decrease slightly with distance.
We do not recommend establishing communication between
nanodevices more than 5cm apart due to the exponential
decrease in channel capacity with distance and thickness of the
paint layer varying significantly. However, due to the random
spatial distribution of the devices, the LoS distance to the
nearest device is highly variable and not easily controlled.
Therefore, to ensure relatively short propagation distances,
we propose creating a dense network in the paint layer with
more nanodevices per unit volume.

Lastly, we analyze IoP channel capacity by varying the
transceiver burial depths and comparing them against the
channel capacity in air, which comprises water vapor and a
selection of gases from Table I. The thickness of the paint
layer is considered as 2mm. Therefore the selected burial
depths indicate the channel capacity when the transceivers
are buried 1) near the A-P interface (depth = 0.05mm),
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Fig. 17. Comparison of channel capacity through Air and Paint (Multipath)
for various transceiver burial depths within 200 to 300 GHz frequency. The
thickness is considered as 2 mm for Titanium White paint (n = 2.13).

2) in the middle (depth = 1 mm), and 3) near the P-P inter-
face (depth = 1.95mm). Referring to the predicted channel
capacity as a function of distance, for each burial depth
in Fig. 17 (a), a dramatic decrease of 15.8 — 17.9Gbps in
channel capacity can be noticed until 4cm LoS Distance.
However, when the transceivers are near the A-P interface,
1.9—15.8 Gbps higher channel capacity is observed compared
with the channel capacity corresponding to 1 mm and 1.95 mm
burial depths. This difference is due to the reduced path loss
from the LW-A when the transceivers are placed close to the
A-P interface and the higher absorption effect of paint and
plaster mediums for the other transceiver placements. Even
though approximately equal channel capacity is noticed for
1 and 1.95 mm burial depths until 2.3 cm LoS distance due to
receive power balancing from the multipath, 0.003 —1.47 Gbps
increasing gap is noticed afterward. When comparing pre-
dicted channel capacity for air and IoP communication over
different burial depths (see Fig. 17(b)), channel capacity is
reduced between 97 and 140 Gbps, keeping other factors
constant. The channel capacity loss in the paint medium is
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due to increases in both spreading and absorption losses.
Note that spreading losses for paint differ from those in air.
When waves enter a medium with a higher refractive index,
their wavelength is reduced, and so the wave speed is also
reduced [29].

All simulations were performed with the same transmitted
power. Therefore, further experiments are needed to assess
how effective propagation distance and channel capacity relate
to transmitted power.

VI. CONCLUSION

In this article, we introduce a channel model and capacity
analysis for nano-networks in the IoP. In this new paradigm
shift, nano-network devices are mixed into the paint compo-
sition and applied to wall, resulting in a thin film of paint
with integrated communication networks. The scale of the
devices, which are at the micron scale, will be constructed
from components assembled from nanomaterials. In particular,
the devices will have nanoantennas built from metamaterials
(e.g., graphene) and given its scale will communicate in the
THz frequency spectrum. Given the properties of THz waves
propagating through the paint medium, as well as between
different interfaces, such as plaster and air, we defined a
number of critical paths. This includes direct waves, waves
reflected from the Air-Paint (A-P) and paint-plaster (P-P)
interfaces, as well as lateral waves propagating along both A-P
and P-P boundaries. Furthermore, our investigation considers
three distinct types (Brilliant Blue, Titanium White, and Oxide
Black) of paint in our analysis for path loss and channel
capacity. Numerical evaluations indicate that the path loss
increases at a moderate rate with both frequency and Line
of Sight (LoS) distances between transceivers. Notably, paints
with higher refractive indexes result in higher path loss.

Further, when the nano-devices are buried at similar depths
and positioned near the A-P interface, the lateral waves exhibit
relatively promising path loss performance with increasing
distances between the transmitter and receiver. This is because,
even though the path is longer, the waves that propagate to the
boundary and propagate along the surface in the air encounter
lower loss. Intuitively, increasing the thickness of the paint
layer leads to more significant attenuation for the waves
propagating within the medium. Also, the total received signal
strength demonstrates an initial steep decline as burial depth
increases, before increasing slightly when the transceivers get
closer to the P-P interface. The analysis of channel capacity in
the different color paints indicates that it reduces exponentially
with distance, and applying paints with low refractive index
could achieve higher channel capacity. Moreover, one order
of magnitude higher channel capacity could be expected by
placing transceivers in the proximity of the A-P interface
compared to the higher burial depths. Finally, when comparing
the ToP communication with the THz propagation on clear
air, there is almost two orders of magnitude reduction in the
channel capacity.

The IoP can result in the largest distribution of miniature
nano-devices that connect to the cyber-space, where they will
seamlessly be embedded into building structures. This can
result in novel applications, which are as follows:
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IoP for green-house gas sensing: The nano-devices
embedded into the paint mixture can use point-to-point
THz signaling to sense gases (e.g., greenhouse gas emis-
sions [6]), pathogens, etc. This, in turn, leads to data
generated in large geographical areas that will allow us
to correlate tracking long-term gas changes for climate
change.

Posture Recognition: The sub-THz and THz sig-
nals themselves could be used for sensing purposes
(i.e., RF-based sensing), where the high bandwidth pro-
vides significantly improved accuracy, providing various
sensing opportunities such as in-room gaming, posture
recognition, head recognition and headset sensing for
AR/VR, position sensing, immersive media for meta-
verse [53], etc.

Back-scatter type of sensing: The nanodevices inside the
paint can be powered/read using a scanner, such as from
an ultrasound transducer. This source can emit ultrasound
waves at the nano-devices, and sense the back-scattered
waves containing information. This approach eliminates
the need for powering individual nodes. Additionally, this
can allow the nanodevices to be embedded in the paint
for years, only activating when they need to be read.
Thus, many high-resolution sensing applications can be
developed using an IoP application.

IoP for public health monitoring: The recent
COVID-19 pandemic has led to increased attention for
pathogen sensing. The IoP can facilitate the sensing of
viral particles, which can result from violent respiratory
excretion (e.g., sneezing). Similar to gas sensing, the THz
signals can be used to viral particle attachments on the
wall. This can lead to large-scale data collection to track
the epidemic movement of the virus.

Wall communication infrastructure: The IoP can result
in a new paint-based IRS, where nano-devices are used
to reflect and steer THz signals. At the same time, the
nano-networks can allow communication signals to prop-
agate along the wall, acting as a wave guide. This in turn
can lay down the fears of the public in terms of wireless
signals affecting health as the signals will concentrate and
move along the walls rather than propagate in the open
space.
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