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AbstractÐAs many mobile devices use Global Navigation
Satellite Systems (GNSSs) to determine their locations for control,
compromising such systems can result in serious consequences,
as shown by existing GPS spoofing attacks. However, most such
spoofing attacks focus on the effect of a single spoofer attacking
a single receiver. In this paper, we investigate the impacts of a
single spoofer on multiple receivers, motivated by research on
attacking drone swarms. Our analysis independently shows that,
using a single spoofer, multiple receivers at different locations in
a spoofing area will see the same location reading. We consider
the base case of spoofing four satellites and also the generic case
when more satellites are involved in the spoofing attack. More
importantly, we conduct real-world experiments to validate our
analysis and demonstrate the potential threats to many practical
applications. We use off-the-shelf SDR cards for spoofing and
consumer GPS receivers for obtaining spoofed location readings.
While this method can enable various attacks on mobile devices
depending on GPS, it is also applicable to all existing GNSSs,
because they use similar principles to determine locations.

Index TermsÐGNSS, GPS Spoofing, Drone Countermeasures

I. INTRODUCTION

Since the Global Positioning System (GPS) system was

open for civil use in 2000, it has been adopted by many civil

applications, such as air transportation, naval navigation, and

geographical land survey. Following the success of GPS, other

GNSSs have also been developed such as Galileo, GLONASS,

etc. In the past two decades, the cost of a GPS receiver has

been dramatically reduced such that it becomes a common

device on many mobile devices to support routine operations,

e.g., a consumer drone performs auto-piloted missions based

on GPS. However, because the civil GPS signal is fairly weak

and is not protected with a proper authentication method, GPS

spoofing attacks have been explored in many projects [1], [2],

[3], [4]. To the best of our knowledge, existing methods mostly

focused on the effect of a single spoofer on a single receiver,

except the limited analysis of spoofing multiple receivers

in [5]. Therefore, we focus on the impacts of a single spoofer

on multiple receivers in this paper.

This work was motivated by the exploration of attacking

a drone swarm via GPS spoofing. As an auto-piloted drone

swarm usually performs its mission based on GPS, compro-

mising the GPS readings of these drones is an interesting

method to deal with the swarm. As the first step in this

direction, we need to figure out the concrete impacts that a

single spoofer may have on a drone swarm. There have been

a number of projects using GPS spoofing to attack individual

drones [6], [7], [8]. However, none of them systematically

analyzed the impacts of GPS spoofing on multiple drones.

Our analysis in this paper shows an interesting result: when

spoofed GPS signals overpower the authentic signals such

that GPS receivers in the spoofing area are all locked to

the spoofed signals, these receivers at different locations will

see the same location reading. Due to the inherent properties

of location determination algorithms on GPS receivers, the

algorithms will give the same solution as we show in this

paper, although they are at different physical locations in the

spoofing area. We further conduct real-world experiments to

confirm our analysis, and show the potential threats of such

attacks. Although the attack discussed in this paper shows the

impact at the GPS signal level, more powerful attacks can

be developed to further deceive drone state estimation and

navigation control algorithms to disrupt their missions.

We use a method similar to existing GPS spoofing attacks:

using off-the-shelf Software Defined Radio (SDR) cards (such

as USRPs, BladeRF cards, HackRF cards, and RTL-SDR

dongles) and open-source GNSS and GPS software (such as

GPS-SDR-SIM, BladeGPS, GNSS-SDR, and gpsd), we are able

to conduct in-depth analysis of concrete steps in GPS signal

processing, such as receiving, decoding, and regenerating. Uti-

lizing these tools, we experiment with various GPS receiving,

manipulating, and transmission settings. We observe a sur-

prising phenomenon: multiple receivers at different locations

within the spoofing area always have very similar location

readings. This interesting result motivates us to dive into the

details of GPS location determination process, and eventually

find out the reason behind this observation. As all GNSSs use

similar principles to determine locations, this result clearly

reveals a generic threat to all such systems.

The main contribution of this paper is that, via both com-

prehensive theoretical analysis and real-world experiments,

we clearly identify the impacts of a single GPS spoofer on

multiple receivers at different locations in the spoofing area.

We analyze both the base case of spoofing four satellites and

the generic case when more satellites are involved. We further

conduct real-world experiments with broadly available SDR

cards to validate our analysis, and demonstrate the real threats

to a group of GPS receivers.

The remainder of this paper is organized as follows. We























































































































































































p(1) =
√

(x(1)
− xR1

)2 + (y(1) − yR1
)2 + (z(1) − zR1

)2

+ c · dT1 −D1,

=
√

(x(1)
− xR2

)2 + (y(1) − yR2
)2 + (z(1) − zR2

)2

+ c · dT2 −D2,

p(2) =
√

(x(2)
− xR1

)2 + (y(2) − yR1
)2 + (z(2) − zR1

)2

+ c · dT1 −D1,

=
√

(x(2)
− xR2

)2 + (y(2) − yR2
)2 + (z(2) − zR2

)2

+ c · dT2 −D2,

p(3) =
√

(x(3)
− xR1

)2 + (y(3) − yR1
)2 + (z(3) − zR1

)2

+ c · dT1 −D1,

=
√

(x(3)
− xR2

)2 + (y(3) − yR2
)2 + (z(3) − zR2

)2

+ c · dT2 −D2,

p(4) =
√

(x(4)
− xR1

)2 + (y(4) − yR1
)2 + (z(4) − zR1

)2

+ c · dT1 −D1,

=
√

(x(4)
− xR2

)2 + (y(4) − yR2
)2 + (z(4) − zR2

)2

+ c · dT2 −D2.
(9)

Here we can find the solution to the system of eqs. 9 as

follows: 
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xR1
= xR2

,

yR1
= yR2

,

zR1
= zR2

,

dT1 = dT2 +
D1 −D2

c
.

(10)

Therefore, we conclude with the following proposition.

Proposition 1. If we craft spoofed GPS signals using a single

spoofer and send them to two (or multiple) GPS receivers in

the spoofing area, these GPS receivers will perceive the same

spoofed location.

This proposition can also be visually explained using Fig-

ure. 4. Specifically, trilateration is used by the GPS localization

solution. For the single receiver case, we first loosely estimate

a large pseudo range pi for each Satellite i. As the figure

shows, at the beginning, the estimated four large pseudo range

spheres usually do not intersect at the same point. However, as

we gradually decrease the pseudo range estimate pi for each

Satellite i by the same amount little by little, the four pseudo

range spheres will eventually intersect at the same point. This

point of intersection represents the GPS location solution, and

the decrement in pseudo range for each Satellite i is equal to

c ·dT , where dT is the clock offset of the receiver to the GPS

system time and c is the speed of light.

Now we go back to the case of two GPS receivers. Based

on eq. 8, we have

p
(i)
2 − p

(i)
1 = D2 −D1, (11)

for i = 1, 2, 3, 4.

As we mentioned earlier, eq. 11 means that, for Satellite

i, the difference between p
(i)
1 (the pseudo range with regard

to R1) and p
(i)
2 (the pseudo range with regard to R2) is a

constant value (D2 − D1). Therefore, if we can decrease all

pseudo ranges p
(i)
1 for R1 by c · dT1 to make the four pseudo

range spheres intersect at one location, we can also decrease

all pseudo ranges p
(i)
2 for R2 by c·dT1+(D2−D1) to make the

four pseudo range spheres intersect at the same location. This

is consistent with eqs. 10. In other words, if we increase or

decrease all pseudo ranges for a GPS receiver simultaneously

by the same value, the solution of 3D GPS location will not

change.

Definition 1. The same spoofed location perceived by all the

GPS receivers is defined as the Target Spoofed Location.

From the aforementioned analysis, we know that the

Target Spoofed Location is only determined by p(i) and

(x(i), y(i), z(i)) for i = 1, 2, 3, 4, which are used to build the

spoofing signals. In the spoofing signal generation procedure,

the GPS-SDR-SIM will adjust the spoofing signals such that

the Target Spoofed Location at each time step corresponds to

the one in the given intended location file.

The Proposition 1 also holds in the case when the GPS

receiver tracks more than four satellites. For detailed proof,

please refer to our technical report [15].

IV. PERFORMANCE EVALUATION

In the previous section, we have presented the detailed anal-

ysis of the location solutions of multiple GPS receivers, given

the spoofing signals from a single spoofer. In the following,

we will validate the analysis results using experiments with

off-the-shelf devices and real GPS data.

A. Hardware and Software Platform

In this section, we will briefly introduce the hardware and

software used in the experiments for validating the analysis

results.

1) Hardware: SDR Devices. In our experiments, we use

the low-cost Nuand bladeRF 2.0 [16] to transmit GPS signals.

As the clock precision is not ideal on bladeRF, we also use

the Leobodnar’s Precision GPS Reference Clock [17] as the

external clock to make the bladeRF achieve better signal

quality and accuracy.

GPS Receivers. In these experiments, we use popular USB-

Serial GPS receivers from Prolific Technology Inc. [18], and

we use gpsd [19] as the driver to read the results from the

receivers. The gpsd allows us to monitor the progress of the

experiments, e.g., checking the number of satellites that the

receiver is locking to and pseudo-ranges to satellites, and other

information.








