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Abstract—As many mobile devices use Global Navigation
Satellite Systems (GNSSs) to determine their locations for control,
compromising such systems can result in serious consequences,
as shown by existing GPS spoofing attacks. However, most such
spoofing attacks focus on the effect of a single spoofer attacking
a single receiver. In this paper, we investigate the impacts of a
single spoofer on multiple receivers, motivated by research on
attacking drone swarms. Our analysis independently shows that,
using a single spoofer, multiple receivers at different locations in
a spoofing area will see the same location reading. We consider
the base case of spoofing four satellites and also the generic case
when more satellites are involved in the spoofing attack. More
importantly, we conduct real-world experiments to validate our
analysis and demonstrate the potential threats to many practical
applications. We use off-the-shelf SDR cards for spoofing and
consumer GPS receivers for obtaining spoofed location readings.
While this method can enable various attacks on mobile devices
depending on GPS, it is also applicable to all existing GNSSs,
because they use similar principles to determine locations.

Index Terms—GNSS, GPS Spoofing, Drone Countermeasures

I. INTRODUCTION

Since the Global Positioning System (GPS) system was
open for civil use in 2000, it has been adopted by many civil
applications, such as air transportation, naval navigation, and
geographical land survey. Following the success of GPS, other
GNSSs have also been developed such as Galileo, GLONASS,
etc. In the past two decades, the cost of a GPS receiver has
been dramatically reduced such that it becomes a common
device on many mobile devices to support routine operations,
e.g., a consumer drone performs auto-piloted missions based
on GPS. However, because the civil GPS signal is fairly weak
and is not protected with a proper authentication method, GPS
spoofing attacks have been explored in many projects [1], [2],
[3], [4]. To the best of our knowledge, existing methods mostly
focused on the effect of a single spoofer on a single receiver,
except the limited analysis of spoofing multiple receivers
in [5]. Therefore, we focus on the impacts of a single spoofer
on multiple receivers in this paper.

This work was motivated by the exploration of attacking
a drone swarm via GPS spoofing. As an auto-piloted drone
swarm usually performs its mission based on GPS, compro-
mising the GPS readings of these drones is an interesting
method to deal with the swarm. As the first step in this
direction, we need to figure out the concrete impacts that a
single spoofer may have on a drone swarm. There have been
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a number of projects using GPS spoofing to attack individual
drones [6], [7], [8]. However, none of them systematically
analyzed the impacts of GPS spoofing on multiple drones.

Our analysis in this paper shows an interesting result: when
spoofed GPS signals overpower the authentic signals such
that GPS receivers in the spoofing area are all locked to
the spoofed signals, these receivers at different locations will
see the same location reading. Due to the inherent properties
of location determination algorithms on GPS receivers, the
algorithms will give the same solution as we show in this
paper, although they are at different physical locations in the
spoofing area. We further conduct real-world experiments to
confirm our analysis, and show the potential threats of such
attacks. Although the attack discussed in this paper shows the
impact at the GPS signal level, more powerful attacks can
be developed to further deceive drone state estimation and
navigation control algorithms to disrupt their missions.

We use a method similar to existing GPS spoofing attacks:
using off-the-shelf Software Defined Radio (SDR) cards (such
as USRPs, BladeRF cards, HackRF cards, and RTL-SDR
dongles) and open-source GNSS and GPS software (such as
GPS-SDR-SIM, BladeGPS, GNSS-SDR, and gpsd), we are able
to conduct in-depth analysis of concrete steps in GPS signal
processing, such as receiving, decoding, and regenerating. Uti-
lizing these tools, we experiment with various GPS receiving,
manipulating, and transmission settings. We observe a sur-
prising phenomenon: multiple receivers at different locations
within the spoofing area always have very similar location
readings. This interesting result motivates us to dive into the
details of GPS location determination process, and eventually
find out the reason behind this observation. As all GNSSs use
similar principles to determine locations, this result clearly
reveals a generic threat to all such systems.

The main contribution of this paper is that, via both com-
prehensive theoretical analysis and real-world experiments,
we clearly identify the impacts of a single GPS spoofer on
multiple receivers at different locations in the spoofing area.
We analyze both the base case of spoofing four satellites and
the generic case when more satellites are involved. We further
conduct real-world experiments with broadly available SDR
cards to validate our analysis, and demonstrate the real threats
to a group of GPS receivers.

The remainder of this paper is organized as follows. We



first introduce the basics of GPS, GPS spoofing, and related
work in Section 2. We then discuss the system setup and the
attack model, and present the analysis of the impacts of a
single spoofer on multiple receivers in Section 3. We discuss
the experimental evaluation in Section 4. We further conclude
this paper and discuss future work in Section 5.

II. RELATED WORK

In this section, we first introduce the GPS basics, and further
discuss GPS spoofing methods and several related projects.

A. GPS Basics

Civil GPS is arguably the most popular positioning system
for mobile devices, such as consumer drones and many other
applications. The GPS system consists of three segments: the
satellite segment (satellite constellation), the ground segment
(ground control network), and the user segment (user equip-
ment) [9]. There are multiple sets of GPS satellites for different
purposes. Here we focus on the set of satellites broadcasting
civil signals. It maintains at least 24 satellites available around
the globe; we can observe about 6 to 12 satellites at any
location on the surface of the globe.

Each satellite orbits in a predefined track and continuously
broadcasts a 1500-bit GPS frame every 30 seconds. Each
GPS frame has five subframes. Subframe 1 contains the GPS
week number, satellite accuracy and health, and satellite clock
correction terms; subframes 2 and 3 contain the satellite’s
precise orbital ephemeris information, giving the predicted
positions of the satellite at regular time intervals from 30
minutes up to four hours; subframes 4 and 5 carry 1/25 of
almanac information about the predefined tracks of all 32
satellites and is used for predicting which satellites may be
observable based on a receiver’s (estimated) location. Further-
more, a complete GPS message is delivered in 25 frames. In
this paper, we focus the civil GPS signals at 1575.42 MHz with
the Coarse/Acquisition (C/A) code on the L1 band. The C/A
code is not encrypted for civil access. (The high-resolution
military GPS signals are broadcast in an encrypted precision
(P/Y) code on the L2 band at 1227.60MHz to authorized
receivers, which is not the subject we discuss here.)

For a GPS receiver to determine its location, it needs to
be locked on at least four satellites and find the distances
(pseudo-ranges) to these satellites. As shown in Figure 1, ¢
is the GPS system time; d7j is the clock bias between a
receiver I%;’s local time and the GPS system time ¢; t()
is the receiving time of a frame from satellite ¢ at receiver
R;. We first consider the base case of four satellites. The

pseudo-range p() from R; at position (zg;,Yr,,2R;) tO

satellite 7 at position (x(L) y(L) z“) is defined as p() =

V@O —2p,)2 4+ (5O = yp, )2 + (20 = 2p,)2 + ¢ dT; =
c (t;i) —t), where c is the speed of light. Then the system of
equations for a GPS solution in the base case is:
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At receiver R;, we have four pseudo-range equa-
tions to solve four unknowns (three position coordinates
(rR;,YR,,%r,;) and a clock bias dTj). There is only one
solution to this system of equations. In the general case
of more than four satellites available, the system of GPS
equations at a receiver would be over-determined. Specifically,
assume there are N > 4 satellites available for R;, there will
be N equations in the system of eqs. 1. However, there are
only four unknowns: x R;» YR;» ZR;> and dT}. Therefore, egs. 1
is over-determined. Usually, the GPS system uses the common
least-squares method to solve this problem. For the N > 4
case, we defined the following series of functions for I2;:

f(Z) (ij yYR;» ZR;» dTJ)
:\/(x(i) —2g,)?+ (W —yr)? + (200 — 25, ()
+e-dly —pd,

for s = 1,2,3,..., N. Then, the best estimation of the four
unknowns: % , Yx.. 25, and de’»" will be:
J J J

N
arg min Z[f(i) (xR, YR, 2R, dT})]*. 3)
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Fig. 1: Flow path of the authentic GPS signal transmission.



B. GPS Spoofing

The vulnerability of civil GPS service was first identified
in 2001 [10], and further accessed by the sentinel work in
2008 [1]. Furthermore, various GPS spoofing attacks were
proposed by generating GPS signals via simulators or shifting
the authentic GPS signals to fool victim receivers [1], [11].
While early experiments used customized special devices to
exploit the vulnerability, recent low-cost off-the-shelf SDR
devices make GPS spoofing a much broad threat to many
systems, especially when more mobile devices are dependent
on GPS, such as drones, autopiloted cars, etc. [2], [3], [4].

The main idea of civil GPS spoofing is to trick a GPS
receiver into tracking counterfeit GPS signals, instead of the
authentic GPS signals. Since the authentic GPS signals are
fairly weak and not authenticated, it is easier to produce
stronger signals using a local transmitter to overpower the
authentic GPS signals, via customized devices [1] or SDR
devices [2], [3], [4].

Several projects have shown practical attacks on real-world
systems such as drones [6], [7], [8], [12], [13] and route-
planning applications [3]. Utilizing SDR devices, such an
attack compromises the GPS readings of a target receiver such
that its application mission is disrupted. However, most of
these attacks focus on a single receiver, and have not sys-
tematically considered the issue of multiple receivers, which
is the focus of this paper. In [5], the author presented some
results about GPS spoofing on multiple receivers. However,
our analysis is more generic, because we further investigate
beyond the base case of four satellites, and formulate the
analysis for the general case of spoofing more than four
satellites. Note that during most of our real-world tests, a
receiver will see more than four satellites. For some devices
(such as a 3DR Solo drone), it will not take off until it sees
at least six satellites. The base case only needs to solve four
equations for four unknowns; the generic case has more than
four equations for four unknowns, which is overdetermined
and needs to be solved using an optimization method such
as the least-squares. In addition, to validate the analysis, we
conducted real-world experiments with SDR cards and GPS
receivers, while [5] validated their analysis only in simulated
environments.

III. ANALYSIS OF SPOOFING IMPACTS ON MULTIPLE
RECEIVERS

In the following, we will first introduce the system setup
and the attack model for the multiple-receiver case, and then
present the formal analysis of the impacts of a single spoofer
on multiple receivers at different locations in the spoofing area.

A. System Setup and Attack Model

While multiple projects have used GPS spoofing to suc-
cessfully attack a single drone, there is still no clear method
on how to attack a drone swarm using GPS spoofing. This
paper focuses on this issue, and investigates the impacts of
GPS spoofing on a group of receivers. In the following, we
introduce our attack model and an attack framework that
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Fig. 2: Attack model of the proposed attack.

utilizes off-the-shelf SDR devices and open-source software to
carry out GPS spoofing attacks. We will discuss the generation
of spoofing GPS signals based on the latest GPS ephemeris
data and intended spoofing locations, and then transmitting
them to GPS receivers. In the next subsection, we further
analyze the impacts of GPS spoofing on different receivers
in this environment.

Attack Model. As shown in Figure 2, we forge GPS signals
based on the satellite ephemeris data and the intended spoofing
locations (specified in the National Marine Electronics Associ-
ation (NMEA) format), and then transmit the spoofed signals
via a bladeRF card to GPS receivers. As the spoofing signals
(shown as the solid lines) are stronger than the signals from
satellites (shown as dashed-lines), the GPS receivers will lock
to the spoofing signals.

We build and broadcast the spoofing GPS signals in three
steps. First, we obtain the latest ephemeris data. This can
be done in two ways: one method is to download satellite
ephemeris in the form of a Receiver Independent Exchange
Format (RINEX) file from the NASA official site [14], and
another method is to obtain live ephemeris from satellites
directly. In the experiments, we use the first method because
it is simple and sufficient for our tests. Second, we generate
the spoofing GPS signal bitstreams using the GPS-SDR-SIM
tool. Finally, we broadcast the generated bitstreams using a
bladeRF card to GPS receivers in the coverage area.

B. Analyzing Impacts of Single Spoofer on Multiple Receivers

In this paper, we focus on the case of a single spoofer. Using
a single spoofer, the paths of the spoofed signal transmission
are illustrated in Figure 3, different from the normal paths
of authentic signal transmission shown in Figure 1. Here we
first consider the base case that a receiver uses four satellites
to determine its location. We will then discuss the generic
case with more than four satellites later. We assume that the
spoofer sends the spoofing signals of all the four satellites.
We first create the intended spoofing locations in a NMEA
file that specifies the set of intended spoofing locations over
a period of time. Then, we build the spoofing signals based
on the NMEA file and the latest ephemeris file so that the



TABLE I: Notation Table.

c Speed of light

R; GPS receiver j

p Pseudo range between the Satellite ¢ and the spoofer
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(@), 4@ (1) 3D location of Satellite i

(TR, YR, 2R;) 3D GPS location solution with regard to R;

dT; Receiver j’s clock bias
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Fig. 3: Flow path of the spoofed GPS signal transmission.

signals can result in the desired localization solution at each
given time step.

As we mentioned in Section II-A, each pseudo range p(*)
between the Satellite ¢ and the spoofer is obtained based on
the following equation:

P =c(tsy — 1), )

where c is the speed of light, ¢, is the signal transmitting
time at the spoofer, and ¢ is the GPS system time. However,
the tricky issue in this case is that there is another transmission
step between the spoofer and each GPS receiver. Therefore,
for each GPS receiver R;, the perceived pseudo range pjl
between the Satellite ¢ and the GPS receiver will be:

P =p@D + e (tr, —tsyp) = p? + Dy, 5)

where tg; is the signal receiving time at Rj, and D; is the
distance between the spoofer and R;. Here D; is equal to
the sum of the true distance between the spoofer and I2; plus
a small error term caused by the offset between their clocks
¢- (dT; — dTsp), which can be regarded as a constant.

Y Z\/(m(l) —zr,)? + W —yr,)? + (20 = 2g,)?
+c- dTh

pf” Z\/(I(Q) — 2R, + (Y@ —yr,)? + (2@ — zp,)?
+c- dT]a

¥ =@ — 2,2 + 4 =y, )2 + () — 25,2
+c- dTlJ

P =@ — 2,2 + G — g, )2+ (50 — 2,2

+ C- dTl,
(6)

where (), (), 2()) is the location of Satellite 4, and dT} is
the receiver clock bias of R;.

For the 3D GPS position (zg,,Yr,, 2r,) of Receiver Ry at

local time tR,, we have

ps” :\/(3;(1) —2p,)? + (Y — yr,)? + (V) — 2p,)?
+c- dTQ;

P2 =/ —2p,)? + 4@ — yr,)? + (@) — zp,)?
+c- dT27

P =\/@® — 2,2 + (4 — yr,)? + (=) — 2n,)?
+c- dTQ;

p5 =/ (@ — 2g,)2 + (4D —yg,)? + (=) — 2p,)?
+c-dTs.

(7N
From eq. 5, we have
{pﬁi) =p® + Dy, )
s =p@ + Dy,

for:=1,2,3,4.
Therefore, we can conclude that, for each Satellite ¢, the

difference between pgi) (the pseudo range with regard to R;)

Then according to the GPS algorithms, for the 3D GPS and pS (the pseudo range with regard to Ry) is a constant

location (xR, , YR, , 2R, ) of Receiver Ry at local time tg,, we
have:

value (Dy — Dy).

Then based on egs. 6 - 8, we have
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Here we can find the solution to the system of eqgs. 9 as
follows:

TRy, = TRy,
YR; = YRy
ZRl :ZR27 (10)
D, - D
dTy = dTy + =L — 22
C

Therefore, we conclude with the following proposition.

Proposition 1. If we craft spoofed GPS signals using a single
spoofer and send them to two (or multiple) GPS receivers in
the spoofing area, these GPS receivers will perceive the same
spoofed location.

This proposition can also be visually explained using Fig-
ure. 4. Specifically, trilateration is used by the GPS localization
solution. For the single receiver case, we first loosely estimate
a large pseudo range p’ for each Satellite i. As the figure
shows, at the beginning, the estimated four large pseudo range
spheres usually do not intersect at the same point. However, as
we gradually decrease the pseudo range estimate p’ for each
Satellite ¢ by the same amount little by little, the four pseudo
range spheres will eventually intersect at the same point. This
point of intersection represents the GPS location solution, and
the decrement in pseudo range for each Satellite ¢ is equal to
c-dT, where dT is the clock offset of the receiver to the GPS
system time and c is the speed of light.

Now we go back to the case of two GPS receivers. Based
on eq. 8, we have

p) —p\) = Dy — Dy, (11)

fori=1,2,3,4.

As we mentioned earller eq 11 means that, for Satellite
i, the dlfference between p1 (the pseudo range with regard
to R;) and p2 (the pseudo range with regard to R») is a
constant value (Dy — D;). Therefore, if we can decrease all
pseudo ranges pgl) for Ry by c-dI} to make the four pseudo
range spheres intersect at one location, we can also decrease
all pseudo ranges pg) for Ry by ¢-dT1+(D2— D) to make the
four pseudo range spheres intersect at the same location. This
is consistent with eqgs. 10. In other words, if we increase or
decrease all pseudo ranges for a GPS receiver simultaneously
by the same value, the solution of 3D GPS location will not
change.

Definition 1. The same spoofed location perceived by all the
GPS receivers is defined as the Target Spoofed Location.

From the aforementioned analysis, we know that the
Target Spoofed Location is only determined by p(* and
(@, 4@ (D) for i = 1,2,3,4, which are used to build the
spoofing signals. In the spoofing signal generation procedure,
the GPS-SDR-SIM will adjust the spoofing signals such that
the Target Spoofed Location at each time step corresponds to
the one in the given intended location file.

The Proposition 1 also holds in the case when the GPS
receiver tracks more than four satellites. For detailed proof,
please refer to our technical report [15].

IV. PERFORMANCE EVALUATION

In the previous section, we have presented the detailed anal-
ysis of the location solutions of multiple GPS receivers, given
the spoofing signals from a single spoofer. In the following,
we will validate the analysis results using experiments with
off-the-shelf devices and real GPS data.

A. Hardware and Software Platform

In this section, we will briefly introduce the hardware and
software used in the experiments for validating the analysis
results.

1) Hardware: SDR Devices. In our experiments, we use
the low-cost Nuand bladeRF 2.0 [16] to transmit GPS signals.
As the clock precision is not ideal on bladeRF, we also use
the Leobodnar’s Precision GPS Reference Clock [17] as the
external clock to make the bladeRF achieve better signal
quality and accuracy.

GPS Receivers. In these experiments, we use popular USB-
Serial GPS receivers from Prolific Technology Inc. [18], and
we use gpsd [19] as the driver to read the results from the
receivers. The gpsd allows us to monitor the progress of the
experiments, e.g., checking the number of satellites that the
receiver is locking to and pseudo-ranges to satellites, and other
information.
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Fig. 4: Visual Explanation of Proposition 1.

2) SDR Software: bladeGPS is an open-source C-based
GPS signal generator. It integrates the two tools - GPS-SDR-
SIM and bladeRF-cli that allow us to retrieve the GPS satellite
ephemeris from a RINEX file, generates GPS signals for all
32 GPS satellites, and then broadcasts these signals using a
bladeRF front end.

NMEA File Generation. For each experiment, we need to
input intended spoofing locations to the enhanced bladeGPS
to generate spoofing GPS signals. We use a Python script
to generate the intended location file in the NMEA format
with given parameters, such as GPS signal update rate, initial
location, attack duration, spoofing velocity, spoofing direction,
etc. For example, we can set the GPS signal update rate at 10
Hz, and the initial location at the spoofer’s location, the attack
duration to 50 seconds, a velocity at 1 m/s to the North.

B. Experiment Design

In the experiments, we like to validate the correctness of
Proposition 1 in different settings. We mostly use two GPS
receivers in the experiments. Given that any two receivers
at different positions will receive the same spoofed location,
for the case of more than two receivers, all receivers in the
spoofing area will receive the same location. We vary the
experimental settings in terms of (1) spoofing velocity and
direction, (2) the distance between the two GPS receivers,
and (3) the relative positions between the spoofer and GPS
receivers. Therefore, we conduct three sets of experiments
corresponding to the above settings. To quantify the consis-
tency among the intended spoofing locations and the resulting
spoofed locations observed by the receivers, we use the mean
square errors (MSEs) to evaluate the spoofing results. We
repeat each experiment many times and use the mean of the
results for accuracy.

In all experiments, we use one spoofer and two GPS
receivers. For the three sets of experiments, we set the initial
spoofing location starting at the spoofer’s location, the GPS

TABLE II: MSEs under different spoofing velocities.

Spoofing Velocity (m/s) 0.5 1 1.5 2
MSEs - Spoofer and Ry (m?) | 1.40 | 1.86 | 1.42 | 0.96
MSEs - Spoofer and Ry (m?) | 222 | 0.71 | 3.49 | 1.99

MSEs - R; and Ry (m?) 143 | 1.79 | 1.79 | 1.02

signal update rate at 10 Hz, and the duration of the spoofing
GPS signals as 50 seconds. In the first 10 seconds of the
spoofing signals, the spoofing locations remain stationary; after
the 10th second, we move the intended spoofing location at a
constant velocity in a given direction. For Experiment 1 and
Experiment 2, the spoofer is located at the same location as
GPS Receiver 1. In addition, for Experiment 1 and Experiment
3, the distance between two GPS receivers is set to 15 meters.
Moreover, for Experiment 2 and Experiment 3, the intended
spoofing locations are set to move at a velocity of 1 m/s to
the North. Lastly, the ephemeris files for spoofing are obtained
from NASA for all experiments [14].

C. Experiment 1: Results under Different Spoofing Velocities
and Directions

In the first set of experiments, we evaluate the differences
among the intended spoofing locations and the resulting
spoofed locations of two GPS receivers R; and Rs, under
different spoofing velocities and directions. To evaluate the
impacts of the velocities, we fix the spoofing direction to the
North; to evaluate the impacts of the spoofing direction, we fix
the velocity at 1 m/s. We record the raw data (latitudes and
longitudes) of the spoofing locations and the spoofed location
readings of R; and Ry before and under the attack, convert
the location data in meters, plot their location trajectories in a
figure, and determine the pairwise MSEs for evaluation. Due
to space limitation, we will only show one trajectory figure
for each set of experiments for demonstration.
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TABLE III: MSEs under different spoofing directions.

Spoofing Direction N S E w
MSEs - Spoofer and R; (m?) | 1.86 | 0.82 | 1.51 | 1.17
MSEs - Spoofer and Ry (m?) [ 0.71 | 1.63 | 1.22 | 2.83

MSEs - Ry and Ry (m?) 1.79 | 0.35 | 1.23 | 0.63

Figure 5 shows the three trajectories under the spoofing
signals with a velocity of 1 m/s to the North. In this figure,
the 2D space represents the locations in a local 2D frame
with regard to the initial location of the spoofing signals (i.e.,
the spoofer location), where the x-axis represents the East
direction and y-axis represents the North direction.

From the figure we can easily see that: before attack, the
location of the spoofer is at the blue square; the two GPS
receivers are at the cyan square and the black square inside
the blue ovals. After the attack begins, the readings of R;
and Ro will be lost immediately in the first 10 - 20 seconds,
and then be locked to the spoofing signals. After locked to
spoofing signals, their readings jump to very close to the
spoofing track, and the three trajectories start to merge and
are almost overlapped. The yellowish green is the intended
spoofing track, starting with the spoofer’s initial location. The
red dashed line marked with red dots represents R;’s readings;
the green dashed line marked with green-crosses represents
Ry’s readings.

We also compute the pairwise MSEs of the three trajectories
when under attack to quantify their differences. As shown in
Table II and Table III, we can find that the MSEs between
every two trajectories are all smaller than 3 m? under different
spoofing velocities and directions, which is well within the
typical error ranges of common GPS receivers (within 24
m?2) [20]. Therefore, this set of experiments has showed the
correctness of Proposition 1 regardless of spoofing velocities
and directions.
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Fig. 6: Three trajectories before and under attack for Experi-
ment 2.

D. Experiment 2: Results under Different Distances between
the GPS Receivers

In Experiment 2, we evaluate the differences among the
three trajectories under different distances between the two
GPS receivers: R; and R,. Figure 6 shows the trajectories
of the spoofing track and the readings of R; and Ry before
and under attack, when the distance between R, and Ry is
12.5 m. Similarly, this figure shows that the three trajectories
are very close under attack. In addition, Table. IV shows the
pairwise MSEs among the three trajectories under attack with
a variety of distances are all within the typical error ranges
of common GPS receivers, which further confirms Proposition
1. Note that here we only increase the distance up to 17.5 m
because it reaches the signal coverage capacity of the spoofer
we used. This is certainly a limitation of our experiments. We
will obtain better devices to confirm the results.

TABLE IV: MSEs under different distances between the GPS
receivers.

Distance (m) 10 | 12.5 15 17.5

MSEs - Spoofer and R, (m?) | 198 | 0.44 | 1.86 | 2.57
MSE:s - Spoofer and Ry m? | 1341097 ] 071232
MSEs - R; and Ry (m?) 1.33 | 1.83 | 1.79 | 1.83

E. Experiment 3: Results under Different Relative Positions
between the Spoofer and the GPS Receivers

In this set of experiments, we record the three trajectories
when we change the relative positions between the spoofer and
the GPS receivers, and evaluate their similarities. Specifically,
we place the spoofer at four different locations relative to the
two GPS receivers in this experiment, as shown in Figure 7.
Figure 8 illustrates the three trajectories under attack when
the spoofer is placed at the relative position of 1/4. Again,
we can find that the three trajectories converge after the two
GPS receivers are fixed to the spoofing signals. In addition,
Table V shows that all pairwise MSEs are within the typical
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Fig. 7: Settings of spoofer locations in Experiment 3.
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Fig. 8: Three trajectories before and under attack for Experi-
ment 3.

error ranges of common GPS receivers, reaching the same
conclusion as the first two sets of experiments. Again, we
realize the limitations of these experiments in terms of the
distance between the spoofer and the receivers. We will try
better devices to increase this distance to further validate our
analysis.

TABLE V: MSEs under different relative positions between
the spoofer and the GPS receivers.

Spoofer Relative Position 0 /4 | 172 | 3/4
MSEs - Spoofer and R; (m?) | 1.86 | 0.68 | 0.69 | 2.84
MSEs - Spoofer and Ry (m?) | 0.71 | 1.58 | 1.14 | 2.59

MSEs - R; and Ry (m?) 1.79 | 0.40 | 0.87 | 0.24

V. CONCLUSION AND FUTURE WORK

In this paper, we investigate the impacts of GPS spoofing
with a single spoofer on multiple receivers. We have theo-
retically proved that when using a single spoofer for GPS
spoofing, multiple receivers at different locations within a
spoofing area will perceive the same location readings. The
correctness of the analysis has been validated with multiple
sets of real-world experiments. This result reveals the new
threats to multiple mobile devices that rely on GPS, such as
drone swarms.

As our future work, we will investigate the challenging
case of GPS spoofing with multiple spoofers. There are many
interesting theoretical questions to be answered. In addition,
combining with GPS spoofing, we will further look into

the vulnerabilities of state estimation, navigation control, and
cooperation algorithms in autonomous drone swarms, and
further develop countermeasures to ensure the safe operations
of these systems.
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