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Abstract—Adapting the architecture and protocols of classical
networks to quantum networking is challenging due to the quan-
tum mechanical properties. In this article, we utilize a Quantum
Wrapper Networking architecture that enables transparent and in-
teroperable transportation of quantum wrapper (QW) datagrams,
consisting of quantum payloads and classical headers, over optical
fiber networks. We experimentally demonstrate end-to-end trans-
portation of QW datagrams in a three-node packet-switched optical
network testbed. The header and payload of a QW datagram are
multiplexed in time and wavelength, i.e., the 1561.41 nm header
precedes the L-band payload. A QW switch/router performs packet
switching by reading the headers, generating new headers, and
routing the datagrams to their destinations without disturbing
quantum information in the payload. We use 20 km fiber links
from the source to two distinct destinations in the testbed. Our
experiments show >22 coincidence-to-accidental ratio (CAR) for
both destinations at two different wavelength channels and clear
visibility, >79%. We further investigate impairments such as chro-
matic dispersion and wavelength-dependent polarization rotations
in the fiber. We observe that the classical headers’ bit-error rate
(BER) and the quantum payloads’ CAR are correlated under the
wavelength-independent channel attenuation. Thus, QW network
control and management can ufilize a type of performance moni-
toring. We also discuss the QW datagram design constraints and
future fast packet switching implementations.

Index Terms—Quantum networks, quantum communication,
packet switching, quantum-classical coexistence.

I. INTRODUCTION

UANTUM technologies hold the potential to fundamen-
tally transform the way we handle problems in various
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fields such as metrology [1], telescopy [2], cryptography [3],
chemistry [4], communication [5], and computing [6]. While
quantum sensors, computers, and key distributors are candi-
dates to solve real-life problems beyond what their classical
counterparts are capable of, one evident question is how all
these quantum devices are going to interconnect and cooperate.
Here, the concept of Quantum Networking emerges. Quantum
networks can enable distributed sensing [7] and computing [8]
which brings the potential of quantum technologies beyond the
single quantum computer and sensor. Although superconducting
circuits [9], [10], trapped ions [11], nitrogen-vacancy’s electron
spin [12] and neutral atoms [13] are candidates that successfully
enable quantum processors and memories, photons are the most
viable means of actually transporting quantum information over
long distances. Today, low-loss transmission of photons over
silica fibers provides worldwide classical networks. Thus, we
envision that fiber optic will also be enabling infrastructure
for quantum networks [14]. However, due to the unique nature
of the qubits as quantum information carriers, both hardware
components and software stacks of the quantum networks should
be carefully designed. For example, the no-cloning theorem
dictates that an arbitrary unknown quantum state of a photon can
not be copied [15]. Therefore, regenerating or amplifying qubits
is not possible in quantum networks and in most applications,
performance monitoring by power tapping qubits at the inter-
mediate nodes of the networks is not an option. Thus, quantum
networks require divergent approaches than classical networks
to guarantee network integrity with some level of quality of
transmission.

Switching and routing of packets in quantum networks that
need to accommodate multiple applications present another
challenge. Classical data payloads and packet labels are the
same in nature; both are represented by multiple photons in the
fibers. The classical routers can detect the packets and handle
the forwarding in the electrical domain. However, the quantum
data payloads have divergent characteristics compared to the
packet labels. Quantum Network Routers should be aware of
the nature of quantum network packets and handle the pay-
loads and labels separately in the physical layer. There have
been multiple successfully demonstrated multi-node quantum
networks for quantum key distribution (QKD) [16], [17], [18],
[19] and entanglement distribution applications [20], [21], [22].
Moreover, Dahlberg et al. [23] proposed a link layer protocol
for the quantum networks; Alia et al. [24] demonstrated dy-
namic reconfiguration in software-defined quantum networks,
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and Lee etal. [25] architected a quantum router for entanglement
traffic. However, to the best of our knowledge, switching the
quantum packets and monitoring the quality of transmission
while considering the distinctive nature of the headers and the
payloads in the physical layer have yet to be addressed. Although
Lucio-Martinez et al. [26] experimentally demonstrated classi-
cal frame bits precede the QKD data frames in the point-to-point
link, switching the quantum data frames has not been discussed.
Similarly, DiAdamo et al. [27] introduced the packet-switched
quantum networks conceptually; however, the proposed archi-
tecture has not been realized on an experimental testbed.

To address the issues mentioned above, Yoo and Kumar [28]
proposed the Quantum Wrapper Networking (QWN) archi-
tecture, inspired by optical packet switching for classical in-
ternet [29]. The QWN relies on the quantum wrapper (QW)
datagram, which consists of classical label bits and quantum
data payloads. QWNs promise low latency transmission, high
channel utilization, and robust signaling for future quantum
networks. The QWN architecture and capabilities are discussed
in detail [30], and the coexistence of the classical label bits
with the quantum data bits is investigated in [31]. Further, we
presented that we can infer information about the quality of
the quantum channel from the classical label bit-error rate in
point-to-point QWN links [32].

In this article, we demonstrate quantum datagram switching
in a three-node Quantum Wrapper Network. A source node
generates QWN packets with classical label bits and quantum
data payloads. A QW switch reads the classical labels and
forwards the quantum payload (without disturbing it) to one
of the two distinct destinations in our testbed. We measure
coincidence counts after transmission over 20 km of optical
fiber with >22 coincidence-to-accidental-count ratio (CAR) for
both destinations, and investigate impairments such as chromatic
dispersion and polarization rotations for >30 nm broadband
quantum signals. We also perform two-photon interference mea-
surements of >79% visibility at both destinations and with two
polarization bases. Further, we observe the linear correlation
between the quality of classical label bits and the quality of
quantum data payloads for three separate paths in our testbed.
The reported results can lead to performance monitoring and
route optimization in future QWNs. Lastly, we analyze the
QWN design constraints, such as packet switching time and
label content. Our current implementation uses a relatively long
clock and data recovery pilot sequence of >40 ps duration, but
we discuss means to reduce this overhead to enable compatibility
with nanosecond-range packet switching times.

II. QUANTUM WRAPPER NETWORKING ARCHITECTURE

‘Quantum Wrapper’ is a new quantum networking technology
that enables end-to-end transportation of quantum data payloads
without altering their states in the intermediate network nodes.
The quantum payloads can be in an arbitrary format like discrete-
variable, continuous-variable, time-bin, polarization-entangled,
etc. The classical headers and, optionally tail bits, wrap the
payloads and contain network control and management infor-
mation such as routing, multiplexing, timing, formatting, etc.
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Fig. 1 presents one example of the header content. When the
quantum payloads can be variable in size depending on the appli-
cation, QW allows MPLS (Multi-Protocol Label Switching)-like
switching and traffic engineering. The QW can coexist with
classical data communication channels by wavelength division
multiplexing (WDM) and supports control and management
plane communications for software-defined networks (SDN).
QWN does not require global synchronization thanks to the
classical headers, which can synchronize the network nodes and
deliver timing information. QW Switch/Routers (QWSR) are
interface devices that employ quantum-aware optical frontend
and QW network interface card (QWNIC) electronics.

A. QWSR At the Edge

The main functionalities of the QWSRs at the edge are to
form, transmit, and receive the QW datagrams. A QWNIC is
equipped with optical transceivers to generate and analyze the
headers. Additionally, it communicates with the quantum local
area network (QLAN) clients. Either individual QLAN clients
can generate the quantum payloads or request from QWSR.
QWSR can employ quantum sources such as attenuated coherent
light-based or entangled photon pair-based sources. Moreover, a
transducer [33], [34], [35] should be employed at the QWSR and
convert superconducting qubits to telecom wavelength qubits to
be transmitted to remote nodes. Therefore, QL AN clients do not
have to be photonics-based quantum devices. Similarly, QWSR
can employ single photon detectors and optical equipment
like beam splitters, polarization controllers and photonic-based
simple quantum gates to perform quantum measurements for
the clients, or the QWSR can deliver quantum payloads to
local quantum receivers without disturbing the qubits. Tim-
ing is critical to (un)wrap the datagrams as well as quantum
state measurements. Therefore, QWNIC should synchronize
with any local quantum transceivers. Fig. 1 summarizes the
functionalities and the communication links of the QWSR at
the edge nodes. Here, the header and payload occupy different
wavelength channels; therefore, a passive WDM (de)multiplexer
performs (un)wrapping of datagrams. As discussed in [30], the
header and payload can utilize the same wavelength channel as
well. In such cases, a fast, low-loss, high isolation 1 x 2 optical
switches perform (un)wrapping of the datagrams.

B. OWSR At the Core

QWSR at the core performs packet switching for QW data-
grams. By default, QWSR looks for the headers initially. The
header contents include the starting time and duration of the
payload. QWSR at the core unwraps the payload, delays for
a short period, wraps with new classical headers, and routes
the new datagrams to their destination. QWNIC communicates
with NC&M to access the routing table and configure the optical
switching fabric accordingly. Further, QWSR can employ single
photon detectors and necessary optical devices for Bell state
measurements. Therefore, entanglement between the quantum
payloads can be swapped [36], [37], [38]. Entanglement swap-
ping is a crucial quantum feature where the longer transmission
distance can be supported [39]. However, it requires stringent

Authonzed licensed use limited to: Univ of Calif Davis. Downloaded on January 07,2025 at 02:32:44 UTC from |IEEE Xplore. Restrictions apply.



3506

NC&M

Datagram

synch = i

JOURNAL OF LIGHTWAVE TECHNOLOGY, VOL. 42, NO. 10, MAY 15, 2024

Entangled ;hatan: to O-clients W = *
% e
7
 ——

Network
Control & Management

Measurement results
ko Q-clients

Q-payload generated by local Q-TX

Q-LAN

Quantum
Computing
Cluster

CECw,

QWN Client

et
e
db

E ~ OWSR at the

g & Core

E _—
Q-Payload Header

.

Footer CheckSum Priority Label ToS QoS

QWSR at the
Edge

previous Header
—

..

QWN Datagram

Payload Source Destination

Duration 1o {[+]

Fig. 1.

Vo

_—
O-payload dellvered to local G-RX

 — Q-LANZ
Cuantum
Memaory

Units

oy

&

Q-LAN3
Quantum Computing Cluster
Switch Control

new Header

Optical
Switch

Classical Header Content
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electronics, is presented in detail as a QW datagram transmitter and receiver. QWSRs at the edge are able to serve any type of QLAN clients such as quantum
processing units. quantum memories, quantum sensors, quantum key distributors etc. QW datagrams utilize both wavelength and time multiplexing of the quantum
payloads and the classical headers. QWSR at the core is also presented in detail, which can forward quantum payloads without measuring, or optionally perform
Bell state measurements to support all generations of quantum repeaters. QWSR at the core reads, updates, and regenerates classical header content. NC&M

communicates with all QWSRs through a dedicated classical channel.

timing during the joint measurement between arriving photons
at QWSR. The classical header can also coordinate the timing
between entanglement-swapping parties for heralding. In the
future, QWN can support the next generation of quantum re-
peaters [40]. QWSR equipped with high-fidelity quantum gates
can perform quantum error correction at the cores and edges of
the network. Briefly, QWN supports any buffering from more
straightforward approaches such as fiber delay lines to complex
quantum technologies like quantum repeater/memories.

C. Channel Monitoring in QWN

In classical networks, electronics in linecards and network
elements at intermediate nodes can easily handle monitoring
functions such as signal integrity, bit errors, framing errors,
etc. However, a similar approach does not apply to quantum
networks due to the nature of the quantum packets. Quan-
tum Wrapper Networks utilize the classical headers to monitor
physical layer impairments. Even though qubits and classical
bits are fundamentally different, fiber-optic channel impair-
ments such as dispersion, polarization state rotations, and ex-
cess loss affect the qubits and classical bits similarly to some
extent. To elaborate, the attenuation in the link degrades the
received optical power, which results in a lower signal-to-noise
ratio and, consequently, higher classical bit-error rates. In the

meantime, the attenuation increases the probability of photon
loss; therefore, single photon qubit receivers click less fre-
quently, which results in lower visibility and coincidence-to-
accidental ratios of the quantum payload. Therefore, QWN
linecards at edge nodes and the interface components at interme-
diate nodes can sense the path losses and infer the quantum chan-
nel quality of transmission without touching the quantum data.
However, there are design requirements to guarantee accurate
monitoring. The fiber-optic channel impairments can be time-
varying and wavelength-dependent. If the target impairment
is time-varying, such as polarization state rotations, the QW
datagram duration should be much shorter than the time it takes
for the polarization state to appreciably drift. In other words,
the classical header bits and the payload qubits must observe
identical polarization rotations. Besides, impairments such as
dispersion, attenuation, etc. might be wavelength-dependent. In
such cases, the classical headers must be assigned to the same
wavelength channel as the quantum payloads or as close as
possible so that single-photon qubits and multi-photon classical
bits observe similar imprints.

ITI. EXPERIMENTAL SETUP

In our lab environment, we built an experimental testbed that
implements the three-node network conceptually illustrated in
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datagram, while red traces are electrical signal outputs from the header receivers, indicating the payload period.

Fig. 1. QWSR at the edge, connected to QLANI, employs an
entangled photon source, measures one of the entangled photons
locally, and distributes the other to the QWSR at the destination
edges. Entanglement distribution is the enabling feature of the
quantum networks for the applications such as long-distance
QKD [41], longer-baseline interferometers [2], distributed sens-
ing [7], and computing [8]. Fig. 2 presents the details of the
experimental setup and the QW datagrams. A digital communi-
cation analyzer (DCA) monitors QW datagrams at points A, B,
and C. The source node periodically transmits datagrams while
adjacent datagrams are designated to send different destinations.
At point A, the datagrams are received by QWSR at the core.
A passive wavelength-division demultiplexer (WDM) unwraps
the datagrams to the header and the payload. After receiving
the destination ID in the header, QWSR starts to transmit new
header and reconfigures the optical switch to route new data-
grams fo its destination. As seen at points B and C, an optical
switch switches adjacent datagrams to different fiber paths.
The optical switch (NanoSpeed from Agiltron) is polarization
and wavelength insensitive, with <50 ns switching time. The
DCA can not detect quantum payloads due to low power levels.
However, QW headers include the payload duration information.
Therefore, both QWSR at the core and destinations recognize
the beginning and end of the payloads. Red traces in Fig. 2
mark the payload in time which are electrical signals driven
by field programmable gate array (FPGA) boards. At the desti-
nation nodes, the electrical signals synchronize and trigger the
time-to-digital converter (TDC) circuits for coincidence count
(CC) measurements. There is a 5 km single mode fiber (SMF-28)
spool between the source and QWSR node. After the QWSR,
link-1 has 15 km SMF spool while link-2 has 15 km non-zero
dispersion shifted fiber (NZDSF) spool. Later, we replace the
fiber spools with variable optical attenuators (VOAS) to observe

the correlation between the header bit-error-rate (BER) and the
payload coincidence-to-accidental ratio (CAR).

A. Quantum Payload Transceiver

A periodically-poled silica fiber-based entangled photon
source (EPS-1000 from OZ Optics) generates broadband
polarization-entangled photons in the quantum state of |¥) =
% (|HV') + |V H)) by type-1I phasematched spontaneous para-
metric down-conversion process. The EPS is continuously
pumped at 782.8 nm and the center of the pair is around
1565.75 nm. A thin film coating-based 3-port WDM demulti-
plexer (from AC photonics) separates the pair as signal at L-band
and idler at C-band. An isolator prevents idler channel from
reflected photons by classical components. While signal photons
are multiplexed with the headers and transmitted through the
networking testbed, idler photons are directly connected to a
reference quantum receiver. Front-end of the quantum receiver
consists of an optical tunable filter (OTF) to slice the broadband
quantum channel to narrower bands, a fiber-based polarization
controller (FPC), and a polarization beam splitter (PBS). A pair
of InGaAs avalanche photodiodes (from Aurea Technology)
works as single photon detectors (SPD). A mechanical low-
speed fiber switch connects SPD to both output ports of PBS.
Therefore we can measure CC in four combinations, HH, HV,
VH, and VV (H as horizontal and V as vertical polarization).
A time-to-digital converter (TDC) circuit digitizes the photons’
arrival time and calculates the arrival time difference between
the SPDs. The electrical signals (shown in Fig. 2 B and C as
red trace) from the header receivers are combined by an “or”
gate and connected to the TDC module as an external clock
source. Because of the availability of only two SPDs in the lab
environment, we use a 50:50 power coupler which combines

Authonzed licensed use limited to: Univ of Calif Davis. Downloaded on January 07,2025 at 02:32:44 UTC from |IEEE Xplore. Restrictions apply.



3508

(& 156,25MHz
RX_CLK_RECOVERED

10Gh/s Bl
SFP_RX GTH
u

464 64

ROM

Ve —l BERT | ERROR_COUNT
U L — T roUNTED HEADERS
CDmparFE)r

“fi7107d27569fdf0" | Data Al | &4

A3
ALIGNED_DATA
“a “hSodef143440650" HEADER_STOP

e}

LHV1S HIAYIH

1 NOLLYNILSIO

(bl

NOLLYHNG v Avd

SW_CONTROL

64 Payload £ 10Gh/s
Duration [~ TH
TDC_GATING Optical OUT

T T
PAYLOAD_DURATION | counter MEW_HEADER

HEADER_STOP

RX_CLK_RECOVERED
R¥_CLK_RECOVERED

HEADER_START

(1] |
wn
o
-

Fig.3. Digital implementation of the (a) header receiver, (b) payload duration
counter circuit, and (c) new header transmitter.

quantum payloads of both destinations after the datagrams are
unwrapped. Although both links are around 20 km in length,
due to the meters range variation of the spools, we are able to
separate CC locations of the destinations in time domain as seen
in Figs. 4 and 5.

B. Classical Header Transceiver

Commercial dense WDM small form factor pluggable (SFP)
transceivers transmit and receive the headers at 10 Gbps data
rate. The classical header occupies ITU grid channel #20,
1561.41 nm. Every node employs a separate Virtex-7 series
VC709 FPGA board which drives optical transceivers and ex-
ternal devices such as the optical switch at QWSR node and
the TDC at destination nodes. Although a QW header can carry
various networking information as seen in Fig. 1, the header in
this experiment consists of six parts; clock-data recovery (CDR)
pilot, preamble, destination ID, payload duration, footer, and
multiple copies of 2! — 1 pseudo-random bit sequence (PRBS).
The total header duration of 58.85 us includes 41.6 ps of CDR
pilotsequence, 13.1 us of PRBS sequence. The preamble, footer,
destination ID, and payload duration sequences are 64 bits in
length each. The header also includes 4.12 ps laser shut-down
period. Through the FPGA logic, we power down the trans-
mitter’s (TX) laser during the payload transmission, unlike our
previous work [32] where we used an external Mach-Zehnder
modulator to create burst-mode headers. The previous imple-
mentation suffered from the modulators’ limited extinction ratio.
Here, there are no classical header photons emitted during the
time of the payload. When the TX laser is powered on during
the beginning of the CDR pilot sequence, it requires around
6 ps to settle at a constant output power. This time is also
considered inside the CDR pilot sequence. On the other hand, the
quantum payloads are 149.12 us. Before and after the payloads,
we assigned a total 16 us guard time. The guard time accounts
for the power-down time of TX’s laser, response time of the elec-
tronics, optical switch, TDC, etc., and the dispersion [42] while
the headers and payloads are assigned to different wavelength
channels. In the future, the guard time can be designed more
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precisely to improve throughput. Therefore, the duration of one
experimental QW datagram is 223.98 ps.

Note that, there is no fundamental limitation for QW datagram
timing design. QW datagrams can be customized depending
on the network protocol and application needs. Although we
emulate same-length datagrams for simplicity in the experiment,
adjacent QW datagrams can also be designed in various lengths.
However, one requirement is the CDR pilot sequence length. We
investigate the effects of CDR pilot sequence length in depth in
Section I'V-E. Because the header receiver (RX) at the QWSR
node can not identify the header information before the CDR cir-
cuit is locked, the payload must be either delayed by fiber delay
lines at the QW SR, or truncated. If a fiber delay line is employed,
its length should be around 8 km to compensate 41.6 us CDR
pilot length, which is not practical in terms of loss budget of
QWNs. Mandil et al. [43] also discussed and simulated similar
trade-offs for the packet-switched QKD networks. We truncate
payload duration after the QWSR node and propose possible
solutions to reduce CDR pilot sequence length to nanosecond
levels in Section IV-E.

Fig. 3 illustrates the digital implementation of the header
RX and the header regeneration at QWSR. Gigabit Transceiver
(GTH) module controls the optical transceivers and utilizes a
64-to-1 serializer/deserializer. Therefore, the recovered clock,
RX CLK RECOVERED, is at 156.25 MHz, which syn-
chronizes external modules with the incoming data stream.
First, by looking at the header preamble (“ff7107d27569fdf0”
in hexadecimal), the data is aligned. HEADER START
bit indicates the detected preamble. Following 64-bit se-
quences after the preamble are DESTINATION_ID and PAY-
LOAD_DURATION. A look-up table (LUT) selects the switch
control bit according to DESTINATION_ID. ALIGNED_DATA
stream is fed to the BER tester (BERT), which returns the
number of counted headers and total error counts. A compara-
tor looks for the footer (“b5cdef214344c690” in hexadecimal)
in the ALIGNED_DATA, indicating the end of the header.
As seen in Fig. 3(b), PAYLOAD_DURATION is fed to the
payload duration counter, which generates external output for
gating TDC (red electrical traces in Fig. 2) right after the
HEADER_STOP turns high. The header regenerator TX, shown
in Fig. 3(c), immediately powers on the TX’s laser and starts to
transmit the new header’s CDR pilot sequence when the received
HEADER_START bit turns high. The new header’s destination
ID and payload duration are updated accordingly. As explained
earlier, the new payload duration is reduced in the new header.
The rest of the header contents stays unchanged.

IV. RESULTS AND DISCUSSION

We perform coincidence count measurements in four combi-
nations of the polarization axes, HH, HV, VH, and VV (first
letter signifies the signal channel axis, and the second idler
channel axis). During the CC measurements, SPDs operate
at 20% quantum efficiency and 100 ps dead time. Multiple
payloads are aggregated to gather enough statistics. From the
CC values, we calculate coincidence-to-accidental ratio (CAR),
CAR = (CCax /CChcridental) as aquality of quantum channel
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Fig.5. Coincidence counts distributions, first-row plots with narrow-band photon pairs at (1584.0, 1547.5) nm, second-row plots with broadband photon pairs. The

first and third column plots represent destination-2 measurements, around 98.10 us delay. The second and fourth column plots represent destination-1 measurements,

around 99.56 ps delay.

metric [44]. CAR is analogous to classical communication’s
signal-to-noise ratio (SNR). When the polarization controllers
(PC) compensate for the polarization state rotation due to trans-
mission, CCp,ax appears at either (HH, VV) or (HV, VH)
combinations due to our EPS characteristic. We intentionally
aligned different destinations’ PCs as orthogonal such that the
CCrax occurs at different polarization combinations. We use a
single-polarization classical light source at the same wavelength
with the quantum channel for the polarization alignment and
achieve >20 dB extinction ratio on PBSs.

A. Fiber Transmission

QW datagrams are transmitted over 5 km SMF from the
source node to the QWSR node. After reading the headers
and switching packets, destination-1’s datagrams travel 15 km
SMF path. CCy,ax appears around 99.56 us delay, and (HH,
VV) polarization combinations. In the meantime, destination-
2’s datagrams travel 15 km NZDSF path, and CCy, .« appears
around 98.10 pus at (HV, VH) polarization combinations. We
investigate narrow-band quantum channel transmission by using
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1 nm 3 dB bandwidth (BW) OTF at idler channel and 5 nm 3 dB
BW OTF at signal channel. We recorded CC measurements at
four polarization combinations for pairs at (1574.0, 1557.5) nm
and (1584.0, 1547.5) nm for (idler, signal) respectively. Figs. 4
and 5(a) represent the CC measurement results.

We observe that moving signal channel 10 nm longer wave-
length results in destination-2 signal photons arriving 2 ns late.
On the other hand, destination-1 signal photons arrive 4 ns
late due to chromatic dispersion in the fiber. CAR values are
25.24 0.7 for destination-1 and 29.1 & 1.9 for destination-2
at (1574.0, 1557.5) nm. Similarly at (1584.0, 1547.5) nm,
CAR values are 30.5 £ 1.9 for destination-1 and 22 + 1.5 for
destination-2. Later, we removed the OTF on both signal and
idler channel; therefore >30 nm quantum channel is transmitted
over the fiber link. Figs. 4 and 5(b) plots represent the CC
measurement results for the broadband channel. As expected,
CCrax peaks are broadened due to chromatic dispersion. The
broadening is more severe at destination-1, while destination-2’s
datagrams propagate through less dispersive NZDSF. Note that
PC alignment is still performed at single wavelength. There-
fore, we can observe clear extinction between the orthogonal
polarization axes only at the same time slot as the narrow band
channel. The extinction ratio degrades at different time slots,
which is due to the dispersion corresponding to photons at
different wavelengths. For some time slots the VV polarization
basis state that corresponds to a CC minimum at the alignment
wavelength can even exceed the HV CC rate. We concluded
that birefringence in the fiber spools is wavelength-dependent;
therefore, a single PC at the quantum RX can not compensate for
polarization rotations in the link for broadband channels. CAR
values of the broadband channel are 4.8 +1.5 (3.5 +0.4) in
destination-1 and 12 + 1.5 (10.2 + 0.4) in destination-2, shown
in Fig. 4 (Fig. 5).

B. Wavelength Dependent Polarization Rotation

We further investigate the wavelength-dependent birefrin-
gence in the links. Instead of dual polarization output pho-
tons from EPS, we polarize the output photons by using a
fiber-based inline polarizer. Therefore, only horizontally polar-
ized broadband photons are transmitted. Both destination-1 and
destination-2 align their polarization control at 1584 nm. Later,
we tune the OTF at signal channel and record counts per second
from both output ports of PBS. Fig. 6 shows the continuous count
rates (not packetized) at the H and V output ports of the PBS.
Due to wavelength dependence, the current testbed headers,
that are >10 nm shorter than quantum signal channel, can
not monitor the polarization state rotations in the transmission
link. To achieve polarization state monitoring, the QW headers
could be assigned to the same wavelength channel or dummy
supervisory quantum payloads could be transmitted [30].

C. Two-Photon Interference Measurements

The experimental setup in Fig. 2 employs fiber-based polar-
ization beam splitters and controllers. Therefore, only purely
horizontal (H) and vertical (V) polarizations can be identified
by maximizing the extinction ratio between two ports of PBS.
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Fiber-to-fiber U-benchs (from Thorlabs), consisting of two colli-
mators and a free-space rotatable linear polarizer, replace PBSs
in the Fig. 2. Idler channel’s U-bench has a half-wave plate
(HWP) before the linear polarizer to perform CC measurements
of the packet switched quantum payloads on different linear
polarization alignments. For each measurement point in Fig. 7,
HWP is rotated approximately 22.5 °. At the HV basis alignment
signal channel’s linear polarizer is set to 0° while at the DA basis,
setto45°. Fig. 7 summarizes the two-photon interference fringes
with sinusoidal fitting, f(z) = Asin(4(0gwp — 6o)) +C at
destination-1 and destination-2 receivers. fg is 22.5° for HV
basis and 0° for DA basis, shown as solid lines in Fig. 7.
Visibility as a measure of the contrast in the interference fringe
is calculated as the ratio A/C'. We report 83% (85%) visibility
at destination-1 and 84% (79%) at destination-2 for HV (DA)
basis alignments.

D. Monitoring Quantum Channel Quality

Classical header bits travel the same link with quantum
payloads as a QW datagram. As discussed in Section II, the
headers can be helpful to monitor channel impairment. One
of these impairments is the path loss in the network. We in-
vestigate the correlation between the header BER and quan-
tum channel CAR in the three nodes of the QWN testbed.
Kilometers range fiber spools are replaced with VOAs. The
QWSR and destination nodes’ header RXs can perform BER
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Header BER at Destination-1

Header BER at Destination-2

CAR of the quantum payloads vs. (a) header BER measured at switch node for the path from source to QWSR, (b) header BER measured at destination-1

for the path from QWSR to destination-1, and (c) header BER measured at destination-2 for the path from QWSR to destination-2.

measurements of the classical headers. Therefore, we can mon-
itor three paths in the network: from source to QWSR, from
QWSR to destination-1 and from QWSR to destination-2. CAR
measurements are performed at the destination nodes’ quantum
RX. Before introducing the attenuation in the paths, header TXs
adjust their launch power to a level where an additional 0.5 dB
attenuation introduces noticeable BER degradation. Later, this
adjustment between the header transceivers can be achieved
by an initialization cycle before transmitting datagrams. Fig. 8
plots show the correlation between the header BER and quantum
payload CAR. There is 0.5 dB attenuation difference between
adjacent measurement points. It is expected that the extra loss in
the link degrades classical channel SNR and, therefore, results
in higher header BER. Similarly, the extra loss increases the
probability of the signal photon loss, resulting in lower CAR.
First, the variable attenuation is introduced at the first path, from
source to QWSR. Here, datagrams designated to destination-1
and destination-2 travel the path together. Fig. 8(a) presents
the correlation between the header BER and quantum CAR
for both destinations. Later, variable attenuation is introduced
at the second path, from QWSR to destination-1. As seen in
Fig. 8(b), the header BER measurements at the destination-1
node correlate with destination-1 quantum channel CAR, while
the datagrams from destination-2 do not travel through the
second path, CAR is constant. It is vice versa for the third
path where only destination-2’s datagrams travel through the
introduced loss, shown in Fig. 8(c). Note that, for the point-to-
point transmission, only the end node receivers that perform the
quantum measurement can report the quantum channel quality.
However, network controllers can not identify which path in the
link has excess propagation loss. In the QWN, QWSR nodes at
the core and the edge can inform the NC&M about the header
BER. In this way, NC&M can monitor every path individually
in the network without performing quantum measurement, and
further, it can optimize the routing for the maximum estimated
quantum channel quality.

E. Burst-Mode Header Performance

The design of the header in QWN can be flexible and support
multiple packet formats simultaneously. However, the CDR

® Source Node + Switch Node

(a} i ® Switch Node - Destination Node-1
10 T @ Switch Node - Destination Node-2
s e 41.6s long CDR pilot
1076

o

w

o 10—! 4

f-

Q

g 109

L7}

b
107
10-10 N

&

1011 | -

-30 -29 -28 -27 -26 -25 -24 -23 22
Received Peak Power (dBm)

51.6ps long CDR pilot

10~ 4
107"+

10-9 4

Header BER

10—9 4

1010 4

10-11 4 ._ '@.‘;\

-30 -29 -28 -27 -26 -25 -24 -23 22
Received Peak Power (dBm)

Fig. 9. Header BER measured at QWSR at the core (blue traces) and at the
edges (orange and green trances) vs. received peak power for (a) 41.6 us and
(b) 51.6 us long CDR pilot sequence.

pilot is a necessary sequence in the header. When the QWSR
header RX starts to receive the header bits, it needs to recover
the clock and align the data so that header content can be
identified correctly. The required time for the CDR depends on
the receiver characteristic and received optical power [45]. The
experimentally realized headers utilize 41.6 ps long CDR pilot
sequence. We perform BERT in the QWSR at the core (blue
trace in Fig. 9) and the edge (green and orange traces in Fig. 9)
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to analyze the impact of the CDR pilot sequence length. There
is 3.1 dB penalty between the destination nodes BER and the
switch node. The penalty is due to the time difference between
adjacent headers. As seen inthe Fig. 2 A, B, and C, QWSR at the
core lose the clock locking during only a single quantum payload
time. In contrast, the edge nodes have more than two quantum
payload duration gaps between the adjacent headers. Therefore,
the clock synchronization loss is more severe for 41.6 us long
CDR pilot sequence. We increased the duration of the CDR pilot
to 51.6 s and observed that the BER penalty between the switch
node and destination nodes decreased by 0.9 dB.

The processing and switching time of the QWSR depends on
multiple factors such as optical switch speed, electronic circuits
delay between the header detectors to the switch control port,
FPGA’s data processing time, etc. In the current implemen-
tation, the dominant factor is CDR circuit delay. QWSR can
not receive the destination ID of the datagram before the CDR
pilot sequence ends, which is 41.6 us long. Therefore, either the
QWSR should rely on the type of quantum memories (a versatile
quantum device or fiber delay lines) to buffer the payload, or
the datagram design should truncate the time assigned to the
quantum payloads. However, there is no fundamental limitation
to reducing the CDR pilot sequence to nanosecond ranges.
Burst-mode CDR circuits are widely available; for example,
Yu et al. [46] demonstrated a burst-mode CDR circuit with only
25 ns latency and no bit loss in the header for 10 Gbps data
rate. When such a burst-mode CDR circuit is employed at the
QWSR, gquantum payloads can be buffered by a ~5 meters of
fiber with the expense of almost no loss. Another implementation
might be synchronizing all QWSR at the cores and edges by a
global optical clock distribution and phase caching between the
nodes [47]. This way, CDR time can be reduced further to < 1 ns,
which is not going to be the dominant factor in the QWSR packet
switching time.

V. CONCLUSION

Quantum Networks promises to scale up quantum applica-
tions and enhance the capabilities of quantum technologies.
However, many innovations are needed to develop quantum net-
works to a useful level much less one on par with today’s classical
networks. The classical network’s physical layer infrastructure
and network stacks can inspire quantum networking designs.
The ‘packet switching” concept provides low transmission la-
tency, high network utilization, and robust signaling to classical
networks, eventually leading to the classical internet. When
the quantum networks consider packet switching, the network
architecture and enabling hardware require innovations. At this
point, Quantum Wrapper Networking is proposed, and prelim-
inary experimental results are conducted to realize ‘quantum
packets.” QWN relies on the classical header and tail bits, which
wrap the quantum data payloads to form QW datagrams. QWN
transports the datagrams end-to-end by routing the packets in
the intermediate nodes without disturbing the fragile quantum
data payloads; it further monitors and manages the network
benefiting from copropagating classical header bits. In this work,
we experimentally realize the packet switching in a three-node
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QWN testbed with 20 km fiber transmission link and achieve
>20 CAR at both destinations and clear visibility, >79% for
both HV and DA bases. We investigate the fiber channel im-
pairments such as chromatic dispersion and polarization state
rotations. Moreover, the correlations between the header BER
and the payload CAR are reported for three separate network
paths. The correlation results lead to performance monitoring in
QWN, like quality of transmission and could in the future be
a tool for route optimization and traffic engineering. Although
QW datagram designs can be flexible and support various net-
work formats simultaneously, there are limitations in the header
content and duration, especially the clock-data recovery pilot
sequence. We employ DWDM commercial 10 Gbps SFPs as the
QW header transceivers and analyze the CDR circuitlimitations.
While the current implementation suffers in terms of packet
switching time and the header duration, we pave the way for
future fast packet switching by improving CDR locking time. In
the future, QWN can facilitate network control and management
as capable as today’s classical networks by utilizing the quantum
wrapper datagrams.
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