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ABSTRACT This paper addresses the unexplored challenge of achieving secure communication in a
full-duplex (FD) cognitive radio (CR) system employing a reconfigurable intelligent surface (RIS) where
a passive eavesdropper (Eve) is equipped with multiple antennas. The secondary base station (SBS),
operating in full-duplex mode, serves as an uplink (UL) communication provider for secondary users
(SUs) while actively launching a jamming signal against Eve to degrade its downlink (DL) interception
capability, thus aiding the primary network. This study faces several technical challenges. First, complex
interference management arises as the FD-SBS must manage interference between UL communications
and active jamming signals to ensure both secure communication and minimal interference to legitimate
users. Additionally, optimizing multi-dimensional beamforming across the primary base station (PBS) DL,
the FD-SBS jamming, the passive RIS, and the UL communication power imposes substantial complexities
due to conflicting objectives and constraints. To this end, we propose a coordinated beamforming
approach, which maximizes the minimum secrecy rate with a minimum target rate for the UL SUs,
a maximum DL PBS transmission power, jamming power limits and RIS unit modulus constraints.
To address the problem non-convexity, it is decomposed into four sub-problems, which are solved via
employing semidefinite programming (SDP) and successive convex approximation (SCA) based alternating
optimization. Simulation results show the effectiveness of RIS phase shift optimization to enhance secrecy
performance, how much jamming power is needed to keep balance between the secrecy performance
and the UL communication service, as well as the effectiveness of the proposed solution against various
benchmarks.

INDEX TERMS Reconfigurable intelligent surfaces (RIS), full-duplex cognitive radio systems, multi-user
single-input and multiple-output (MU-SIMO), coordinated beamforming, alternative optimization.

. INTRODUCTION
ITH the exponential growth of wireless applications,
the radio spectrum scarcity became a bottleneck for
achieving high data rate communication. Cognitive radio
(CR) technology has been proposed to alleviate the spectrum

scarcity issue [1]. The main concept behind CR is to offer
access for unlicensed secondary users (SUs) within the
licensed spectrum of primary users (PUs). Specifically, the
spectrum vacancies of PUs can be allocated for SUs in an
opportunistic access mode, or both PUs and SUs could be
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allowed to access the same spectrum concurrently in an
underlay mode as long as the interference from the SUs has
a tolerable impact on the PUs [2].

In spite of its advantages, spectrum sharing in underlay
CR systems, e.g., cognitive satellite terrestrial network
(CSTN) [3], [4], poses a security threat since the existence
of eavesdroppers (Eve) in the vicinity of PUs and/or SUs
leads to a high probability of interception [5]. As a result,
Physical layer security (PLS) in CR networks has been
widely investigated to provide secure data transmission in
wireless networks via degrading the wireless channel of
Eve [6], [7], [8], [9], [10], [11], [12]. More recently, recon-
figurable intelligent surfaces (RISs) have also been exploited
for improving communication in environments with severe
blockages [13], enabling simultaneous wireless information
and power transfer [14], and enhancing PLS [15]. Focusing
on security aspects, the radio environment can be artificially
manipulated to degrade Eve’s channel while improving the
legitimate channels.

In the dynamically changing wireless world, CR tech-
nology stands out by allowing spectrum sharing between
primary and secondary networks, hence significantly improv-
ing the spectral efficiency. However, this shared environment
inherently increases vulnerability to eavesdropping, espe-
cially against a potential Eve that possesses the capability
to decode legitimate signals with multiple antennas, thus
enjoying a higher degree of freedom in intercepting com-
munications. This scenario poses a critical question: How
can one exploit the secondary network to minimize the
harm caused by possible eavesdropping on the primary
one, while ensuring the continuous functioning of the sec-
ondary network? More specifically, how may the secondary
network “return the favor” of using the shared spectrum
by cooperating in an underlay mode to secure the primary
communication via passive beamforming enabled by a
reconfigurable intelligent surface?

In this paper, we aim to further enhance the PLS of RIS-
assisted CR network by considering a dual functionality for
SBS. More specifically we propose for SBS to operate in
a full-duplex (FD) mode, by launching an active jamming
(AJ) signal against a potential eavesdropper to degrade their
ability to intercept the downlink (DL) service being provided
to the PUs. So on one hand and thanks to the PBS, the full-
duplex (FD)-SBS serves its SUs with their corresponding
Quality of Service (QoS) requirements. On the other hand,
the FD-SBS returns the favor to the PBS by jamming
interference against Eve. However, full duplex mode at FD-
SBS results in self-interference, and this is the first challenge
in this paper. We point out that deploying FD-SBS in the
discussed context has not been explored in the literature
before. The second challenge in this paper is considering
the scenario where Eve is equipped with multiple antennas,
while all other users have single antennas. Such scenario
makes PLS more challenging as the CR users have fewer
degrees of freedom compared. To simultaneously address the
two aforementioned challenges, this paper focuses on joint
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beamforming among the FD-SBS, the RIS, and the PBS to
secure the CR network operation.

Specifically in this paper, we formulate a minimum (worst-
case) secrecy rate maximization (MSRM) problem, in which
the AJ beamforming matrix at the FD-SBS, the UL transmit
power of the SUs, the DL beamformers at the PBS, the
UL receive beamforming and RIS reflection coefficients are
jointly optimized. This is achieved while taking into account
the minimum target UL rate for the SUs, the maximum
allowed transmission power for the DL PBS, an upper limit
on the jamming power, and UL transmission power as well
as the RIS unit modulus constraint to keep the balance
between the DL secrecy rate maximization of PUs and rate
requirements for the SUs. The formulated MSRM problem
is non-convex due to the high coupling between the decision
variables.

We propose to solve the non-convex MSRM problem
by dividing it into four convex sub-problems, which are
alternatingly solved. The first one targets maximizing the UL
rate of the SUs by deriving a closed-form expression for the
optimal UL receive beamformers at the SBS. In the second
one, we jointly design the DL beamformers for the PUs, at
the PBS, and the AJ beamforming vector, at the FD-SBS. In
the third sub-problem, we optimize the transmit power of the
UL SUs to ensure controlled interference on the DL primary
network. Finally, the phase shifts of the RIS elements are
optimized in the fourth sub-problem. We adopt semidefinite
programming (SDP) and successive convex approximation
(SCA) to design the PBS, AJ and RIS beamformers as will
be shown in the sequel.

Specifically, the key contributions of this paper, in
comparison to the state-of-the-art, are clearly highlighted in
Table 1. To elaborate further:

o Assuming a potential Eve that has the capability to
perform signal combining with multiple antennas, we
jointly design a jamming beamforming matrix at the
FD-SBS, the UL transmit power of the SUs, the DL
beamformers at the PBS, the UL receive beamform-
ing and RIS passive beamformers to maximize the
minimum secrecy rate of a primary network while
ensuring the UL communication QoS requirement for
the secondary network.

« Introducing an alternating optimization (AO) algorithm,
which achieves the convergence for the four sub-
problems.

The remaining part of this paper is organized as follows:
The system model is presented in Section IIl. The problem
of MSRM is formulated and solved in Section IV. Numerical
results are then presented and discussed in Section V before
the paper is finally concluded in Section VI

Notations: lowercase boldface and uppercase boldface
letters are used to denote vectors and matrices, respec-
tively, while the normal face letters are used for scalars.
Mathematical fonts, e.g., B are dedicated for set notation.
CNxM diag(.), Iy and Tr(.) denote the N x M complex space,
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TABLE 1. Emphasizing our distinctive contributions compared to the most relevant state-of-the-art.

This paper [12] [2] [5] [16] [17] [18] [19]
RIS/Relay v v v v Relay

FD-SBS/PBS FD-PU

UL and DL transmission DL DL DL DL DL DL v DL

Eve with multi-antennas v Multi-Eve  Multi-Eve Multi-Eve v

Jamming/AN source FD-SBS UAV SBS SBS UAV FD-PU
PUs Multiple Multiple Single Single Single Multiple Single  Single
SUs Multiple Multiple Single Single Single Single Single  Single

Metric MSRM ASR SR SR SR PM SEEM SopP

ASR: Average secrecy rate

PM: Power minimization SOP: Secrecy outage probability

the diagonal matrix with the elements of the input vector on
its main diagonal, the unit matrix with dimensions N x N
and the trace operator, respectively. The notations X > 0,
XT,X* and X denote the Hermitian positive semidefinite
property, transpose, conjugate and the conjugate transpose
of the matrix X, respectively.

Il. RELATED WORK

In is section, we highlight some recent works that tackled
the security challenge in underlay CR networks from the
PLS point of view as well as using RISs.

PLS in CR networks has been widely investigated in [7],
[8], [9], [10], [11], [12]. In this context, artificial noise (AN)
and beamforming were jointly optimized to enhance the
security of the primary and secondary networks in [7]. In
addition, authors of [8] optimized the jamming beamforming
based on the null space of the legitimate PUs’ channels.

Motivated by the concept of cooperative communica-
tion, [9] exploited AN to jam the eavesdroppers to maximize
the secrecy rate (SR) of the secondary network while
maintaining the SR constraints of the PUs. Also, in [10],
an unmanned aerial vehicle (UAV) was used as a friendly
jammer to enhance the secrecy performance of the SUs
via jointly optimizing the UAV trajectory and transmission
power. Finally, motivated by SR maximization, the authors
of [11] and [12] studied secure operation of primary and
secondary networks, respectively. It is notable that the
studies [7], [8], [9], [10], [11], [12] not only adopted an
additional jamming power, but also considered a relatively
large number of antennas at the secondary base station to
improve the secrecy performance of the CR system.

RISs have been proposed as a revolutionary solution
for improving the performance of wireless networks in
general [20]. Unlike active relays, RISs are able to reflect
the incident signal without additional signal processing [21].
Quite a few studies have considered the use of RISs
for security improvement in CR networks. For example,
considering the concept of secrecy energy efficiency (SEE),
the trade-off between achievable SR and energy efficiency
has been studied in [2], where beamforming at a secondary
base station (SBS) and an RIS were designed considering
perfect channel state information (CSI) of the eavesdroppers.
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SEEM: Secrecy energy efficiency maximization

Motivated by the estimation mismatch of Eve’s CSI in a
millimeter wave (mmWave) CR system, Wu et al. proposed
a robust secure design of beamforming at a SBS and
an RIS to maximize the worst-case SR of SUs in [5].
Moreover, the work in [16] also considered enhancing the
SR of SUs subject to the total power constraint of SBS
and interference power constraint at PUs. In this context,
the authors considered three CSI cases for Eve, namely,
full, imperfect and no CSI, where they jointly designed
beamformers at the SBS and the RIS phase shifts.

It is worth mentioning that [5] and [16] focused on the
SR performance without considering the mutual interference
between the primary and secondary networks. Motivated by
this observation, the authors of [17] proposed a joint beam-
forming scheme between the primary base station (PBS) and
the SBS to enhance the secure operation of the primary
network by exploiting the interference of the secondary
network while ensuring the SUs communication quality of
service (QoS). Accordingly, the authors formulated a total
power minimization problem taking into account the QoS of
the SUs and the SR requirement of the PUs in order to design
the transmit and RIS beamformers alternatively. The work
in [18] optimizes the trajectory of a rotary-wing UAV jammer
and power allocation to maximize secure energy efficiency
in a relay-assisted millimeter wave cognitive radio system.
Using an approximate propagation model, the ergodic rate
bounds for communication links are derived. The study then
establishes an optimal UAV trajectory and resource allocation
framework considering interference, information-causality,
and UAV propulsion energy constraints. The work [19]
evaluates the physical layer security of NOMA-enabled
overlay cognitive radio networks in the presence of a
passive eavesdropper. Authors have derived secrecy outage
probabilities (SOPs) for both primary and secondary users
in a jamming-free environment and propose a jamming-
assisted framework with full-duplex destination nodes to
improve PLS. The jamming-assisted approach significantly
reduces SOPs and optimal power allocation coefficients are
determined to maximize secrecy throughput.

lll. SYSTEM MODEL
As shown in Fig. 1, this paper investigates the secure oper-
ation of an RIS-assisted CR system, wherein the secondary
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FIGURE 1. An RIS-aided secure CR system.

network shares the same spectrum with the primary one in
an underlay fashion. The PBS is assumed to be equipped
with N, antennas and to send confidential signals to K
single-antenna PUs. In the secondary network, a FD-SBS
dedicates N, receiving antennas to provide an UL service
for M single-antenna SUs and meanwhile, directs an AJ
signal via N; transmitting antennas to prevent a potential
Eve, with N, antennas, from intercepting the PBS signals.
An RIS with L reflecting elements is also used to enhance
the SR performance of the CR system. The corresponding
sets of PUs, SUs and RIS elements are, respectively, given

Primary network

by C={1,...,K}, M={1,..., M}, and L={1,....,L}.
Moreover, we assume that the direct links follow Rayleigh
fading [22], [23] while the RIS-aided channels follow a
Rician fading model [24].

1) PRIMARY DL SIGNALING

Assuming that the PBS transmits a signal xg, E{|x|?} =
1, for each PU k € K. Then, the received signal at user
k is given by (la), on bottom of the page. In (la), Py,
represents the UL transmission power of the m™ SU, which

M
we = (Wl + il O Y+ (L + B OHp ) > v+ Y /P (i + B!, O ) s

m=1

K £k

signals from PBS

inter-user interference

interference from UL

+ (hgl Tt hfk®H s,1>wz +ny, (1a)
Al interference
M
Yer = (HIF{E +H7E@HP,[>V1<X]< + <HII;IE + HfE@Hp’I) Z Vi Xy + Z v Pm (hIrZ,E +HfE@hm’1)sm
K #k m=1
Wiretapped PUy
interference from other PUs interference from UL
+ (H?E +H5{E®HS,1)WZ +ng, (1b)
Al signal
|’_1P1 kVk |2
SINR, = e (1)
Y Berivee |+ Xy Pulhmsk|” + [Rsiiw|” + of
Hi 2
wpHpipvy
SINRg ; = — p— [ — | P R T— (1d)
Zk/;ék |(DEHPIEVk’ + Zm:] Pm|wEhm,IE} + |(DEH51EW| +og ||a)E H
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transmits the signal sy, E{|sm|2} = 1 and the signal g,
E{|z|?} = 1 refers to the AJ signal. We denote the AJ and
PBS beamformers for PU k by w € CN*! and v; € CNP¥1,
where the upper limit on AJ and PBS transmission powers,
P and Pp*, respectively, should be guaranteed by setting
Tr(W) < P™ and Y & | Tr(Vy) < PR, where W = ww!!
and Vi = vkvf . Also, ny denotes the additive white Gaussian
noise (AWGN) with zero mean and variance okz, i.e., np ~
CN(0, akz). Similar to (la), the received signal at Eve when
tapping into PU k’s signal is expressed as in (1b), also on
bottom of the previous page, where ng ~ CN (0, a]%INe)
denotes the AWGN.

Furthermore, in the above equations, the RIS
reflection coefficient matrix is defined by © =
diag(ale/‘pl, ... are?) € CEXL where g; and @] express
the amplitude and phase shift responses of the element [. We
assume that the RIS performs maximum reflection without
losses for the incident signal, i.e., a; = 1, accordingly the
RIS phase shift matrix is denoted as @ = diag(f) where
0 =[e,... e, 0 =e% and ¢ € [0,21),Vi € L.

In addition, the channels hp; e CNPX! h;;, e CLx!
and Hp; € CE*NP denote the PBS-PU k, RIS-PU k and
PBS-RIS baseband channels, respectively. Moreover, the
channels from the m-th SU to PU k and the RIS are
given by K, and h,,; € CLX!, respectively. The jamming
interference channels from the SBS to PU k and the RIS
are denoted by hgy € CN>*! and Hg; € CE*M. The
eavesdropping channels, denoted by Hpp € CN?*Ne and
H; g € CE*Ne| represent the PBS-Eve and the RIS-Eve
channels, respectively. Finally, h, g € C!*Ne and Hsr €
CNixNe denote the channels from Eve to SU m and the SBS,
respectively.

For notation simplicity, we define the cascaded and direct
channel links in (1a) and (1b) as hpy; = h;”k +hfk®Hp,1,
hmik = hmx + B ®hy . hsg . = kY + bl ©Hg; and
Hpp = H;{E +H§-{E®HP,[’ T hZ’E +HfE®hm,1,
Hgp = H’;{E —i—HfE@HS’I. In this analysis, we assume
the legitimate side has complete knowledge of the channel
state information (CSI), including details on both reflection
and wiretap links. The assumption of perfect CSI at the
BS serves as a theoretical simplification to streamline our
analysis, yet it may not precisely reflect the intricacies
of real-world conditions. We recognize the importance of
studying robust design by considering imperfect cascaded

CSI, as in [25], [26], [27], [28]. However, as is common in
the literature, e.g., references [2], [12], [17], [19], the focus
of our current work is to introduce and optimize one complex
system integrated with multiple technologies, including FD
communication, cognitive radio, a physical layer security
mechanism, and RIS. We intentionally included perfect CSI
to control the scope and complexity of this initial study.
Addressing imperfect CSI requires remodeling, sophisticated
analysis and would significantly extend the scope of our
current work. A typical example fitting these assumptions is
the uplink transmission scenario, where a full-duplex base
station communicates with the intended transmitter while
jamming an unscheduled user.! Therefore, the eavesdropper
can only adjust its receive beamforming based on the wiretap
channel information.

The received signal-to-interference-plus-noise ratio
(SINR) at PU k and Eve when tapping into PU k are,
respectively, given by (lc) and (1d), on bottom of the
previous page, where Eve deploys receive beamformers
g € CNexl guch that the achievable SINR at Eve, in (1d),
is evaluated after post-processing via wgyE,k. We assume
that Eve can determine its receive beamforming wg based on
the direct wiretap channel. Specifically, Eve computes the
singular value decomposition (SVD) of the channel matrix
HpfgasHpfg = AXB where A and B are unitary matrices
and ¥ is a diagonal matrix containing the singular values
of Hg’ g+ Then, the receive beamforming vector, according
to maximum ratio combining (MRC), can be chosen as the
right singular vector corresponding to the largest singular
value of the channel matrix, at which Eve tries to maximize
its achievable rate, i.e., wg = B(:, 1). Accordingly, the
achievable secrecy rate at PU k can be calculated as SRy =
maxg{log, (1 + SINRy) — log, (1 4+ SINRE x), 0}.

2) SECONDARY UL SIGNALING

Cognitive Radio (CR) technology facilitates the coexistence
of primary and secondary networks by allowing them to
share the spectrum, thereby improving spectral efficiency.
Nonetheless, the risk of interception by eavesdroppers,
particularly those equipped with multiple antennas, remains a
concern. This raises a critical question: how do we maximize
the advantages of both spectrum sharing and security

ISimilar applications include Internet of Things (IoT) communications
and unmanned aerial vehicle (UAV) communications.

m K
Y=Y Pn (hﬁy s+ Hfs(ahm,,)sm + (H’,{ s+ HfS@)Hp,,) > v+ (~/§H§’, s +H§{S®Hs,1)wz +ng,  (2a)
m=1

k=1

UL signals

SINR,, =

H 1
Pm)wB,mhm,IS

Al self-interference
PUs signal

‘ 2

(2b)

Zm’;ﬁm Pm’
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without compromising either? To answer this question,
our paper aims to enhance the PLS of RIS-assisted CR
networks by exploiting the secondary network. Specifically,
the dual functionality of the FD-SBS not only strengthens
the PLS through flexible and actively performing jamming
capabilities but also ensures that the QoS of the secondary
network will be guaranteed with reduced interference toward
the primary network. The received signal y; € CV*! at
the SBS includes the UL signals from the M SUs and the
DL of the PBS as well as the self-interference from the AJ
signal. Hence, yz can be expressed as in (2a), on bottom
of the previous page, where ng ~ CN(0, (T[%INr). Similar
to the previous subsection, the direct and cascaded UL
channels are simplified as A, ;5 = hz’ S—i—Hf (®h,, 1, Hprs =
HIF{S + HIZS@HPJ, 1_1515 = ‘/SH?,S + HﬁS@HSJ, where
Hgs s is the self-interference channel with suppression ratio
8. By defining wp,, € CV*! as the receive beamforming
at the SBS for the m-th UL signal and processing it via
multiplying (2a) by wg o the received m-th user SINR at
the SBS is expressed as in (2b), also on bottom of the
previous page. Finally, the corresponding achievable UL rate
is Ry = log, (1 + SINR,,).

IV. OPTIMIZATION PROBLEM FORMULATION

As mentioned earlier, in this section, we aim at maximizing
the minimum (worst-case) secrecy rate of the PUs by jointly
optimizing the PBS beamformers {v;}, the AJ beamforming
vectors w, the FD-SBS receive beamformers {wp ,}, the
UL power {P,,} as well as the RIS? reflection coefficient
matrix ©. This needs to be done while ensuring minimum
QoS requirements for the SUs along with respecting the
allowed power budget of the PBS and receive and Al
beamformers’ requirements. Therefore, the main problem
can be formulated as

K
> Tr(Vi) < PR,

(3e)
k=1
Py < P ¥m e M, (3)
¢ €[0,2m),vVle L, (3g)

where constraint (3b) ensures a minimum rate Rt[}L for
each SU m € M and constraint (3c) represents the
normalization condition for the SBS receive beamforming.
The downlink power budget for AJ and the PUs beamforming
are represented in (3d) and (3e), respectively. Also, the
UL power budget for the SUs is ensured by (3f). Finally,
the unit-modulus constraint of the RIS is captured by (3g).
Clearly, the problem in (3) is non-convex due to the coupling
between the optimization variables in the objective and
the constraints. To solve this issue, we first reformulate
the objective SRy into a tractable upper bound. Then, we
adopt an AO method to divide the original problem (3)
into four sub-problems, namely, optimizing the jamming
beamforming matrix at the FD-SBS, the UL transmit power
of the SUs, the DL beamformers at the PBS and finally,
the UL receive beamforming and RIS passive beamformers,
throughout which the optimization variables are indepen-
dently decoupled and solved using SDP and SCA. These
sub-problems are discussed in the following subsections.

A. UL RECEIVE BEAMFORMING VECTORS (@B,m)

To find the optimal receive beamforming vectors with fixed
other variables {vt}, w, {P,} and ©, the optimization
problem (3) can be rewritten as

Maximize SINR,, (4a)
WB m
subject t0: ||wpu|® = 1,Vm e M, (4b)

where problem (4) can be regarded as a generalized

Maximize Min SRy (3a) eigenvalue problem [31]. Therefore, the optimum solution
VieW.0p.m.0.Pn k of wp ;, can be evaluated as in (5), on bottom of the page.
subject to:
B. JOINT BEAMFORMING OF PBS AND AJ (V, W)
> R ) . . ’
log (1 + SINRy) > Ry, Vm € M, (3b) We consider designing the beamforming of the PBS for all
||wB,mH2 = 1.Yme M, (3¢) the PUs and AJ as well, givgn Fhat. the variables wg, {P,}
and O are all fixed. The optimization problem (3) can be
Tr(W) < P, (3d)  expressed as
2In case of active RIS, we can follow the adopted framework to Maél%lze Nﬁm SRk (63)
reformulate (3) by considering additional noise term imposed by active § .
amplification. Further, the unit-modulus constraint should be replaced SUbJeCt to:
by power budget and amplification coefficients at active RIS [29], [30]. log,(1 + SINR,;,) > R Ym e M (6b)
However, these additional terms and constraints will further restrict the 2 ml = UL ’
problem feasibility. Tr(W) < P, (6¢)
—1
_ - K = _ _ _ -
(Zm’;&m Pm’hm’,lshgr,ls + > i HpisViHY, o + Hs s WHE ¢ + UI%IN,) hu. 1B
0] ,Vm e M. )
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K
> Tr(Vy) < PR, (6d)
k=1

However, problem (6) is non-convex in Vi and W. To address
this issue, we first note that the signal and SUs interference
terms of SINRg, in (Ic), can be re-expressed as

|’-1Pl,kvk|2 = ilPI,ka’-lng = Tr(Hpr Vi)

|}_1$I,kw|2 = hs1  \Wh, = Tr(Hg W),

where f-Ika = ’-lII;II k}-lka € CNpxNp gpnd f-ISI,k = ilgll k’-lSI,k €
CNNi Similarly, the numerator of SINRg 4 in (1d) can be
re-written as

Hi 2 Hi iTH > i
‘wEHPIEVk‘ = wpHpipViHpzog = hpieVihpg

=Tr (1?1 PIEVk)

o~ - o~ /\H o~
where hpjp = ngPIE e CPNr and Hpig = hpiheie €
CNP*NP_Moreover, in the denominator, we have

2
H T H T rH
‘wEHSIEw‘ = wpHs;gWH g pop

= ESIEWh\SH]E = TI‘(?IS]EW)

where il\SIE = wg}-IS[E (S (CIXN’ and ﬁg]E = Z\I.S:IIE’};SIE €
CNexN: - Accordingly, using the above substitutions, the SR
in (6a) can be re-expressed as SRy in (7), on bottom of
the page, where I = Z%Zlelf_lmJ,klz + O'k2 and I =
wg,Z%=l Pm’_lm,IE}—IZ’IEwE + O‘]%(DgINewE.

SR; is still non-convex. Therefore, we derive an
upper bound by introducing the auxiliary variables p;, =
[P1.k> P2k 3.k Pas]? into the objective, such that the
achievable rate at PU k and Eve are bounded as R; >
P1.k — P2k and Rgx < p3k — pax, respectively. Hence, the
achievable rates Ry and Rgj should satisfy the following
constraints:

log, <Tr(ffp1,ka) + Zk’;ék Tr(FIpl,ka/)

+Tr(Hs W) + Ik) > Pl
Ry < (®)

log, < Zk’;ék Tr(I_fp],ka/) + Tr(I-fS[,kW)

+Ik> = P2ks

log, <Tr(ﬁp]EVk) + Zk/;ék Tr(ﬁp[EVk/)

—i—Tr(ﬁs[EW) + ]E) = D3,k
)

Zk’;ék Tr(ﬁijvk/) + Tr(fISIEW)

Rk <
log2<

+IE> > P4 k-

In addition, noting that

K K
mg,m ZI_{PISVkI_{gISa)B,m = Z Tr(HPISVk) ,
k=1 k=1
- - o~ AH o~
o HssWHY s n = hsisWhgyg = Tr(HsisW),

the achievable UL rate for the m™ SU can be represented
in terms of active beamforming as

—~ S
Ry, = 10g2 1+ = =
K 9
In+ Y iy Tr(HpisVi) + Tr(HsisW)

(10)
where 5, = meg ml_im,lsill,,ilgw&m and I, =
wg{m Zm’;émpm’hm’,lshz’,lsw&m + O-ngll;l,m]NrwB,m with
o~ AH o~ o~ - o~ -

Hpis = hpshpis, hpis = % Hprs, hgs = ofHgs €
CYNi and Hgs = hgshsis € CN<Nt Hence, the current
optimization sub problem is given by

Maximize Min - — 11a

i linpik—pak =Pk + P4k (11a)
subject to:

8), 9, (11b)

Ry > R% Vme M, (11c)

K
> Tr(Ve) < PR, Tr(W) < PI™ (11d)

k=1
Wi=0,V =0, (I1e)
Rank(W) = Rank(Vy) = 1. (11f)

However, problem (11) is an SDP and is still non-convex
due to the non-convex constraints (11b) and (11f). Moreover,
the inequalities in (11b) hold at the optimum solution, so
that the problem (11) is equivalent to (6). Dealing with the
non-convexity of constraint (11b), we introduce additional

SRy (Vi W) = logz(

Tr(FIPI,ka) + D vk Tr(ffpl,ka/) + Tr(flSI,kW) + I
Zk/;ﬁk Tr(I_prkaf) + Tr(FIS[,kW) + I

o TI(FIPIEV]() + Zk/;ﬁk Tr(ﬁPIEVk/) + Tr(ﬁSIEW) + Ig o
2 py Tr(ﬁPIEVk/) + Tr(ﬁSIEW) +1Ig .

4770

VOLUME 5, 2024



,[EEES IEEE Open Journal of the
Comdoc' communications Society

auxiliary variables 2, = {ry , r.k, 73.k, 74k} into (7). Hence,
the objective recast as

logy (r1,k) = pi (122)
Tr(I?kaVk) + Z Tr(I_prkaf)
K £k
N FTe(Hs W) + I = rig, (12b)
log, (r2.k) < P2k (12¢)
Z Tr(ﬁPl,ka’) + TT(P_ISIJCW)
Kk
+Ix < o, (12d)
and
log, (r3.4) < p3x. (13a)
Tr(ﬁplEVk) + Z Tr(ﬁPIEVk/)
K #k
Rix o +Tr(HsigW) +Ig < r3g,  (13b)
logy (rax) = pa, (13¢c)
Z Tr(FIPIEVk/) + TI‘(HSIEW)
K #k
+Ig > r4;Vk. (13d)

However, constraints (12c) and (13a) are still non-convex. By
invoking the SCA method, these constraints could be handled

via first order Taylor approximation at feasible points {?g)k}

and {?g)k} at the /™ iteration of an iterative algorithm as
follows

- (rz”‘ B ré”k)
logy(r2,k) < p2k = log, (Q,k) — o =Pk (14
Y In(2)
0 (r3”‘ - rg”k)
log (13.6) = pak = loga (1)) + 2 < pass (15)
3k In(2)

respectively. According to the analysis above, the joint PBS
beamforming and AJ can finally be expressed as

Maximize Minpi x — p2.x — P3.k + Pak (16a)
Vi W k

subject to:

(12a), (12b), (12d), (13b), (13¢c), (13d), (14), (15),(16b)

K
T — <2R[3L - 1) <Im + ;; Tr(ﬁPISVk)

+Tr(ﬁs,sw)> >0, (16¢)
K
Z Tr(Vy) < PR, Tr(W) < P, (16d)
k=1
W=0,V, =0, (16e)

which is a relaxed SDP that can be solved using standard
convex optimization toolboxes, e.g., CVX [32].
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C. OPTIMIZING THE UL POWER (Py)

Given the optimal variables {w}, w, {®p } and ©, the UL
power optimization problem for the SUs can be formulated
as

Maximize Min SR (Vy, W) (17a)
subject to:

Ru(Pw) = R, Vm € M, (17b)

Py < P, Vm e M, (17¢)

where the secrecy rate objective is given by

M
SRi(Vi. W) = log, (Ak + B+ ZPmmm,l,kF)

m=1

M
- 1Og2 <Bk + me|}_1m,[,k|2)

m=1

M
- 2
—log, (AE,k +Bei+ ) Pm’w’ghm,,E) )

m=1
)
. (18)

where Ax = Tr(HpriVi), B = Y pu Tr(HpraVi) +
Tr(Hsr W) + of, Apx = Tr(HprVy) and B =
D 2 Tt(Hpie Vi) + Tr(HsieW) + a‘%”wg I”. Moreover,
constraint (17b) can be expressed as

M
+ 10g2 <BE,k + Z Pm‘wll;‘ll_lm,[E‘

m=1

2
Pm‘wg’mhm’ls‘ pth
- 5 > Ry (19)
Zm,;&m P, wg’mhmqs‘ + Dy,
_ K | H f 2 H h 2
where Dy = ) log, Hesvil™ + lwg, Haswl™ +

201 H (2 th R
ozllwg,lI” and R, =2 — 1.

To tackle the non-convexity of the SR in (18), we introduce
auxiliary variables Zy = [z1.x, 22.k, 23 k> Z4,k]T, which results
in recasting the objective terms as follows

M
Y
Ry ©log, (Ak + Bk + Z Pon |1 1| ) > Z1k (20a)

m=1

M
= 2
log, (Bk + Z Pon|lim, 1.4 ) <224 (20b)
m=1
and
M - 2
Re ik <log, (AE,k +Bg i + Z Pm’wghm,lE‘ )
m=1
< Z3.ks (21a)
M _ 2
log, (BE,k + Z Pm‘wghm,IE‘ ) > Z4 ks (21b)
m=1

which convert the objective into the expression zj x — 22,k —
23,k + 24.x with the new constraints (20a)—(21b). However,
these constraints are still non-convex. Hence, we again
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introduce new auxiliary variables 2, = {ry x, 2.k, 3.k, 74.k}>
which results in

logz(rl,k) > 21,k (22a)
u 2
Ak+Be+ Y Pulhmis| = rix  (22b)
~ m=1
Ry &
log, (r2.4) < z2.4 (22¢)
U 2
Bi+ Y Pulhmi| < rak (22d)
m=1
and
log, (r3.4) < 3.4 (23a)
M — 2
Api+Bpi+ Yy Pm‘wg’hm,m‘ <13 (23b)
s~ =1
Rex < "
log, (r4,k) 2> Z4,k» (23c¢)
M _ 2
Bkt Y Pulofhnie| = rax. 23d)

m=1

Again, constraints (22c) and (23a) are non-convex, which
can be approximated using first order Taylor approximation
at feasible points as in the following

("Z,k - ~§t)k)

-0
logy (4 ) + = <2k (24)
’ 7 In(2)
~(1)
-0 (””‘ - rik)
logs () + ~—5 <34 (25)
Yy In(2)

And to deal with constraint (19), we introduce the set of
auxiliary variables y,,, Vm € M, which relax the fraction
into the following

2 _
Pm)wgl,mhm,IS) > VmRtgLa

2 Pu

m'#m

(26)

_ 2
0 S R S 1)

Finally, the overall UL power optimization problem can

Zl:dgf({lll)gl)z/:} NEn Uk — 22k — Bk + 24k, (28a)
subject to:
(17¢), (22a), (22b), (22d), (23b),
(23c), (23d), (24), (25), (26), (27), (28b)

which can be solved using standard convex optimization
toolboxes.

D. RIS PASSIVE BEAMFORMING (©)

Assuming {vt}, w, {®p ,} and {P,,} are given, we investigate
the passive RIS beamforming optimization problem. To
facilitate the discussion, we recast the terms within the
signaling model in terms of ®. For example, the received
signal at PU k from the PBS in (1a) can be expressed as

(hg,k + hﬁk®H P,I)Vk = hg Wi +07 diag (Hp,1vk)
_ H\[2H o . 1 B
Xhrx=|1,0"||hp v diag(Hp,vi)hi i | = ¥gp.

where ¢ = [1,67] e C>&HD and gp, =
[hg ks diag(Hp vi)hy k] € CUE+Dx1 Therefore, the useful
signal power can be expressed as

|¢8P,k|2 = wgP,kgIF{kv,H = Tr(Gp W),

where Gpi = gp.gh, € CUEFDXEFD and W =

vy € CUADXLAD) ] Similarly, the effective inter-
user interference channel can be defined as gppy =
[hg Wvis diag(Hp vy )hy k], which yields the following
expression for the inter-user interference power
> =vep gl W = Te(Gp ).
In addition, the UL and AJ interference channels can be
denoted as f,, x = [hmi; diag(hy Dhy ] with |11/fm’k|2 =
Tr(Fpx¥) and esy = [hw; diag(Hsw)hii] with
|1/fe5,k|2 = Tr(Es W), respectively. Based on the above
reformulations, the achievable SINR at PU k can be given
as shown in (29a) on bottom of the page.

Similarly, for the signal received at Eve in (1b),
the effective channel of the intercepted signal can be

|'/f8P,k/

be reformulated as written as gpp; = [wlgHg gk diagHp vi)H| g,
Tr(Gp ¥
SINR; (W) = - (Gr.¥) - (292)
DKtk Tr(Gp V) + D et PuTr(Fi W) + Tr(Es W) + of
Tr(Gpg ¥V
SINR (W) = M( rriY) — (29b)
Yk Tr(Grew¥) + 3y PuTr(Fin £¥) + Tr(EsgW) + 61
P, Tr(Fs ¥
SINR,, (W) = nTr(Fs.m¥) (29¢)
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the PUs interference channel can be written as
grey = |ofHY vy diagHp vi)H; pog], the UL
interference of the SUs can be denoted by f,p =
[a)HhZ g diag(hy, DH| pog], the Al signal effective channel
can be denoted by esg = [Hg gwW; diag(Hsg, IW)HI,EwE] and
finally, the AWGN noise is o = UE||wE|| Casting the
corresponding powers in the form of a trace as mentioned
above, the SINR at Eve can be given by (29b), also on
bottom of the previous page. Accordingly, the achievable
SR performance of PU k can be evaluated as SRy(¥) £
maxg{log(1 + SINRg(¥)) — log(1 + SINRg (¥)), 0}.

Regarding the received SINR at the SBS due to the
m-th user, we first notice that the received signal power
of the m™ SU expressed in the numerator of (2b) is
given by Pm|me m, 13| = meB,mhmJShm, 1$®B,m, Where
the corresponding effective channel is

wg’ml-zm,ls = wgmhg s+ wg mHIIL]S(ma I
= wp, mhm s -+ 0" diag(hy,1)H sopm
[1 GH] [a)B th s; diag(hy,1)H; sw, m]
=Yfsm

with fg, = [of b " s diag(hy Hj swp m]. Hence, the
numerator can now be expressed as

- 2 )
Py, wg,mhm,lS’ = Pm|'/’fS,m| = Pm‘/’fS,mfgm'/’H
= P, Tr(Fs %),

where Fsn = fs,f4, Similar to the above,
the effective interference channels of other SUs,
PBS and AJ can, respectively, be expressed as
Ffsw = lof,hl o diaghy DH1 s®Bm),  8km
[} H} svi; diag(Hp vi)H| swp,n]  and  essm =
[Vowl! HY w; diag(Hs w)H, swp,,]. This yields the

expression in (29¢), on bottom of the previous page, where
&5.m = gl 1.

Consequently, the RIS phase shift optimization problem
can now be formulated in the SDP form as

Maximize 1\4kin§1€k (W) (30a)
subject to:
log, (1 + SINR,,,(¥)) > RUL, Vm e M, (30Db)

Y, =1VieLl, W¥3=0, Rank(¥)=1, (30c)
which is a non-convex optimization problem due to the
objective and Rank-one constraint. Similar to the procedure
in the active beamforming optimization problem, we relax
the non-convexity of the objective (30a) by introducing new
auxiliary variables Q, = {q1x, 2.k, g3,k, q4,k}, Which results
in

VOLUME 5, 2024

log, (q1.k) = pik. (3la)
Tr(Gp W) + Z Tr(Gp W) + of
Kk
M
~ + Y PuTr(Fp W) + Tr(Esi¥) = g1k, (31b)
Ry & m=1
log, (92.k) < P2k (3lc)
M
Z Tr(Gp p W) + Z Py Tr(Fp c¥)
Kk m=1
+Tr(Esx¥) + 0 < qok, (31d)
and
logy (q3.k) =< P3.k: (32a)
Tr(GpE,k\Il) + Z TI‘(GPE,](/\I/) + o
kAR
M
~ + Y PuTr(Fy W) + Tr(EsgW) < g34. (32b)
Rpi < m=1
10g)(q4.k) = Pak. (32¢)
M
> Tr(Gpew¥) + Y PuTe(Fy W)
ket m=1
+Tr(EsgW) + 0E > qak- (32d)
Nevertheless, these equations pose non-convexity.

Consequently, the SCA method is utilized to replace them
with the subsequent upper bounds

(Clz,k q§ )k>

logz(qz,k) < p2k = log, (qé”k) +—5 = P2k
9k In(2)
(33)
~(1)
o (CB k=43 k)
10g2(‘]3,k) =D3k = logz(% k) + T(Z) = D3k
n
(34)

where {qm} and {q(t)} are feasible points at iteration

t. In accordance with that, the phase shift optimization
problem (30) is recast as

Maxé’mize Ng(inpl,k — P2k — P3.k + P4k (35a)
subject to:
(31a), (31b), (31d), (32b), (32c¢), (32d), (33), (34)
(35b)
2RGr —
Tr(Fsn¥) > T( Z Py Te(Fs W)

m'#£m

K
+ ZTr(Gk,mq:) + Tr(Ess,m¥) + 53,,,,) ,Vm e M,
k=1

(35¢)
[\Il]l,l =1,Vie L, (35d)
W0, (35¢)
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Algorithm 1 Overall Optimization Algorithm
1: Set the initial values Vg, Wo,wg,m, WO, P?n, a)%
iteration index # = 1.
2: repeat
3 Obtain wg?nl by solving (4).
4 Optimize V{ and W by solving (16).
5: Update P,(,[,) using (28).
6
7
8:

and

Optimize W” by solving (35).
t=t+1.
until Convergence

which is a relaxed SDP that can be solved using standard
convex optimization toolboxes. When the optimal solution
is not Rank-one, Gaussian randomization [33], [34] can
be applied and the corresponding phase shift vector is
constructed as 6 = d<Wl/W1) wi e L.

E. OVERALL OPTIMIZATION FRAMEWORK
Algorithm 1 summarizes the overall proposed solution
approach, where the DL beamformers at the PBS, the DL
jamming beamforming matrix, the UL receive beamforming
at the FD-SBS, the UL transmit power and RIS phase shifts
are alternatingly optimized until convergence.

1) CONVERGENCE ANALYSIS

The objective in (3a) represents the upper bound
on the worst-case secrecy rate performance, ie.,
RV, W, ¥, wp 1, Py) = Ng(inSRk. This function is

logarithmic in nature and exhibits a monotonically increasing
behavior. Based on the findings of [35] and [36], the step 4
of the Algorithm 1, the optimal values of V,(:) and WO at
iteration ¢ are obtained via W\, Pi,tf]) and wg;nl) of the
previous iteration. Hence, the following inequality holds
R(Vg—D’wﬂkhvwg;P7w07D’P%7D)
- 1 8 B
= R(V. WO, 0,0 WD pEY)6)

Similarly, the other optimization variables stratify the fol-
lowing inequalities

R(V,ﬁ"”, AR Za Pfj,‘”)
< R(V,(f_”, WD, oD, q;(l)’PSrfl—l)>’ (37)
ie(v,(j’”, WD wf D wD), P}[”)
< R(V{ WD o), WD D) 38)
< R(V,ﬁ"”, WD, oD gD, Pﬁ,’)), (39)
From (36)—(39), we have
R(V,(f‘”, WD o D WD), P,Sﬁ—”)
< R(V,(j), wo, wg?m, wo, Pff,))- (40)
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The inequality in (40) demonstrates that the objective
function R consistently remains non-decreasing after each
iteration. Consequently, Algorithm 1 is assured to converge.

2) COMPLEXITY ANALYSIS

we analyze the computation complexity of the proposed
solution in Algorithm 1. According to [37], The complexity
of the receive beamforming and UL power problems is given
by O(Nf + M?) due to the matrix inversion in (5) and
the SCA process. Moreover, the computational complexity
imposed by the SDP? sub-problems are O((N,N,)3> +
(N,K)3?) for the active beamforming problem and O((L +
1)5)'5) for the passive beamforming one. Therefore, the
overall complexity is found as (’)(Z(Nf + M3+ (N,Ne)3'5 +
(N,K)*3 + (L +1)>?)), where ¢ symbolizes the number of
iterations required for convergence.

V. SIMULATION RESULTS

Through this section, we present simulation results to
validate the effectiveness of our proposed approach. All sim-
ulation results are averaged over 1000 channel realizations.
The following parameters are set as default unless otherwise
stated. We consider the locations, with respect to the origin,
of the PBS, the FD-SBS, the RIS and Eve as (0, 0), (300, 0),
(200, 0) and (250, 50), respectively. The PBS is equipped
with N, = 4 antennas, while the FD-SBS has N; = N, =4
antennas, Eve has N, = 2 antennas and the RIS is equipped
with L = 32 elements. Moreover, the PUs and SUs are
single antenna legitimate users. Two PUs and two SUs are
assumed uniformly distributed in two disks each of radius 15
m with centers at (150, 30) and (330, 40), respectively. At the
reference distance of 1 meter, a pathloss of 30 dB is assumed
and the background noise power is —80 dBm. The direct
communication channels face a path-loss exponent of 3.9
with Rayleigh fading, whereas channels associated with the
RIS encounter a path-loss exponent of 2.1 with Rician factor
k =5 dB. The SI channel follows the Rayleigh distribution
with cancellation factor —130 dB [39]. The transmit powers
of the PBS, FD-SBS and SUs are set to 30 dBm, 25 dBm
and 10 dBm, respectively.

Fig. 2 shows the convergence of the proposed solution
against the iterations. It is clear that the proposed scheme
converges to a non-increasing secrecy performance, where
no further improvement can be achieved within about 14
iterations. Furthermore, the proposed solution is compared
with two benchmark schemes, namely “no RIS” and “rand
RIS”, where the former refers to a system with no RIS
while the latter refers to one deploying an RIS with random
phase shifts. Clearly, the proposed solution outperforms the
“no RIS” case by 24.7%, while the cases of “no RIS”

3In our work, we utilized SDP to solve the RIS phase shift optimization
problem, employing CVX-based convexification method to address complex
constraints inherent in our specific problem setup. As highlighted in [38],
on page 896, left column, while SDP-based methods are known to be
more time-consuming, they offer greater flexibility in handling complex
constraints such as quality of service (QoS) requirements.
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FIGURE 3. Secrecy rate performance versus the number of RIS elements.

and “rand RIS” almost behave similarly with a secrecy
gap performance of 2% between each other. This can be
attributed to the absence of the RIS passive gain and the
phase shift randomness for the “no RIS” and “rand RIS”
cases, respectively.

The impact of increasing the number of RIS elements
on the secrecy rate performance is depicted in Fig. 3. The
performance of the proposed system shows a 33% improve-
ment in the secrecy rate when the number of RIS elements
increases from 16 to 64. Furthermore, the performance gap
between the “no RIS” case and the proposed system grows
with the number of RIS elements, where the “no RIS”
exhibits a flat secrecy performance. On the other hand,
an RIS with random phase shift deteriorates the secrecy
rate when the number of RIS elements increases by 6%.
According to this discussion, we conclude the following.
First, the optimization of RIS phase shift plays a crucial role
against the potential Eve. Second, random RIS phase shifts
may leak legitimate information that affects the security of
communication system.

Next, we investigate Eve’s location as it approaches the
FD-SBS and the RIS in Fig. 4. Obviously, moving Eve
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FIGURE 4. Impact of Eve’s location on the secrecy rate.
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FIGURE 5. The secrecy rate against the maximum jamming power budget.

towards the FD-SBS improves the secrecy performance,
where the RIS passively beamforms the jamming signal to
degrade the received SINR at Eve. Specifically, the proposed
solution achieves 19.5% and 23.1% secrecy improvement
over the “no RIS” and ’‘rand RIS” cases, respectively, when
the location of Eve becomes (220, 50).

Fig. 5 illustrates the effect of the maximum allowed
jamming power on the secrecy rate performance. The
proposed solution shows enhanced secrecy rate in compari-
son to the benchmark schemes, where the proposed scheme
outperforms the “no RIS” case by 41.5% when N, = N, =4
and P"** = 6 W. Moreover, the performance drops by 1.35%
when the number of transmitting antennas at the FD-SBS
increases from 4 to 8. This is because although the increase
in N; may improve the jamming gain towards Eve, it also
adds interference to the received signal at the PU. Also,
the “no RIS” and ’‘rand RIS” cases almost converge to the
same secrecy values as PJ'™ > 8 W due to the saturation
of the beamformers to the maximum allowed levels, i.e.,
Tr(W) = P and Yf_, Tr(Vi) = PR, This is to keep
balance between the jamming gain and the signal quality
requirement for PU communication.
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FIGURE 6. The sum UL rate against the maximum jamming power budget.

Finally, we examine the achievable UL communication
rate of the secondary network against the maximum jamming
power in Fig. 6. The UL rate of the SUs decreases as the
jamming power increases due to the added self-interference
at the FD-SBS. Again, we observe that the proposed scheme
outperforms the benchmark schemes. However, increasing
the value of P]"®* is not always useful, where it deteriorates
the UL QoS requirements. For instance, the UL rate of the
proposed solution decreases by about 3 bps/Hz, while the
“no RIS” and “rand RIS cases lose about 1 and 1.3 bps/Hz,
respectively, across the range of P'®*. To further explain,
the direct path between the SUs and the FD-SBS dominates
the self-interference term in the “no RIS” case, while the
existence of the RIS enhances the same term via the passive
gain in case of the proposed scheme and the “rand RIS”
case. Furthermore, it is observed that increasing P;na" to a
value greater than or equal to 2 W improves the secrecy rate
as in Fig. 5, but it concurrently results in a drop in the UL
communication rate. Therefore, the value P]*™* should be
carefully tuned in order to balance the secure operation of the
primary network and the UL communication requirements
of the secondary network.

VI. CONCLUSION

In this paper, we investigated the application of RIS in
enhancing the security of MU-SIMO full-duplex cognitive
radio network, where FD-SBS employs jamming attacks
to thwart eavesdropping attempts. Our investigation encom-
passes the PBS DL beamforming, SBS AlJ, passive RIS
beamforming and the UL communication power, with a
focus on achieving the balance between the optimal security
performance and UL service requirement. To address this,
we introduce an alternating optimization algorithm, in
which semidefinite program (SDP) and successive convex
approximation (SCA) techniques are employed. The simu-
lation indicates that the optimization of RIS phase shift is
crucial in countering potential eavesdropping, where shifting
the Eve towards the FD-SBS and RIS enhances secrecy
performance through passive beamforming of the RIS.
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Moreover, the proposed solution consistently outperforms
benchmark schemes in terms of secrecy rate. However, an
increase in transmitting antennas at FD-SBS introduces a
trade-off between jamming gain towards Eve and interference
to the primary user (PU) signal. Additionally, careful tuning
of the jamming power is essential to balance secure primary
network operation and uplink communication requirements
of the secondary network. In future work, we would like to
further investigate the feasibility of adopting a two-timescale
design scheme for secure transmission design of the RIS-
aided FD-CR systems. At that time, we can balance such a
trade-off on the performance-overhead, further contributing
to the practicability and efficiency of our system.
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