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Abstract— The exploding deployment of distributed en-
ergy resources (DERs) brings unprecedented challenges to
the optimization of large-scale power distribution networks
— numerous grid-tied devices pose severe control scalabil-
ity crises. Besides, the exposure of private DER data, such
as energy generation and consumption profiles, is leading
to prevalent customer privacy breaches. Despite the impor-
tance, research on privacy-preserving DER control in a fully
scalable manner is still lacking. To fill the gap, in this paper,
a hierarchical DER aggregation and control framework is
first developed to achieve scalability over the large DER
population and ensure capability for privacy preservation
integration. Second, a novel privacy-preserving optimiza-
tion algorithm is proposed for the developed DER aggre-
gation and control framework based on the secret shar-
ing technique. Finally, privacy preservation guarantees of
the developed algorithm are designed against honest-but-
curious adversaries and external eavesdroppers. Simula-
tions on a 13-bus test feeder demonstrate the efficacy of
the proposed approach in preserving the private DER data
within power distribution networks.

Index Terms— Decentralized optimization, distributed
energy resources, privacy preservation, secret sharing

[. INTRODUCTION
A. Background and Related Works

ONTROL of distributed energy resources (DERs) in
power distribution networks has proven efficacy in low-
ering carbon emissions and offering grid-edge services such
as voltage control, load shaping, and backup power supply
[1]. DERs, including energy storage systems (ESSs), solar
photovoltaics (PVs), and electric vehicles (EVs), along with
other monitoring and controllable devices, are revolutionizing
the operation of power distribution networks towards a more
cost-effective fashion [2]. Though integrating DERs into power
distribution networks can offer multifarious benefits, scalabil-
ity issues and privacy concerns hinder the implementation of
existing DER control strategies [3].
To address scalability, distributed and decentralized strate-
gies are drawing surging attention owing to their paralleled
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computing structure. For example, a distributed coordination
method based on local droop and consensus control is designed
in [4] to deal with the voltage rise problem caused by the
high penetration of solar PVs. To reduce the communication
burden, a distributed low-communication algorithm is pro-
posed in [5] to control islanded PV-battery-hybrid systems.
Compared to distributed methods, decentralized strategies
eliminate the massive peer-to-peer communications. Navidi et
al. [6] develop a two-layer decentralized DER coordination
architecture that can provide scalable solutions with extensive
parallelization and eliminate direct communications between
local controllers. In [7], a decentralized shrunken primal-multi-
dual subgradient algorithm with network dimension reduction
is developed to achieve scalability w.r.z. both agent popula-
tion size and network dimension. Lin and Bitar [8] propose
a decentralized stochastic control strategy for radial power
distribution systems with controllable PVs and ESSs to cut
down the demand balancing cost.

Despite the outstanding scalability and efficiency, the imple-
mentation of both distributed and decentralized DER control
strategies relies heavily on mandatory communications that
can disclose customers’ sensitive information. Differential
privacy (DP) has been a de facto standard in addressing
privacy concerns owing to its rigorous privacy definition [9].
DP-based methods achieve privacy preservation by adding
well-calibrated noise into the computing process, obscuring
the attributes of any single individual’s data. This ensures
that privacy is preserved regardless of the combination of
computations performed on the dataset, providing strong pri-
vacy guarantees against arbitrary adversaries, e.g., any re-
identification attack [10]. A centralized differentially private
optimal power flow mechanism is developed in [11]. However,
centralized structures generically suffer from poor scalability
compared to distributed or decentralized ones. Dvorkin et
al. [12] develop an adversarial inference model based on
DP that first questions the privacy properties of distributed
optimal power flow. Subsequently, the authors develop a
differentially private variant of the alternating direction method
of multipliers to ensure information privacy during neighbor
exchanges. This model is later extended in [13] for the
distributed optimization of AC power flow problems. In [14],
a DP-based aggregation algorithm is proposed to compensate
for solar power fluctuations and protect customers’ personal
information. Han er al. [15] develop a distributed privacy-
preserving optimization algorithm based on DP to preserve
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the privacy of the participating agents in constrained optimiza-
tions. Despite the success in privacy preservation, DP-based
methods invariably suffer from accuracy loss due to the added
perturbations.

In contrast, encryption-based strategies can achieve high-
accuracy privacy preservation by encrypting the sensitive data
into ciphertexts, and only those holding private keys can de-
crypt the ciphertexts. Despite the high accuracy, the spectrum
of adversaries in encryption-based strategies is more specific
and can be proven from the secure multi-party computing
(SMC) perspective against certain internal adversaries, e.g.,
honest-but-curious agents, the system operator, and particular
external adversaries, e.g., eavesdroppers [16]-[18]. Central-
ized privacy-preserving energy control systems have been
established based on homomorphic encryption (HE), e.g., the
Paillier cryptosystem [16], [19]. They are easy to implement
but lack scalability. In [17], a decentralized privacy-preserving
approach is developed by combining partially HE with de-
centralized optimization. Similarly, Wu et al. [18] develop a

guarantees secure computation for aggregators at different
scales; 3) The developed DER control algorithm achieves
lower computational overhead compared with encryption-
oriented approaches and ensures high accuracy as the non-
privacy-concerned algorithms.

The rest of this paper is organized as follows: In Section
II, we introduce the models of power distribution networks,
PVs, and ESSs, then formulate the DER control problem into
a constrained optimization problem. Section III develops two
decentralized DER aggregation and control strategies based
on the projected gradient method. The SS-based privacy-
preserving DER control algorithm and privacy analyses are
given in Section IV. We give simulation results and analyses
in Section V. Section VI concludes the paper.

Il. PROBLEM FORMULATION
A. Branch Flow Model

For an n-bus radial distribution network, let B =
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Fig. 1: A radial 13-bus distribution network connected with
rooftop solar PVs and ESSs.

work connected with residential houses, rooftop solar PVs,
and ESSs. This paper aims to ensure customer privacy in
the optimization and control of DERs while providing grid
services for power distribution networks.
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One grid service objective is to minimize the power loss of
the distribution network, which can be calculated by:

12 12
> (LRSIl ). @

li; €T

fl(P?aapi) =

where V|y denotes the nominal voltage magnitude, p? , P;j, and
Qi; € RT are augmented vectors of p}, P;;, and Q5 across T
time intervals, respectively. Note that only active power loss
is primarily considered as it can directly lead to energy cost
savings for utilities and consumers.

The active power flows are constrained by:

0< P, <Py, 3

where P;; denotes the maximum active power flow limit.

B. Solar Photovoltaic

Let V denote the set of solar PVs. During T' time intervals
of a day, the active power injection p, € R” from the vth PV
inverter should satisfy:

0<p, <P, “4)

where p; denotes the maximum active power injection that
is obtained by the solar forecast. We assume the solar power
generation can be forecasted when designing the algorithm.
The curtailment cost occurs when solar PVs generate more
electricity than the electricity demand, which can lead to
financial losses. To minimize the curtailment cost, the solar
PV’s objective is formulated as follows [26]:

f2(Pv) = By — PLI3- (5)

C. Energy Storage System

Let S denote the set of ESSs. The charging/discharging
power p, € RT of the oth ESS is constrained by:

_BZ S ﬁo’ S ﬁfra (6)

where pj

p® and p; denote the maximum discharging and
charging power, respectively. Let s denote the initial state of
charge (SoC) of the oth ESS and H, = [s2,...,s2]T € RT.
By aggregating p, across each time slot, the SoC of the oth

ESS is constrained by:
p° < H, + Ap,AT <P, @)

where Bg and p% denote its lower and upper capacity bounds,
respectively, AT denotes the sampling time, and the aggrega-
tion matrix A is lower triangular consisting of only ones and
zeros, i.e., element A; ; = 1if 7 > J, element 4; ; = 0if 2 < j,
,7=1,...,T.

Furthermore, the ESS’s degradation cost is minimized by
reducing the fluctuations during charging and discharging, and
decreasing the charging mode switch frequency through [27]:

F3(Ps) = 1B |13, ®)
where the matrix B calculates discharging and charging
differences between adjacent times, i.e., element B;; = 1,

t=1,...,T, element B; ;11 =—1,i=1,...,T —1, and all
other elements of B are zeros.

I1l. DECENTRALIZED OPTIMIZATION
A. Projected Gradient Method

The DER control in power distribution networks is formu-
lated into a constrained optimization problem. Specifically, the
objective function minimizes the active power loss, solar cur-
tailment cost, and ESS degradation cost, while the constraints
include the power flow limit and DERs’ local constraints. The
optimization problem is written into:

min  61f1(p7) + ) Safo(Bu) + D 5af3(Bo),

b.p vey ceS P1)

s.t. (1a),(3),(4), (6), (D),
where p9 = [p‘fT,..., 91T and 6, denotes the constant
cost coefficients that can adjust the weights on objective
functions and regulate different units. Problem (P1) aims
to exemplify a general coupled convex problem formulation
that includes both objectives and constraints associated with
power distribution networks and DERs. The integration of
nonlinear and nonconvex components, such as discrete loads
and nonlinear ESS dynamics, would require more theoretical
tools. Gradient-based methods are widely used to solve (P1)
by decomposing the centralized optimization problem into
local optimizations at agents. We adopt the projected gradient
method (PGM) to solve (P1) in a decentralized fashion where
each agent owns a local feasible set for projection.

Let M = {l,...,m} denote the set of agents, e.g.,
aggregators or DERs, who work cooperatively to solve (P1).
In this setting, the «th agent updates its decision variable x,
using PGM by [28]:

w0 =Ty () 00).
Wher$ Y4 denTotes the iteration number, x(® =
[wge) ) |7 denotes the vector of all decision

variables, i.e., p, and p, in (P1), fyff) denotes the primal step
size, @, (-) denotes the gradient of the Lagrangian w.r.z. 2,
and ITy, (-) denotes the projection operation onto set Xj.
The local constraints of the vth PV and the oth ESS can be
represented by two feasible sets P, and PZ, respectively:

PLE{p,| D},
Ps £ {po| (6). (D}

(10a)
(10b)

B. DER Aggregation and Control Framework

In PGM, DER aggregation is mandatory because the ith
agent needs to calculate ®;(x‘) in (9) where the decision
variables contain x;’s from all other agents. When DER acts
as an independent agent, regarded as self-governed control
(SGO), it receives all decision variables of other DERs to
execute the PGM updates in a distributed way. SGC is more
suitable for small-scale networks and can suffer from massive
data exchange due to the numerous DERs in large-scale
distribution networks.

In contrast, DERs’ decision variables can be updated via
bus-delegated aggregation and control (BDAC) by aggregators
in a decentralized way based on the distribution network
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Fig. 2: Aggregation and control of DERs via DER-governed
and bus-delegated architectures.

Despite the realization of scalability, both SGC and BDAC
methods suffer from privacy breaches in information exchange,
i.e., the exposure of DERSs’ decision variables that can reveal
sensitive business information and customers’ daily routines
[29], [30]. To eliminate the privacy concern, we first design
a decentralized DER optimization scheme within the BDAC
framework. Then, a novel SS-based algorithm will be syn-
thesized with cloud computing to achieve privacy-preserving
information exchange. Apart from PGM, the proposed privacy
preservation technique can also handle asynchronous multiple-
step approaches [7], [31], and can be extended to other
gradient-based methods such as the regularized primal-dual
subgradient [32] and multi-objective learning [33].

The aggregated active power injection p; at the ith bus can
be obtained by an aggregator as:

(1)

where V; and &; denote the sets of PVs and ESSs connected
at bus 14, respectively, p; = Zz/evi p, and p;, = Zaé& Po
denote the aggregated active power of all PVs and ESSs at
bus ¢, respectively.

By aggregating the active power generation and consump-
tion of each bus according to BDAC, problem (P1) can be
written into a compact form of:

min 1 fi(p)+ 3 (D0 8fa(Bu)+ D 8afslBo)),

i€B veEV; o€é;
s.t. p,€PY, Ve,
pPs € P, Yo €S,
0<ZP<P,V. e,

Pi = P; — Pi — P§,

P2)

where p = [p],....p,)". p = [pl.....p}]T. P € R
denotes the augmented active power generation and Z €
R*T>*nT" denotes the augmented adjacency matrix. While

only power flow limits are included as global constraints to
avoid over-complicating the problem formulation, integrating
additional global constraints, e.g., voltage bounds, can be
readily achieved without affecting the algorithm design.

The detailed formulation of (P2) based on the network
topology can be found in APPENDIX 1.

The optimization problem in (P2) seeks to find the optimal
decision variables, i.e., charging and discharging power p,’s
of the ESSs and the active power injection p,’s of the PVs.
In what follows, we focus on solving (P2) in a decentralized
fashion. The relaxed Lagrangian of (P2) is:

I(ﬁv ﬁ» M, l"’u)

=5 i)+ 3 (X BahB) + 3 5sfs(0))

i€EB vey; oc€E;

+3° (wl(2.P - P)— uf 2,P), (12)
LEL
where 1 = [pf, .. )T and gy, = [l p )T
and p,, denote the dual variables associated with lower and
upper power flow limits of the «th line, respectively.

Without loss of generality, suppose the vth PV and oth ESS
are connected at bus ¢. Take the subgradients of (12) w.r.z. the

primal variables p, and p., respectively, we have:

2 ) .
Vp, L() = 20,(p, — DY) + V—Ql r(Z,A)7(Z,P)
0 ez
+ Z(ZLAi)T(NuL - l’l'lL)) (13a)
LeT
. 261 - A
Vp, L(:) = 203p; — V2 r(Z,A;) (Z,P)
0 LeET
- Z(ZLAZ)T(/'I’ML - HZL)' (l3b)
LET

For the simplicity of presentation, we further assume all
power lines have the same resistance 7, herein (13) becomes:

Vi, L(-) = 205(y, — PY) + 617 P + i (pro — ), (14a)
Vi, L() = 203p5 — 017 P — i (pu — u1), (14b)
where 6; = %F, = ZLeI(ZLA,-)TZ, and p; denotes the
0 ~
ith column block of Z.

Therefore, with the subgradients in (13), the vth PV and the
oth ESS update their decision variables by:

BUD =TI, (155” A Vg, £ (.)) : (15a)
pY Y =Tp. (ﬁg) — 75V, LY (')) ) (15b)

where 7, , and 7 , denote the primal step sizes of the vth PV
and the oth ESS, respectively, £(*) (-) denotes the Lagrangian
function at the /(th iteration.

As indicated in (14), calculating subgradients V3 £(-) and
V., L(-) indeed requires the decision variables P from all the
buses. Specifically, the calculation of subgradients in (14a) and
(14b) are coupled through:

HmP A+ (e — ) -
HH W

primal variables

D; = (16)

dual variables
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For example, suppose PV 7 is connected at bus 2, then its
primal update is coupled through &; moP = Z?:l Di+D2+D3
that contains the active power generations p;,7 € B from all
buses. The dual variables simply represent penalties for the
violation of constraints. Therefore, the update of PV ¥ requires
the decision variables of all other DERs in the distribution
network. By adopting the developed BDAC structure, only
bus-to-bus communications are required, leading to reduced
computing and communicating costs for local controllers.
Finally, the ©th PV can update p; using (15a). This paper
spearheads the transition of plaintext optimization to the secret
space, focusing on basic subgradient calculations, i.e., only ad-
dition and multiplication. It sets the groundwork for exploring
more complex gradient computations, such as projection, set
operators, and other intricate operators that do not rely on
addition and multiplication.

The detailed derivation of the PGM updates for BDAC can
be found in the APPENDIX II.

IV. SS-BASED PRIVACY-PRESERVING DER CONTROL
A. Real Number to Integer Quantization

Note that the SS scheme requires integer arithmetic instead
of real arithmetic. However, decentralized optimization genet-
ically involves real number calculations, including decision
variables and regulation parameters. Therefore, a real num-
ber to integer transformation is needed to integrate SS into
decentralized optimization. We adopt the fixed-point number
quantization [34] to map the real numbers onto the integer
space. The fixed-point real-number set is defined as:

Qpye={—07,—0"+07C,...,00 =207, 07—},
a7
where § € N;, denotes the basis, v € N denotes the
magnitude, and ¢ € N denotes the resolution. Therefore, by
defining a surjective mapping m(-) : R — Qg ¢, a real
number can be mapped to the closest point in Qg ~ ¢. To limit
the quantization error, the mapping m(-) needs to satisfy:

P — | <07, Vp € [-07,07], (18)

where ¢ = m(y) and the quantization error is restricted by
the resolution within the range of Qg . ¢.

To map the real-number set onto the integer set Z, Qg . ¢
is scaled by ¢ as:

Zoye = {—00TC -0 41,07 -1}, (19)

where Zy , ¢ C Z denotes the fixed-point set in the integer
field. Moreover, SS requires the inputs to be within the field
E 2 [0,e) where e denotes a prime number. We further map
the elements in Zy , ¢ onto E by the modular operation:

Z = zmod e.

(20)

Note that z € Zy ¢ can be any negative integer, and the
modular operation in (20) will change the sign of a negative
input, i.e., g(z7) = 2~ +e, V2~ < 0. To address the negative
integer operation, we introduce the partial inverse of g(-) as

if 2> %,

Z otherwise. @D

Therefore, we have z = ¢ (2), Vz € E.

Since the quantization error can be made arbitrarily small,
the algorithm convergence can always be guaranteed by reduc-
ing the quantization error at the cost of computational load.
Therefore, the optimality of the proposed privacy-preserving
algorithm is preserved under the additional SS-based privacy
preservation measures. This property is given by Theorem 2
and Proposition 1.

B. SS-based Privacy-Preserving Algorithm

1) Shamir’s secret sharing scheme: Before introducing the
privacy-preserving algorithm design, we first briefly introduce
Shamir’s SS scheme [22]. Shamir’s SS has an efficient and
lightweight private information distribution structure. Suppose
a secret holder (manager) seeks to distribute a secret w to
certain agents and requires the cooperation of at least d agents
to retrieve the secret. In such needs, Shamir’s SS is grounded
on the following Lagrange interpolation theory:

Theorem 1 (Polynomial interpolation [35]). Let {(s1,41), .- -,
(sa,ya)} € R? be a set of points whose values of ,, i =
1,...,d are all distinct. Then there exists a unique polynomial
I of degree d — 1 that satisfies y; = F (<;)- |

In SS-based schemes, the manager first constructs a random

polynomial of degree d — 1 as:

d—1

y(z) =w+arz+ - +ag_12% ", (22)

where w denotes an integer secret, aq,...,a4—1 denote ran-
dom coefficients that are uniformly distributed in the field
E £ [0,¢), and e denotes a prime number that is larger than
both w and 2. Secondly, the manager calculates the outputs of
(22) using non-zero integer inputs, e.g., setting 7 = 1,...,nto
retrieve (7, y(7)). Then the manager distributes the share y(7)
to the 7th agent. According to Theorem 1, at least d agents
with d shares can reconstruct (22). Therefore, the secret can
be retrieved by:

(23)

0
s

2) Proposed privacy-preserving DER control algorithm: We
next propose a hierarchical privacy-preserving DER control
framework as shown in Fig. 3. In this framework, 1) the
power grid operation center monitors the overall grid statuses,
service provision, and grid operational constraints; 2) The
aggregators aggregate and control one or more DER clusters
or directly controlling customer-side DERs; and 3) the DER
control platform coordinates the private DER data transmission
between the aggregators in a privacy-preserving fashion.

The developed hierarchical DER control framework
achieves scalability by enabling decentralized optimization
of DER clusters and ensures the integratability of privacy
preservation techniques for computing DER data. In the afore-
mentioned framework, both SGC and BDAC schemes can be
utilized to aggregate and control the DERS’ decision variables.
We next present the detailed procedures for integrating SS into
the proposed privacy-preserving DER control framework via
BDAC.
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Fig. 3: Privacy-preserving DER control in a hierarchical
framework.

Assumption 1. The cloud computing platform has access to
the network topology. (]

The network topology can be described by an adjacency
matrix Z that contains no private information about the DERs.
Details of Z can be found in the APPENDIX I.

Let C denote the set of clouds and ¢ > 2 denote the
cloud number. Each bus is delegated by an aggregator to
control the DERs connected to it. Note that it is equally
applicable for a single aggregator to oversee a group of buses.
The computing and communication between aggregators are
powered by cloud servers. For the ith bus, an aggregator is
responsible for obfuscating its private input by generating a
random polynomial of order d — 1 as:

y(z) = i

PO +allz 4+ +all) 2 @4
where 2 < d < ¢, ;[)Eé) (t) denotes the active power in-
jection at bus ¢ after the real-to-integer transformation and
az(.,el) e @1(271 denote random coefficients. Note that for any
real vector secret, such as p;, the real-to-integer transformation
can be performed elementwisely.

At the (th iteration, the uth cloud firstly generates a random
integer a,(f) that contains no private information of the DERs,
then it broadcasts aq(f) to all the buses. Subsequently, the buses
adopt a,(f), uw = 1,...,c as random inputs of 1ts pol nom1a1
Therefore, the ith bus can generate shares of y ), u=
1,...,c. Note that the coupling term P in (16) is a linear
combination of p,’s that requires the private power generation
and consumption data from DERs at all buses. Therefore, a
secure computing framework for 7r; P’s is required to preserve
the privacy of buses and DER owners.

To achieve privacy preservation, each bus first sends
yfz)( q(f)) to the uth cloud. Consequently, the wuth cloud
receives y(é)( )) 1 € B. Then the uth cloud multiplies the
received outputs y( (« (Z)) i € B, utilizing the coefficients of
7; to obtain a new set of outputs:

{m(l)yﬁ’z) (O, ... ,Wi(n)yﬁf)(ag))} )

Accordingly, the uth cloud can obtain a new input-output
pair for the ith bus as:

Api— {an% 3 ) yg%gn}.

=1

(25)

(26)

Finally, the uth cloud sends the new input-output share A, ;
back to the ith bus. As a result, after receiving A, ;’s from in

total ¢ clouds servers, the ith bus now has access to:

A = {ag@ Sl v (e), yeC}

=1

27

indicating that all clouds’ output data has been aggregated for
the ith bus.

Lastly, a total of ¢ shares are contained in A;, which can
be used to construct a new polynomial of the form:

30(2) = mP(t) + @z + - a2 (@8

whose constant term is exactly the aggregated decision vari-
ables. The 4th bus is thus ready to perform primal updates.
The information exchange structure of the proposed privacy-
preserving DER control framework via BDAC is shown in
Fig. 4. In the proposed structure, the ¢th bus can only access

Cloud
Aggregation

[_ Bus10 Bus3 | I g /A
I “ g | A
| 8l e vy
' !7\@ /@ '
| Cloud1 \[ X/ ) = | DERS' '
. E AV .
N A
) s \ 1 f
| | I (& DERs '
. {7/ Cloud2 | e ;
| f H ' ' H '
; L i P
l \ Cloudc : o
, "\ A, - G
| o K i
) I DERs
I .
| o
| I

Fig. 4: Information exchange structure for BDAC using cloud
servers (messages sent from bus 3 and cloud 1 are labeled).

DERs that are within its jurisdiction, e.g., decision variables of
connected DERs. The wuth cloud only receives a single share
of each bus so it is incapable of reconstructing the secret
solely based on the received shares. Therefore, the multi-server
information exchange structure allows the privacy-preserving
generation, aggregation, and broadcasting of shares for all
buses. The secret retrieval process distributes the aggregation
task to multiple clouds to ensure that a single cloud cannot
retrieve any secrets. The detailed procedures of the proposed
method are presented via Algorithm 1.

Algorithm 1 can achieve privacy preservation while main-
taining exact solutions as non-privacy PGM-based methods.
The decision variables will be continuously updated till the
convergence errors b2 lpw 5\ — (e 1)||2 and ) & D He) —
A(e )H2 are smaller than the threshold €. The correctness of
Algorithm 1 is presented by the following theorem.
Theorem 2 (Correctness). Let E denote the domain of the
input secrets wi, . ..,w,, and O; denote the desired outputs.
Then, Algorithm 1 satisfies:

Pr [VC > d,ReC (A7E7Z75179777C) =

where A = {A,,..., A.} denotes the set of shares from
agents, Pr[-] denotes probability, and Rec(-) denotes the secret
reconstruction operation. ]

Proof: To prove the correctness, we show that the proposed
method has the exact primal solutions as the non-privacy PGM.

0]=1, 9
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Algorithm 1 Decentralized privacy-preserving DER control
via BDAC.

1: Agents initialize decision variables, basis ¢, magnitude -,
resolution (, tolerance ¢, iteration counter ¢ = 0, and
maximum iteration ¢,,,,.

2: while el(,e()g) >eo and £ < £y,0. do

3: Each bus performs real-to-integer transformation using
(17)-(20), then obtains the integer secret d)y)

4: The wuth cloud generates a random integer agf), then
it broadcasts ozq(L) to all the buses.

5: The ith bus generates a random polynomials yz@)(z),
with w( ) as the constant term.

6: Each bus calculates the polynomial outputs using a( )

..., at” to obtain A(e)( (Z)) gjl@) (ag )), then sends
g)( )( M)) to the wuth cloud.
7: The uth cloud forms A( ) and sends it to the 7th bus.

8: The ith bus formulates A( ), then reconstructs the
aggregated secret using ¢ shares to obtain 7; P9, finally
obtains Oi in (16).

9: The ith bus transforms (91“) back to real numbers
using (21), then updates decision variables p,(f)) and p A(é)
by PGM.

10 Calculate the convergence errors €,

11: {=0+1.

12: end while

g eeey

(©) and ©

and €5

Recall that the uth cloud multiplies the received n outputs by
the elements of 7r; according to (25), it yields:

d—1
(£ [ J
(700 + X alfol”).
=1

+Zaw ol )

By summing the left hand side of (30), the aggregated outputs
S m )yZ ( Sf)) in (25) can be readily obtained. There-
fore, in total ¢ pairs of shares from all clouds as in (26) can
be seen as the input-output pairs of a polynomial:

79¢) =Y m@el” + a2+
=1

where dy) =

Ty (alf) = mi(1)

(30)

ri(m)yO(a®) = m,( (

a2 @

Z?Zlm(i)agj), j = .,d — 1 and
S m-(fi)(fui(e) is exactly 7r; P(). Therefore, the aggregated
secret 7w; P() can be retrieved by using c pairs of shares since
d < c, as stated by Theorem 1. O
Proposition 1 (Quantization error): Let § € Ni,, v € N,
and ¢ € N. The quantization error for the aggregation of
5,7 PO (t) is bounded by &; S| m;(1)0~C. [

Proof: For the ith secret wi&), its quantization error is
bounded by \w(e) (4)| < 6~¢. Following the proof of
Theorem 2, the quantization error during the DER aggre-

gation is 01y o, m(z)(uﬁgl) - (Z)), where J; > 0 and

m;(i) > 0. Therefore, the quantization error for aggregation
of §,m; P)(t) is bounded by &; S, m;(1)0~°. O
Remark 1. The scalability of Algorithm 1 is achieved in three
key aspects. First, the scalability of PGM enables paralleled
computing between agents. The developed privacy preserva-
tion technique is a fundamental tool that can be easily extended
to other scalable algorithms [31]-[33]. Second, the scalability
is largely enhanced by the lightweight SS architecture, which
leads to major improvements in algorithm computing and
communication efficiency. Third, the overall structure-wise
scalability. Depending on the application scale, DERs can also
be clustered by household or district units in the framework
of SGC. In such scenarios, Algorithm 1 can adapt to assign
each local cluster with one or more DERs as an autonomous
aggregator, i.e., generating, distributing, and computing on
shares independently. ]

C. Privacy Analysis

Algorithm 1 preserves the private decision variables of
DERs against both internal and external stealthy adversaries
who aim to infer private data using only the messages transmit-
ted during the algorithm’s iterations. Specifically, Algorithm 1
achieves privacy preservation against two types of adversaries,
including honest-but-curious agent who follows the algorithm
but may utilize the possessed and received data to infer the pri-
vate information of other agents, and external eavesdroppers
who wiretap and intercept exchanged messages from commu-
nication channels. The developed SS-based privacy-preserving
algorithm can achieve the same security level against both
internal and external adversaries considered in the state-of-
the-art SMC schemes [16]-[18], [23]. Admittedly, other attack
vectors, e.g., direct invasion into the smart meters, can also
obtain customers’ sensitive information. However, we’d like
to note that our paper aims to handle stealthy attack vectors
with minimal intrusions from a secure computing perspective.
The direct invasion is not considered stealthy as their footprint
is more obvious.

Proposition 2. (Secure cloud computing). Any group of clouds
with a number less than d cannot infer any information of the
aggregated decision variables D;. ]

Proposition 2 shows the privacy preservation of the pro-
posed algorithm against corrupted clouds. Note that cloud
servers can be provided by single or multiple vendors, but
the collaboration of at least d clouds is required to retrieve
any secret. A brief proof of Proposition 2 is given as follows.

Proof: Under the collusion, d — 1 clouds can construct the
following set of equations:

gilon) =0+ a0 + -+ di,dflailil,
(32)

- ~ ~ d—1
Jilog—1) =0+ @i aq—1 + -+ Qia—104_1,

where §;(2) is defined in (28) and w = mP(t). In (32), ;.
?=1,...,d —1 and @ are unknown. Consequently, d — 1
clouds can yield in total d — 1 equations yet d unknowns that
lead to underdetermined solutions. Therefore, at least d clouds
are required to retrieve an aggregated secret. ]
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Assumption 2. During a single iteration, at least one com-
munication link of an individual bus is safe from external
eavesdroppers. (]
Assumption 2 is essential and generically used in SS-
based schemes. Given d pairs of shares sent via different
communication links, i.e., {(s1,91),-.., (sg,ya)} € R?, if
an external eavesdropper wiretaps all communication links to
gain access to all the shares, then the secret can simply be
deduced by the Lagrangian interpolation.
Theorem 3 (Privacy preservation against adversaries). Al-
gorithm 1 securely computes the decision variables between
buses in the presence of honest-but-curious buses. Under
Assumption 2, external eavesdroppers learn no private infor-
mation about the buses. ]
The privacy preservation of Algorithm 1 can be proved from
the SMC perspective.
Definition 1 (Computational indistinguishability [36]). Let
{D,.},.en and {E,.},.cn be two distribution ensembles with
security parameter s. If for any non-uniform probabilistic
polynomial-time algorithm G(-), there exists a negligible func-
tion 0(3¢) such that for every » € N,

Pr [G(z) =1] - Pr [G(z) = 1]| <é(x),

x<—D,, x<—FE,,

(33)

where < denotes the sampling operation. We say that
{D,.}en and {F,.},.cn are computationally indistinguish-
able, denoted as D,, = E... [ |

Definition 1 states that any polynomial-time algorithm
cannot distinguish two computationally indistinguishable en-
sembles because the outputs of those algorithms do not
significantly differ. That is, any non-uniform probabilistic
polynomial-time algorithm cannot tell apart a sample from
D, and E,. Based on computational indistinguishability,
Definition 2 presents the standard privacy notion of SMC.
Definition 2 (SMC [37], [38]). Let II be an n-party protocol
for computing the outputs of function ®(X) where X =
{z1,...,zn} and M = {my, ..., m,} denote the set of inputs
and parties, respectively. Let ®,(X’) denote the pth output of
®(X). The view of the pth party during the execution of II
is denoted by VIEWE(X ). We say that IT privately computes
®,(X) if there exists a polynomial-time algorithm /, such
that for every party m, in M, we have

F(p.p, ®,(X)) £ VIEW! (). (34)

]

Definition 2 states that the privacy of a n-party protocol can
be evaluated based on computational indistinguishability, i.e.,
the view of any party can be efficiently simulated solely based
on its inputs and outputs. In other words, SMC enables a set
of participants to learn the correct outputs of an agreed-upon
function applied to their private inputs without disclosing any-
thing else. We next prove that Algorithm 1 securely computes
71'113, - ,7rn13 between the buses.

Proof: The privacy preservation of Algorithm 1 against an
honest-but-curious bus is proven by showing that any messages
an honest-but-curious bus receives can be efficiently simulated.
Let 7 ={j|j=1,...,c} denote the index set of j, and

Ji- ={j|je€ T, j+#i} excludes the index i. We drop the
index ¢ for clarity. Therefore, bus ¢ has a view of:

VIEW?Igl = {a17 .o 704(1797’)/7 Ca ﬂip7yi(z)7pi7~’zt7a

Oi, 9i(), 5 € T} (35)

Then it is required to prove the existence of a polynomial-
time algorithm, denoted as the simulator f, that can simulate
VIEVViAlgl from the standpoint of bus ¢, i.e.,

F(Z;) = VIEWMe! (36)

where Z; £ {a1,..., 0,7, m P, yi(2), pi, Ai, 04, Gilaj),
j € J} denotes the set of data that bus ¢ has access to.
Manifesting (36) shows that any message received by bus @
can be efficiently reconstructed based on its own knowledge.
The simulator only needs to generate g;(«;)’s that satisfy:

i) = Gi(ey), Vi € J. (37)

To achieve this goal, the simulator firstly generates secrets
Pjcs_ € E of other buses such that:

mP=p;+ Y P} (38)
JET,;—

Then it generates a set of random polynomials to obtain y’(2),
j € J;- with p} as the corresponding constant terms by:

yi(2) =pi(t) +ainz 4+ ag a1zt j =1, (39a)
yi(2) = pi(t) +aj 2+ + a;d_lzd*l,j € J;—. (39b)

Consequently, the simulator can use {as, . .
for (39) to obtain:

/u:{aj,yz—(aw > y;-<aj>,jej}. “0)

JET;—

., } as inputs

Based on the correctness analysis from Theorem 2, A; is
sufficient to construct a new polynomial of:

Ji(x) = (mP(t)) + @l 2+ +aj 427", @D

where (m; P(t))" = m; P(t). Therefore, (36) is proved. Conse-
quently, an honest-but-curious bus cannot retrieve any useful
information from others using the received data, due to the
indistinguishable data outputs. By Definition 2, Algorithm 1
securely computes m P, ... m,P between the buses.

We next prove the privacy preservation of Algorithm 1
against external eavesdroppers. Under Assumption 2, assume
the communications between Cloud 1 and all buses are safe
from external eavesdroppers. By wiretapping any other com-
munication channels, an external eavesdropper can at most
have access to:

Ee={o1,...,ac,yi(aw), Auiyi € Boue J1-}. (42

However, the accessible information in (42) is insufficient for
any external eavesdropper to infer either y;(z)’s or g(z)’s,
by comparing with the required clouds’ output data in (27).
Therefore, the bus’s private information p;’s or the aggregated
message m; P’s are safe from external eavesdroppers. ]
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V. SIMULATION RESULTS

The proposed decentralized privacy-preserving DER control
strategy is verified on a simplified single-phase IEEE 13-
bus test feeder [39]. Without loss of generality, suppose the
distribution network shown in Fig. 1 serves an area where
all customers are situated in the region with identical solar
irradiance. The slack bus voltage magnitude is Vy = 4.16 kV.
Each bus, except the slack bus, is assumed to be connected
with 2 houses, and each house is equipped with an ESS and
5 solar panels that can generate a maximum of 2.5 kW solar
output to meet the daily electricity demand. The maximum
capacity of all residential ESSs is set to be 10 kWh, and the
maximum charging and discharging power of ESSs are £3
kW, respectively. The initial SoCs of all ESSs are uniformly
set to be 4 kWh and lower-bounded by it for the provision
of emergent backup power supply [40]. The forecasted solar
PV power generation is chosen from 01/01/2021 on a sunny
day with AT = 15 mins from California Independent System
Operator (CAISO) [41].

The privacy-preserving DER control platform consists of in
total ¢ = 4 cloud servers. In the SS-based privacy-preserving
algorithm, the degree of all polynomials is uniformly set to
be 3 and the integer field is chosen as E = [0,23! — 1). For
the fixed-point number quantization, the basis, magnitude, and
resolution are selected to be § = 2, v = 27, and ( = 4,
respectively. In the selected resolution, the quantization error
w.r.t. the real number to integer transformation is ¢ = 274,
Therefore, the real numbers are mapped onto the integer set
Zpq e ={—2%,-2%0+1,..., 2% —1}. Finally, the integer set
is mapped onto the integer field E. The primal and dual step
sizes were empirically chosen to be 7575 = 2.3, 'y(‘;é = 1.8,
and B, ¢ = 5 x 107%, respectively.

In Fig. 5, the daily baseline loads of the 24 houses connected

25 T T
—+— Avaliable solar power
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X
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®
g
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Fig. 5: Baseline loads of the 24 houses (solid lines) and actual

solar power injections from the solar PVs (dashed lines).

to the distribution network are presented by the solid lines
where the load profile of each house is obtained by scaling the
residential load data from CAISO [41]. The actual solar power
injections from the solar PVs are presented in the dashed
lines where the solar power injections remain zero between
5 PM to 7 AM the next day when there is no sunlight. During
the daytime, the solar power generation peaks around 12 PM

and is consumed by the loads and stored in the ESSs. Only
a small amount of solar power is curtailed compared to the
forecasted available solar power. Fig. 6 presents the charging

051 ging

Charging/discharging (kW)
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12:00 16:00 20:00

Time

00:00  04:00 08:00 24:00

Fig. 6: Charging and discharging power from 24 ESSs.

and discharging behaviors of the ESSs. The ESSs charge at the
peak rate around noon to store the solar power and discharge
most of their stored power during peak hours between 5-10
PM. The energy stored in ESSs is extracted to supply in-home

use and comnencate far the nawer lnee The nawer flawe of
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Fig. 7: Power flows of 12 lines in the distribution network.

12 lines are shown in Fig. 7 where no reverse flows occur.
The power flows reach the lower limit during noon time as a
result of the abundant solar power generation, leading to the
balance between active power generation and consumption at
each bus. By solving the optimization problem in (P2) via
the proposed algorithm, the decision variables of DERs are
updated iteratively to the optimal solutions. Both the optimal
primal and dual solutions are achieved concurrently with the
privacy preservation guarantees. Fig. 8 presents the converging
process of all decision variables from the solar PVs in around
50 iterations. Fig. 9 presents the evolution of the dual variable
py, in 100 iterations. The convergence of the dual variable
reflects that the corresponding lower power flow limits are
actively bounded.

Table I presents the CPU computing and communication
efficiency comparison between the non-privacy PGM [28], the
HE-based secure computing scheme using Paillier cryptosys-
tem [42], and our proposed approach. In updating the PV’s
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Fig. 9: Convergence of the
dual variable ;.

Fig. 8: Convergence of solar
PVs’ decision variables p,,.

decision variable, the non-privacy PGM takes an average of
1.41 x 10~%s to calculate the subgradient in (14a). In contrast,
due to added privacy measures, the HE-based and proposed
methods take an additional 2.41 x 10~3s and 5.91 x 10~ °s,
respectively. The proposed method demonstrates significantly
higher computing efficiency in share generation and secret
reconstruction compared to the encryption and decryptio
operations from the Paillier cryptosystem. The PGM calculate
on 32-bit single-precision floating point numbers, while bot
the HE-based and proposed methods convert real numbers t
32-bit integers as inputs. However, the Paillier cryptosyster
employs a 1024-bit key pair, resulting in 2048-bit ciphertext
and significantly higher communication cost, as shown by th
average length of transmitted messages. In a larger networ

TABLE I: Comparison of computing and communication effi
ciency.

HE [42] Proposed PGM
i Enf 187.68 Ge* 2.57
-5 _
Avg. Time (107°8)  pox 5345  Re© 3.34
Total Time (10~ 5s) 241.13 5.91 1.41
Avg. Length (bit) 2048 32 32

TEncryption *Decryption *Share Generation °Secret Reconstructior

with more buses and DERs, the communication scalability
between buses and cloud servers is maintained through the
paralleled processing among buses. Additional computing
costs occur only on the high-capacity cloud servers, thus not
straining local resources. However, more DERs will require
increased computing time at the local DER aggregation points.
Experimental results show that aggregating 5, 20, and 100
solar PVs at each bus took on average only 0.59 x 107 5s,
0.86 x 10~%s, and 0.91 x 10~ 5s, respectively, which are
relatively minimal.

Fig. 10 presents normalized random shares generated by Bus
6 using its random polynomial yéé) (z) = ®é€)+a(1£)z+ag)22+
ag)z3 where the coefficients aie ,©=1,2,3 are randomized at
each iteration for all time slots. The transmitted messages sent
from Bus 6 are first scaled by 6 x 10? to better present the ran-
dom distribution, then plotted during six consecutive iterations
for £ = 95,...,100. Moreover, random shares generated by
Bus 6 at a single iteration across different time slots are given
in Fig. 11. Both Fig. 10 and Fig. 11 prove the privacy preserva-
tion of Algorithm 1 against external eavesdroppers. Privacy is
guaranteed because an external eavesdropper can at most have
access to Z, = {ay,...,aq,yi(ow), Aus,i € Bu € Ji-},
that is insufficient for any secret reconstruction. To further

Bin counts
Bin counts

Fig. 10: Random shares gen-
erated by Bus 6 at different
iterations (scaled by 6 x 10%).

Fig. 11: Random shares gen-
erated by Bus 6 at a single
iteration across different time
slots (scaled by 6 x 10%).

verify the privacy preservation of Algorithm 1 against honest-
but-curious adversaries, we assume Bus 6 is an honest-but-
curious adversary. In this case, Fig. 12 visualizes the 12

90°

120° 2x10" 60°

30°

330°

240° 300°

270°

Fig. 12: Random polynomials generated by the buses in a
polar plot.

random polynomials generated from all the buses at the 100th
iteration. The polynomials are presented in a polar plot format
where all polynomials share an order of 3. Specifically, the
black dashed line represents the polynomial y3%°(z) that was
generated by the honest-but-curious bus. The magnitudes of
the outputs from random polynomials vary widely given the
phase inputs. From the SMC perspective, Fig. 13 proves the
existence of a simulator / that can generate true polynomial
7¢%°(2) and simulated polynomials /(z),i = 1,...,12,i # 6,
such that the computational indistinguishability g (c;) =
Ue(ay),j = 1,...,4 is satisfied at any iteration or time slot.
The ith bus, suppose honest-but-curious, can only access the
information contained in its own view VIEW?lgl, resulting in
secure computation of 7r115, R 7r1215 among all buses.

VI. CONCLUSION

This paper developed a novel decentralized and privacy-
preserving DER control algorithm for power distribution net-
works. The decision variables of DERs reached optimum while
minimizing power line loss, PV curtailment cost, and ESS
degradation cost through solving the constrained optimization
problem. The developed approach preserved the privacy of
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Fig. 13: Polynomials simulated by a simulator to achieve
computational indistinguishability among buses.

DER owners’ private data against honest-but-curious adver-
saries and external eavesdroppers. The developed privacy-
preserving DER control framework guaranteed secure infor-
mation exchange by synthesizing SS into decentralized cloud
computing. Simulation results on a modified IEEE 13-bus test
feeder verified the efficacy and efficiency of the proposed ap-
proach. Future work includes extending the developed method
to handle nonlinear and discrete components that can lead to
non-convex problem formulations.

APPENDIX |
PROBLEM REFORMULATION

Let Z € R™*™ denote the adjacency matrix and Z, denote
the «th row of Z. Let Z, (i) denote the ith element of Z,, and
Z,(i) = 1 if the tth power flow reaches edge of the network
via bus i, e.g., Zyg = [0,0,0,0,0,0,0,0,1,1,1,0]. Expand Z
across 1 time slots, we have:

2,1 Z,()1 - Zi(n)I

\\E
Il

) (43)

where TeRT*T denotes the identity matrix and Z € R*T>nT
denotes the augmented adjacency matrix.

In what follows, let P € R"T denote the augmented active
power generations by aggregating p;,¢ € B, we have:

n
P=> A (p;i—pi — ), (44)
i=1
where A; denotes the aggregation matrix whose th block is
represented by an identity matrix, and all other blocks are
zeros, e.g., Ay = [I1,0,...,0]" € R*™*T Then, the active
power flow of the (th line can be calculated by:
P =2ZP. (45)
where Z, denotes the cth block of Z. Consequently, the power
flow limit constraint in (3) becomes:

0<ZP<P,. (46)

APPENDIX Il
DERIVATION OF THE PGM UPDATES

Take the IEEE 13-bus test feeder for example, we give the
PGM updates under BDAC. The power loss objective is:

P13 o1
At =00 3 (15512) = 5 S 1pig,
li; €T 0 LT
47)
Take (45) into (47), we have:
5 S
A8 =5 > 1Z.Pl5 (48)

€L

Suppose the vth PV is connected at bus ¢, then its subgra-
dient w.r.t. the power loss objective is:

Vi, L() = 01Vp, filpl,....P5) + 62V5, f2(By)
+> Vo, (Z2,P-P)-> Vi u, Z,P. (49)

LET LET
Substitute (44) and (47) into the first term of (49), we have:

5 _

51V5, 1) = 5 V5, 3 IZ.P3
LeT
_ - T/, -
=5 (ZLAi) (ZLP) . (50)
LeT

Take the subgradient of (5), the second term in (49) becomes:

62V, fo(Pv) = 202 (Pv — P,) - (S

Then, substitute (44) into the third term of (49) on the right
hand side, we have:

S - T
Z vﬁvl’l';EL(ZLP -pP,)= Z (Z,4A) po-
€T €T

(52)

Similarly, the last term of (49) can be readily obtained as:
> P S T
- Zvﬁvu’l(zlp) = Z (Z,A:) p.
€T LET

Finally, by substituting (50), (51), (52), (53) into (49), (13a)
is readily obtained. The subgradients of p, in (13b) for BDAC
can also be derived similarly.

(53)
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