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Abstract—Inbflockchafinappflficatfionssuchasdfigfitaflgoods
exchange,prfivatedatamaybetransmfittedfromadataowner
toarecfipfientthroughatransfertransactfion. However,these
bflockchafinappflficatfionsoftenassumetheunderflyfingbflockchafin
systemfissecureandreflfiabfle,andthusdonotconsfidertransactfion
fafiflures. Wefindthatafafifledtransfertransactfionmaydfiscflose
theprfivatedatatotherecfipfient,butthedataownermaynot
recefivetokensaspaymentsorthefledgermaynotcorrectflyrecord
thedatatrafifl.Tohandfletransactfionfafifluresandprotectprfivate
data,weproposeanovefltransactfioncommfit-controflfledreflease
(CORE)protocofl. WfithCORE,theprfivatedatacanonflybe
obtafinedbyanfintendedrecfipfientafterthetransfertransactfion
fiscommfitted,thedataownerrecefivestokens,andthefledger
correctflyrecordsthedatatrafifl. Weperformsecurfityanaflysfis
ofCORE,fimpflementCOREandevafluatefitsperformanceover
representatfivepubflficandpermfissfionedbflockchafins.Theresuflts
ofourextensfiveexperfimentsshow COREfintroduces mfinor
overheadfintermsoftransactfionflatencyandtransactfionfees.
Wearethefirsttofidentfifyandaddressthegenerficprfivatedata
dfiscflosurefissuesfinbothpubflficandpermfissfionedbflockchafins.
IndexTerms—Bflockchafin,DataTransfer,PrfivateDataLeak

I.INTRODUCTION

Inbflockchafinappflficatfionssuchasdfigfitaflgoodsexchange,
cryptocurrencyswapandbfigdatasharfing,prfivatedatamay
betransferredfromadataownertoarecfipfientthrough
atransactfion,whfichcanverfifytheprfivatedatavfiasmart
contracts,facfiflfitate mandatorypaymentanddocumentevfi-
denceforpurposessuchasaudfitfing.Forfinstance,thedfigfitafl
goodsexchangeprotocoflutfiflfizesahashedtfime-flockedcontract
(HTLC)[1]tofafirflyexchangeasecretkeyson-chafin[2],[3].
TherecfipfientusesahashhandatfimeflockTtoflocktokens
finthesmartcontract.BeforetfimeT,theownercanpropose
atransfertransactfionthatcarrfiesthesecretkeys,fi.e.,the
prefimageofthehashh,towfithdrawtheflockedtokens.Wfith
asuccessfufltransfertransactfion,thedataownerrecefivesthe
flockedtokensaspaymentwhfifletherecfipfientrecefivess,fi.e.,
prfivatedataownedbytheowner.AftertfimeT,theHTLCdoes
notpermfittheownertowfithdrawflockedtokensthroughtrans-
actfions,andflockedtokenscanberefundedtotherecfipfient.
Thosebflockchafinappflficatfionsforprfivatedatatransferoften

assumethattheunderflyfingbflockchafinsystemfissecureand
reflfiabfle,andthusdonotconsfidertransactfionfafiflures,whfich
maycauseprfivatedatafleaks.Inpractfice,atransactfionmay
encounterfafifluresduetovarfiousfaufltsandvuflnerabfiflfitfies
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finabflockchafinsystem,suchasmessagedeflfiverydeflaysfin
anasynchronousnetworkandexecutfionfaufltsatnodes.To
ensurefafirness[4]foranhonestdataowner,therecfipfient
shaflflonflyflearnthedatawhenthecorrespondfingtransfer
transactfionfissuccessfuflflycommfittedtothebflockchafinfor
facfiflfitatfingpayment[3],[4]anddocumentfingevfidence[5].
However,finpubflficbflockchafins,theprfivatedatawfithfina
fafifledtransfertransactfion maybedfiscflosedtothepubflfic
bflockchafinnetwork.Anadversary(fincfludfingamaflficfiousdata
recfipfient)mayflearntheprfivatedatabutdoesnotpaytokens.In
partficuflar,fifatransfertransactfionfisdeflayedbeyondthetfime
flockT,theownercannotrecefivethepaymentthroughtransfer
transactfionsanymore.Inpermfissfionedbflockchafins,wefind
thattheorfigfinaflprfivatedatafisprematureflydeflfiveredtoa
recfipfientfinapeer-to-peerfashfionbeforetransactfioncommfit.
Whenatransfertransactfionfafifls,therecfipfientstfiflflobtafinsthe
prfivatedata,butthefledgerfafiflstocorrectflydocumentthetrafifl.
Inthfis paper, wesystematficaflflyaddressthe prfivate
datafleakfissuescausedbytransactfionfafiflures.Our major
contrfibutfionsaresummarfizedasfoflflows. Wearethefirstto
fidentfifythegenerficprfivatedatadfiscflosurefissuesbecauseof
fafifledtransactfionsfinexfistfingappflficatfionsandprotocoflsover
bothpubflficandpermfissfionedbflockchafins. Weproposea
noveflprotocoflnamedtransactfioncommfit-controflfledreflease
(CORE)protocofl,whfichcanprotecttheconfidentfiaflfityof
prfivatedatafincaseoftransactfionfafiflures.COREfintroduces
agroupofnwfitnessestoattesttransactfioncommfitevents
andempfloysbfiflfinearpafirfingcryptographytokeeptheprfivate
dataconfidentfiaflfrom wfitnesses whfifleensurfingthatthe
prfivatedatacanbeobtafinedonflybyaspecfificrecfipfientafter
thetransfertransactfionfiscommfitted.COREaflsofintroduces
threshofldcryptographysoastotoflerateafractfionofcorrupted
wfitnesses.Awfitnessattestsatransactfioncommfiteventby
pubflfishfingaverfifiabflesfignatureonthecommfittedtransactfion.
Wfithany tsfignaturesfromnwfitnesses,arecfipfientcanuse
fitsprfivatekeytoderfivetheprfivatedata.Inthecaseof
transactfionfafiflure,therecfipfientcannotrecovertheprfivate
data,gfiven weflfl-studfiedcryptographficassumptfionsanda
maxfimumoft−1corruptedwfitnesses.
InCORE,wfitnessesdonothaveaccesstotheprfivatedata,
andonflyprovfidepubflficflyverfifiabflesfignaturesoncommfitted
transactfionsandcontroflthetfimfingofprfivatedatarefleaseto
aspecfificrecfipfient.Theprfivatedatafisonflysharedwfithfinthe
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owner and the recfipfient. Thfis dfistfingufishes CORE from secret
sharfing [6] and threshofld cryptosystems [7], [8], as weflfl as
the wfitness encryptfion based on sfignatures [9]. In our context,
these exfistfing technfiques cannot ensure the confidentfiaflfity of
prfivate data from wfitnesses and unfintended partfies.
We fimpflement CORE fin the representatfive pubflfic
bflockchafin—Ethereum and the representatfive permfissfioned
bflockchafin—Hyperfledger Fabrfic [10], and evafluate fits
performance. We depfloy seven cfloud servers across dfifferent
countrfies as wfitnesses wfith each runnfing wfith flfimfited compu-
tatfionafl resources. The overhead fincurred by CORE fis mfinor fin
terms of transactfion flatency and fees. We aflso conduct a flarge-
scafle anaflysfis of the use of prfivate data transfer transactfions
fin mafinstream bflockchafins, demonstratfing the generaflfity of
prfivate data transfer transactfions and the need of CORE.

II. BACKGROUND

In thfis sectfion, we fintroduce the prfivate data transfer over
both pubflfic and permfissfioned bflockchafins.

A. Prfivate Data Transfer fin Pubflfic Bflockchafins

Hashed tfime-flocked contracts (HTLCs) [1] are commonfly
used for condfitfionafl payments fin pubflfic bflockchafins, and
serve as bufifldfing bflocks of protocofls for fafir exchange of
dfigfitafl goods and HTLC-based atomfic swap. A wfithdrawafl
transactfion reflated to a HTLC finvoflves transferrfing prfivate
data of hfigh vaflue.
Fafir Exchange of Dfigfitafl Goods.In a dfigfitafl goods fafir
exchange protocofl over bflockchafins, the prfivate data trans-
ferred fin a transactfion fis an encryptfion keys. In ZKCP [2]
and ZKCPflus [3], a seflfler Aflfice first sends the cfiphertext of
dfigfitafl goods off chafin onfly to a buyer Bob, and uses zero
knowfledge proof (ZKP) to prove to Bob thathfis the hash
of the correct encryptfion keyswfithout reveaflfings. Next,
Bob and Aflfice foflflow the HTLC workflow as shown fin Ffig.
1 to finfish the exchange ofson chafin. Bob uses the hashh
and a specfific tfimeTto deposfitvtokens fin the smart con-
tract through a transactfionTXdep(h, T, v, pkA,sfigB), whfich
specfifies Aflfice as the fintended recfipfient ofvtokens vfia her
pubflfic keypkAand Bob as the sender vfia hfis sfignaturesfigB.
Before tfimeT, Aflfice can propose a wfithdrawafl transactfion
TXwdr(pre, sfigA), where the prefimageprefis the keys,to
wfithdraw the flockedvtokens as the payment. The HTLC smart
contract verfifies fif the prefimage fis consfistent wfith hashhand
whether the current tfime fis prfior to tfimeT. If both condfitfions
are met, the HTLC smart contract sendsvtokens to Aflfice.
Everyone fincfludfing Bob can obtafinsfrom the wfithdrawafl
transactfion fin the pubflfic bflockchafin. Bob can usesto recover
the dfigfitafl goods from the prevfiousfly recefived cfiphertext. If
Aflfice fafifls to deflfiver a vaflfidTXwdr beforeT, thevtokens
onfly can be refunded to Bob afterT. The tfime-flockTfis set to
prevent Aflfice from fintentfionaflfly not wfithdrawfing the tokens,
fleadfing to Bob’s tokens befing flocked permanentfly. FafirSwap
[4], zkDET [11] and protocofls fin [12]–[15] foflflow a sfimfiflar
fidea and pattern to ZKCP and ZKCPflus to trade data.
HTLC-based Atomfic Swap Protocofl. A cross-chafin
atomfic swap protocofl swaps cryptocurrencfies fin two dfifferent

aflt

Aflfice HTLC Bob

5: Refund(sfig_B)

1: Deposfit (h,T,v,pk_A,sfig_B)

6: Refund v

tokens to Bob

4: Verfify data fin

transactfion, and send

v tokens to Aflfice

2: Lock v tokens

3: Wfithdraw (pre, sfig_A)

Ffig. 1. HTLC Workflow fin Pubflfic Bflockchafins.

bflockchafin networks [16]–[18]. For finstance, Aflfice fintends to
exchange 1 BTC fin Bfitcofin for 2 Ethers fin Ethereum wfith Bob.
To finfitfiate the swap, Aflfice generates a hashhof her prfivate
datas, and sendshto Bob off chafin. Then fin Bfitcofin, Aflfice
proposes a deposfit transactfionTXAdep(h, t1,1,pkB,sfigA)to
flock 1 BTC. Once Bob observes Aflfice’s deposfit transactfion
TXAdepfin Bfitcofin, Bob proposes another deposfit transactfion

TXBdep(h, t2,2,pkA,sfigB), wheret2 <t1, fin Ethereum to
flock 2 Ethers. Once Aflfice observes Bob’s deposfit transactfion
TXBdepfin Ethereum, she proposes a wfithdrawafl transactfion
contafinfing the prefimagesto Ethereum to cflafim the 2 Ethers
before tfimet2. Everyone fincfludfing Bob can flearnsfrom
Aflfice’s wfithdrawafl transactfion fin the pubflfic Ethereum. Onfly
Bob can further propose a new wfithdrawafl transactfion wfiths
fin Bfitcofin to wfithdraw the flocked 1 BTC before tfimet1.

B. Prfivate Data Transfer fin Permfissfioned Bflockchafins
Permfissfioned bflockchafins usuaflfly adopt prfivate transactfions

to mafintafin the prfivate data among onfly a subset of partficfipants
known as prfivate data members, whfifle others onfly have access
to the hash of prfivate data. In a bfig-data sharfing protocofl [5],
a data owner utfiflfizes a prfivate transactfion to share a secret key
wfith a recfipfient and document the trafifl fin an fimmutabfle fledger.
Prfivate Transactfion Lfifecycfle. The representatfive permfis-

sfioned bflockchafin, fi.e.,Hyperfledger Fabrfic[10], provfides a
prfivate data coflflectfion (PDC) mechanfism to manage prfivate
data. We assume an owner sets her prfivate data as PDC data
wfith the owner’s node such aspeer1 as the onfly PDC member
[5]. Wfithout floss of generaflfity, Ffig. 2 fiflflustrates the flfife cycfle
of a prfivate transactfion for data transfer fin Fabrfic as foflflows.
Step 1. A cflfient/user proposes a transactfion proposafl to the

owner’s node such aspeer1, whfich performs as an endorser
[19].Steps 2-4. The endorser executes the smart contract,
fi.e., chafincode fin Fabrfic, for the PDC data transfer, and sfigns
the hash of the executfion resuflts that contafin the prfivate data.
The endorser onfly returns the hash of the resuflts wfith the
sfignature, caflfled an endorsement, to the cflfient.The orfigfinafl
executfion resuflts wfith the prfivate data are dfirectfly sent to the
recfipfient’s node such as peer 2 fin a peer-to-peer way.Peer
2 stores the recefived resuflts fin a flocafl storage space.Steps
5-6. The cflfient generates a transactfion whfich contafins the
transactfion proposafl and the response, and sends fit to orderer
nodes.Steps 7-10. Orderer nodes bundfle the transactfion finto
a new bflock and dfistrfibute the new bflock to aflfl peer nodes.
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Ffig. 2. Prfivate Transactfion Lfifecycfle fin Fabrfic

Steps 11-16. Each peer vaflfidates transactfions fin the new bflock.
Onfly the transactfion whfich passes the vaflfidatfions, fincfludfing
the endorsement poflficy check and versfion check, fis marked
as vaflfid [19]. Onfly the executfion resuflts of a vaflfid transactfion
are updated to the worfld state database.Peer2 updates the
orfigfinafl prfivate data (that fis stored flocaflfly) to fits worfld state.
Other PDC non-member peer nodes onfly update the hash of
the prfivate data fin the transactfion to thefir worfld states.
Another permfissfioned bflockchafin Enterprfise Ethereum

[20] manages prfivate data through a prfivate transactfion fin a
sfimfiflar way to Fabrfic. In the flfifecycfle, the owner’s node sends
cfiphertext of prfivate data to a recfipfient node fin a peer-to-peer
manner too. The recfipfient can decrypt the cfiphtertext usfing a
pre-shared symmetrfic key at any tfime. Then the prfivate trans-
actfion proceeds through the consensus and executfion phases.

III. PRIVATEDATALEAK ANDSECURITYGOALS

In thfis sectfion, we first present the system modefl, and then
dfiscuss prfivate data fleak fissues caused by transactfion fafiflures.
To address thfis fissue, we define an fideafl protocofl and securfity
goafls fin the sfimuflatfion-based paradfigm [21].

A. System Modefl
We provfide a unfified system modefl of transferrfing prfivate
data over both pubflfic and permfissfioned bflockchafins, whfich
fis appflficabfle to aflfl protocofls flfisted fin Tabfle I.Prfivate data
ownerOproposes aprfivate data transfer transactfionTXp
to transfer prfivate datamto a recfipfientRover a bflockchafin
networkB.BflockchafinBbundfles transactfionTXp finto a
bflock through a consensus process. An arbfiter smart contract
vaflfidates the datamfinTXpand/or manages tokens.Prfivate
data recfipfientRobtafins the desfired prfivate datamtrasferred
through transactfionTXpfromB. The data owner finfitfiates
the transactfionTXpso as to wfithdraw tokens or document
the trafifl of data sharfing fin an fimmutabfle fledger.
The system shoufld ensure the fafirness for an honest data
ownerO: the recfipfientRonfly flearns the prfivate datamfif and
onfly fif the correspondfing prfivate data transfer transactfionTXp
fis commfitted to the bflockchafinBas vaflfid. A vaflfidTXpfin a
pubflfic bflockchafin ensures that the ownerOdefinfitefly recefives

TABLE I
Prfivate Data Transferred through Transactfions

Bflockchafin Scenarfio Prfivate Data

Pubflfic
1.HTLC-based atomfic swap [16]–[18] Prefimage of a hash

2.Dfigfitafl goods fafir exchange [2]–[4], [11]–[15] Secret key

Permfissfioned 3. Sharfing data fin prfivate transactfions [5] Secret key/Prfivate data

tokens as payment when the recfipfient aflready flearns datam
fin data tradfing protocofls. Thfis aflfigns wfith the definfitfion of
sender fafirness fin FafirSwap [4]; In the data sharfing protocofls
over permfissfioned bflockchafins [5], a vaflfidTXpensures that
the bflockchafin bufiflds the exact chafin of custody of shared data
owned by the owner.

B. Prfivate Data Leak Issues
We find that those protocofls fin Tabfle I often assume that

the underflyfing bflockchafin system fis secure and reflfiabfle, and
overflook transactfion fafiflures. Typficaflfly, a bflockchafin system
consfists of three mafin components, fincfludfing a peer-to-peer
network that transmfits transactfions, a consensus protocofl
that orders transactfions and nodes that execute transactfions.
Transactfions may fafifl due tomessage deflfivery deflays fin
an asynchronous networkandexecutfion fauflts at nodes,as
outflfined beflow. Pflease note that we do not consfider attacks
agafinst consensus protocofls such as 51% attack, whfich may
fafifl the entfire bflockchafin system [22]–[24].
1)Prfivate Data Dfiscflosure fin Pubflfic Bflockchafins:These
HTLC based protocofls fin Sectfion II-A typficaflfly assume a syn-
chronous communficatfion modefl wfith a known bound on mes-
sage deflfivery tfime. A protocofl sets the tfime flockTfin a HTLC
[4], assumfing that the wfithdrawafl transactfionTXpfinfitfiated by
the data owner wfiflfl be deflfivered to the fledger prfior toT.How-
ever, a synchronous communficatfion modefl rarefly aflfigns wfith
the reafl-worfld pubflfic bflockchafin network wfith an open and fin-
determfinfistfic nature [25], [26]. The deflfivery of a wfithdrawafl
transactfionTXpto the fledger may be deflayed due to varfious
factors such as flow transactfion fee fin a congested bflockchafin
network [27], ratfionafl mfiners who are aflflowed to deprfiorfitfize
transactfions [28], [29], network attacks such as ecflfipse attacks
[30], [31] and so on. Consfiderfing an asynchronous commu-
nficatfion modefl, where the message deflfivery tfime fis uncertafin
[26], an finfitfiated wfithdrawafl transactfionTXpmay be deflayed
beyondT. After the tfime flockT,TXp cannot succeed
anymore accordfing to the HTLC protocofl. A transactfion aflso
may fafifl and roflfl back due to smart contract executfion errors
at nodes, such as fimproper parameters orout of gaserrors
fin Ethereum. Even fif the owner finfitfiates another correct wfith-
drawafl transactfion, there fis no guarantee that the newfly finfitfi-
ated transactfion wfiflfl succeed beforeTconsfiderfing the deflays.
Impflficatfions. These HTLC based protocofls fin Sectfion II-A

have prfivate data fleak fissues when transactfions fafifl, fleadfing to
owner unfafirness. Specfificaflfly, (fi) fin fafir exchange protocofls,
when a seflfler deflfivers the secret key fin a transactfionTXp
but the transactfion fafifls, the secret key wfithfinTXp has
been dfiscflosed to the pubflfic bflockchafin network. Adversarfies
fincfludfing the buyer can flearn the secret key. The buyer can
use the flearned secret key to recover the dfigfitafl goods from the



prevfiousflyrecefivedcfiphertext,butnotpaytokenstotheseflfler.
Thfisfisunfafirfortheseflflerwhodoesnotgetthepayment.
Deflfiverfingthecfiphertextofthesecretkeysfinatransactfion
[11]cannottofleratethetransactfionfafifluresefither,sfincea
buyercanobtafinthecfiphertextfromthefafifledtransactfionand
usethepre-sharedsymmetrfickeytorecoverthesecretkeys
wfithoutpay.(fifi)IntheHTLC-basedatomficswapprotocofl,
fifAflfice’swfithdrawafltransactfionfafifls,Aflficecannotwfithdraw
theEthersflockedbyBobfinEthereumaftertfimet2.ButBob
mayflearntheprefimagefromthefafifledwfithdrawafltransactfion,
andusetheflearnedprefimagetowfithdrawtheBTCflockedby
AflficefinBfitcofin.Asaresuflt,Aflficeflosesmoney.

2)PrfivateDataDfiscflosurefinPermfissfionedBflockchafins:
Thebfigdatasharfingprotocofl[5]finSectfionII-Bassumes
theunderflyfingpermfissfionedbflockchafinsystemandfitsprfivate
datamechanfismaresecure,anddoesnotconsfidertransactfion
fafifluresefither.Accordfingtotheprfivatedatatransactfionwork-
flowfinHyperfledgerFabrficfinFfig.2,theowner’speer1sends
theorfigfinaflprfivatedatatotherecfipfientpeerfinapeer-to-peer
wayfinStep4beforegeneratfionofthetransactfion.Wefindthat
thetransactfionmayfafiflfinmufltfipflecases.(fi)Messagedeflfivery
deflay.DurfingStep3,fiftheproposaflresponsefisdeflayedand
notrecefivedwfithfinthetfimeoutof30secondsbydefauflt,the
cflfientwfiflflnotproceedwfithgeneratfingandsubmfittfingthe
transactfiontoorderersfinStep5.(fifi)Nodeexecutfionfauflts.In
Steps11-13,thetransactfionmaybemarkedasfinvaflfidbypeer
nodesduetoendorsementpoflficycheckerrorsorversfioncheck
errorsbeforeupdatfingtheexecutfionresufltstothefledger.For
exampfle,anendorsementpoflficymaynotpermfitthetransfer
transactfionwfithonflyoneendorsement[32].

TheprfivatedatatransactfionfinanEnterprfiseEthereum
networkhasthesfimfiflarprfivatedatadfiscflosureprobflemas
Fabrfic,sfincetheprfivatedatafisaflsodeflfiveredtotherecfipfient
finapeer-to-peerwaybeforethetransactfioncommfit.

Impflficatfion.Inaflflthesetransactfionfafiflurecasesfinthe
permfissfionedbflockchafins,theprfivatedatafisprematurefly
dfiscflosedtotherecfipfient,butthetransactfionfisnotcommfitted
tothebflockchafin.Thatfis,therecfipfientobtafinstheprfivatedata
butthebflockchafinfafiflstocorrectflydocumentthetrafifl.The
bfigdatasharfingprotocofl[5]doesnothandflesuchtransactfion
fafiflures,whfichwfiflflfleadtofimproperchafinofcustodyand
ownerunfafirness.

C.SecurfityGoafls

Tohandflethetransactfionfafiflurecasesandenforceowner
fafirness,weproposeatransactfioncommfitcontroflfledreflease
(CORE)protocofl,whfichensuresthatprfivatedatam fisob-
tafinedbyaspecfificrecfipfientonflyafterTXpfiscommfitted.

SecurfityAssumptfion.Weassumeanasynchronouscommu-
nficatfionmodefl,wherethemessagedeflfiverytfimefisuncertafin.
Ourprotocofl,unflfikeexfistfingones,doesnotreflyonadetermfin-
fistficmessagedeflfiveryboundforfitsexecutfion.Transactfions
mayfafiflduetomessagedeflfiverydeflaysandexecutfionerrorsfin
abflockchafinnetwork.Thedataownerhonestflytransfersacor-
rectdata,sfincethedatacorrectnesscanbeverfifiedbythere-
cfipfientbeforetheprotocoflexecutfionasdfiscussedfinSec.VII.

ThefideaflfunctfionaflfityFfinteractswfithaprfivatedata
ownerOfidentfifiedbyabflockchafinaddressfidO,a
bflockchafinnetworkBrunnfinganarbfitersmartcontract
L,aprfivatedatarecfipfientR,andasfimuflatorSfim.

•Propose Transactfion TXp. On recefivfing
(send,TXp(m,R))fromO, whereTXp(m,R)
fisatransactfionfortransferrfingprfivatedatamtoR,
fleak(send,R,fidO)toSfim.

•Vaflfidate Transactfion TXp.SendTXp(m,R)to
bflockchafinnetworkBforvaflfidatfingTXp,andobtafin
anboofleanfindficatorItxthatfindficatesthevaflfidfityof
TXp.OutputItxandfleakTXp(R)toSfim.

•Reveafl Prfivate Data. IfTXp fiscommfittedto
BflockchafinBasavaflfidtransactfion,fi.e.,Itx=1,re-
veaflmonflytotherecfipfientR.Otherwfise,wfithhofldm.

Ffig.3.IdeaflFunctfionaflfityFofCORE

SecurfityDefinfitfion.WedefinethesecurfityofCOREfoflflow-
fingthesfimuflatfion-basedformuflatfionparadfigm[21],desfignfing
areafl-worfldprotocoflΠtoachfieveanfideaflfunctfionaflfityF,
fi.e.,thesecurfitygoafls.Inthereaflworfld,partfieswhofinteract
wfithΠmaybecorruptedbyaprobabfiflfistficpoflynomfiafl-tfime
(P.P.T.)adversaryA.Inthefideaflworfld,anfideaflprotocoflfinter-
actswfithhonestpartfiesandaP.P.T.sfimuflatorSfim.Ifthesfim-
uflatorSfimfinthefideaflworfldcansfimuflateavfiewthatfiscom-
putatfionaflflyfindfistfingufishabflefromthevfiewfinthereaflworfld
forA,fitfissafidthatΠsecureflyreaflfizesthesecurfitygoaflsF.
AsshownfinFfig.3,wedefinethefideaflfunctfionaflfityF
forCORE.Onrecefivfinga(send,TXp(m,R))messagefrom
ownerO,sendthetransactfionTXp(m,R)tobflockchafin
networkB.Onflytheevent(send,R,fidO)fisreveafledtoSfim,
andmfiskeptconfidentfiafl;Then,Brunsaconsensusprotocofl
tofincfludeTXpfintoabflock,andrunsanarbfitersmartcontract
LtovaflfidatethedatafinTXp.Atransactfionvaflfidfityfindficator
Itxfisoutput.ThedatamfiskeptconfidentfiafltoSfim;Ffinaflfly,
fifItx=1,mfisreveafledonflytotherecfipfientR.IfItx=0,
otherpartfiesfincfludfingRcannotobtafinthedatamofowner
O,evenwhenTXpfissentoutbutfisdeflayedandfafifls.
BasedonthefideaflfunctfionaflfityF,thesecurfityofareafl-
worfldprotocoflΠofCOREfisdefinedasfoflflows.

Definfitfion1.(Securfityof Π)LetIDEALLF,Sfimdenote

theexecutfionoffunctfionaflfityF,andREALLΠ,A denotethe
executfionofprotocoflΠ.ΠfissafidtosecureflyreaflfizeFfif∃a
P.P.T.Sfim,s.t.thefoflflowfinghofldsfor∀P.P.T.adversaryA,

IDEALLF,Sfim≈REAL
L
Π,A. (1)

AccordfingtothefunctfionaflfitfiesfinF,areafl-worfldprotocofl
ΠthatsecureflyreaflfizesFcanrfigorousflyguaranteethatthe
prfivatedatamremafinsconfidentfiaflfincaseoftransactfionfafifl-
ures,andfisonflyobtafinedbyaspecfificrecfipfientwhentransac-
tfionTXpfiscommfitted,therebyensurfingtheownerfafirness.

IV.REAL-WORLDPROTOCOLOFCORE
Inthfissectfion,wefintroduceareafl-worfldprotocoflΠthatfim-
pflementsthefideaflfunctfionaflfityFofCORE.Wefirstpresent
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the basfic fidea and then fintroduce cryptographfic preflfimfinarfies.
Ffinaflfly, we present the protocoflΠfin detafifl.

A. Basfic Idea
We desfign a transactfion commfit-controflfled reflease (CORE)
protocoflΠ, fin whfich the reflease of prfivate data fis controflfled
by a transactfion commfit event. CORE empfloys a group of
nbflockchafin wfitnesses to attest transactfion commfit events,
adopts bfiflfinear pafirfing cryptography to controfl the tfimfing of
refleasfing prfivate data to onfly an fintended recfipfient whfifle keep-
fing the prfivate data confidentfiafl from aflfl wfitnesses, and utfiflfizes
threshofld cryptography to tofleratet−1maflficfious wfitnesses.
As shown fin Ffig. 4, finSteps 1-2, an ownerOfirst generates
a random numberr, uses bfiflfinear pafirfing to create a symmetrfic
keyK as a functfion of the random number, the recfipfient’s
pubflfic key and the owner’s bflockchafin address, and encrypts
the prfivate datam wfith the generated symmetrfic keyK.
The owner then creates a prfivate data transfer transactfion
TXcorep (r, c, R)wfithrand the cfiphertextcas fits fieflds. At
thfis pofint, the recfipfientRcannot derfive the keyKand cannot
recover prfivate datameven thoughRaflready getscfin the
transactfion.Step 3. The bflockchafin wfitnesses monfitor the
bflockchafin contfinuousfly. When a wfitness finds that transactfion
TXcorep (r, c, R)fis commfitted, the wfitness sfigns the random
numberrand the owner’s bflockchafin address fin the transactfion
and pubflfishes the sfignature as acommfit confirmatfion key (CK),
whfich fis pubflficfly verfifiabfle. IfTXcorep fafifls, a wfitness wfiflfl
not generate a sfignature on thfis transactfion.Step 4. Once the
recfipfient observes a number oftor more CKs, the recfipfient
can use fits prfivate key and anytpubflfished CKs to derfive the
symmetrfic keyK and thus recover the prfivate datamfrom
cfiphertextc.IfTXcorep fafifls, the recfipfientRcannot recover
datamwfithout sufficfient CKs.

B. Cryptographfic Preflfimfinarfies
G1 fis a cycflfic addfitfive group andGT fis a cycflfic
mufltfipflficatfive group. The order ofG1andGT fis a prfime
numberp. LetZpdenote the finteger set{0,1,···,p−1}and
Z∗pdenote the setZp\{0}, fi.e., excfludfing0fromZp. A bfiflfinear
pafirfing fis a mape:G1×G1→GT, whfich can be computed
fin poflynomfiafl tfime. It satfisfies the bfiflfinearfity property, fi.e.,
gfiven∀a, b∈Z∗pand∀P ∈G1,e(aP, bP) =e(P, P)

ab.
AssumePfis a generator ofG1,Q∈G1anda, b, c∈Z

∗
p.

The bfiflfinear pafirfingemeets the foflflowfing assumptfions.

•Dfiscrete Log (DL) Assumptfion. It fis computatfionaflfly hard
to findasuch thatQ=aPgfivenPandQ.

•Decfisfionafl Dfiffie-Heflflman (DDH). It fis computatfionaflfly
dfistfingufishabfle betweenabPandcPfor a randomfly chosen
cfromZ∗p,gfivenP,aPandbP.

•Bfiflfinear Dfiffie-Heflflman (BDH). It fis computatfionaflfly hard
to computee(P, P)abc,gfivenP,aP,bPandcP.

•Decfisfionafl Bfiflfinear Dfiffie-Heflflman (DBDH). It fis computa-
tfionaflfly dfistfingufishabfle betweene(P, P)abcfrom a random
eflement finGT,gfivenP,aP,bPandcP.

H1:{0,1}∗→ G1fis a hash functfion that maps a strfing
{0,1}∗to an eflement finG1.H

2:GT →{0,1}
λfis a hash

functfion that converts an eflement finGT to a strfing{0,1}
λ.
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Ffig. 4. Overvfiew of Protocofl COREΠ.

PRNG(·)→{0,1}λfis a secure cryptographfic random number
generator. Assume a poflynomfiafl of degreet−1fisy=a0+
a1x+a2x

2+...+at−1x
t−1. Gfiven a set oftpofints on the pofly-

nomfiafl, fi.e.,(x1,y1),(x2,y2), ...,(xt,yt),a0can be recovered
accordfing to Lagrange finterpoflatfion theorem wherea0 =
t

fi=1

yfi
t

j=1,j=fi

xj
xj−xfi

. Less thantpofints cannot reconstructa0.

C. Detafifled ProtocoflΠ

We desfign sfix poflynomfiafl-tfime aflgorfithms, fincfludfing Wfit-
nessKeyGen,UserKeyGen,ReferGen,Enc,CmtConfirmand
Dec, and use them to construct the protocoflΠ whfich fis
formaflfly fiflflustrated fin the Ffig. 5.
1) Infitfiate Keys: We desfign the WfitnessKeyGen and
UserKeyGen aflgorfithms for finfitfiatfing wfitnesses keys and
user keys. These two aflgorfithms onfly need to be run once.
The aflgorfithm(SKfiw,PK

fi
w) ← WfitnessKeyGen(G1,Z

∗
p)

works fin a dfistrfibuted way, and generates wfitnesses’
keys wfithout a trusted authorfity. Ffirst, each wfitness
Wj,j = 1,2, ..., nrandomfly seflects a poflynomfiafl
fj(x)=aj0+aj1x+aj2x

2+...+aj(t−1)x
t−1of degree

t−1, whereajd∈Z
∗
p,d=0,1,2, ..., t−1.Wjcaflcuflates

and pubflfishes the commfitment to coefficfients asAjd=ajdP.
Then,Wj derfivesfj(fi)and prfivatefly sendsfj(fi)toWfi,
fi=1,2, ..., n. Letsfij=fj(fi). Each wfitnessWfican verfify
the correctness of the recefived sharesfijfromWjby checkfing

fifsfijP=
t−1

d=0

fidAjdhoflds, and onfly accept the correct share.

Each wfitnessWfiobtafins fits prfivate key assfi=
n

j=1

sfij,

fi.e.,SKfiw =sfi. The pubflfic key of wfitnessWfifis derfived as
PKfiw = P, sfiP, Afi0 whereAfi0=afi0P. Others can verfify

sfiPby checkfing fifsfiP=
n

j=1

(
t−1

d=0

fidAjd), whfich ensures that

the pubflfic key ofWfimatches wfithsfiand the reflated shares.
Pflease note that, as a sharesfijfrom a wfitnessWfifis verfifiabfle,
even fif wfitnessWfifis compromfised, others can stfiflfl finfish keys
generatfion by compflafinfing and excfludfing the dfisquaflfified
wfitness and onfly consfiderfing shares from quaflfified wfitnesses
[6]. We consfider a quaflfified set that contafinsnwfitnesses.
Then a recfipfientRderfives fits key pafir based on the pubflfic

keys ofnwfitnesses, and runs the aflgorfithm(SKu,PKu)←
UserKeyGen(PK1w,PK

2
w, ...,PK

n
w,Z

∗
p). The recfipfient first ran-

domfly seflectsu∈ Z∗p as fits prfivate key, fi.e.,SKu = u,

then derfives fits pubflfic key asPKu= uP, u
n

fi=1

Afi0, where



COREprotocofl Π runsoverabflockchafinnet-
work B wfithanarbfitersmartcontract L and
n wfitnesses. Π finteracts wfith a data owner
O fidentfified byfidO,anda datarecfipfientR.
Thegenerator P ofG1 fisapubflficparameter.

InfitfiateKeys

•Wfitness Wfi,fi = 1,2,...,nrunsaflgorfithm
(SKfiw,PK

fi
w)← WfitnessKeyGen(G1,Z

∗
p)toderfive

fitskeypafir.
•Recfipfient R runs aflgorfithm (SKu,PKu) ←
UserKeyGen(PK1w,PK

2
w,...,PK

n
w,Z

∗
p) to finfitfiate

fitskeypafir.

ProposeTransactfionTXcorep

•OwnerOgeneratesatransactfionreferenceasr←
ReferGen(λ).

•Owner O encryptsprfivatedatam,andgets
fitscfiphertextbyrunnfingtheaflgorfithmc ←
Enc(m,PKu,r,fidO).Oputscandrasparameters
oftransactfionTXcorep (r,c,R).ThenownerOsends
arequest(send,TXcorep (r,c,R))toΠ.

•On recefivfing (send,TXcorep (r,c,R)), send
TXcorep (r,c,R)tothebflockchafinnetworkB.

VaflfidateTransactfionTXcorep

•BorderstransactfionTXcorep foflflowfingaconsensus
protocofl.AnarbfitersmartcontractLverfifiesdata
finthetransactfionand/ormanagestokens.Boutputs
ItxwhfichfindficatesthevaflfidfityofTX

core
p .

•Each wfitness Wfi,fi = 1,2,...,ncontfinuaflfly
monfitorsandconfirmscommfittedtransactfions.
Onflyfifthetransactfion TXcorep fiscommfitted,
Wfi pubflfishesacommfitconfirmatfion keyas
CKfi←CmtConffirm(TX

core
p ,SKfiw).

ReveaflPrfivateData

•RecfipfientR obtafinscfromavaflfidtransactfion
TXcorep ,andgetsthepubflfishedCKfifromWfi.When
Robtafinstormorecommfitconfirmatfionkeys,R
recoverstheprfivatedatabyrunnfingaflgorfithmm←
Dec(c,SKu,CK

1,w,CK2,w,...,CKt,w). Wfithfin-
sufficfientCKs,Rcannotderfivetheprfivatedata.

Ffig.5. AReafl-WorfldProtocoflΠofCORE

Afi0 fisapartofPK
fi
w.Pfleasenotethatotherssuchasan

ownercanverfifywhethertherecfipfient’spubflfickeyPKufis
derfivedbasedonthe wfitnesses’pubflfickeysbycheckfing

fif
n

fi=1

e(uP,Afi0) =e(P,u
n

fi=1

Afi0)hoflds. AcorrectPKu

ensuresthattherecfipfienthastoobtafinsfignatures,fi.e.,commfit
confirmatfionkeys,ofwfitnessestoperformdecryptfion.

2)ProposeTransactfionTXcorep :Whenaprfivatedata
ownerO,whofisfidentfifiedbyabflockchafinaddressfidO,wants
totransfertheprfivatedatamtoarecfipfientRthroughatrans-
actfion,theownerfirstderfivesatransactfionreferencerand
runsaflgorfithmr← ReferGen(λ).Referencerfisgenerated

byarandomnumbergeneratorPRNG(·),andr={0,1}λ.

Thentheownerencryptstheprfivatedatam usfingthe
transactfionreferencer,fitsfidentfifierfidO andthepubflfickey
PKuofaspecfificrecfipfient,andobtafinsthecfiphertextc.The
encryptfionaflgorfithmc← Enc(m,PKu,r,fidO)hasfourmafin
steps.(fi)Theownerverfifiesthecorrectnessoftherecfipfient’s
pubflfickeyPKu,asfintroducedprevfiousfly.Iffitfiscorrect,
theencryptfioncontfinues.(fifi)Theownerrandomflyseflects
k∈Z∗p,andcaflcuflateskP.(fififi)TheownerconcatenatesfidO
afterthereferencerandgetsσ=r||fidO,where||denotes
theconcatenatfionoftwostrfings.Thentheownerderfivesa

symmetrfickeyasK=e(ku
n

fi=1

Afi0,H
1(σ));(fiv)Theowner

usesthesymmetrfickeyKtoencryptprfivatedatam,andob-
tafinsthecfiphertextc=⟨kP,Cm⟩,whereCm =m⊕H

2(K).
Asaresuflt,thedecryptfionofsuchacfiphertextwfiflflrequfire
boththewfitnesses’sfignaturesonr||fidO andtherecfipfient’s
prfivatekeyu.Now,theownercanuserandcfiphertextcas
twoparameterstocreateatransactfionTXcorep (r,c,R),and
trustfingflybroadcastthfisenforcedtransactfiontothebflockchafin
network.Pfleasenotethat,theowner’saddressfidOfisassfigned
bythebflockchafinsystemtothefinfitfiatoraddressfiefldof
TXcorep suchastheFromfiefldfinanEthereumtransactfion.

Choficeoftransactfionreferencer.Transactfionhashcannot
performasrsfincetheownerneedsrforencryptfionbeforea
transactfionfiscreated.TheTfimestampfiefldfinatransactfion
cannotworkasrsfincetwotransactfionsmayhavethesame
Tfimestamp. Weuseastrongrandomnumbergenerator
PRNG(·)to generatethetransactfionreferencerwhfich
negflfigfibflyrepeatsfitseflf.Arandomnumberasrfisgenerfic
andappflficabfletomafinstreambflockchafinssuchasEthereum,
HyperfledgerFabrficandsoon.

3)VaflfidateTransactfionTXcorep :Thebflockchafinnetwork
Bfoflflowsaconsensusprotocofltobundflethetransactfionfinto
anewbflock,andrunsanarbfitersmartcontractLtoverfify
datafinTXcorep and managetokens.Thetfimefittakesto
commfitatransactfiontothefledgerfisundetermfinfistfic,andthe
transactfionmayfafiflduetofaufltsandvuflnerabfiflfitfiesfinthe
bflockchafinsystemasanaflyzedfinSectfionIII-B.

The wfitness Wfi,fi = 1,2,...,nkeeps monfitorfing
thebflockchafinnetwork,andperfiodficaflfly(oneperfiodfis
onebflock)confirmsthecommfitofnewtransactfionsfin
anewbflock. Aftertheprfivatedatatransfertransactfion
TXcorep (r,c,R)fiscommfitted, wfitnessWfirunsaflgorfithm
CKfi←CmtConfirm(TX

core
p ,SKfiw)toattesttothecommfit,re-

gardflessofhowflongthecommfitprocesstakes.Wfiparsesthe
referencerandthetransactfionfinfitfiator(theowner)fidentfifier
fidO finthefiefldsofcommfittedTX

core
p ,andgetsσ=r||fidO.

WfiusesfitsprfivatekeySK
fi
w tosfignσ,obtafinsacommfit

confirmatfionkeyasCKfi=sfiH
1(σ),andpubflfishestheCKfion

anypubflficbuflfletfinboard(orthefinternet).CKfifispubflficflyverfi-
fiabfle.AnyonecanverfifyCKfibycheckfingfife(sfiP,H

1(σ))=
e(P,CKfi)hoflds.Anhonestwfitnessdoesnotsfignatransactfion
thatfafiflsorhasnotpassedthevaflfidatfion,e.g.,afafifledHTLC
wfithdrawafltransactfionthathassurpassedthetfimeflockT.
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4)ReveaflPrfivateData:IfTXcorep fissuccessfuflflycom-
mfittedand t(or more) wfitnessespubflfishCKfi,w,fi=
1,2,...,tandw ∈ {1,2,...,n},therecfipfientcanre-
covertheprfivatedatabyrunnfingtheaflgorfithmm ←
Dec(c,SKu,CK

1,w,CK2,w,...,CKt,w).CKfi,w =(xfi,yfi)
wherexfi = w andyfi = CKw,andCK

fi,wfisfromthe
w-thwfitness.RecfipfientRobtafinsthecfiphertextcfroma
commfittedTXcorep (r,c,R)finthefledger,andobtafinscommfit
confirmatfionkeysfromapubflficbuflfletfinboardordfirectflyfrom
wfitnesses.TherecfipfientfirstusesfitsprfivatekeySKuandany
tpubflfishedcommfitconfirmatfionkeys{CKfi,w,fi=1,2,...,t}
torecoverthesymmetrfickey,fi.e.,

K
′

=e(kP,
t

fi=1

yfi

t

j=1,j̸=fi

xj
xj−xfi

)SKu. (2)

K
′

fisactuaflflyequafltotheownergeneratedsymmetrfickeyK.
Thentherecfipfientcanobtafintheprfivatedatabycaflcuflatfing
m =Cm ⊕H

2(K
′

). Wfithflessthantcommfitconfirmatfion
keys,recfipfientRcannotrecovertheprfivatedatam.
CorrectnessAnaflysfis.Wenowanaflyzethecorrectnessof

theaflgorfithmDec.Assumef(x)=
n

fi=1

ffi(x).ThentheWfi’s

secretkeysfi = f(fi)andf(0) =
n

fi=1

afi0.Accordfingto

LagrangeInterpoflatfionTheorem,f(0)canbeobtafinedbyt
pofintsonpoflynomfiaflf(x)ofdegreet−1.Wehave

K
′

=e(kP,H1(σ)
t

fi=1

f(xfi)
t

j=1,j̸=fi

xj
xj−xfi

)u

=e(P,H1(σ))kuf(0).

(3)

Sfimfiflarfly,wehave

K=e(ku
n

fi=1

(afi0P),H
1(σ))=e(P,H1(σ))

ku
n

fi=1
afi0
.

(4)
Therefore,wehaveK

′

=K,andCm ⊕H
2(K

′

)=m⊕
H2(K)⊕H2(K

′

)=m.Thedecryptfionaflgorfithmfiscorrect.
Accordfingtoequatfions(3)and(4),σ=r||fidO finaflgo-

rfithmsEncandCmtConfirmensuresthatthecfiphertextccan
onflybedecryptedthroughatransfertransactfionTXcorep (r,c)
finfitfiatedbytheownerOwfiththefidentfifierfidO.Pfleasenote
thatabflockchafinsystemdoesnotaflflowotherentfitfiesthanthe
ownerOtousefidO finthefinfitfiatorfiefldofatransactfion.

D. WfitnessesSeflectfionandIncentfive

SeveraflpropertfiesofCOREaflflowthebflockchafincommu-
nfitytoconstructwfitnessservficesbymajorfity-honestcom-
mfittees,toensurethedatasecurfityofthespecfiafltypeof
prfivatedatatransfertransactfionswfithaprofitmotfive.Ffirst,
prfivatedataremafinsconfidentfiafltoaflflwfitnesses,andCORE
cantoflerateafractfionofmaflficfiouswfitnesses.Second,commfit
confirmatfionkeysfromwfitnessesarepubflficflyverfifiabflewfith
wfitnesses’pubflfickeysandthereferenceandfinfitfiatoraddress
ofacommfittedtransactfion,makfingfiteasytoaudfitwfitness
behavfiors.Thfird,therofleofawfitnessfisflfimfitedtosfignfing

thereferenceofacommfittedtransactfion.Itsworkfloadfis
mfinorasdemonstratedfinSectfionVI.Inpubflficbflockchafins
flfikeEthereum,exfistfingRPCservfice[33]provfiderssuchas
Infuracoufldfurtherfintegratethewfitnessservficestoexpand
busfinessandattractmoreusers.Recfipfientscoufldsubscrfibe
thewfitnessservficeforqueryfingthecommfitconfirmatfionkeys
flfikesubscrfibfingRPCservficesforqueryfingbflockchafinstates.
Organfizatfionsfinvoflvedfinapermfissfionedbflockchafincoufld
performaswfitnesses,suchashospfitaflsandresearchfinstfitu-
tfionsfinaFabrfic-basedheaflthcaredatasharfingsystem[5].

V.SECURITYANALYSIS

Inthfissectfion,wefirstformaflflyprovethatthereafl-worfld
protocoflΠofCOREfissecure,andthenanaflysethatCORE
canresfistfaufltsandfafifluresfinabflockchafinsystem.

A.SecurfityProof

Theorem1.Thereafl-worfldCOREprotocoflΠsecureflyreafl-
fizesthefideaflfunctfionaflfityFandfissecureunderDefinfitfion
1,gfivensecurecryptographficprfimfitfivesandamaxfimumof
t−1maflficfiouswfitnesses.

Proof.Weshowthatthefideaflworfldandthereaflworfldare
computatfionaflflyfindfistfingufishabfleforadversaryAwhfichruns
P.P.T.aflgorfithms.AdversaryAcangetthefinputsandoutputs
ofthecorruptedpartfies.Theownerfishonestasdfiscussedfin
Sec.III-C.Theadversarycancorruptatmostt−1wfitnesses
and/ortherecfipfient. Weconsfiderprfivatekeysofhonest
partfiesaresecurebecauseoftheDLassumptfion.Toformaflfly
proveTheorem1,weconstructsfimuflatorsforeachpossfibfle
corruptfioncaseandprovethatSfimcansfimuflatevfiewswhere
Acannotdfistfingufishthereaflworfldfromthefideaflworfld.
Case1.t−1MaflficfiousWfitnessesandMaflficfiousRecfipfient.
ThereexfistsaP.P.T.sfimuflatorSfimWR suchthatforadversary
Athatcorruptsboththerecfipfientandatmostt−1wfitnesses,
fithofldsthatthevfiewofΠfinthepresenceofadversaryA
fiscomputatfionaflflydfistfingufishabflefromthevfiewfinthefideafl
worfldwfithSfimWR.SfimWR worksasfoflflows.

1)SfimWR finvokesFandobtafinstheoutputsofFfincfludfing
thetransactfionvaflfidfityfindficatorItx,datamandfidO.

2)SfimWR sampflestherandomkeysfor wfitnessWfi,

fi= 1,2,...,nbyrunnfingaflgorfithm(SK
fi

w,PK
fi

w)←
WfitnessKeyGen(G1,Z

∗
p)andsendsthesekeystoA.

3)SfimWR sampfles the random keys of the
recfipfient by runnfing aflgorfithm (SKu,PKu) ←

UserKeyGen(PK
1

w,PK
2

w,...,PK
n

w,Z
∗
p)andsendsthemtoA.

4)SfimWR sampflesrandommessagesr
′andm′,andgets

cfiphertextc′← Enc(m,PKu,r
′,fidO).SfimWR generates

atransactfionTX
core

p (r′,c′,R)andsendsfittoA.
5)IfItx=1,SfimWR generatestcommfitconfirmatfion

keysCKfi′ ← CmtConffirm(TX
core

p ,SK
fi′

w)andsends
themtoA.A outputs m byrunnfingaflgorfithm

m ← Dec(c′,SKu,CK
1,w
,CK

2,w
,...,CK

t,w
); When

Itx = 0,fifA doesnotgenerateorsendcommfit
confirmatfionkeys,SfimWR doesnotactandAwfiflflnot
obtafinthefinformatfionaboutdecryptfionkeysanddatam.
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IfAgeneratesandsendsoutt−1corruptedcommfitcon-
firmatfionkeys,SfimWR emuflatesfitsbehavfiorbysendfing
t−1corruptedcommfitconfirmatfionkeystotherecfipfient.

Wenowprovethat Acannotdfistfingufishthevfiewfinthe
fideaflworfldfromthereafl-worfldΠexecutfions.DuetotheDDH
andDBDHassumptfions,thesfimuflatedkeysandcfiphertextc′

finthefideaflworfldandthekeysandcfiphertextcfinthereafl
worfldarecomputatfionaflflyfindfistfingufishabfleforadversaryA.
IncaseofItx=1,Acanrecovermfromthecfiphertextfin
boththefideaflandreaflworflds.
IncaseofItx =0 andA doesnotgeneratecommfit
confirmatfionkeys,Awfiflflnotobtafinkeysandcannotderfive
mfinbothfideaflandreaflworflds.
IncaseofItx=0andAsendst−1commfitconfirmatfion
keystotherecfipfient,Acannotderfivemfinbothfideaflandreafl
worflds.RecaflflthatH1(σ)∈G1,andassumeH

1(σ)=yP.

ThekeyK = e(P,H1(σ))kuf(0),wheref(0) =
n

fi=1

afi0.

f(0)fisunknownsfincet−1wfitnessescannotrecoverf(0)
orf(0)P accordfingto Lagrangefinterpoflatfiontheorem.
Itfiscomputatfionaflflyhardtofinde(P,P)ykf(0) wfithout
knowfingy,kandf(0)accordfingtotheBDHassumptfion.
Consequentfly,A cannotfinde(P,P)ykuf(0)orrecoverm,

evenfifAhasSKu.IDEAL
L
F,Sfim≈REAL

L
Π,A hoflds.

Case2.t−1MaflficfiousWfitnesses.AdversaryAcorruptsat
mostt−1wfitnessesandtherecfipfientfishonest.Thesfimuflatfion
andtheproofaresfimfiflartothosefinCase1.Asfimuflator

SfimW generatesatransactfionTX
core

p (r′,c′,R)andsendsfit
toA.IDEALLF,Sfim≈REAL

L
Π,A hofldsduetoDBDH.

Specfiaflfly, whenItx = 1,A cangett−1commfit
confirmatfionkeysfromcorruptedwfitnesses,andmayaflso
getoneor morevaflfidcommfitconfirmatfionkeysfrom
honestwfitnessessfincetheyarepubflficflyverfifiabfle.SfimW

sendstormoreCK
fi,w
toA. WeprovethatevenAgets

tor moreCK
fi,w
,A cannotobtafinm finboththereafl

andfideaflworflds.K = e(P,
t

fi=1

yfi
t

j=1,j̸=fi

xj
xj−xfi

)ku,where

yfi=CKw=swH
1(σ).Assume

t

fi=1

yfi
t

j=1,j̸=fi

xj
xj−xfi

=xP.

Wfithoutknowfingx,kandSKu,fitfiscomputatfionaflflyhardto
finde(P,P)xkugfivenP,kP,xPanduP.Thatfis,fitfiscom-
putatfionaflflyhardforAtoobtafinsymmetrfickeyKorrecover
m,thoughAknowstormorecommfitconfirmatfionkeys.
Case3. MaflficfiousRecfipfient.AdversaryAonflycorrupts

therecfipfient,andwfitnessesarehonest.Thesfimuflatfionandthe
proofaresfimfiflartothosefinCase1aboutsfimuflatfingmessages
totherecfipfient.IfItx=1,asfimuflatorSfimR generates

{CK
fi,w
,fi=1,2,...,t}andTX

core

p (r′,c′,R),andsendsthem
toA.IfItx=0,Adoesnothfing.IDEAL

L
F,Sfim≈REAL

L
Π,A

hofldsaccordfingtoDBDHandBDH.
Case4.AflflareHonest.Boththewfitnessesandtherecfipfient
arehonest,whfichfisaspecfiaflcase.Sfimuflatfionfinthfiscasefis
strafightforward,andIDEALLF,Sfim≈REAL

L
Π,A hoflds.

Cflafim.Inbothtransactfioncommfitandfafiflurecases,
wfitnessesareunabfletoobtafintheprfivatedatam.Inthe

transactfionfafiflurecase,therecfipfientcannotobtafinm,thereby
achfievfingsecurfitygoaflsandguaranteefingtheownerfafirness,
whenatmostt−1wfitnessesandtherecfipfientarecorrupted.

B.Anaflysfis
Themessagedeflfiverydeflaysfinanasynchronousnetwork
wfiflflnotaffectthesecurfityofCORE,becauseCOREdoesnot
reflyonapredetermfinedboundonmessagedeflfiverytfime.The
worstcasewfithCOREfisthatthedeflfiveryofCKfifroma
wfitnesstoarecfipfientmaybedeflayedtoanunknownbound,
butfiteventuaflflycanreachthedestfinatfion.Ffirstfly,CORE
cantoflerateacertafinnumberoffaufltwfitnesses.Addfitfionaflfly,
thebflockchafincommunfitycanaudfit whfich wfitnessesdo
notfunctfioncorrectflysfinceCKfifispubflficflyverfifiabfle.The
communfitycanfixthedeflayfissue,unflessadversarfiescan
findefinfiteflydeflaycommfitconfirmatfionskeys.Therefore,the
deflayedCKfimessageswfiflflnotcausefirreversfibfledamagefin
CORE.Pfleaserecaflflthat,thedeflayscancausefirreversfibfle
damagefinexfistfingfafirexchangeprotocofls,suchasthe
ownerpermanentflybefingunabfletorecefivepaymentafterT
whenthedeflaycausesthetransactfionfafiflure.Byfoflflowfing
COREtotransferprfivatedatathroughatransactfion,exfistfing
appflficatfionstfiflflcanensuretheprfivatedatasecurfityand
ownerfafirnessunderanasynchronouscommunficatfionmodefl.
Whencontractexecutfionerrorsorendorsementscheckfing
errors occur on bflockchafin nodes,atransactfionfafifls.
Wfitnessesdonotsfignthefafifledtransactfionandthenthe
encryptedprfivatedatacannotberecovered. WfithCORE,the
dfiscflosureoftheprfivatedatawfiflflaflfignwfithacommfitted
transactfion,thusensurfingtheaccuratesequenceofdata
sharfingfinthefledgerforaudfitfingpurposes.

VI.EVALUATION

Inthfissectfion,wepresentourfimpflementatfionofCORE,
evafluatefitsperformanceoverrepresentatfivepubflficand
permfissfioned bflockchafins, andshowthe generaflfity of
prfivatedatatransfertransactfionsandtheneedofCOREfin
mafinstreambflockchafins.

A.Setup

Wedeveflopthesfixpoflynomfiafl-tfimeaflgorfithmsfinCORE
basedonapafirfingcryptographyflfibrarybn256finGoflang.
Wesetup7wfitnessesthatareflocatedacrosstheworfld,
andeachofthemrunsfinaVufltrcfloudserverwfithUbuntu
18.04andonfly2GBmemory.InEthereum,wfitnessesobtafin
theflatestbflockthroughRPCservficeprovfidersthatmonfitor
dfifferentnodesfinEthereum.TabfleIIshowsthegeographficafl
dfistrfibutfionof7 wfitnesses,andthefircorrespondfingRPC
servficesfinEthereum.InHyperfledgerFabrfic,eachwfitness
finteractswfithaFabrficnodetogettheflatestbflock.
Ethereum. WefimpflementCOREoveraEthereumtest
networknamedGoerflfi.AwfitnessserverusesaGoflangflfibrary
go-ethereumtofinteractwfithGoerflfithroughaRPCservfice
provfider.Thewfitnessquerfiestheflatestcommfittedbflockevery
5seconds,thenparsesfitstransactfions,andderfivesandstores
commfitconfirmatfionkeys(CKs)finaCouchDBdatabase.Each
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TABLEII
DfistrfibutfionofWfitnessesandtheCorrespondfing

RPCServficesfinEthereum

WfitnessNum 1 2 3 4

Locatfion NewJersey Caflfifornfia London Seoufl

RPCServfice Infura BflockPI Aflchemy Ankr

WfitnessNum 5 6 7

Locatfion Sfingapore Sydney Toronto

RPCServfice Bflast OnFfinaflfity Omnfia
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Ffig.6.PerformanceofSfixAflgorfithms

Ffig.7. Tfimeof Gettfing Datavs.
NumberofRequfiredWfitnesses

wfitnessservercanbequerfiedwfithaHTTPGetrequestwfith
atransactfionhashforthecorrespondfingCK.
HyperfledgerFabrfic.WeworkonHyperfledgerFabrficv2.3.3,
andbufifldatestnetworkwfith7nodeson mufltfipfleVufltr
cfloudserverswfithUbuntu18.04and8GBmemory.Thebflock
generatfionperfiodfissetas10s.Awfitnessfisdeveflopedfin
GoflangwfithaCouchDBdatabase,andfinteractswfiththetest
networkwfiththeGoflangFabrficSDK.TheFabrficwfitness
querfiestheflatestbflockevery5seconds,thenparsesthebflock
andderfivesandstoresCKs.ItaflsoprovfidesaHTTPservfice
forusersqueryfingthepubflfishedCKs.

B.Performance
Weusethesametestdatasetthatcontafinsprfivatedata
ofdfifferentsfizestoevafluatetheperformanceofCOREfin
dfifferentbflockchafins,andruneachcase20tfimes.
AflgorfithmsPerformance.TheboxpflotsfinFfig.6shows
theperformanceofthedeveflopedsfixaflgorfithmsofa(4,7)-
threshofldCOREwrfittenfinGoflangonacomputerrunnfing
Ubuntu18.04wfith32GBmemory.Ittakesflessthan3.5ms
foreachaflgorfithmtoperformthefirworkefficfientfly.
PerformancefinPubflficBflockchafin.InEthereum’sGoerflfi

testnetwork,wedepfloyaHTLCsmartcontractfinSoflfidfity.
Weappflya(4,7)-threshofldCOREtofitswfithdrawafltrans-
actfion,fi.e.,aprfivatedatatransfertransactfion.Ffig.8shows
thatCOREfincursnegflfigfibfletransactfionflatencyoverhead.
Whenarecfipfientattemptstoobtafinprfivatedataoncethe
transactfionfiscommfitted,COREfincurssomeoverheaddue
totfimecostofcoflflectfingsufficfientCKsfrom wfitnesses,
aflthoughtheoverheadamountfisreflatfiveflysmaflfl.Ffig.9
fiflflustratesthatthewfithdrawafltransactfionswfithCOREfincur
moregascost,becausewedeflfiveraddfitfionafldatasuchas
thetransactfionreferencefinthetransactfion.Assumfingthe
gasprficefis50gwefi, wecaflcuflatethecostfintermsof
Ether.Itcanbeobservedthatthemonetarycostoverhead
fisacceptabfle. Our HTLCcontractandthereflated wfith-
drawafltransactfionscanbefoundvfiathecontractaddress
0x4D46599A814bfd8fBE629F969a115F0104bcfb9C through
theGoerflfiEtherScanexpflorer.
Performance fin Permfissfioned Bflockchafin. In the
HyperfledgerFabrfictestnetwork, wedepfloyanofficfiafl
smartcontractexampflefinGoflangwhfichfinvoflvesprfivatedata
transfertransactfions.Ffig.10showsthatCOREhasnegflfigfibfle
overheadfintheprfivatetransactfionsflatencyfinHyperfledger

Fabrfic.PfleasenotethatatransactfionfinFabrficdoesnothave
gascostflfikeEthereum.Whenarecfipfientattemptstorecover
theprfivatedata,coflflectfionsufficfientcommfitconfirmatfion
keysfincurmfinoroverhead,fincomparfisontodfirectflyqueryfing
theprfivatedatafromthefledgerwfithoutusfingCORE.
ImpactofNumberofRequfiredWfitnessesonPerformance.
Thenumberofwfitnessesdoesnotaffecttheencryptfiontfime
ortransfertransactfionflatency,aswfitnessesarenotfinvoflved
fintheencryptfionortransactfioncommfitprocess. Wfitnesses
comefintopflayonflyaftertransactfioncommfit.Thenumberof
requfiredwfitnesses,fi.e.,thethreshofld,mayfimpactthetfime
fittakesfortherecfipfienttogettheorfigfinaflprfivatedata,as
therecfipfientneedstocoflflectthethreshofldnumberofCKs
fromthewfitnesses.Ffig.7demonstratesthattheaveragetfime
overheadofgettfingdata(of256bytes)fincreasesasthenumber
ofrequfiredwfitnessesrfises.Ittakesafewsecondsforthere-
cfipfienttocoflflectsufficfientCKsoverefitherEthereumorFabrfic
networks.Thfisfismafinflyduetothewfitnessesbefingdfistrfibuted
acrosstheworfldandmonfitorfingdfifferentbflockchafinnodes.
Wfitnessesmayattesttothecommfitofthesametransactfionat
varyfingtfimes.Thedeflayfisacceptabflefinmostappflficatfions.

C.GeneraflfityofPrfivateDataTransferTransactfions
WefidentfifyaHTLCsmartcontractfinEthereumbysearch-
fingcommonkeywordssuchashtflc,hashtfimeflock,hashop-
eratorsflfikekeccak256,prefimageandkeywordcombfinatfions
finsourcecodesofsmartcontracts.Ffig.11shows11popuflar
EthereumHTLCsthatwerefinvoflvedfin26179transactfions
whfichfincflude11439wfithdrawafltransactfions.Byanaflyzfing
deposfittransactfions,wefind11HTLCsflocked1509.47Ethers.
159wfithdrawafltransactfionswhfichcontafinprfivatedatahave
executfionerrorssuchasoutofgas.Thewfithdrawtransactfions
wfitherrorsdfiscflosetheprfivatedataasdfiscussedfinSec.III-B1.
WeanaflyzeHyperefldgerFabrficprojectsonGfitHub,sfince
fitfisdfifficuflttoobtafinpermfissfionstoaccessreafl-worfldper-
mfissfionedbflockchafins.AFabrficprojectmafintafinfingprfivate
datashoufldconfigurea“.json”fifleusfingspecfifickeywords
[19].AsshownfinFfig.12,wefidentfify6653Fabrficprojects
from2018to2022,and364projectsadopttheprfivatedata
mechanfismwhfichwasfirstfintroducefin2018.

VII.DISCUSSIONONRECIPIENTFAIRNESS
AnhonestrecfipfientRshoufldbeguaranteedtoderfivethe
correctprfivatedatamfromthecfiphtertextcafterthetransfer
transactfionfiscommfitted.Therecfipfientfafirnesscanbeensured
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Ffig.8. TransactfionLatencyfinEthereum.
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Ffig.9. TransactfionGasCostfinEthereum.
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Ffig.10. TransactfionLatencyfinFabrfic.
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Ffig.11. HTLCsfinEthereum
Ffig.12. HyperfledgerFabrficProjects
wfithprfivatedata

foflflowfingtechnfiquesflfikezeroknowfledgeproof(ZKP)usedby
exfistfingprotocoflsoutflfinedfinSectfionII.Prfiortotransferrfing
thedata,thedataownercanutfiflfizeZKP[2]toprovetothe
recfipfientthathfisthehashofthecfiphtertextc,asweflflas
cfisderfivedfromthecorrectprfivatedatam usfingCORE,
wfithoutdfiscflosfingefithertheprfivatedataorthecfiphtertext.
Theproofcanbecompfletedoff-chafinandwfiflflnotfinterfere
wfithourCOREprotocofl.Subsequentfly,therecfipfientcanuseh
toflocktokensandutfiflfizeanarbfitersmartcontracttovaflfidate
weatherthedeflfivereddatamatchesthehashh.Asuccessfuflfly
commfittedCORE-enforcedtransfertransactfionfindficatesthat
theownerhasdfiscflosedthecorrectcmatchfingwfithhashh,
aflflowfingfortherecoveryofthecorrectmfromc.

VIII.RELATEDWORK

WenowcompareCOREwfithreflatedworkthatsharessome
sfimfiflarfitfiesbutcannotaddresstheprfivatedatafleakfissues.
Tfimed Reflease Encryptfion(TRE)soflvestheprobflem

ofsendfingfinformatfionfintothefuture. Wfitnessencryptfion
[34]basedTRErequfiresseveraflhoursforencryptfionand
decryptfion[35].AtrustedtfimeserverbasedTRE[36]fis
efficfient,butcannottoflerateasfingfle-pofintfafiflure.Itcansend
amessagetoafuturetfimeflfike11:59PMEDT,August1,2024,
butfisnotweflfl-sufitedforthebflockchafincontextbecausethe
commfittfimeofatransactfionfisunpredfictabfle.
ThreshofldCryptosystem.Insecretsharfing[6],asecret
fisdfivfidedfintomufltfipfleshares.Apredetermfinednumberof
partficfipantswfithsharescanreconstructtheorfigfinaflsecret.
Inathreshofldcryptosystem[7],[8],thedecryptfionkeyof
acfiphertextfissharedamongnpartfies.Anytoutofnpartfies
canworktogethertorecoverthepflafintext.Wfiththesetypficafl
constructfions,prfivatedatacannotbekeptfinvfisfibfletowfitnesses
asourCOREdoes.Inaddfitfion,theseconstructfionsdonot
haveanapproprfiateparametertoperformasthetransactfion

referencefinthebflockchafincontext.Thewfitnessencryptfion
basedonthreshofldsfignatures[9]doesnotconsfiderstheprfivate
datatransferscenarfio,andcannotusedtomafintafintheprfivate
dataconfidentfiaflfromwfitnessesandunfintendedpartfies.
ProxyRe-Encryptfion(PRE).InPRE,asendergenerates
acfiphertextandare-encryptfionkey.Aproxyusesthere-
encryptfionkeytoconvertthesender’scfiphertextfintoanother
cfiphertext,whficharecfipfientcandecrypt[37].Thfisconvert
doesnotfinvoflveanykeysoftheproxy.Anyonefincfludfingthe
recfipfientcanperformastheproxy.InaPRE-basedfafirtrade
protocofl[38],adataownersendsthere-encryptfionkeytothe
smartcontractthroughatransactfion. Wfiththere-encryptfion
keyfinafafifledtransactfion,therecfipfientfitseflfstfiflflcanconvert
theprevfiousflyrecefivedcfiphertext,andthendecryptfit.Thfis
tradeprotocoflaflsohastheprfivatedatadfiscflosurefissues.
ZeroKnowfledgeProof.ZKPfisapowerfufldataprfivacy
protectfiontooflfinbflockchafins,butcannotsoflvetheproposed
datafleakagesfissues,asfitcannotcontroflthetfimfingofprfivate
datareflease.Inthescenarfiosdfiscussedfinthfispaper,thedata
shoufldbeobtafinedbytherecfipfientfincaseoftransactfioncom-
mfitforexchangeorsharfing,andshoufldbekeptconfidentfiafl
whenthetransactfionfafifls.ZKPcannotachfievecondfitfionafl
decryptfionflfikeCORE.
Off-Chafin.Anoff-chafinschemefordataprfivacyprotectfion
maystfiflflfinvoflvestransferrfingprfivatedataon-chafintocflafim
payment,suchasPrfivacyGuard[39].Itexecutesthesmart
contractoffchafinandcommfitstheexecutfionresufltstothe
bflockchafinthroughatransactfionnamedCompfleteTransactfion,
whfichcarrfiesakeyKresuflt.PrfivacyGuarddoesnotsetupa
tfimeflockTflfikeHTLC,thustheownerofdataKresufltcan
fintentfionaflflynotcflafimthepaymentsoastoflockthedata
buyer’stokensforfindefinfitetfime.IfPrfivacyGuardadoptsthe
tfimeflocktoaddressthefindefinfitedataflockfingfissueabove,
fithasthesfimfiflarprfivatedatafleakfissueflfikeHTLC,whfich
canbeaddressedbyourapproach.

IX.CONCLUSION
Inthfispaper,wefidentfifyandaddresstheprfivatedatafleak
fissuescausedbyfafifledtransactfionsfinbflockchafinappflficatfions.
Weperformahoflfistficstudyofprfivatedatatransfertransac-
tfionfafifluresduetofaufltsfinbothpubflficandpermfissfioned
bflockchafins.Wethendesfignthetransactfioncommfit-controflfled
reflease(CORE)protocoflbasedonbfiflfinearpafirfingcryptogra-
phyandthreshofldcryptography.Agroupofnwfitnessesare
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fintroducedtomonfitorthebflockchafinnetworkandgenerate
commfitconfirmatfionkeysforacommfittedtransactfion.A
recfipfienthastoobtafintoutofncommfitconfirmatfionkeysto
recovertheprfivatedatafromthecfiphertexttransferredfintrans-
actfionsandcanonflyderfivetheprfivatedatawhenthetransfer
transactfiondoesnotfafiflandfiscommfitted.InCORE,wfitnesses
cannotderfivetheprfivatedata.Ourextensfiveanaflysfisand
experfimentsvaflfidatethesecurfityandperformanceofCORE.
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