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Abstract—Quantum networks (QNs) relying on free-space
optical (FSO) quantum channels can support quantum appli-
cations in environments wherein establishing an optical fiber
infrastructure is challenging and costly. However, FSO-based
QNs require a clear line-of-sight (LoS) between users, which
is challenging due to blockages and natural obstacles. In this
paper, a reconfigurable intelligent surface (RIS)-assisted FSO-
based QN is proposed as a cost-efficient framework providing
a virtual LoS between users for entanglement distribution. A
novel modeling of the quantum noise and losses experienced
by quantum states over FSO channels defined by atmospheric
losses, turbulence, and pointing errors is derived. Then, the joint
optimization of entanglement distribution and RIS placement
problem is formulated, under heterogeneous entanglement rate
and fidelity constraints. This problem is solved using a simulated
annealing metaheuristic algorithm. Simulation results show that
the proposed framework effectively meets the minimum fidelity
requirements of all users’ quantum applications. This is in stark
contrast to baseline algorithms that lead to a drop of at least
84% in users’ end-to-end fidelities. The proposed framework
also achieves a 63% enhancement in the fairness level between
users compared to baseline rate maximizing frameworks. Finally,
the weather conditions, e.g., rain, are observed to have a more
significant effect than pointing errors and turbulence.

Index Terms—quantum networks, reflective intelligent sur-
faces, free-space quantum communication

I. INTRODUCTION

UANTUM networks (QNs) will facilitate the distribution

of entangled quantum states, or qubits, across distant
nodes [1], thereby unlocking novel applications in quantum
sensing, distributed quantum computing, and quantum com-
munication protocols such as quantum key distribution (QKD)
[2]-[7]. However, practically deploying and operating QNs is
nontrivial due to their unique underlying physics, hardware
operations, and probabilistic nature compared to classical
networks [1].
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For instance, state-of-the-art QN architectures primarily
rely on optical fiber channels for communicating and sharing
quantum information. However, in areas with obstacles, natural
barriers, or limited infrastructure, setting up a fiber infrastruc-
ture can be difficult. In such cases, free-space optical (FSO)
quantum channels offer a promising alternative. In an FSO
channel, quantum optical signals are wirelessly sent through
the air between terrestrial stations or through outer space using
satellites [8]. Thus, FSO-based QN are more flexible and cost-
efficient compared to fiber-based QNs. Other advantages of an
FSO-based QN include secure connections due to the difficulty
of intercepting a light beam without leaving a trace, and high
transmission rates by utilizing a wide range of wavelengths
and frequencies [9].

Despite these advantages, designing an FSO-based QN re-
quires overcoming several major challenges. First, a common
feature found in QN is having a star-shaped architecture with
a central quantum base station (QBS) that shares entangled
qubits with connected users. The QBS has limited capacity to
generate entangled pairs of qubits, which are fragile resources
that have a short coherence time, and this makes the problem
of allocating these resources to QN users challenging [10]. Par-
ticularly, entangled qubit allocation entails controlling single-
photon sources and quantum memories to ensure that quantum
states are generated at sufficient rate and quality, or fidelity, to
satisfy heterogeneous user requirements. In addition, the most
substantial challenge faced by an FSO-based QN is the need
for a clear line-of-sight (LoS) between the communicating
nodes. Without LoS, due to the highly-focused and directional
nature of optical signals, it is impossible to transmit quantum
optical signals over an FSO channel between distant nodes
[8]. Indeed, blockages and obstacles can obstruct an FSO
quantum link by breaking the LoS connection between QN
nodes [11]. Furthermore, establishing and maintaining an LoS
in an FSO-based QN becomes more challenging when con-
sidering practical environmental effects such as atmospheric
losses, turbulence, misalignment, and pointing errors between
communicating nodes [12]. These challenges can result in
quantum signal loss and quality degradation. As a result, two
research questions arise:

1) How do we establish and maintain an LoS connection
between distant nodes communicating over an FSO
channel in a multi-user QN where blockages and at-
mospheric effects are present?

2) How do we efficiently allocate available QBS entangled
resources to different users so as to fairly maximize their
end-to-end (E2E) service rates while satisfying their
quality-of-service (QoS) requirements?

A. Prior Works

FSO-based QNs have received considerable attention [9],
[11]-[13] due to their advantages over fiber-based QNs. For
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instance, the authors in [9] reported a practical experiment for
long distance quantum communications over FSO channels
while overcoming weather-dependent challenges and losses.
Additionally, the work in [11] considered hybrid M-ary pulse
position modulation (MPPM)-BB84 QKD deployment over
an FSO channel while considering atmospheric turbulence
and pointing errors. Moreover, the impacts of atmospheric
turbulence on BB84 QKD over FSO quantum channels were
discussed in [12]. Finally, the work in [13] considered the
utilization of decoy quantum states to execute the BB84
QKD protocol over a terrestrial FSO quantum channel while
considering several environmental impacts, like atmospheric
turbulence, scattering, and rain attenuation. However, all these
works, [9], [11]-[13], considered FSO-based QNs with no
natural or human-made obstructions that could block the LoS
connection, and none of them considered practical scenarios
in which LoS is missing in the QN.

For FSO-based QN scenarios in which a direct LoS link is
unavailable, it is possible to establish a virtual LoS between
the transmitter and receiver nodes. Such a virtual LoS is
established by identifying an intermediate point that has a
clear LoS with both the transmitter and receiver. Signals are
then transmitted from the transmitter node and reflected off
this intermediate point, ensuring they reach the receiver node.
One way to practically realize such a virtual LoS is through
the use of quantum repeaters at the intermediate nodes [8].
However, such quantum repeaters require the inclusion of a
partial or complete quantum FSO transceiver chain, includ-
ing: entanglement generation sources, entanglement swapping
modules, single-photon detectors, quantum memories, signal
processing units, and tracking systems [14]. These require-
ments impose significant design complexities, thereby making
the use of quantum repeaters an expensive solution. Another
strategy involves integrating satellites as relay nodes or optical
reflectors within FSO-based QNs with obstructions [15]. While
this offers a potential practical solution, it brings its own set
of challenges. Primarily, this method substantially elevates
operational costs. Additionally, there is an inherent increase
in communication delays due to the extended distances the
photons must traverse. This greater travel distance necessitates
advancements in photon emission technologies to generate
higher quality photons, in addition to quantum memories
with longer lifetimes. Furthermore, controlled-mirrors can be
utilized to overcome the absence of LoS in FSO-based QNs.
However, such mirrors require dynamic physical control to
enable directing the beams towards their intended destinations,
which imposes significant practical challenges [16].

One promising solution to overcome the LoS challenges of
FSO-based QN in an efficient and cost-effective manner could
be through the concept of a reconfigurable intelligent surface
(RIS). Indeed, prior works in the field of RIS for classical
FSO communications [14], [17], [18] already demonstrated the
potential of using an optical passive RIS to alleviate the LoS
requirement for an FSO system and to establish a virtual LoS
between communicating nodes. RISs offer notable advantages
in terms of energy efficiency and cost-effectiveness, and they
do not require a quantum memory. They are comprised of
passive elements and can be conveniently deployed on ex-
isting infrastructure such as lamp posts and building facades
[14], [17], [18]. Although there is an inherent compatibility

between RISs and optical quantum signals, to the best of our
knowledge, only two prior works have considered the presence
of an RIS in a QN [19] and [20]. Nonetheless, the work in [19]
does not take into account real-world quantum considerations,
and the work in [20] is focused on classical communications
and makes a strong assumption that the generation of QKD
secret keys is always successful. In particular, the work in [19]
incorporates an RIS in a single point-to-point FSO quantum
link without considering an FSO-based QN where an RIS
is optimally placed between multiple users. Moreover, the
model in [19] did not allocate the entanglement generation rate
(EGR) and quantum memory capacity to QN users to satisfy
their unique QoS requirements. Additionally, the authors in
[19] did not analyze how environmental noise affects the
fidelity of quantum states over FSO links. On the other hand,
the authors in [20] considered a multi-user network secured
by QKD. However, QKD processes in [20] are assumed to
successfully distribute secret keys without any consideration
of the limitations associated with the entanglement generation,
storage, or distribution operations. Moreover, the impact of
environmental effects on quantum signals both in terms of the
resulting losses and noise, corresponding to rate and fidelity,
is missing in [20]. In general, the works in [19] and [20]
distribute entangled qubits in FSO-based QNs using classical
approaches that are agnostic to quantum state fidelity. This is
an impractical entanglement distribution approach since each
quantum application, e.g., QKD, can only tolerate a certain
amount of error, which can be translated into a minimum
average fidelity requirement. These traits lead to quantum-
specific effects in FSO signals, particularly in presence of an
RIS [1]. While practical experiments validated the physical
realization of FSO-based QNs with reflectors [9], no prior
work has explored the integration of an RIS into a multi-user
FSO-based QN with diverse QoS requirements while analyzing
the resulting quantum noise and loss effects on quantum state
fidelity and rate. Additionally, there is a lack of research on
allocating EGR in FSO-based QNs with RISs while accounting
for environmental factors such as attenuation, turbulence, and
pointing errors.

B. Contributions

The main contribution of this paper is a novel RIS-assisted
FSO-based terrestrial QN architecture designed to facilitate
fair EGR allocation among users with heterogeneous QoS
requirements, taking into account practical environmental ef-
fects, obstructions, and blockages. In particular, we propose
the first model that jointly accounts for the losses and noise
in FSO quantum channels due to real-world environmental
conditions, analyzing their effects on the rate and fidelity of
quantum signals. Towards this goal, we make the following
key contributions:

e« We introduce a novel model of a star-shaped, FSO-
based terrestrial QN in the presence of environmental ef-
fects, taking into account practical challenges imposed by
blockages. The proposed model is the first in the literature
to perform quantum EGR allocation while addressing the
problem of absent LoS in FSO-based terrestrial QNs.

« We conduct a comprehensive analysis of the passive RIS
integration into FSO-based terrestrial QN architectures.
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Specifically, we analyze the impact of various environ-
mental factors, including atmospheric loss, turbulence,
and pointing errors, on the generation, preservation,
distribution, and fidelity of entangled quantum states.
To do so, we derive a closed-form expression for the
probability of successfully sending an entangled photon
over an FSO quantum channel with various environmental
effects. We then propose a model for quantum phase noise
induced by atmospheric turbulence on entangled photons
over an FSO quantum channel, where the quantum noise
directly depends on the turbulence strength. This is the
first analysis that captures both the cumulative losses
and quantum-specific noise encountered in practical FSO
quantum channels under environmental effects.

« We formulate an optimization problem to jointly optimize
the RIS placement and QN EGR allocation while guar-
anteeing fairness among the end users and considering
heterogeneous QoS requirements on minimum rate and
fidelity for different quantum applications. Then, we
propose a metaheuristic simulated annealing algorithm to
solve the formulated problem efficiently.

Simulation results show that the proposed framework out-
performs the classical, fidelity-agnostic resource allocation
frameworks in terms of satisfying minimum fidelity require-
ments. In contrast to classical fidelity-agnostic frameworks
whose users’ fidelity remains at least 84% below the re-
quired minimum fidelity, our framework manages to satisfy
the fidelity requirements for all users’ quantum applications.
Additionally, our framework achieves a 63% enhancement in
the fairness level between users compared to rate maximizing
frameworks that do not incorporate fairness constraints in
their analysis. Furthermore, we show that the E2E distance
of QN users has a more severe impact on their E2E rate
compared to their quantum application’s moderate minimum
fidelity requirement. We verify that the proposed framework
can serve a high number of users while satisfying their
heterogeneous fairness, rate, and fidelity requirements. Finally,
we show that weather conditions have the strongest impact
among the different environmental effects as changing the
weather from being sunny to being rainy could result in around
49% reduction in the E2E sum rate.

The rest of this paper is organized as follows. Section II
describes the system model, its constituents along with their
geometry, and the quantum FSO channel model. Then, in
Section III, we model both losses and noise encountered in
the system model, and analyze their effect on rate and fidelity
of entangled states. Section IV introduces our proposed opti-
mization framework, while Section V presents the conducted
simulations and discusses the obtained results. Finally, Section
VI draws conclusions and identifies future research directions.

II. SYSTEM MODEL
A. Quantum Network (ON) Elements and Geometry

As shown in Fig. 1, we consider a star-shaped terrestrial
QN comprised of a QBS connected to a set AV of N end
users through FSO quantum channels. The different users can
be involved in different quantum applications with various
minimum requirements in terms of the E2E entanglement rate
and fidelity. We assume that end users fall into the dark zone
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Fig. 1. Studied system model of an RIS-assisted FSO-based QN with

blockages that result in the absence of direct LoS connections between the
QBS and end users.

of the QBS, i.e., the direct LoS FSO quantum links between
the QBS and end users are blocked or weak due to extreme
conditions, such as obstructions by high rise buildings.! To
circumvent this challenge, an RIS is deployed to provide an
alternative FSO quantum link or a virtual LoS between end
users and the QBS.

Such a QN where the QBS is responsible for entanglement
distribution through the RIS has several practical use cases,
particularly in enabling applications like QKD and quantum
conference key agreement. These applications are fundamental
in scenarios such as military operations and battlefields, as
well as other real-world environments where establishing a
fiber infrastructure between communicating nodes is challeng-
ing and blockages prevent direct LoS between the QBS and
end users.

In the considered area, the QBS is located at the origin I =
(xs,ys,Hs), the RIS is located at I, = (z,,y,,H,), while each
end user i € N, is located at I; = (x;,;,H;). The users’ loca-
tions with respect to the QBS are assumed to be successfully
identified and shared with the QBS at an early stage. The
QBS is considered to be the source that generates discrete
variable entangled pairs of qubits (or photons), which are
shared with the end users to create quantum communication
links and enable applications, like QKD. The RIS must be
placed so as to optimize the distribution of entangled qubits
from the QBS to the users. This is essential to ensure that the
quantum applications meet their QoS requirements in terms
of the achieved rate and fidelity. Next, we introduce {2 as the
permitted region for deploying the RIS where () satisfies the
following condition:

Q={(zr,yr, H:) | Zmin < Tr < Tanax,

(1
Ymin S Yr S ymax7Hmin S Hr S Hmax}a

where [Tmin, Tmax) s [Ymin, Ymax) and [Hmin, Hmax] represent
the possible deployment ranges along the x-, y-, and z-axes,
respectively. The size of €2, in practice, is usually constrained
due to infrastructural considerations, including the availabil-
ity of appropriate building facades for RIS integration, the
availability of LoS links with the QBS and the QN users
at available infrastructure, and the distribution of surrounding

IThis is a challenging scenario for traditional terrestrial QNs without RIS or
satellite support, and it is a typical assumption in the literature of RIS-assisted
communication scenarios [14], [17], [18].
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obstacles in deployment locations, all of which constrain the
deployment options. The distance between the QBS and the
RIS is ds,,(I,) = \/(337 —x5)? + (yr — ys)? + (Hr — Hy)?,
and the distance from the RIS to each user i € N is
dri(l,) = \/(xi —z:)2 4+ (y; — yr)? + (H; — H-)?. Accord-
ingly, the end-to-end (E2E) distance between the QBS and a
user i € N is dEZE,i(lr) = ds,r(lr) + drﬂ;(lr).

The RIS can dynamically adjust the phase shifts of its
individual elements to create a virtual LoS and to direct
photons sent from the QBS toward the different end users. For
simultaneously serving different users, the RIS is partitioned
into N sub-surfaces, each of which consists of fixed units
of RIS elements and is dedicated to a particular user ¢ € N
(e.g., see [21]). The phase shift of each sub-surface is adjusted
according to the location of its corresponding end user.” This
adjustment ensures that the entangled photons generated and
transferred from the QBS are appropriately directed towards
their intended user ¢ € N, as shown in Fig. 1. The relative
distances between the RIS and both QBS and end users
are significantly larger than the distances between the RIS
partitions. Henceforth, the QN operation is performed at the
far-field regime of the RIS, which is a common assumption
[21]. Hence, it is reasonable to represent the location of the
RIS by a single point . = (x,,y,,H}).

B. FSO Channel Model

We consider an FSO channel model that accounts for at-
mospheric losses, turbulence effects, and pointing errors. This
model is widely adopted for FSO channels in the literature
[14], [17], [18], [22] and [23], making it a standard approach
for modeling such channels. The E2E FSO channel gain
hi, Vi € N between the QBS and end user i € N, is given
by [14]:

hi (lr) = Whg (lr)hg (lr)h;g (lr) s

where ¢ is the RIS reflection efficiency, i.e., the fraction of
power reflected by the RIS, which depends on both the bias
voltage applied to the RIS and the operating frequency, 7
is the responsivity of the receiver, and h'i’,h‘;, and hff are,
respectively, the atmospheric loss, atmospheric turbulence, and
pointing error loss.

Vie N, 2)

1) Atmospheric loss: hY is a deterministic loss and repre-
sents the reduction of power along a transmission path caused
by the scattering and absorption of light by particles in the
atmosphere. Accordingly, the atmospheric loss is [22]:

hI:(lr) — 10—I%d5‘7-(lT)/10 % 10—I%d7~1i(l7‘)/10
Vie N,

where 4 is the weather-dependent attenuation coefficient of
the FSO link. From (3), we observe that the atmospheric loss
hY consists of a product of two terms, namely the atmospheric
loss of the QBS-RIS link 10~%%s.(+)/10 and the atmospheric
loss of the RIS-user link 10~ #dr.i(1r)/10,

3)

— 10—kdE2E,1(lr)/10

This can be achieved by adopting one of the existing techniques for RIS
phase control and partitioning, like the one proposed in [14]. In this paper, we
assume that the partitioning and phase shift adjusting steps are successfully
performed prior to the considered entanglement resource allocation and RIS
placement task.

2) Atmospheric turbulence: Under moderate-to-strong at-
mospheric turbulence, h? can be modeled by a Gamma-
Gamma distribution, and, hence, the probability density func-
tion (PDF) of h? is [23]:

L(pRY — 2(; B) @i tP/2 ay(ai+B:)/2—1
A YT @
X Ko, (2 O‘iﬁihz)7

where I'(-) is the Gamma function and K, is the y-order
modified Bessel function of the second kind. 3; and «;
represent, respectively, the effective number of large-scale and
small-scale cells of the scattering process that depend on the
RIS location, and are given by [23]:

- 4 -1

0.490% ;(1.)

12
<1 + 1.110572.(10)

ai(lr) = |exp

0.510% (1)

12
<1 + 0.690153@(14)

exp -1 ) (6)

Bi(lr) =

ol

where 0% ;(I,) = 1.23C2k™/ 6dé§éi(lr) is the Rytov variance
which captures phase fluctuations due to turbulence. Moreover,
k = 2w/ is the optical wave number, ) is the wavelength, and
C’EL is the refractive index structure constant, which quantifies
the turbulence strength.

3) Pointing Error Model: Pointing errors in RIS-assisted
free-space terrestrial QNs stem mainly from jitter at the trans-
mitter and at the RIS. Therefore, the fading due to pointing
errors at user ¢ € N will be given by [17], [18]:

h&(l,) ~ Ag.i(ly) exp (7293(1T)/W3W (lr)) L YieN, ()

where Ao (I,) = lerf (v; (1)), erq‘i 1) =
Wf,i(lT)\/;eTf(W(lr)) TTa

21}{(17.) exp(fvf(lr)) , and vi(lr) \/ig/:,b(lr)
is the aperture radius, W, ;(I,) = ¢adeg(l;) represents
the beam width, ¢4 is the beam divergence angle, which
are related to the spreading of the photon’s wave function.
0;(l,) = tan(6s,(l,)d,:(l,) =~ 6s:()d;(l.) is the
instantaneous displacement between the actual receiving point
of the beam and the center of the receiver, where 6 ; is the
superimposed pointing error angle constructed by the actual
incident point at user ¢, the reflection point at the RIS, and

(I) + 63, (L),

where 0y, (1) ~ 0, ; (1 + iri((ll:)) + 2%,1‘) is the horizontal

component of 05 ; and 0, ;(l,) ~ 0, ; (1 + Zi%((ll:) + 2(;5%,;)
is the vertical component of §; ;. Here, 91,2-1 and 6, ; are
random variables that follow a Gaussian distribution with zero
mean and variance 03 [18]. ¢y ; and ¢, ; are the deflection
angles in vertical and horizontal planes, respectively, and are
modeled as Gaussian distributed random variables with zero

mean and variance Ji. Hence, the PDF of 0, ; will be [18]:

Here, r,

the center of receiver i. 05 ;(l,) = /6>

ST,
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'95.‘
fo,.(0s,i) = ; *
of (1+%2) +403
0. 3
Xexp | — d’ 3
202 (1 + d‘”‘j’_‘) +80(2¢

By applying random variable transformation, the PDF for
the pointing errors can be expressed as follows [18]:

fus 1) = 2

= L (hE)ViT
yrokd

VZ'EN,OS}L%SAO’Z‘, 9)
w2 i)
where 0;(I) = 0, ()02 16a2, )02

The FSO channel model in (2) encompasses a wide range of
practical imperfections and environmental factors—including
atmospheric loss, turbulence, and pointing error. These factors
influence the behavior of an entangled photon as it traverses an
FSO quantum channel and lead to two challenges: 1) losses,
that affect the EGR, since some transferred photons may
get lost during their transmission, and 2) noise, that affects
the quality, or fidelity, of the E2E entangled states due to
qubit interactions with their surroundings. To ensure optimal
entanglement distribution, it is crucial to comprehensively
analyze and model how the different environmental effects
influence E2E rate and fidelity. This analysis, presented in the
next section, paves the way for efficient resource allocation
strategies and aids in identifying the optimal RIS placement
location within FSO-based QNs.

III. ENTANGLEMENT GENERATION AND DISTRIBUTION

In a star-shaped FSO-based QN, a QBS is equipped with
entanglement generation units that produce pairs of entangled
qubits, in addition to a quantum memory with limited capacity
that can store a maximum rate C, of entangled qubits per
second. Each generated entangled pair of qubits consists of:
1) a matter qubit, stored in the quantum memory, and 2) a
flying qubit, or a single photon of light, sent over the FSO
quantum channel to the RIS, where it is then reflected towards
its designated user.’

The matter qubit is preserved during the coherence time of
the quantum memory. Thus, instead of suffering from strong
losses that could result in losing matter qubits in the memory,
the main challenge in preserving such qubits is quantum noise
due to interactions with the quantum memory. Meanwhile, the
flying qubit interacts with the FSO channel and suffers from
the imperfections and environmental effects, as discussed in
Section II-B. Accordingly, the flying qubit significantly suffers
from both noise and losses. As discussed earlier, losses have
a direct effect on the EGR in the QN, while noise impacts the
quality of the distributed entangled states. Next, we analyze
each one of these effects separately.

A. Losses and EGR Analysis

The role of the QBS is to generate and fairly distribute
entangled qubits to end nodes (referred to interchangeably as
“users” throughout this paper) with the assistance of an RIS
to alleviate the absence of LoS to these users. To do so, the

3We do not presume a specific hardware technology for the entanglement
generation process to keep our network model abstract.

QBS generates pairs of entangled qubits dedicated to each
user ¢ € A at a rate R;n,; pairs per second, where every pair
includes a matter qubit and a flying qubit, and is dedicated to
only one user. Since flying qubits suffer several environmental
effects and losses, the rate of entangled qubits successfully
delivered to the end nodes will be less than the initial EGR.
To quantify such losses, we introduce the probability of
success, Psycc,i,» as a quantitative measure of the probability
of successfully sending an entangled photon from the QBS
towards user ¢ € N. This probability of success incorporates
the three discussed sources of photon-loss in the FSO quantum
channel (i.e., atmospheric loss, turbulence, and pointing error),
and it quantifies the probability of the combined channel
gain being larger than a predefined threshold (. Here, the
location of the RIS, /., in the QN plays a fundamental
role since it directly affects the distance traveled by photons
and significantly impacts the environmental parameters. The
closed-form expression for Pyycc,; is derived next.

Theorem 1. The probability of successfully sending a single
entangled photon from the QBS to user i € N over an FSO
quantum channel (given in (2)) considering the atmospheric
loss, turbulence, and pointing error is given by:

9 ()
[(ei(t-)L(Bi (1)
ai(Ir)Bi (Ir) Xtn
PYRATACS ’
where GL:%, is the Meijer’s G-function, T'(.) is the Gamma

function, and X, = %‘;

Proof. See Appendix A. O

Psucc,i(lr) =1- <
(10
1 i(lr +

3,1 , 9i(lr) + 1
X Gl 9il), ailln), Billy), O

From Theorem 1, we observe that the probability of success
significantly depends on the different environmental param-
eters along with the Meijer G-function (a general function
encompassing several special cases). To further analyze the
obtained expression, we run simulations, in Fig. 2, to under-
stand the performance of the Meijer function, and accordingly,
the behavior of the probability of success, as different en-
vironmental parameters vary. It is evident from Fig. 2 that
the probability of success is significantly reduced in harsher
weather conditions and under increased turbulence.

The QBS generates entangled qubits at a rate R;y, ;,Vi € N,
which are then transferred towards their intended users over
an FSO quantum channel characterized by the aforementioned
losses. Accordingly, the resulting average E2E rate of success-
fully established E2E links, Rg)g ;, for user 4 € N, measured
in Hz, or entangled pair per second, can be defined as:

REZE,i(lra Rin,i) = Psucc,i(l'r‘) . Rin,i~ (11)

Here, the E2E rate directly depends on the initial EGR and the
location of the RIS which significantly affects the probability
of successfully sending photons from the QBS toward the end
nodes.

B. Noise and E2E Entangled State Analysis

Each entangled pair of qubits generated by the QBS and
dedicated to a user i € N, is represented by a general Bell-
diagonal quantum state, and is given by [24]:

PBD,i = X00,:Poo + Ao1,:Po1 + A10,i P10 + A11,: P11, (12)
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Fig. 2. Performance of the proposed probability of success expression in
Theorem 1 against turbulence parameter and weather condition.

where ®@,,,,, = |Popn (Prinl, and |Py,) = 0oL @ I|DT).
Here, ox and oz are the Pauli X- and Z-gates [24], I is
the identity operator, m,n € {0,1}, and |®F) = %(|00> +
|11>) MOI'COVCI', )\0071' + AOl,i + )\1071' + All,i = 1, and the
fidelity of such Bell-diagonal states, with respect to ®qg, is
(®oo| PBD,i |Poo) = Aoo,i-

In order for an entangled qubit, successfully distributed from
the QBS towards its intended user, to be useful, it must be
maintained at a high quality, or fidelity. In general, the quality
of entangled pairs of qubits is mainly affected by noise that
each qubit from the pair experiences. Hence, to quantify the
overall quality of distributed E2E entangled pairs, we must
model and analyze the noise experienced by both the matter
qubit, during its storage in the quantum memory of the QBS,
and the flying qubit, during its transmission over an FSO
quantum channel with environmental effects. Analysis of both
noise channels allows us to derive the resulting E2E entangled
state fidelity.

First, the matter qubit stored in the quantum memory of
the QBS, is stored for a duration equal to the travel time
of the transferred photon plus the the required processing
time. Thus, the storage time is ¢;(I,) = dmf(h) + Torocs
where ¢ is the speed of light, T, is the time needed to
process a qubit after successfully transferring it to its dedicated
user. We observe that the RIS location, I, fundamentally
affects the E2E distance, dgyg ;(I,.), that the flying qubit travels
over the FSO channel, and, thus, affects the storage time of
the matter qubit. During its storage time, the matter qubit

suffers from quantum memory decoherence, which we model
as a phase damping quantum noise channel, that describes
losing the phase information of matter qubits during their
storage in a quantum memory. The time-dependent phase
damping quantum noise channel model for a single-qubit state,
represented by the density matrix p, for user ¢ € A can be
written as [25]:

Avi((L) =1 =p1i)p+p1illr)ozpoz,

where oz is the Pauli-Z operator, and py;(l,) = %(1 -

13)

e*LTlT)) is the phase damping probability for a stored qubit
for user ¢ € N in the QBS memory, ¢; is the qubit storage
time, and 7' is the coherence time of the quantum memory that
describes how rapidly the phase information is lost.* It is clear
from (13) that the noise channel experienced by the stored
matter qubit depends on the storage time, which is mainly
affected by the RIS location, [, that must be optimized.

The flying qubit experiences various types of noise when
travelling through FSO quantum channels characterized with
atmospheric losses, turbulence, and pointing errors, as dis-
cussed in Section II. It is well-known that polarization is
relatively stable in FSO channels, and the most dominant effect
in FSO channels is pure loss [26]. In addition, a flying qubit in
the presence of atmospheric turbulence over an FSO channel
experiences turbulence-induced phase errors and fluctuations
[27]. Note that the action of a pure-loss channel on a flying
qubit transmitted from the QBS towards user 7 € A over an
FSO channel can be directly related to, and represented by,
the action of an amplitude damping channel with a damping
parameter 1 — Pyyec i (1), where Pyyec,i(1)) is the probability
of successfully transmitting the flying qubit over the FSO
channel [28]. Accordingly, when a flying qubit travels through
an FSO channel with environmental effects, it experiences both
amplitude (or energy) and phase fluctuations and loss [29],
which can be represented by both an amplitude and a phase
damping quantum noise channels. Thus, we next propose a
model for the quantum noise experienced by flying qubits
over FSO quantum channels with environmental effects, which
has a direct effect on the quality of distributed E2E entangled
states.

Remark 1. The noise experienced by an entangled single
photon transferred from the QBS to a user i € N over an
FSO quantum channel characterized by losses, turbulence,
and pointing errors can be modeled as a composite noise that
includes both amplitude damping and phase damping quantum
noise channels.

The phase damping noise channel for a single-qubit state
represented by the density matrix p, is given by [30]:

AN ) = - W))p+ 08 U)o 2p0 2,

where oz is the Pauli-Z operator, and the probability of the
phase damping quantum noise channel pélz) (1) is modeled as:

(14)

(1) 2 2 ohil) 2
Pl = erfh@)) = == [ e an view, as)
0

4The quantum memory coherence time is a hardware characteristic of the
quantum memory storing qubits. In our model, we assume that all users have
the same hardware with similar coherence times.
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where 0%, ;(I,) = 1. 23021@*7/6(111/6(1,,) is the Rytov variance,

and erf(- ) is the error function of the Gaussian distribution.
Additionally, the amplitude damping noise channel for a

single-qubit state represented by the density matrix, p, can be

described as [25]:

AL (1) = EoipE}, + E1ipEl (16)

where the Kraus operators Eq ; and E1 ; are defined as:

Eoi = [0)(0] + /1 — &) (1,)|1) (1 (17)
and
Evi = \/ps)(1,)[0)(1], (18)

with the probability of the amplitude damping quantum noise
channel pgzz) (1) given by:

2
pg L)(l ) =1- Psucc,i(lr)a

where Pyyce,i(ly) is the probability of successfully transmitting
the flying qubit over the FSO channel.

19)

The noise model in (14) and (15) results from the fact
that the Rytov variance captures phase errors due to turbu-
lence effects, and it represents, without loss of generality,
the variance of the resulting phase noise. This simplification
allows us to focus on turbulence-induced phase fluctuations
and their impact on the quality of E2E entangled states. Addi-
tionally, the turbulence-induced phase errors typically follow
a Gaussian distribution in the FSOQC literature [31]. In this
regard, the proposed model for the phase damping probability
p2,i(ly),Vi € N as a function of the Rytov variance aé’i(lr)
aims at connecting turbulence parameters with quantum noise
channels. Particularly, this model is based on the principle that
stronger turbulence leads to a larger Rytov variance, thereby
yielding a higher value of the error function. This, in turn,
signifies an increased likelihood of phase damping effects
on the quantum state being transmitted. Consequently, the
model establishes a clear, quantifiable relationship between
the intensity of atmospheric turbulence and the probability
of encountering phase damping quantum noise. Although a
large Rytov variance correlates with increased likelihood of
significant phase disruptions, the relationship between ps ;(I;.)
and 0% ,(I.) is not linear but is tempered by the statistical
distribution of phase errors, particularly due to the Gaussian
nature of phase error distribution. Our proposed model for
phase noise encountered during the establishment of E2E
entangled connections is aligned with our loss model, and
both are directly related to the environmental effects present
in FSO-based QN:s.

Additionally, the noise model in (16) and (19) captures the
energy loss experienced by flying qubits transferred over FSO
channels characterized with environmental effects. Specifi-
cally, the model of the amplitude damping parameter as a
function of the probability of successfully sending a flying
qubit over an FSO channel with environmental effects directly
accounts for the impact of environmental disturbances on the
total energy loss of entangled photons.

In the considered FSO-based QN, the QBS is assumed to
generate pairs of entangled qubits, each of which is repre-
sented by a Bell-diagonal state, pgp; = Z] k€01 Ak, i Pk,
where 4 corresponds to user i € N. The aforementioned

quantum noise models capture the noise experienced while
distributing an E2E entangled pair of qubits from the QBS
towards its intended user. Accordingly, a distributed E2E
entangled pair of qubits, pgog i(l,), between the QBS and
user ¢ evolves under these quantum noise channels, and its
E2E fidelity is derived in the following proposition.

Proposition 1. The E2E fidelity, or the fidelity of a successfully
distributed E2E entangled pair of qubits in the proposed
framework is given by'

from,i(ly) = 1 (Uoo i +Uo1,i

(1 succ z( r))(Ulo,i + Ull,i)
(Psuce,i (1)) (Uoo,i + Uo1,i))

Psucc,i(lr)(UOO,i - UOli)a

+
20
L (20)
1
2
with
Ujri(ly) =

and

(1= P50V ) + 95 ) Ve i (),

Viki(ly) = (1= prs(l:) Ajryi + 01,6 (L) N j(re1) i
where j, k € {0,1}.
Proof. See Appendix B. [

Proposition 1 allows us to analyze the quality of the
established E2E entanglement between the QBS and end nodes
in the QN. In particular, the fidelity of the E2E state is
characterized by the probability of obtaining the ®(, state
when measuring the E2E state. In this regard, we note the
importance of the RIS placement location, /., on the quality
of E2E entangled states, which must satisfy a minimum QoS
requirement in order for such states to be useful in quantum
applications.

IV. JOINT RIS PLACEMENT AND EGR ALLOCATION
OPTIMIZATION PROBLEM

The analysis presented in Section III, comprehensively char-
acterizes the distributed E2E entangled states, their quality, and
generation rates to each user in the QN. Furthermore, Section
I clearly demonstrated the important role of RIS placement
on overall QN performance. Accordingly, in this section, we
formulate a novel optimization problem that integrates optimal
RIS placement with EGR resource allocation in an FSO-based
QN in the presence of environmental effects.

To do so, the initial EGR Rj,; assigned by the QBS to
each user ¢ € A/ must be optimized such that the overall EGR
does not exceed the quantum memory capacity limits of the
QBS. Moreover, the optimal RIS placement is characterized
by identifying the optimal 3D RIS location 1, = (., y,, H;)
within the permitted deployment region 2, described in (1).
Accordingly, the optimization variables are 1) I,.: the location
vector of the RIS, and 2) Rj,: the vector incorporating the
initial EGRs R;y,; for all users i € N.

The achieved E2E EGR for each user must satisfy a min-
imum E2E rate constraint. For guaranteeing fairness among
the different users, i.e., no user receives significantly more
resources than the others, the entangled qubits remaining avail-
able, after satisfying the users’ minimum rate requirements,
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must be fairly distributed among all QN users. To quantify
this fairness, we use the Jain’s fairness index (JFI) [32]:

Usri(l, Rin) = (ZiGNREQE,i(lTaRin,i>)2
JFI\tr, Lin N - Zie/\/ R%ZE,i(lT,Rin,i)’

where Rpag (I, Rin,;) corresponds to the E2E EGR asso-
ciated with user ¢ € N. However, JFI does not account
for weighted fairness, where some users in the QN have
certain priority over others, e.g., their corresponding quantum
applications require a higher E2E EGR compared to other
QN users. Thus, such users are given higher corresponding
weights. To capture these cases, we adopt the extended version
of the JFI, weighted fairness index (WFI) [32], as our utility
function. This index takes a maximum value of 1 when all
users are fairly served with E2E entangled qubits based on
their priorities. The corresponding objective function based on
WFI is:

ey

2
(ZiEN RE2E,i (lm Rin,i))
ic o

where w; represents the weight associated with user i € N,
a parameter accounting for the relative importance of the
quantum application performed by user ¢ in the QN. WFI is
able to achieve very high fairness levels between QN users,
while accounting for the importance of the user quantum
application.

Finally, different QN users may have different QoS require-
ments on the minimum required fidelity of E2E entangled
states, along with minimum requirements on E2E EGRs. As
such, the proposed optimization problem can be formulated as

Uwrt (Ir, Rin) = (22)

follows:

P1: max gj\;wiREZE,i (23a)
st. Y Rini<Cnax ,Vi€N, (23b)

1EN
Rpsgi > Ruing Vi €N, (23¢)
UwrFr (lr, Rin) > din ,Vi € ./\/, (23d)
fe2ei(lr) > fuing ViEN, (23e)
Zmin < Tr < Tmax, (231)
Ymin < Yr < Ymax, (23g)
Huin < Hy < Hpax, (23h)

where the objective function (23a) represents the maximization
of the weighted E2E sum rate, corresponding to the overall
successfully delivered average E2E rates of entangled qubits
to the different QN users. Moreover, constraint (23b) ensures
that the overall initial EGR does not exceed the maximum
rate capacity of the QBS’s quantum memory. Constraint (23c)
ensures that the E2E EGR of user i € A lies above a minimum
required value Ry, ;. Moreover, constraint (23d) guarantees
fairness in the EGR distribution among the different users by
making sure the WFI is above a minimum required threshold,
dtn- Constraint (23e) guarantees that the fidelity, Ag, ; (), of
E2E entangled links associated with user i € A lies above
their minimum fidelity threshold, fumin ;. Finally, constraints
(23d),(23e), and (23f) ensure that the RIS placement location
falls within the corresponding physical boundaries along the

Algorithm 1 Simulated Annealing Algorithm for P1

1: Initialize the current solution R;,, and /. to a random
feasible solution in the search space
2: Define L as the number of iterations per temperature level
3: Set initial temperature Tsa = Tp
4: Initialize the optimal solution R
solution
5: while T5s > Tini, do
for i =1to L do
Generate random neighbors R}, and I’T of R;,, and
1., respectively
8: if CU;, S [xmin»mmax]’ y;a € [yminaymax]’ H; €
[Hmin; Hmax]’ Zie]\/ Rin,i S Cmax, REZE,i 2 Rmin,i,
Uwri1(lr, Rin) > Own, and AGo ;(I) > fuini Vi € N
then

*
1n°’

and I’ to the current

o: Calculate AU = Uwri(l,, R.)
Uwri(ly, Rin)

10: if AU > 0 then

11: Accept R}, and I, as the new solution

12: else

13: Generate a random number 7 € [0, 1]

14: if eAU/Tsa > 1 then

15: Accept R/, and I as the new solution

16: else

17: Reject R}, and I, and keep Rj,, and
L. as the current solution

18: end if

19: end if

20: Update the optimal solution R, and I if
Uwri(l-, Rin) > Uwri (I}, R})

21: end if

22: end for

23: Update temperature Tsp = Tsa - asa (exponential
cooling)

24: end while

25: return the best solution found, R}, and I

X-,y-, and z-axes, respectively.

The proposed optimization problem P1 is a non-convex
programming problem, that is, in general, NP-hard to solve.
This is because of the non-convexity of the probability of
success expression needed to calculate the E2E EGR for every
user in the objective function, in (23a), as well as the non-
convexity of constraints (23c)-(23e) of problem P1. In order
to solve P1, and since the derivatives of the functions in
(23a), and (23c)-(23e) are not easily computed, it is typical
to consider a derivative-free metaheuristic solution. Thus, we
develop a metaheuristic solution based on simulated annealing
because of its ability to avoid local minima and explore the
solution space in an efficient manner to find a near-optimal
solution [33], as described in Algorithm 1.

In Algorithm 1, we initialize the optimization variables R,
and [/, to random feasible solutions in the search space. We
set the initial temperature Tsn = Ty, and initialize the best
solutions R, and I} to the current solutions.

In each iteration of Algorithm 1, we generate random
neighbors R/, and I of the current solutions calculate the

1n’
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change in the objective function, AU. Solutions with AU > 0
are accepted, enhancing the search. For AU < 0, accep-
tance is probabilistic, adhering to the Metropolis criterion
exp(AU/Tsa), and compared with a random number r €
[0,1]. This method helps to avoid local minima and ensures
rigorous exploration of the search space.

Moreover, if the new accepted solution achieves a larger
WEFI value compared to the current best solution, the algorithm
updates R;, and [; with these values. In each iteration,
the system temperature undergoes a reduction based on an
exponential cooling schedule until it reaches the minimum
threshold, Ti,i,. Upon completion, the algorithm outputs the
best-found solutions, R} and lj, which are approximate solu-
tions that are generally near optimal [33]. Denoting the number
of temperature values needed until convergence by M, and
the number of iterations per temperature level by L, the time
complexity of Algorithm 1 can be calculated as O(LM;).

V. SIMULATION RESULTS AND ANALYSIS

Next, we perform extensive simulations to evaluate the per-
formance of the proposed RIS-assisted FSO-based QN. For our
simulations, we define the following default ON setup: A QBS
is located at I, = (0,0,90) m in a 3D grid, serving a number
of QN users whose locations vary along the x- and y-axes,
with a fixed height of 10 m. User locations are non-uniformly
distributed, following a truncated normal distribution, within
a 400mx400m squared region. Each user ¢ is located at
I, = (v;,v;,10)m, where z; ~ TN(250,50,50,450) m
with a mean of 250 and a standard deviation of 50, and
y; ~ TN(200,50,0,400)m, with a mean of 200 and a
standard deviation of 50, Vi € M. Statistical results are
averaged over 1000 simulation runs, and the region, 2, within
which the RIS can be deployed corresponds to the same
squared user area, defined as Q = {(x,,y,, H,) | 50m
<z, <450m, Om < gy, < 400m, 35m < H, < 90m}.
The RIS placement location I, is optimized for each set of
user locations, with a minimum distance of 20m required
between the RIS and each user to avoid being co-located.
The feasible range of values for the initial EGR Rj,; for
a user i € N is: 1kHz-1 MHz [10], [34]. Here, we adopt
the as-model for entanglement generation [35], [36]. Then,
a twirling map is assumed to be applied to transform the
generated entangled pairs at the QBS into identical Bell-
diagonal quantum states. In particular, the initial entanglement
generation attempt rate is considered to be 1 MHz [34], with a
probability of success for the initial entangled pair generation
process pin = 2a5, where g is a tunable parameter that
enables the rate-fidelity tradeoff [35]. We thus set the initial
EGR, Rin; = 2a, X 10°. Note that parameter s € (0,0.5) is
directly related to the initial fidelity of the generated entangled
pairs, Ao, i, since Agg; = 1 —c,. As such, for an initial fidelity
in the practical range Ago; € (0.5,0.9995), the range of «;
is adjusted to a; € (0.0005,0.5). In particular, a very high
initial EGR R;i,; = 1MHz corresponds to entangled qubits
with a low initial fidelity Agp; = 0.5, while a low initial EGR
Rin; = 1kHz results in entangled qubits with a high initial
fidelity Ago,; = 0.9995. This is due to the rate-fidelity tradeoff
within the adopted entanglement generation scheme, whereby
the fidelity of generated entangled qubits is compromised
when a higher EGR is desired [35]. Unless specified otherwise,

TABLE I
SUMMARY OF PARAMETERS USED IN SIMULATIONS.

Parameter| Description Value

A Wavelength. 1550 nm®

Cth FSO channel threshold. 0.05

n Responsivity of the re- | 0.95
ceiver.

S RIS reflection efficiency. 0.97

3 Weather-dependent attenu- | 0.43 dB/km
ation coefficient of the FSO
link.

C? Refractive index structure | moderate
constant which quantifies | turbulence:
turbulence strength. 5 x 107 m™%/3,

strong turbulence:
1x107" m=%/*

Ta Aperture radius. 0.55m

ba Beam divergence angle. 8 mrad

o) Standard deviation for mis- | 1mrad
alignment angle 6.

O¢ Standard deviation for mis- | 0.25 mrad
alignment angle ¢.

Chnax Quantum memory capacity | 1 x 107

T Quantum memory coher- | 2.43ms
ence time

Toroc Average qubit processing | 4 us
time

the users are assumed to be equally-weighted, have similar
minimum rate requirement of R, = 1Hz [37] and a
minimum required fairness oy = 0.95, and their required
minimum E2E fidelity is sampled from a uniform distribution
such that fmin; ~ U(0.8,0.95) [34], [37], which correspond
to different quantum applications. The different environmental
parameters considered in the default setup, which correspond
to sunny weather, moderate turbulence, and low pointing error
are summarized in Table I, based on [11], [14], [17], [18],
[38]-[40], and [30]. Unless stated otherwise, the default setup
parameters are adopted throughout the simulations.

First, we study the impact of varying the locations of QN
users on the optimal RIS location. In particular, we consider
a QN with three users placed in two different scenarios: 1)
the three users are close to each other, and separated by equal
distances of 50m, i.e., Iy = (350,0,10), Io = (400,0,10),
and I3 = (450, 0, 10), 2) the first user is moved closer to the
QBS, such that I; = (200,0, 10), thus one user is far away
from the other two. For each scenario, we consider two cases,
where the weights of the different users are varied. The first
case assigns equal weights to all users, w = [1/3,1/3,1/3],
while the second case assigns weights that increase with the
distance of the users from the QBS, w = [0.1,0.3,0.6]. We
observe from Fig. 3 that when the three users are close to
one another, the optimal RIS placement location will be to
the left of the first user, particularly, at an intermediate point
along the x-axis between the QBS and its closest user, while
satisfying the minimum y-axis 20m distance. Here, when
the weights of the users are changed such that the farthest

SNote that atmospheric absorption becomes almost negligible at this
wavelength, particularly in clear air conditions, thus, it was selected for
FSOQC. Moreover, note that entangled photons are typically emitted in the
telecommunications wavelength, similar to classical optical communication
signals.
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Fig. 3. Optimal RIS placement for different scenarios of user distribution.

away user has a higher priority, the RIS shifts to the right
closer towards the users. On the other hand, when one of
the users is closer to the QBS, the RIS is placed in-between
the users. In this case, as the weights change, the RIS shifts
towards the user with the smallest weight, because moving
towards the other users with high weights would yield a very
low E2E rate for the first user, which would correspond to
a lower sum rate due to the fairness conditions. For this
scenario, we conducted exhaustive search through all possible
solutions in order to find the optimal solution and assess the
optimality of our proposed simulated annealing algorithm.
In this regard, the obtained RIS positions along the x-axis
in the four considered cases using our proposed simulated
annealing algorithm are: 176, 329, 257, 212m respectively.
However, the values obtained using the exhaustive search
algorithm are: 185, 314, 271, 202 m, respectively. Accordingly,
we observe that our proposed simulated annealing algorithm
achieves a near optimal performance within 6% of the optimal
solution obtained through exhaustive search, while reducing
the required computational time by more than 65%.

Next, in Fig. 4, the achieved E2E EGRs, Rpg, for a three-
user QN in the aforementioned first scenario is considered. In
this figure, we compare performance with a rate maximizing
framework where the minimum fairness threshold constraint
is relaxed, and a log-rate maximizing framework, where both
the minimum fairness and rate constraints are relaxed, and
the optimization objective is to maximize the weighted sum
of the log-rate Zie Wi log Re»g,;. We clearly observe from
Fig. 4 that our proposed framework increases fairness (WFI)
by around 63% compared to the rate and log-rate maximizing
frameworks. Fig. 4 also shows that the E2E sum rate achieved
by the rate and log-rate maximizing frameworks is higher
than the one obtained using our framework. This is because
these two frameworks provide the user with the best channel
condition, i.e., shortest E2E distance and weather condition,
with the maximum possible E2E rate, while other more distant
users are given lower rates that just satisfy their minimum rate
and fidelity constraints. In particular, we observe from Fig.
4 that user 1, which is the closest to the QBS and has the
shortest E2E distance, receives a significantly higher E2E rate
compared to other users in the rate and log-rate maximizing

. x10*
’ ' WProposed framework
3 ERate maximizing framework
i I Log-rate maximizing framework
\mi 2.5} .
a
4 ot ]
[t
©
= 1.5¢ .
-
2
S L ]
0.5F ]
N ]

user 1 user 2 user 3

Fig. 4. E2E EGR achieved at the optimal RIS location for a QN with three
users located based on scenario 1 in Fig. 3.

frameworks. Thus, the resulting E2E sum rate is high, while
fairness is sacrificed. In contrast, our framework first ensures
that all users satisfy their minimum rate constraint, and, then,
allocates the remaining resources fairly among all users. Fig.
4 also shows that the rate and log-rate maximizing frame-
works have a very similar performance. Additionally, the rate
maximizing framework can be considered as a special case of
our framework, corresponding to the case when the minimum
fairness threshold, dy,, is set to zero. Furthermore, in Fig. 4, the
E2E rates obtained by the three users in our proposed frame-
work using our proposed simulated annealing algorithm are:
Rese,i = 3536,3950, 2500Hz, while the E2E rates obtained
using exhaustive search are: Rpp,; = 3742,4162,2654Hz.
Again, we observe that our proposed simulated annealing
algorithm achieves a near-optimal performance, within less
than 6% of the optimal value obtained using exhaustive search.

Our framework uniquely models quantum noise effects
on entangled qubits in FSO channels, ensuring distributed
entangled states meet minimum fidelity thresholds for effective
quantum applications. This is in a stark contrast to classical
frameworks that overlook resource fidelity. To validate this,
in Fig. 5, we show the obtained E2E fidelity, fgog ;, for the
users in a three-user QN, where users perform a quantum
application that requires entangled qubits with a minimum
fidelity fim = 0.8. We perform Monte Carlo simulations for
the locations, and we consider user 3 as having the largest av-
erage distance from the QBS. To asses the performance of our
proposed framework, we compare the obtained results against
two benchmarks: 1) fidelity-agnostic (FA) framework, which
is the classical framework for resource allocation in com-
munication networks, where resources are distributed while
disregarding fidelity, and 2) fidelity- and fairness-agnostic
(FFA) framework, where both the minimum required fidelity
and fairness constraints are relaxed in our framework. Fig.
5 also shows the obtained E2E fidelity under both moderate
and strong turbulence effects. First, under moderate turbulence
effects, in Fig. 5(a), we observe that the proposed framework
is the only one that manages to achieve the minimum required
fidelity for all three users in the QN. Moreover, Fig. 5(a) shows
that the FA framework results in the highest fidelity for user 1,
which has the shortest average E2E distance, and in the lowest
fidelity for user 3, which has the longest average E2E distance
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Fig. 5. Achieved E2E fidelity in a 3-user QN under different turbulence

effects.

from the QBS. This is because the FA framework is designed
to ensure fairness among users, thereby limiting the E2E rates.
Consequently, this restriction affects the initial EGR assigned
to user 1, who experiences the least amount of losses in the
QN. Meanwhile, the highest initial EGR will be assigned to
user 3 to account for its high losses. Due to the inverse relation
between the initial EGR and initial entanglement fidelity, the
initial fidelity of the entangled qubits assigned to user 1 will
be the highest, while user 3 will be assigned entangled qubits
with the lowest E2E fidelity. The exact opposite performance
is obtained using the FFA framework, because this framework
maximizes the E2E rate, assigned to the user with the shortest
E2E distance, i.e., user 1. Accordingly, user 1 achieves the
lowest E2E fidelity. Additionally, this framework ensures that
users with the largest E2E distances, and correspondingly
highest losses, e.g., user 3, just satisfy their minimum required
E2E rate and, thus, achieve the highest E2E fidelity.

Next, in Fig. 5(b), under strong turbulence conditions,
which correspond to harsh environmental effects, we observe
that the two considered classical frameworks, which are ag-
nostic to fidelity in resource allocation, fail to satisfy the
minimum fidelity requirements of the QN users. In contrast,
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Fig. 6. Achieved E2E rate for the third user in a 3-user QN while varying
the E2E distance and minimum required fidelity for third user under different
turbulence effects.

our proposed framework effectively meets the heterogeneous
minimum fidelity requirements of all QN users. In particular,
the distributed qubits using the baseline FA framework and
the FFA framework have a fidelity that is at least 84% less
than the users’ required minimum fidelity under strong tur-
bulence conditions. Therefore, in order for these frameworks
to successfully distribute entangled qubits over the QN users,
they must sacrifice the fidelity of those qubits, which results in
useless entangled qubits that cannot perform practical quantum
applications. The reason why strong turbulence, specifically,
has such a significant effect on the E2E fidelity is because it
results in phase fluctuations that directly lead to high quantum
noise effects, an effect that our proposed framework uniquely
captures, as discussed in Section III-B.

Based on the derived expression for the E2E entangled state
in Proposition 1, we observe that the turbulence strength and
the E2E distance are the key factors that directly affect the
E2E fidelity. Hence, in Fig. 6, we analyze the impact of the
E2E distance, along with the minimum required fidelity on the
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Fig. 7. Achieved E2E sum rate for a varying number of users under different
environmental conditions.

achieved E2E sum rate in a three-user QN under moderate and
strong turbulence effects. Particularly, we consider Mote Carlo
simulations for the location of two users with a minimum
required fidelity of 0.8. Simultaneously, the location of the
third user is varied in the tail of the considered truncated
normal distribution of user locations such that the distance
between the QBS and user 3 is between 400m and 450 m,
and its required minimum fidelity, fnin,3 is varied between
0.8 and 0.95, as shown in Fig. 6. Under moderate turbulence,
we observe from Fig. 6(a) that the impact of increasing the
E2E distance on the resulting E2E fidelity is more severe
than the impact of increasing the minimum required fidelity,
in moderate quantum applications. This becomes increasingly
evident under stronger turbulence, as shown in Fig. 6(b). In
particular, we observe from Fig. 6(b) that, when the QN has
users far away from the QBS and under strong turbulence
effects, the QBS could become unable to serve all users with
entangled qubits that satisfy their various fairness, rate, and
fidelity requirements. For instance, when user 3 has the lowest
minimum required fidelity of 0.8 under strong turbulence, the
largest distance of that user from the QBS that our framework
can tolerate is around 425 m. One solution to overcome this
bottleneck is to use entanglement generation sources with
higher fidelity, and to adopt techniques like multiplexing of
single-photon sources to enhance the initial entanglement
generation attempt rate, which would ensure the QBS has
enough resources to overcome the increased losses and noise
due to strong turbulence.

Finally, Fig. 7 compares the obtained E2E sum rate in the
default setup (sunny weather, moderate turbulence, and low
pointing error) against the performance obtained under: 1)
rainy weather (& = 6.27dB/km), 2) strong turbulence (C? =
1 x 1073 m~2/3), and 3) high pointing error (05 = 3 mrad
and 04 = 1 mrad). From Fig. 7, we observe that our proposed
framework can successfully serve a high number of QN users
while satisfying their different minimum fidelity, rate, and fair-
ness constraints. Here, we note that the E2E sum rate decreases
as the number of users increases. This is due to the fairness
constraint, which limits the flexibility in delivering E2E rates
to users with better channel conditions in order to satisfy the
minimum requirements for all QN users. Furthermore, we
observe from Fig. 7 that the weather condition (e.g., sunny

vs. rainy) has the most significant impact among the different
environmental effects on the overall network performance.
Particularly, changing the weather from being sunny to being
rainy results in above 49% reduction in the achieved E2E
sum rate, while having a high pointing error results in around
38% reduction, and a strong turbulence results in around 25%
reduction in the achieved E2E sum rate.

VI. CONCLUSION AND FUTURE RESEARCH DIRECTIONS

In this paper, we have proposed the use of an RIS in
an FSO-based star-shaped QN that is replete with blockages
under various environmental conditions. We have analyzed the
various losses experienced by the quantum signals over the
FSO channel and proposed a novel model for the resulting
quantum noise and its effect on the quality of quantum
signals. We have then developed a novel framework that jointly
optimizes the RIS placement and the initial EGR allocation
among the different QN users. This joint optimization is solved
while ensuring a minimum fairness level between the users and
satisfying their heterogeneous QoS requirements on minimum
rate and fidelity levels. Simulation results showed that our
framework outperforms existing classical resource allocation
frameworks that also fail to satisfy the minimum fidelity
requirements. Additionally, we have verified the scalability
of our framework, showed its greater sensitivity to weather
conditions over pointing errors and turbulence, and found that
a user’s E2E distance more strongly influences the E2E rate
than minimum required fidelity does.

Important future research directions include the analysis of
continuous variable quantum communication sources instead
of the considered discrete variable, single-photon sources.
Additionally, QNs with multiple RISs can be investigated,
along with an RIS installed on a moving surface like an
unmanned aerial vehicle (UAV). Furthermore, user mobility
in FSO-based QNs is an important future direction that is
necessary to understand the impact of mobility on varying
quantum noise channels and losses. Finally, incorporating
entanglement purification operations into our proposed QN
framework is a direct extension of this work that can help
enhancing the achieved E2E fidelity.

APPENDIX A
PROOF OF THEOREM 1

To prove Theorem 1, we use the PDFs for the pointing
errors and the atmospheric turbulence to find the probability
of success. For this purpose, we first find the PDF for the
combined attenuation, i.e., h;, Vi € A/, as follows:

fo(hs) = / S (hil12) Fos (2) die,

where f,,ns (hi|h§) is the conditional probability given A,
defined as follows:

(24)

o hy
e (1) = o o (M) ,

T ATRRD (h?hf) ’

(25)
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By substituting (4) and (24) in (25), we have:
oy = 20ilaafy) PO

(Aoh?)" T(ai)D(5:)
(hzil)((ai—i_ﬂi)m)_l_mKozifﬁi (2 azﬁzhi) dh27 (26)

RYi—1 %

9

fhi(

h:

Ag,ih?
The integral in (26) can be numerically computed. Particularly,
to get a closed-form expression, we can express K, (.) in terms
of the Meijer’s G-function G}';". In particular, K, (.) can be
written as

2

1
Ko-p(@) = 563 [Z @

o B Bool-
2 2 ]

Then, the PDF for the combined channel gain will be:

V503 a;Bih; \ (P21
fhz(hl) = p p X
AO,,hll“(a,)F(/a’Z) AO,ihi
A, 1— ai+pi + 9,
G0 | Qb > TV 28
1,3 AO,’LhE _ 1,‘2~‘B1 + 191,7 z2ﬂz , ﬂz 5 k3
(28) can be simplified to
V5008
(h;) =
fhz( ) AO’Zh];F(CtZ)F(ﬂl) %
30 | @ibi Ui
G1’3 mhl 9 -1, a—1, B;— 1] ) (29)

After obtaining the PDF for the combined channel gain, we
can derive the probability of success, which can be defined as

PSucc(Cth) =P (hz > Cth) )
=1- Fhi(cth)’

(a) Cen
=1- fn; (hi)dhi,
0
where F},(.) is the CDF of random variable h, and (y, is the
predefined channel gain threshold. Note that the integral in (a)
can be solved by expressing the K, (.) in terms of the Meijer’s
G-function, which leads to the following:

(30)

9 (1)
Foncoalle) =1 (nai(m)r(m(zr))
(31)
% 31 a; (1) Bi (1) Xtn 1, i(lr) +1
2,4 Aoyl(lr)hg(lr) 191(17)7 aL(lT)7 61(17)7 O ’

where i = %‘] This completes the proof.

APPENDIX B
PROOF OF PROPOSITION 1

First, we consider the impact of applying a phase damping
noise channel on the matter qubit. Consider the action of a
phase damping channel A, on a general single-qubit state p:

Ay (p) =1 —p1)p+prozpoz, (32)

where p; is the phase damping probability.

Now, considering a Bell-diagonal quantum state ppp ; gen-
erated by the QBS, which is a two-qubit state, if we apply
the phase damping noise to the first qubit of the Bell-diagonal

state ppp,; for user ¢ € N, the final resulting state pfp, ; will
be: '

pPep.i = (1=p1,4)pBDi +P1,i(0z@1)pppi(0z @ T), (33)

where I is the identity operator.
Next, we observe the effect of oz ® I on the Bell states.
Specifically:

oz ® I =100)(00| +]01){01] — |10)(10| — |11)(11].
Given that:

Boy = %(\00) (00] +00) (11| + [11) (00| + [11) (11])

Bor = 5(100) (00] —[00) (1] — [11) (00] + |11) {11

(34)
1
@10 = 5(/01) (01] + [01) (10] + |10} (01] + |10) {10])
1
@11 = 5(/01) {01] — |01) (10[ — [10) (01| + [10) (10]),
we have the following transformations:
(o0z @ I)®oo(0z @ I) = Po1,
@I)P ®1I) = Py,
(07 @ I)®o1(oz @ I) = oo 35)

(0z@I)®10(oz @ I) = Py,
(0z@1)®11 (07 @ 1) = Pyy.
Using these transformations, we can rewrite the final state

after the phase damping channel is applied to the first qubit
as:

Pp.i =(1 = p1.i) (M00,i®oo + Ao1,iPo1 + Ai0,i P10 + Ai1,iP11)
+ p1,i (A00,iPo1 + Ao1,iPoo + A10,: P11 + A11,:P10) -
(36)
We can add like terms and simplify the equation as:
Pep.i = ((1 = p1.i)Xoo,i + P1.ido1.i) Poo
+ (T = p1,i)Xor,i + P1,idoos) ot 37)

+ (1 = p1,i) A0, + p1,idine) Pro
+ (1 = p1,i) A1, + p1iAios) Pra-

Introducing a new function Vjy, ;(I,) where j,k € {0,1}:

Viki(ly) = (1= p1s(l:) ANjryi + 01,i(L) N jeory,is - (38)
where @ denotes addition modulo 2, and noting that:
Voo, (L) + Vor,i(ly) + Vios (L) + Viri(l) = 1, (39)
we can express the resulting state as:
o (L) =Voo.i(L)®oo + Vor.: (1)@
pBD,L( ) oo,z( )®oo 01,1( ) ®o1 40)

+ Vio,i(l;) @10 + Var,i(l;) P11

Note that the resulting state pin ,;(I,) is a valid density
matrix, that is also Bell diagonal, maintaining complete posi-
tivity and trace preservation, fundamental for the consistency
of quantum mechanics.

We now study the effects of the quantum noise channels
affecting the flying qubit. Since the amplitude and phase
damping quantum noise channels commute, we can consider
applying them in any order. We will now consider the impact
of the phase damping quantum noise channel on the flying
qubit.
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The phase damping channel effectively flips the phase of
the state with a certain probability pélg (1.). Hence, we apply
the phase damping channel only to the second qubit of the
state P, ; (1), resulting in the intermediate state piyp, ;(Z):

P i(t) = (1= 9520 P (1)

+ 95} (1) © 02)plgp (1) (L © 0 2). w
First, we observe that:
I ® oz =100)(00] —|01)(01] 4 [10)(10| — |11)(11].
Thus, we have the following transformations:
(I®oz)®Pe(l ®@oz) =P,
I®Roz)Py(IRoy) =Py, “2)

( )®o ( )
I®oz)P1wI @0z)= P11,
(I®0oz)®1n(I®oz)=®.

Accordingly, we find that:

(I®oz)ppp,l)I®0oz)=Voril,)®oo + Voo,i(lr) oy
+ Va1,i(l;) @10 + Vao,i (L) P11,
(43)

which corresponds to the following expression for the inter-
mediate state:

Phipi(t) = [ (1= D82 () Vaoi ) + B () Vo (1) | oo
+ [0 =P ) Vora(t) + 550 Vo (1) | @0
[ = BN Vanilt) + P50 Var )] @10
+ [0 = B Vi) + 68 1) Vaos(t) | @1,

which is another Bell-diagonal state that is completely-positive
and trace-preserving.
Introducing a new function Ujy ;(I;) where j,k € {0, 1}:

1
Upnill:) = (U= 052 (0 )Via(l:) + 5] () Vigran) a(h).
45
where @ denotes addition modulo 2, and noting that:
Uoo,i(ly) + Uo1,i(L) + Uro,i (1) + Ur1,i(l) = 1.
Accordingly, we can express the intermediate state as:
=Uo0,i(lr)®oo + Uo1,:(I)Po1
+ Ui0,i(L;) P10 + Ur1 i (1) P11
Finally, we apply the amplitude damping noise channel to
the second qubit, resulting in the final E2E state:
:EO,iP%D,i(lr)ES,i + El,ip%D,i(lT)EI,w

where the Kraus operators that apply the amplitude damping
effect on the second qubit (flying qubit) only and do nothing
on the matter qubit are given by:

oy =1 (|o><o+ e >|1><1)

(46)

PBD z( ) (47)

pr2Ei(l-) (48)

(49)

= 100)(00] + /1 = p7) (1) [o1)(01]

+110)(10] + /1 = p&) (@) 11)(11],

and
Bri— 1o ( N >|o><1|)

= /P57 (1) (100) (01| + [10)(11]).

(50)

Applying these Kraus operators, we get:

1
o, = 5 (100)000] + /1= 200yt

/1= )11y (00] + (1 — pi2( >>|11><11)

1
ntor ) = 5 (10000 — /1= 0 o0y 11

1= p2)(1,)11)(00] + (1 — pi) (@ ))I11><11>

1
Eo®@10E}, = 5 (1952 (1)[01) (01

2

1@ o0y 0+ /1 - p&0 >1o><01|+|1o><1o)

. (<1—p21< IO o1]

Eo,i‘I’nEgﬂ- =3

1—p&)(1)101)(10] — /1 - p§ (L, |10><01|+|10><10|)
(51)
and
(2)
b i(lr)
E1,z“1>00E1r,i = El,i‘I’()lEL- = 2’2 |10)(10],
(52
pé2><w
E1,i‘I’10EI,i=E1,iq’11EI,i_ ——=100) (00|

Accordingly, the resulting final E2E entangled state distributed
between the QBS and user ¢ € N after applying all quantum
noise channels experienced by both the matter and flying
qubits becomes:

1
pE2E,i(lr) = 5 ( (Uoo,i + Uo1,: +p2 1(U10 i+ Ui 1))|00><00|)
1
+ 3 ( p21 )(U10,s + U1 z)|01)<01\>
+ 2 (W10, + Usn,i + 92 Uoo,i + Uor,i))|10)(10)
1
2 10,i 11,5 T Po 00,7 01,4
1
+ 5 (=) W00, + Uor 11y (1)
1 @) (53)
+§ (m (Uoo,: — Uo1,:)|00) 11‘)
1
*t3 (\/Tg Uoo,i — Uo1,i)|11) 00\)
1
+§ (m Uio,i — U11,:)]01) 10\)
1
+§ (\/7’192Z U1o,; — U11,:)|10) 01\)
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To simplify the expression, define the following functions
Goo = Ugo,i + Up,i +P2 L( »)(Uro,i + Uri,i),
Gor = (1= p5} (1)) Va0 + V),

Gio =V, +Ui1, erzl( ) (Uoo,i + Uor,i),
Gin = (1= 5} (1) Voo.i + Vo).
1 —péj(lr)(Uoo,i —Uo1,i),

1 —pgi)(lr)(Ulo,i —Ui1,i).

Accordingly, the E2E entangled state distributed between
the QBS and user ¢ € A/ can be written as follows:

(54)

Hyy =

Hyp =

1
pE2E,i(lr) = 3 (G00]00){00| + G01]01){01| + G10|10)(10]

+ G11|11)(11| + Hoo|00) (11| + Hoo|11)(00]
+H10|01)(10]| 4 H10[10){01]) .

(55)

Now that we have found the expression for the E2E state,
we need to find its fidelity with respect to the desired Bell
state ®oo. The fidelity f(pgr2r.:(l;), ®oo) is given by:

fror,i = f(pr2g,i(ly), ®oo) = (boo|pr2E,i(lr)|d00), (56)
whee [doo) = & (100) + [11).
Substituting prag (L), we get:
fr2m, = %(tboo\ (G00]00){00| + Go1]01)(01]
+G10|10><10‘ +G11|11><11|+H00|00><11| 7)

+Hoo|11)(00] + H10|01)(10[ + H10[10){01) |po0)
1 1
=1 (Goo + G11) + §H00-

Based on the definitions in (54) and given that pgzz) (1) =
1 — Psyce,i(ly), we can write the final fidelity expression as:

1
from,i(ly) = 1 (Uoo,s + Uo1,s
+ (]- - Psucc,i(lr))(UIO,i + Ull,i) (58)
+ (Psuce,ilr))Woo,; + Uo1,4))
1
+ 5 Pruce,i(ly)(Uoo,i — Uor,)s
where  Uprsl:) = (1 — pSl)Viil) +

P Ve l). Vi) = (1 — Pral DA +
t; (Ir

prillr)Njkor) i Prilly) = %(1 — e "7 ) is the phase
damping probability for a stored qubit for user i € A in the
QBS memory, and pglz) (1) = erf(c%(1,)).
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