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Abstract

Connected and autonomous vehicles (CAVs) rely on communication channels to improve safety and
efficiency. However, this connectivity leaves them vulnerable to potential cyberattacks, such as false
data injection (FDI) attacks. We can mitigate the effect of FDI attacks by designing secure control
techniques. However, tuning control parameters is essential for the safety and security of such
technigues, and there is no systematic approach to achieving that. In this article, our primary focus
is on cooperative adaptive cruise control (CACC), a key component of CAVs. We develop a secure
CACC by integrating model-based and learning-based approaches to detect and mitigate FDI attacks
in real-time. We analyze the stability of the proposed resilient controller through Lyapunov stability
analysis, identifying sufficient conditions for its effectiveness. We use these sufficient conditions and
develop a reinforcement learning (RL)-based tuning algorithm to adjust the parameter gains of the
controller, observer, and FDI attack estimator, ensuring the safety and security of the developed
CACC under varying conditions. We evaluated the performance of the developed controller before
and after optimizing parameters, and the results show about a 50% improvement in accuracy of
the FDI attack estimation and a 76% enhancement in safe following distance with the optimized
controller in each scenario.
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he increasing prevalence of connected and autono-

mous vehicles (CAVs) holds the promise of revolution-

izing the transportation of people and goods. CAVs
enhance safety, efficiency, and convenience by utilizing
real-time data and communication with surrounding
systems. This connectivity allows CAVs to detect unsafe
situations and adjust to changing traffic conditions sooner
than is possible with onboard sensors alone. To maintain
safe distances between vehicles and smooth traffic flow,
CAVs tilize features like adaptive cruise control (ACC),
which can automatically adjust the vehicle’s speed.
Cooperative adaptive cruise control (CACC) is an extension
of traditional ACC that allows vehicles to coordinate with
each other, allowing them to follow each other at shorter
distances while maintaining safety, thus improving effi-
ciency. By optimizing the way vehicles interact with each
other on the road, CACC has the potential to improve
traffic flow, reduce congestion, and enhance fuel efficiency
[1, 2]. However, as CACC systems integrate cutting-edge
sensors and communication technologies, they become
more vulnerable to cyberattacks such as false data injec-
tion (FDI) attacks [3]. Therefore, it is necessary to develop
secure control algorithms to detect and mitigate FDI
attacks in real-time. These strategies use fault detection
and mitigation technologies to detect irregularities that
indicate cyberattacks or system failures, allowing for faster
response and reducing the impact of attacks.

The development of attack-resilient control systems
for CAVs primarily involves the identification and mitiga-
tion of cyberattacks to maintain system performance.
Key methodologies include using advanced vehicle control
systems designed to resist cyberattacks, with specific
techniques such as Lyapunov stability analysis to detect
and counteract FDI attacks in real-time, as discussed in
various studies [4, 5, 6]. Other approaches focus on
dealing with denial of service (DoS) [7] and sensor attacks
[8] using adaptive estimation and sliding mode design for
quick identification and robust state estimation even
when sensors are compromised.

In [9] the authors present the development of a longi-
tudinal controller that achieves string-stable platooning
by exchanging information with other cooperative vehicles
via wireless connection. To validate the performance of
the controller in a real-life situation, [10] implemented the
CACC via two controllers to manage the approaching
maneuver to the leader vehicle and to regulate car-
following within the platoon. The authors of [11] have
created a reliable H., controller for CACC using the loop
shaping design methodology to obtain the necessary
tracking characteristics when robustness and perfor-
mance are needed and the system is confronting
competing string stability. In [12], the authors designed a
control structure that addresses the heterogeneous CACC
issue. They utilized online information and applied adaptive

optimal control to establish the minimum headway values
required to ensure vehicle string stability.

While all these papers have explored CACC system
design, they have neglected to address the performance
of their strategies in the presence of cyberattacks.
Investigating the system’s resilience to cyber attacks,
specifically FDI attacks, is imperative for ensuring its
robustness and reliability in real-world scenarios.
Researchers have dedicated several studies to examining
the vulnerabilities and countermeasures related to FDI
attacks within the framework of CACC systems. In [13,
14], the authors studied the drastic impact of FDI attacks
on the vehicular platoon. Other studies highlight the
critical importance of ensuring security in CACC environ-
ments, where vehicles communicate with each other to
maintain safe distances and synchronize speeds. In [15],
a resilient state estimator was developed to provide
safety and performance in a platoon of CAVs under FDI
attacks. The authors in [16] propose a platoon state infor-
mation fusion method using the characteristics of the
communication channel and compare the status informa-
tion of the platoon members with the desired status
information to detect FDI attacks on the platoon. In [17],
a distributed attack monitor and H,, CACC controllers
were suggested as a way to reduce the impact of a
specific type of attack known as stealthy FDI attacks.
These attacks hide in system disturbances and uncer-
tainty and are hard to spot. The authors in [18] have
modeled FDI attacks as ghost vehicles inserting into the
platoons of vehicles using a partial differential equation
(PDE) approach. To model the FDI attack as a ghost
vehicle, the attacker needs sufficient knowledge about
the vehicles in the platoon. This approach focuses only
on attacks that create fictitious vehicles, but FDI attacks
can take many forms. Additionally, the ghost vehicle
model assumes that FDI attacks result in obvious anoma-
lies, such as a vehicle appearing out of nowhere. However,
well-designed FDI attacks may evade simple anomaly
detection, as they might introduce noise or small distur-
bances that are harder to distinguish from normal variations.

Although many studies have explored the impact of
FDI attacks on CACC, most of them have not conducted
a thorough stability analysis to assess the consequences
of such attacks on system performance. Lyapunov-based
nonlinear controllers and observers for CACC are
proposed in [19, 20], capable of estimating FDI attacks in
real-time. The authors demonstrated that their proposed
controllers and FDI attack estimation techniques ensure
semi-globally uniformly bounded tracking under FDI
attacks. However, these proposed controllers, observers,
and FDI attack estimators manually select parameters
for limited scenarios, rendering them unsafe for other
situations. For example, these papers only consider a
constant safe desired distance between vehicles, whereas
in real-world scenarios, the safe distance should vary with
the velocities of the lead and following vehicles.
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Furthermore, the FDI attack estimator works less well for
time-varying FDI attacks, which their updated laws make
it hard to accurately estimate.

To address the mentioned limitations, we have devel-
oped a robust CACC system featuring both stability
analysis and performance assurance measures to ensure
its security. However, one of the primary challenges lies
in tuning the controller's parameters to guarantee the
safe and efficient operation of CAVs in the face of FDI
attacks. If not optimally set, the system might become
either overly conservative, affecting efficiency, or insuffi-
ciently robust, making it vulnerable to disturbances and
attacks. Additionally, as operational scenarios evolve,
these parameters may require adjustments, underscoring
the need for ongoing monitoring and re-tuning to maintain
system resilience and functionality in the face of
emerging cyberattacks.

There are several techniques to tune controller
parameters, from manual adjustments based on experi-
ence and heuristic rules to more sophisticated automated
and adaptive techniques such as particle swarm optimiza-
tion (PSO) [21]. Among all these methods, machine
learning (ML) can be effectively used to tune the param-
eters of controllers, providing a powerful approach to
handling complex systems with dynamic and nonlinear
behaviors that are difficult to model and tune with tradi-
tional methods [22]. One of the most promising applica-
tions of ML in control system tuning is through reinforce-
ment learning (RL). In this approach, an agent gains
decision-making skills by acting in a certain way to accom-
plish objectives in an environment [23]. RL-based methods
are widely used in the field of control [24, 25, 26].

In this article, we use RL-based technique for tuning
parameters of our developed secure CACC. RL can
be used to find optimal control strategies and dynamically
adjust controller parameters. By interacting with the envi-
ronment through trial and error, it learns the best actions
based on rewards or penalties received for its perfor-
mance. RL is well-suited for environments where the
system dynamics are complex and not well-understood
[27, 28, 29]. The implementation of TD3 has been discussed
in [30, 31, 32, 33] to tune and optimize controller dynamics.

This article contributes to the following areas: Section
Il will discuss the dynamic model of a CACC system while
it is under FDI attack. In Section lll, the design procedure
of the controller, observer, and attack estimator has been
provided. Section IV provides a thorough discussion of
the RL tuning approach to enhance the controller and
observer’s performance. Section V describes the evalua-
tion of the suggested and optimized controllers for two
separate scenarios. The conclusions are presented in
Section VI.

Figure 1 illustrates a CACC system under attack. An
attacker can send false information about a vehicle's
position, speed, or intentions, resulting in a collision within
the platoon of vehicles. In addition, attackers can disrupt
traffic flow by interfering with the communication between
vehicles. For instance, in FDI attacks, the attacker purpose-
fully introduces false or modified data into CACC by
targeting the communication channel between a vehicle
and other vehicles or infrastructure [20, 34, 35]. This
manipulation modifies the vehicle’s perception of its
surroundings, which may lead it to make unsafe
behaviors [21].

A. Dynamic Model Representation

The dynamic behavior of individual vehicles within the
CACC system encompasses longitudinal dynamics,
including acceleration and braking, and can be character-
ized as a first-order transfer function. The CACC setup
labels the leading vehicle with the index i — 1, and the
subsequent vehicles in the platoon with the index i,
ranging from 2 to n, where n is the number of the vehicles.
The leading vehicle adjusts its speed in accordance with
a reference speed profile and transmits acceleration
commands to the following vehicle via a communication

m The architecture of a CACC string of vehicle under FDI attack.

© SAE International
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channel. The follower vehicles are equipped with a radar
sensor and an intervehicle communication network to
monitor parameters such as the velocity and position of
the leader. The dynamic model of the vehicle in the
platoon is described as

%, (t)=vi(t)
v,(t) = -b, Ea. (1)

(t) v,-(t) + c,u,-(t)

where t denotes the time, xj(t) € R is the position, v{(t) € R
is the velocity, ujt) € R is the control input signal of the
follower vehicle, and b; € R,y and ¢; € R,y denote the
vehicle model parameters derived based on our vehicle-
in-the-loop experimental results.

We describe the dynamic model of the lead vehicle as

x4(t) =viq ()

Vi (£) = =bvis (£) + ¢t (1) Eq. (2)

where x;4 € R, v,y € R, and u;; € R denote the position,
velocity, and control input of the leader vehicle, respec-
tively. The leader vehicle dynamics are defined as b;; € R,
and ¢4 € R,

B. FDI Attack Representation

FDI attacks inject faulty data into connected vehicles’
communication networks, potentially disrupting system
performance and leading to vehicle collisions. To introduce
the FDI attack effect into the dynamic model of the CACC
system, we define it as

Pl (6) 20 (6) A1)

where f; € R is the attack function and f.4(t) € R is the
unknown, continuous, and time-varying FDI attack added
to the leader control signal, which is transmitted to the
following vehicle through the communication channel.

Assumption 1. The FDI attack is assumed to be
bounded and differentiable such that | B_1(t) Il < BVt > t,
where 3 is a known positive constant value [4].

Ea. (3)

In this section, we examine the design of the controller,
observer, and attack estimator, along with the error and
auxiliary signals. The signals that are defined and
computed here will be utilized in Appendix A to support
the stability analysis.

A. Control Design

The initial goal of this article is to design a secure controller
to maintain a safe distance between leader and follower
vehicles during FDI attacks. The control signal is designed
based on the Lyapunov stability analysis as

where k; € R, is a gain specified for the controller that
will be further optimized and e; : [ty, o) = R is the tracking
error between the leader and follower defined as

e ()2 x4 (t)=x,(t)~L = x4 (t)

where L; € R is the length of vehicle i and Xy, : [to,00) 2 R
is the desired distance between leader and follower
defined as

Eq. (5)

Xq (t) = hv, (t) + X Eq. (6)
where h; € R is the time headway and x, € R is the
standstill safe distance between the vehicles. Additionally,
the compromised control signal is expressed as

am(t) 2u, (t)"‘ B
Furthermore, the auxiliary error signal r; € R is
defined as

n(t)2e(t)+ae(t) Eq. (7)
such that a; € R.q, is a user-specified gain. We consider
B, € R to be the estimation of FDI attack and design it
in the next subsection such that it remains bounded.

Assumption 2. The desired distance, its first, and
second derivatives are assumed to be bounded by positive
known constants, xdi,x’d[,xd[ e L, [36].

B. Observer Design

Since the CACC is under FDI attack, the second objective
of this article is to design an observer. Based on the
Lyapunov stability analysis, we define the observer as

2‘—1 (t) =—Di_Viq+Caliy (t) —cB t)
+ (Il + )7 () + (1 - 05,.2,1)>~<,-,1 (¢)

such that I; denotes the observer gain and a4, € R.qis a
user-defined gain that will be tuned further. Additionally,

Eq. (8)
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X, 1€ R expresses the estimated position of the
lead vehicle.

To measure the accuracy of the observer, a state
estimation error X,_, :[to,oo) — R, is described as

Ria () 2 x4 (8) = %4 (€)

An estimation of the auxiliary error signal
I :[to,oo) — R can be defined as

Eq. (9)

M (t) 2 ;(H(t) + 0 Xi (t) Eq. (10)
We designed the observer to estimate the leader’s

control signal. To evaluate the accuracy of this estimation,
an estimation error signal U;_ :[tO,OO) — R, is defined as

Eq. (11)

We also define U, (t) 20, (t) - B (t) to generate

(1) =9 (6)-04(0)+ A1)

Eq. (12)

C. FDI Attack Estimation Design

Since the injected false data in the communication channel
is unknown and has a nonlinear, unpredictable structure, a
neural network can be used to estimate it. Following this
subsection, we provide an FDI attack estimation using an
adaptive neural network (ANN) approach. A simple NN with
one hidden layer is sufficient for identifying and modeling
FDI attacks in the CAV system. The FDI attack, denoted as
P, takes place over a non-compact domain. Therefore, a
nonlinear mapping, such as My, , : [to,00) 2 § is necessary to
transform time into a compact spatial domain, expressed as

s Cp ll-C
M, 2 M, ¢el01] teltew) Eq ()

where ¢, . € R.q is a gain that is defined by the user, as
mentioned in [37]. As a result, fi4(t), is transformed into
the compact domain ¢ as

Bia(t) = Bs(Mi, (€)) 2 i, ,(¢)  Ba.(14)

and Py, () can be modeled using a three-layer NN as
By (£)2W o (V1) +6 Eq. (15)

where [, € R represents the input to the NN, while the
W, e Rn* ™ and V, € R2*™ denote the bounded constant

ideal weights. The parameter n, rcorresponds to the
number of neurons in the hidden layer. Furthermore,
o) € R * 11 represents the activation function vector,
and ¢; accounts for the functional reconstruction error.
Considering (14), the NN-based estimation of FDI
attack can be described as
o (V)

Ba(t)2W,
where W, € R and V. € R*™ represent the estimated

ideal weights and /; is defined as

21 AL]

As a NN-based FDI attack estimator, we further
propose an update law for the weight matrices. A continu-
ously differential projection operator, proj(), is applied as
shown in [37] to avoid zero estimation for the W and V
update laws as

Eq. (16)

Eq. (17)

A‘ = proJ(F1 (V /,)l,z/,T) Eq. (18)

and

V. £ proj(T by W o (V1) Eq. (19)

where I'y, T, € R <) gre definite positive gain
matrices and l//, 2 ¢ 1(F +1;_4). Furthermore, o; ( is the
partial derivative of the o) Function that will be further
calculated in the stability analysis proof.

D. Stability Analysis

To simplify future analysis, the parameter t, which repre-
sents time, is removed from the equations. Let us define
Z; as

72 [e:T A ’:ii1:|T Eq. (20)
and define H; : [ty 00) 2 Ryg as
H(c) %tr(VWFjW,) +%tr(\7fr§\7,-) Eq. (27)

where W W, — W and V V are the estimation errors
for the |deal vvelght matmces and tr() is the trace operator.
We also consider the following sufficient conditions as

Cig

C.
a >0 a,>0 k> =

[ >—=
28,

Eq. (22)
to ensure the validity of the theorem we further discuss
in this section. The &, € R.o and ¢, € R.q are positive
known constants. We also define A eRas
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PR

N?
b2

i,max

Eq. (23)

where 3, £ Ci4(ey, + &) is a positive known constant.
Furthermore, let n7;, 7, € R. be positive constants such
that 7],‘1 < 7’],‘2.

Theorem 1. The given open-loop error system in (5-7),
controller given in (4), state estimator in (8), and FDI attack
estimator in (16) ensure semi-globally uniformly ultimately
bounded tracking such that

, 1 i
lim sup|| z(t) | SJ(H,maﬁ * j Eq. (24)

i i

A detailed proof of the presented theorem is provided
in Appendix A.

A. Problem Statement

In this subsection, we present an adaptive feedback
control technique based on supervisory RL. The RL agent,
shown in Figure 2, generates an update law for user-
defined gains in the environment, which includes the
controller, the observer, and the FDI attack estimator. The
traditional regulatory feedback controller hierarchy
operates at the supervisory level. Throughout the training
phase, the RL agent learns to predict the optimal param-
eters, k; a; a;4, and [, for the controller and observer of
a CACC system. Additionally, the RL-based tuning method
finds the NN weight matrices I';, and I, for the FDI attack
estimator. For RL, choosing an appropriate reward
function is crucial since it directly affects the behavior of

m The schematic of RL agent for parameter tuning.

the agent and how well the learning process works.
We have defined the CACC reward function, R; € R, as

R & —e?— B, Ea. (25)
where 4, eR is the error of FDI attack estimation,
defined as

B/'—1 é ﬂf—1 - Br’—1 EC] (26)

Furthermore, the RL agent receives observations
from the environment in the form of a vector of states
error, e, B4, X;_1, and system output v; In order to train
and assess an RL agent, the reset function is essential.
The primary purpose of reset is to reinitialize the environ-
ment to a starting state, which allows for multiple
episodes of interaction. Here, the reset function is modi-
fying the speed and FDI attack amplitude randomly to
provide sufficient variation needed for training.

RL agent can incorporate a reset function that penal-
izes actions leading to unsafe states. The reset function
heavily penalizes situations such as unsafe following
distances, which could lead to collisions, as well as unrea-
sonable estimation errors in detecting FDI attacks. By
doing so, the algorithm ensures that the agent learns to
avoid risky behaviors that could compromise safety or
system performance. These penalties serve as safety
constraints, guiding the RL agent toward safer and more
reliable decision-making during training.

B. Background

Depending on system constraints, control objectives, and
the nature of the environment, different RL designs can
be tailored to specific types of control problems. Our
target system has a continuous action space, and we have
a model-free RL, since the agent does not have access

> Reward
Agent
&2 >
o " .
5 | Observation
2 > »| Reset |~ —)
R T
® 5 ! ’I
£ o / 7
5 5 a1,k 4, Ty, Ty, 4
w o / 7 -
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to the system’s model. Additionally, since the proposed
RL agent can learn from experiences generated by a
different policy or even a random exploration strategy, it
is considered as an off-policy RL.

Based on these information, deep deterministic policy
gradient (DDPG), twin delayed DDPG (TD3), soft actor-
critic (SAC), and proximal policy optimization (PPO) are
some of the most popular model-free DRL algorithms in
continuous control. TD3 is preferred over other algorithms
due to its enhanced stability and efficiency in continuous
control tasks. Compared to DDPG, TD3 addresses over-
estimation bias and unstable learning by introducing twin
critics, delayed policy updates, and target smoothing.
Furthermore, TD3 is simpler and more computationally
efficient than SAC, especially when extensive exploration
or stochastic policies are not needed. TD3's deterministic
approach excels in scenarios requiring precise control, like
robotics or autonomous vehicles. Furthermore, TD3's off-
policy nature makes it more sample-efficient than PPO,
making it suited for problems with continuous action
spaces [38].

The optimization problem of RL is built around the
framework of Markov decision processes (MDP) that
provide a tuple (S,A, B, R;) formal way to describe an
environment in RL and allow for the analysis and develop-
ment of optimal control strategies. The S is the set of
states representing the possible configurations or condi-
tions of the environment, A, is the set of control actions
available to the agent, and P, is the state transition prob-
ability matrix. The agent is interacting with the environ-
ment to learn behaviors that maximize rewards. At each
time step t, with a given state s € S, the agent selects
actions ae A with respect to its policy 7,: § — A,
receiving a reward r € R; and the new state of the
environment s’.

C. TD3 Algorithm

Algorithm 1 offers a comprehensive overview of TD3 opti-
mization. Two separate critic networks, or Q-networks, are
used by TD3 to independently estimate the action value
function: Qy, and Q.. By estimating the action value as the
smallest value between the two critics, the twin Q-networks
reduce overestimation bias and help to limit positive bias
in the policy update. The actor network proposes actions
based on the current state, m,(s, a). It is often a feedforward
neural network with multiple layers (e.g., input, hidden, and
output). The input layer receives the state s, the hidden
layers perform nonlinear transformations on the supplied
data, and the output layer creates the action a in the contin-
uous action space. The actor network increases the esti-
mated Q-value of the critic network to maximize the
expected return from the current state. A soft update
mechanism updates both the target Q-networks and the
target policy network, gradually tracking their parameters
to the learned networks. To stabilize training, we used
delayed versions of the actor and critic networks in TD3.

Optimization Workflow of TD3.

Initialize critic networks (g, , (QQs,, and actor networks
7y With random parameters 01, 02, and ¢.
Initialize target networks 6] < 61, 05 < 6, ¢/ + ¢
Initialize reply buffer D
Initialize hyperparameters v, N, d, d, g, T
fort =11t T do
Select action a; ~ 7(s) + g with exploration noise
g~ N(0,0).
Store St,Qt, Tty St+1 in D.
Sample a mini-batch of N transitions
(sj,aj,rj,sj+1) from D B
a4+ 7y (s)+g, g~ clipN(0,8,—q,q)
y <« r+yminj_1 Qg (s',a)
Update critics 6; + ming, + > (y — Qp, (s,a))?
if t mod d then
Update ¢ by the deterministic policy gradient:
V¢J(¢) = % Z an91 (87 a)'a:ﬂ¢(s)v¢w¢(s)
Update target networks:

2 0« 70; + (1 —7)0;
S P T+ (1—1)¢
5 end

5§ end

o

The actor network and critic networks are initialized
with random parameters. The target networks ¢’, €,, and
@, are set to match the initial networks. A replay buffer
is initialized to store experiences, and hyperparameters
such as batch size, discount factor y, delay coefficient,
exploration noise, and policy noise. The agent chooses
an action based on the current state with additional explo-
ration noise at each time step, carries it out, and then
watches the subsequent state and reward. The replay
buffer holds the transition. During the training process,
each critic network is updated using the Bellman equation.
If " is the next state following action a taken in state s,
with reward r received, the target value for each
Q-network is computed as

yp=rtymnQ, (5. 7o(5) +9)

Eqg. (27
g~c|ip(/\/(0,6), —q,q) a.(e7)

where 1, is the optimal policy, Qy(s, a) is the differentiable
function approximator with parameter 6, g is Gaussian
noise with 0 mean, and § variance clipped to the range
of —g and g to keep the target in a small range, so the
value estimate learned is with respect to a noisy policy.
In deep Q-learning, the network is updated with a
secondary frozen target network Q(s,a) to maintain a
fixed objective y over multiple updates. The agent updates
the actor and critic networks using mini-batches sampled
from the replay buffer. Target networks are updated to
provide stable training.
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V. Results

The simulation results are shown here for the CACC
system that is discussed in Section Ill. The CACC model
parameters are described in Table 1. For simplicity, the
leader and follower vehicles have been considered homo-
geneous, with similar constants generated from a real
vehicle in [19]. We evaluated the effectiveness of the
implemented controller, observer, and FDI attack esti-
mator in two distinct scenarios, each involving a different
form of FDI attack.

The CACC system model, as well as the tuning
approach, were designed in MATLAB/Simulink using the
RL toolbox with the hyperparameters defined in Table 2.
The following subsections contain a thorough description
of the simulation result.

A. Scenario 1

In the initial scenario, we aim to create a drive cycle and
implement two different types of FDI attacks to assess
the effectiveness of the designed controller and attack
estimator. The amplitude and frequency of the FDI
attacks, along with the speed profile amplitude, are
random values with a specific time step duration. Thus,
we have developed S;; and S, to replicate the initial drive
cycle with two different FDI attack shapes. An RL-based
approach tunes the developed controller, observer, and
attack estimator gains, resulting in an optimized CACC
system. Tables 3 and 4 display the user-defined gains
selected by trial and error, as well as by applying the
tuning approach.

Figure 3 shows how well the CACC algorithm worked
when it was attacked in scenario Sy, The CACC algorithm
successfully tracked the reference speed profile, identified
the injected FDI attack, and maintained a safe distance
between the leader and follower vehicles. The baseline
controller lacks FDI attack estimation results, leading to
several collisions during the simulation. The developed

TABLE 1 Model parameters.

Parameter Value Description
b; 01413 Model gain 1
G 6.6870 Model gain 2

© SAE International

TABLE 2 RL tuning parameters.

Parameter Value Description

N 128 Mini-batch size

y 0.3162 Discount factor

g 0.5 Clip value

d 25 Number of iteration
T 0.01 Soft update rate

é 01 Noise variance

© SAE International

TABLE 3 Developed and optimized controller and
observer gains.

Developed 20 01 01 20
controller

Optimized 255124 1271 9.3562 15.2672
controller

controller provides an attack estimation for the CACC
system; however, without proper tuning, this estimation
result is not precise. Using the RL tuning, we are able to
follow the desired speed profile flawlessly, ensuring safe
CACC algorithm operation.

In order to assess the effectiveness of the controller
under a more complex FDI attack, we have created
scenario Sy, There is a different attack signal in Figure 4,
which shows how well the CACC worked with the baseline,
developed, and optimized solutions. The optimized
solution with RL-tuned gains is able to accurately estimate
the FDI attack, follow the speed profile, and maintain a
safe distance.

B. Scenario 2

Given that there are certain situations where an FDI
attack can significantly degrade system performance, the
second scenario, named S, and S,,, is designed to create
the worst-case scenario by carefully planning the FDI
attack and speed profile. In this scenario, when the leading
vehicle applies the brakes, the FDI attack will intensify. As
depicted in Figures 5 and 6, the follower vehicle is capable
of tracking the leading vehicle within the initial 20 s of
the maneuver. Moreover, the outcome of estimating FDI
attacks can validate the effectiveness of the developed
algorithm in both detection and mitigation. The visual
representation showcases the NN’s successful attack
detection, enhanced by the RL tuning approach’s refinement.

C. Discussion

The root mean square (RMS) error of the FDI attack estima-
tion and tracking performance for the baseline, developed
resilient controller, and optimized controller have been
shown in Tables 5 and 6. The optimized controller signifi-
cantly reduces the RMS error in each scenario for both FDI
attack estimation and following distance maintenance.

TABLE 4 Developed and optimized FDI attack estimator gains.

F1i FZ[
Developed 01 O 01 O
controller 0 01 0 01

Optimized controller [33g12 0 2.2145 0
0 33812 0 2.2145
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m Scenario Sy simulation results: (a) leader and follower vehicle speed, (b) FDI attack estimation, and (c) following
distance between the vehicles.
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m Scenario Sy, simulation results: (a) leader and follower vehicle speed, (b) FDI attack estimation, and (c) following
distance between the vehicles.
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m Scenario S, simulation results: (a) leader and follower vehicle speed, (b) FDI attack estimation, and (c) following
distance between the vehicles.
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m Scenario S,, simulation results: (a) leader and follower vehicle speed, (b) FDI attack estimation, and (c) following

distance between the vehicles.
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TABLE5 RMS error of FDI attack estimation in each scenario.

Sy Si Sx S2
Developed 01576 01564 01883 01891
controller
Optimized  0.0781 0.0776 01104 0M51
controller
PSO 0.2598 0.2545 03070 0.3003
approach

12
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TABLE 6 RMS error of following distance in each scenario.

Baseline 42190 44637 3.7921 40948
Developed 0.2797 0.2754 0.2883 0.2837
controller
Optimized  0.0647 0.0649 0.0765 0.0764
controller
PSO 01372 01398 0.4007 0.4076
approach
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Training progress of TD3 algorithm.

1

° 1
= $-006 ! ‘o
§ & \ V!
2 —0.08 1 i “l — = —Episode reward
c 4 I |=———— Average reward
% 01+ 5 Episode Q0
= I I I I I
“gJ 0 5 10 15 20 25
o Episode number

To discuss the effectiveness of the proposed param-
eter optimization approach we have compared it with the
one introduced in [21]. We have applied the controller and
observer parameters generated by the PSO approach into
our case. Since the FDI attack estimator in [21] has not
been considered in the optimization, we have used the
parameters generated by RL agent for it. The results in

Tables 5 and 6 demonstrate that the RL-based optimiza-
tion significantly outperforms the PSO approach in tracking
the FDI attack and maintaining a safe following distance,
achieving an average RMS error improvement of 66.84%.

The RL training progress is shown in Figure 7. As illus-
trated, training was completed within 25 episodes, which is
notably fewer than the 74 epochs required for convergence
in the PSO approach presented in [21]. The episode reward,
the average reward, and the episode QO converge to each
other at the end of training and this convergence is a sign of
successful training. Episode QO is determined by conducting
inferences on the critic at the start of each episode. This value
serves as an indicator of the critic's training effectiveness.
Ideally, if the critic were perfect and could precisely predict
the expected long-term reward based on the current obser-
vation at the episode’s onset, Q0 would align closely with the
actual total reward obtained during that episode.

The performance of the optimized solution was evalu-
ated in the presence of both disturbance and measurement
noise, as shown in Figure 8. To simulate disturbance, a sinu-
soidal signal with an amplitude of 1and a frequency matching

m Scenario S,,. simulation results under extreme condition: (a) leader and follower vehicle speed, (b) FDI attack

estimation, and (c) following distance between the vehicles.
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the velocity update rate was added to the follower vehicle’s
velocity. Additionally, measurement noise was introduced to
the estimated FDI attack as Gaussian white noise with a
variance of 0.0Tand band limit of 0.2. The CACC was tested
under extreme conditions in Scenario S,,, which represents
the worst-case scenario. We designated this scenario as Sy,
As shown in this figure, the CACC under FDI attack main-
tained safety with zero collision risk, even under extreme
conditions involving disturbances and measurement noise.
The FDI attack estimator also performed effectively, esti-
mating the noise combined with the actual attack.

In this article, we present a secure controller and observer,
as well as an FDI attack estimator for a CACC system.
We have used MATLAB/Simulink to build the system and
control models that allow us to make detailed evaluations
of the CACC system’s performance under several realistic
scenarios. The purpose of these scenarios is to accurately
replicate an actual driving cycle and a worst-case FDI
attack situation in order to thoroughly evaluate the effec-
tiveness of the CACC system and the resilience of its
controller. In addition, a stability analysis was performed
using Lyapunov stability theory to guarantee the system'’s
stability. The system’s user-defined parameters in each
scenario of CACC performance are a time-consuming
trial-and-error process. To solve this issue, we developed
a TD3 RL tuning approach to optimize the performance
of a CACC system in the presence of FDI attacks.

Our findings demonstrate that using a RL-based tuner
significantly reduces the RMS error in the distance
between the leader and follower vehicles during CACC
maneuvers. This demonstrates that the optimized tuning
method enhances safety and security significantly.
Additionally, it improves attack estimation accuracy, high-
lighting the method'’s robustness in mitigating FDI attacks
on the CACC system.
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Calculations

To proceed with stability analysis, we need to determine
€., X,_,and F._,. These calculations are explained in detail
as we go further in this section. To obtain /i we take the
time derivative of (7). Substituting (5) results in the closed-
loop tracking error of the system, expressed as

f (f) =X (t) —Xiq (t) Xy + o (t)

replacing X;, X;_, from the model into (A1) and substituting
é,v(t) from (7) yields

Eq. (A7)

ﬁ(t) =—b; v, (t)+cl Uiz 1( ) avi t)

—cu(£) =% (£)+ar (¢)- % )

to introduce the effect of FDI attack in the error dynamic,
Uj+(t) term is substituted from (12)

L (t) = ~Divis (t) +0; Uiy =GBy (t)
o -c6) 54 () an(t)- o)

Eq. (A.2)

since the actual FDI attack signal g;4(t) is unknown,
we replace it from (26)

8 (t) =-b_ 4 (t) +b U — Cmﬁm (t) - Ci—1ﬁAl—W (t)
+bv, —cu, (t) — Xy (t) +ay, (t) —a’e (t)
Eq. (A.4)

by applying the designed control law for uj(t) from (4), the
tracking error can be generated as

i (t) ==k (t)-e(t)-

Gafia(t)  Ea (A5)

Furthermore, to find the rL,,1 we are taking the deriva-
tive of (10) with respect to time as

4 (6) = X (6) + e aXia (1) Eq. (A.6)
substituting X,_,(t) from (9), results
Fi—1 (t) =-b v, 4 (t) + G (t) +a 1 (t)
Eq. (A7)

—al % (t) - 2’-1 (t)

considering u;4(t) as in (12), FDI attack estimation error in
(26), and the observation rule as in (8) and substitute them
in (A.7), we derive tracking error estimation as

Fa(t) =B (t) -1 (E)-%4(t) Eq.(A8)

To enhance the stability proof, we also need to calcu-
late the estimation mismatch for the FDI attack, denoted

as /?,4 as follows. Substituting (14), (15), and (16) into (26)
we obtain

/;71-1(t) =

by adding and subtracting WT (

W'o, (V/‘TI/') - WiTO'«‘ (\Z‘TI/‘) € Eg. (A.9)

o (A.9), we have

we have

)t
B =Wl (V1) + W [ (V1) =, (V11) | +6 Eq. (AT0)
1)

by adding and subtracting W, o (

applying a Taylor’s series approximation around a,(\/,TI,),
the FDI attack approximation error can be represented as

/3,1_vva(\7,T/,)\7,T +WO(V)
+WO(V)

i i i EC]. (A.12)

W o (W/ )\ZT/
)

T
101( i Ir +¢€

where O, represents the higher-order terms of the Taylor
series approximation. By making some simplifications,
we have

f=W'o, (\7 /)+vi/,Ta,’(\7,T/f)\7,T/,, +N,  Eq (A1)
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where
N, 2 W (VL) + WO, (VT )+ € Eq. (A74)
and the partial derivative of ¢; defined as
A
o; (V,- /,) = o Eq. (A15)

i
Remark 1. Based on Assumption 1, the constant values
of W;and V;and the properties of the proj(-) smooth operator,
W and V are bounded. So, by using the mean value theorem
as it has been discussed in [37], N;is bounded such that ||N|||
< Nimax Where N; n.x € R is a positive known constant.

Remark 2. Based on Assumption 1 and Remark 1, W
and V are bounded. Therefore, H; as defined in (21) is
bounded by [IHill < Himax Where H; max € Ry

Stability Proof
Proof. We define Lyapunov candidate function V,, as
al 1 1. 1
v, £ §e2 +§r2 s X2+ 5 F2,+H,  Eq. (A16)

where V|, : R" 2 R is a continuous positive definite and
continuously differentiable function, such that

2
771, HZIH < VL, < 772,Zi2 + Hl,max Eq (A17)
Taking the time derivative of (A16) results
Vi, =eg+ nr o+ ;(M);(H + Fi—1’éi—1
- ; - 2 Eq. (A18
- (V) -er (750 A8

Substituting (7), (10), (A.5), and (A.8) into (A18), yields

Vi, =g (r/’ - aief)+ LGB —Kif; _e/‘)
Xia (rm - ai—1xi—1)

= (_Ci—1ﬁl—1 =g — X/'—1)

o Eq. (A19)
—tr(WTFWﬂV\/,) tr \/,Trg,?\/)

I

After some simplification, we have

7 _ 2 2 o2
Vi, =—aef —ki" —a; X4

1~1 [
~2 ~ ~ ~
—IrS = CafiaBia + G B

(i) -7 )

Eq. (A.20)

introducing y; as in (18) and (19), (A.20) can be defined as

\'/L,. =—a] — K1’ — a5}
_IfF;E1 + ‘/’fﬁiﬂ ' Eq. (A.21)
tr (i |- (77T )

substituting [;’,4 from (A13) yields

) 2
VL,:_aiel_krf a, X2 — i

o171 7 1))

+wN, —tr (V\/,Tr;,.“vv,) tr (vTrg v)

Eq. (A.22)

substituting W and \Z from (18) and (19) yields

c2 =2
QX =I5

O-/" (\ZTI/' ) \ZTli

VL, = —aef -k’ -
+V/!TWTGf (\ZTI/') + W/'TW/'T

—tr (\/T/,‘Tl"{ﬂﬂ,-a, (VITI/' ) v/ )

i (771)

Eq. (A.23)
_tr(\ZTF;FZ,Iil//iTVVIT
G (_ri —fi4 ) N;

with some simplification we have

=2 2
@ X = i

T \WoT
0j (V, Ii)V/‘ I

VL, = —ae’ — ki’ -
"o, (\ZTI,') + ‘//iTWiT

—tr(WTa, (\ZTI,-)W,-T)
—tr(\ZTlf‘//iTW‘TG; (\ZTI’))
—CiiN; = N,

+y fTWf
Eq. (A.24)
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since tr(ba’) = a'b, we are able to simplify the extra
terms as

<2 2
Qi Xi =i

W o (\7 /)w,vv a(\ZT/)\Z I

VL-=_ 'Z—KI’Z—

o oV T Eq (A25)
W o (VL) =y W (VL )V
=GN, =GN,
the derivative of Lyapunov candidate function can
be written as

y 2 2
Vi, <=aillell” =k llnll

S R
—a 1 1 X4 117 = N Ty ||

A NN =C I TN

Eq. (A.26)

Using Young inequality, the last two terms of (A.26)
can be upper bounded as

m||r||||N||<”||r|| ’”||N|| Eq. (A.27)

- Ciq = Ci1€;
Ciall i N < > LI FL P+ 1IN IP Eq. (A.28)
&, 2

Applying (A.27) and (A.28) into (A.26) we are able to
make simplification as

y 2 2
Vi, <—aille I ki [l |

—ai || X ||2 T ||
) C:
LRI+ NE Ea(A29)
& 2
Ca iz R o G182 2
+==|IFi4llI” + —==IIN;
26, lIri4l > [N
Rearranging the inequality results in
: . -
Vi, <-aille I _[ki 5 ! J I 0P —eq 1Kl
51’
Eq. (A.30)

based on the definition in (A14) and Remark 1, N; is upper
bounded. Considering (23) yields

Ci
J Il i 5 (51,- +&) N, I

y 2 G 2 c o
Vi, <-allell” - ki—z” i 17 —eiq [ X |l
811

Eq. (A31)
—{ 2 JII 1P +A
and using the definition in (20) we have
V, <—xlz[ + 4 Eq. (A.32)
where y, = min{a,, a4, ki — g’; l 2e_; } Based on (A16)

we have

V, <y 4 Ay

i i

i,max l EC] (Ag?))

by solving the resultant differential equation in (A.33)
we have

AGEZ (O)exp[—l’tJ

i

z Eq. (A.34)
+| Himax + Ty T—exp| — A
Z 1,

Considering the property described in (A16), we are
able to conclude the upper bound in (24) for system
errors. Based on this conclusion and the Lyapunov stability
theorem, z; € £ and there exists y; such that the system
errors e, r.,r._,,x;_, stay within their allowed ranges. This
implies that gIobaIIy and uniformly bounded tracking
could be ensured. O

The solution to the Lyapunov equation in (A.33), which is
a linear differential equation, has been expressed in (A.34).
By substituting the lower bound of V;, from (A16), we have

o < (-t 2 1oL

Eqg. (A.35)
therefore, as t & oo the (A.35) can be expressed as

H ( o 77:‘21:}
i

and the condition in @) will be concluded.

Eq. (A.36)

© 2025 SAE International. All rights reserved. No part of this publication may be reproduced, stored in a retrieval system, transmitted, in any form or by any means,
electronic, mechanical, photocopying, recording, or otherwise, or used for text and data mining, Al training, or similar technologies, without the prior written permission

of SAE.

Positions and opinions advanced in this work are those of the author(s) and not necessarily those of SAE International. Responsibility for the content of the work

lies solely with the author(s).



	10.4271/12-08-04-0033: A Reinforcement Learning-Based Parameter Tuning Approach for a Secure Cooperative Adaptive Cruise Control System
	10.4271/12-08-04-0033: Abstract
	10.4271/12-08-04-0033: Keywords
	I Introduction
	II Dynamic Model of CACC under FDI Attack
	A Dynamic Model Representation
	B FDI Attack Representation

	III Control, Observer, and Attack Estimation Design
	A Control Design
	B Observer Design
	C FDI Attack Estimation Design
	D Stability Analysis

	IV Reinforcement Learning
	A Problem Statement
	B Background
	C TD3 Algorithm

	V Results
	A Scenario 1
	B Scenario 2
	C Discussion

	VI Conclusion

	References

