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Abstract—Radio Frequency Machine Learning Systems
(RFMLS) have attracted increasing interest over the past few
years. However, it has been demonstrated that RFMLS are
vulnerable to Adversarial Machine Learning (AML). While
AML has been extensively investigated in traditional domains,
current state of the art often compromises the performance on
benign data or introduces excessive computational overhead. As
such, it cannot meet the strict requirements of tactical RFMLS.
In this paper, we propose a novel defense approach based on
dynamic adaptation of Deep Neural Network (DNN). Specifically,
we leverage a hypernetwork to dynamically generate diverse
parameters for a target DNN during inference. In addition,
an ensemble learning and multi-stage training framework is
proposed to train such a hypernetwork. Experimental results
show that the proposed defense can increase the accuracy on
adversarial examples by 48% and 16% in comparison to naturally
trained DNN and defensive training strategies, respectively.

I. INTRODUCTION

DNNs have achieved significant success in many tactical
Radio Frequency Machine Learning Systems (RFMLS) such
as signal classification [1], spectrum sensing [2], and radio fin-
gerprinting [3], among others. However, it was demonstrated
in [4] that adding malicious perturbations to input data can
result in a significant performance loss for DNNs. This aspect
has been investigated in the literature as Adversarial Machine
Learning (AML), which aims at revealing the vulnerabilities of
DNNs as well as improving robustness to adversarial pertur-
bations. While a generalized framework of AML in wireless
has been investigated [5], there does not exist a generalized
approach to improve adversarial robustness for wireless tasks.
On the other hand, current state-of-the-art defense approaches
[6-8] for computer vision tasks cannot meet the needs of
RFMLS. For example, although Adversarial Training (AT)
[6] leverages malicious inputs to improve robustness during
training, it suffers significant performance loss on benign data
[9]. Other approaches such as certified robustness [7] and input
purification [8] require additional computation cost that can
lead to excessive latency for the tactical wireless domain.

In contrast to the conventional defense mechanisms that
train a static robust DNN classifier [6, 7] or utilize static
denoising DNN [8], we investigate AML from a dynamic
perspective. As depicted in Fig. 1, a powerful adversarial attack
such as Projected Gradient Descent (PGD) [6] can often com-
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promise DNN robustness by iteratively updating the perturba-
tion based on the gradient information of the DNN. To this
end, a feasible defense approach to improve DNN robustness
can be achieved by dynamically changing the parameters of
the DNN, thus resulting in different gradients. Consequently,
adversarial updates based on the previous DNN gradient may
not be effective for the new DNN model.

We propose HyperAdv, a novel dynamic DNN framework
based on hypernetworks [10], which generates different pa-
rameters for the DNN during inference. The changing DNN
parameters enhance adversarial robustness by varying gradient
direction at each iteration, hence posing a challenge for attack-
ers to find an effective adversarial gradient update. Moreover,
a novel ensemble learning approach is proposed to diversify
DNN parameters. The proposed approach first projects the log-
its of the DNN to a different space via random affine transfor-
mations. Then, parallel ensemble learning is used to optimize
the projected logit space. To this end, even if ensemble training
learned a similar decision boundary for different projected
logit spaces, original DNN mappings remain different, hence
having a different gradient landscape. We evaluate our defense
approach on the publicly available RadioML 2018.01A dataset
[11]. Experimental results demonstrate that our approach can
improve adversarial accuracy by up to 48% compared to
naturally trained DNN without compromising clean accuracy.
Moreover, HyperAdv can also be integrated with existing
static defenses. Compared to AT [6], our approach improves
robustness by over 16% and clean accuracy by approximately
8%. The key contributions are summarized as follows:

e We propose a novel dynamic DNN framework named
HyperAdv that dynamically generates different weights for a
target network during inference. Such dynamic design can im-
prove adversarial robustness by changing the gradient update
of adversaries without compromising performance;

e We propose a novel ensemble training approach to encour-
age the hypernetwork to generate diverse model parameters.
In addition, we propose a multi-stage training approach to
decrease the model complexity of hypernetwork. Our training
approach can effectively improve the end-to-end performance
as well as reduce the model size of HyperAdv;

o We evaluate our defense strategy with publicly available
wireless dataset [11], demonstrating 48% improvement in ro-
bustness for naturally trained DNN and 16% improvement in
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Fig. 1: (a) In static defense, adversaries can craft effective perturbations by iteratively querying the Deep Neural Network (DNN).
(b) In dynamic HyperAdv, the adversarial perturbation at DNN state ¢ is not effective for state ¢t + 1.

robustness as well as 8% improvement in clean accuracy com-
pared to static defensive training [6]. Code and trained DNNss
are shared at https://github.com/Restuccia- Group/HyperAdv.

Paper Organization. Section II introduces background and
related work on AML and hypernetwork. Section III describes
the design of our dynamic defense. Section IV presents ex-
periment results while Section V presents conclusions and
discusses potential future directions.

II. BACKGROUND AND RELATED WORK

Adversarial Machine Learning. Without loss of generality,
we investigate adversarial evasion attack in multi-class classi-
fication problems, such as modulation classification and radio
fingerprinting. Formally, the goal of the adversary is to find a
minimum perturbation § such that

flz+d) =y v #y 6))

where f(-), z, and y/, y are the DNN classifier, input, DNN
output, and groundtruth label respectively. It was demonstrated
in [4] that one-step gradient can be used to generate effective
adversarial examples while PGD [6] enhanced the effective-
ness by iteratively updating adversarial examples with multiple
steps of gradient information, that is

VE(fW(xt)v y)
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where x; denotes the adversarial example at the ¢-th iteration,
W denotes the weights of DNN, and VL(fw(x¢),y) de-
notes the gradient of the cross-entropy loss w.r.t. DNN output
fw (x¢) and groundtruth y. || - ||, denotes the L, norm and «
is the step size of the adversarial update.

In the black-box setting where the gradient of DNN cannot
be accessed, the attacker can train a surrogate model based on
outputs of the victim DNN. It was demonstrated that adver-
sarial examples against the surrogate model can be effectively
transferred to the original model [12-14].

To improve robustness to such gradient-based attacks,
Madry et al. [6] trained DNNs with adversarial examples,
which can be modeled as a min-max optimization problem,

min E{max L(fw(z +0),y)} 3)

where the inner maximization problem denotes adversarial
attack and outer minimization problem denotes AT.
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While AT [6] significantly enhances DNN robustness, it
compromises performance on clean data. TRADES [9] op-
timizes the trade-off between clean and robust accuracy by
incorporating the Kullback-Leibler divergence (KLD) between
the clean output and adversarial output into the min-max
optimization problem. Equation 3 is refined as

minB{L(fw (2),y) +A-maxDrcr (fw (2)[| fw (z+0))} (4)

where D, (+) denotes the KLD and A > 0 denotes a trade-off
between clean and robust performance.

Adversarial ML in RFMLS. Recently, AML has been
investigated in a RFMLS setting [5, 15, 16], revealing that
well-crafted adversarial examples can lead to a significant loss
in performance in RFMLS. For example, exploratory attacks
try to train a surrogate model to imitate the functionality of
the DNN [17-19], while evasion attacks leverage gradient-
based methods to craft adversarial inputs [20-22]. In spoof-
ing attacks, synthetic signals are generated to impersonate a
legitimate transmitter [23-25]. To tackle AML attacks, the
model can be trained with adversarial examples [6, 9] or other
steps taken to prevent the adversary from building an accurate
surrogate model [26]. Existing AML in RFMLS considers only
static settings, which is in stark contrast to our approach.

Hypernetworks [10] are frameworks that utilize a DNN to
generate parameters for another DNN. Specifically, the frame-
work consists of a hypernet and a target network. Formally, let
H (W, c) = W, denote the hypernet, with learnable parameters
U, that generates parameters W, of the target DNN based on
a given context c. The target network f(W,,z) = y will take
the weight W, and data x as input, and generate an output y.
During training, W is end-to-end optimized with context ¢ and
output y of the target network. Then, the target network can be
dynamically generated at runtime. Hypernetworks have been
investigated in many tasks such as continual learning [27],
federated learning [28] and multi-object optimization [29]. Re-
cently, hypernetworks have been also utilized for robust DNN
such as adversarial robustness [30] and out-of-distribution
robustness [31]. Authors of [30, 31] consider input statistics
as context ¢ and the hypernet is used to adapt the input. In
contrast, we consider randomly generated c, independent of x,
making it fundamentally different from [30, 31].
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Fig. 2: Overview of HyperAdv.

III. THE HyPERADV FRAMEWORK

The proposed dynamic defense is based on hypernetwork
where a hypernet is used to generate parameters dynamically
for another Convolutional Neural Network (CNN) during in-
ference. The overall system consists of a hypernet H(-), a
target CNN f(-), and a set of randomly generated context
vectors {¢;}? ;. During training, the hypernet H (¥, c) will
take n context vectors as input and generate multiple context-
aware CNN weights {W/}" ;. These parameters are used
for the target CNN f(W,,x) to generate n outputs for each
input x. Unlike the conventional end-to-end training aiming at
learning the optimal parameters for a single CNN, HyperAdv
learns to generate multiple target CNNs with a single hypernet
H(-). During inference, the context vector is dynamically
changed for each query, thus resulting in a different target CNN
for each input. The changing W, generates diverse gradient
information at each step, making it more difficult to find
effective adversarial samples.

A fundamental question in this dynamic defense framework
is how to train a hypernet H () so that, for each context ¢, it can
produce a different W, with a unique landscape in hyperspace.
As H (-) is end-to-end optimized based on its input ¢ and output
y of the target CNN, it may learn an universal solution W,
making all target CNNs output the same y. To diversify W,
we use the context c¢ in an affine transformation which projects
y to a new space y'. Then ¢’ is treated as the ultimate output
of the system in both training and testing. In this case, while
calibrated result 3’ may be the same due to the end-to-end
optimization, the original output y is distinct for different target
CNN, making the W, unique.

The overall defense mechanism is depicted in Fig. 2. First,
for each input x, a context ¢ will be randomly chosen from
the predefined context set {c; }?_;. Then, the hypernet H (¥, ¢)
will generate a set of context-aware parameters W, for the
target network. Subsequently, the target CNN f(W,,x) = y
will perform inference and generate an output y based on the
given W,.. y is further calibrated by the context vector and
mapped to y'. For each query, HyperAdv will have a different
W, and y’. Thus, the perturbation § given by the previous
gradient VL(f(W,,x),y’) may not be effective for the new
target CNN. Next we discuss the details of each component in
HyperAdv.

o Target Network. We utilize 1-dimensional CNN whose
effectiveness has been demonstrated in wireless signal clas-

sification tasks [5]. The target CNN consists of 6 1-d CNN
layers whose kernel size is 1 x 3 with ReLU activations.
Channel sizes of CNNs are 64, 64, 128, 128, 256, and 256
respectively. Maxpooling layers are utilized after each CNN
layer for downsampling features. A global average pooling as
well as a linear layer are leveraged to decode extracted features
and output raw logits y. The total number of parameters in the
target CNN is ~ 0.4 million.

e Hypernetwork. One challenge in the proposed framework
is the complexity of the hypernet. To address the resource
constraint in many RFMLS scenarios, the size of a hypernet
that can generate n target CNNs should be equal to or less
than n times of the target CNN’s size. However, the small size
of hypernet may hamper the end-to-end performance of target
CNN:s. To this end, we initially train a large hypernet (i.e., the
teacher) and then train a smaller hypernet (i.e., the student) to
learn the output of the teacher.

The teacher model consists of 14 independent linear hyper
blocks to generate weight and bias of 6 1-d CNN layers and 1
linear layer in target CNNs. A hyper block that takes a context
vector as input and generates corresponding parameters is
defined with 2 linear layers. A ReLU activation is used after
the first layer for non-linear transformation. The hidden layer
has 256 units and the output dimension is the size of W.. To
reduce the model size, the student model decreases the hidden
dimension to 56. In addition, the second linear layer in each
hyper block is divided into 8 chunks, with independent linear
mappings applied only within each chunk. The ultimate size of
¥ is ~ 3.1 million.

e Context. Training a hypernetwork is intrinsically a model
ensemble learning problem. Pang et al. [32] pointed out that
naive ensemble learning can generate a similar decision bound-
ary for different DNN in the hyperspace, making the ensemble
vulnerable to transferable adversarial attacks. To increase the
diversity of generated DNN, the input of hypernetwork c is
also utilized to map the raw output y to a new space y’ that is
used for the final inference task. For simplicity, we define such
mapping as an affine transformation.

y=a0y+ps ®)

where © represents element-wise multiplication, « and 3 are
vectors with the same dimension as y. In practice, a set of
{a;}?, and {B;}", are randomly generated with a uniform
distribution U(—1,1). Then, the i-th context vector ¢; =
{a, Bi} is created by concatenating «; and 3;. Experimental
results demonstrate that the calibration significantly enhances
the diversified ensemble learning.

o Learning Strategy. We leverage parallel ensemble learning
to train HyperAdv. In forward propagation phase, the hy-
pernet will take all context {c’}"_; and generate parameters
{Wiln_ for all target models {f(-)}™_,. Then, {f%(-)}",
are utilized to get output {y*}™_, for each input z. {y'*} is
transformed by {c'}"_; with Equation 5. The loss of parallel
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Fig. 3: Trade-off between clean and adversarial accuracy.
(Left) baseline CNN and HyperAdv performance on clean
data with different training approaches; (Right) baseline CNN
and HyperAdv performance on PGD-distorted data with dif-
ferent training approaches.

ensemble learning is defined as
1 Lo ,
L=— LHf (W, " 6
2 L W)y ©)

where L%(-) denotes the loss function for the i-th target
model f(-). In backward propagation phase, the hypernetwork
H(¥,c) is optimized with gradient descent based on Equa-
tion 6. In our experiments, we set n to 8.

As directly training the small hypernet will compromise
the classification performance, we use a multi-stage training
approach: i) train a teacher hypernet using Equation 6; ii) train
a student hypernet by minimizing 1 Y7 [|W! —W 3+ ||3, where
Wt and Wi are weights of i-th target CNN generated by
teacher and student hypernets, respectively; and iii) finetune
the student hypernet using Equation 6.

IV. PERFORMANCE EVALUATION

Experimental Setup. In this work, we evaluate our de-
fense based on a multi-class modulation classification task.
We leverage the RadioML 2018.01A dataset [11] that consists
of 24 different modulation classes with Signal to Noise Ratio
(SNR) range from -20 dB to 30 dB. As Deep Learning (DL)
methods do not achieve satisfactory classification performance
on wireless signals with low SNR [11], we only train using
signals with SNR greater than 10 dB. The utilized dataset
consists of 1.08 million signals, each comprising 1024 1/Q
samples. The dataset is split into training and testing set with a
ratio of 0.8 to 0.2.

To compare the improvement of HyperAdv, we train a
CNN which has the same architecture as the target network.
As HyperAdv can be incorporated with other static defense
approaches, we also train HyperAdv and the baseline CNN
with two defensive training methods [6, 9]. Models trained
with conventional cross-entropy loss are denoted as “Natural
Training (NT)” while models trained with [6] and [9] are de-
noted as AT and TRADES, respectively. Models are trained on
all training data with a mixed SNR range using the Adam op-
timizer. Baseline CNNs and teacher hypernetworks are trained
for 50 epochs with a learning rate of 0.0001. Student hypernets
are initially trained to regress the weights W, generated by the
teachers using a learning rate of 0.001, and then fine-tuned for
1 epoch with a learning rate of 0.0001.

TABLE I: Accuracy of HyperAdv and its static counterparts.

NT AT TRADES
Clean PGD Clean PGD Clean PGD
CNN 94.20 3.72 66.28 5042 87.55 43.16

HyperAdv-R 9520 45.02 7401 6398 9037 60.92
HyperAdv-S  95.11 2370 72774 50.10 91.27 43.08
HyperAdv-E 9634 27.88 7836 6134 9279 49.50

We consider [, PGD attack with a perturbation § < 0.05 in
the white-box setting where the attacker can access the weights
W.. of target CNN at each step.! Note that this attack model is
more severe than the generalized wireless AML setting in [5]
as we don’t add path loss and fading to perturbations. The at-
tacker has complete gradient information of the target CNN as
well as a perfect wireless propagation channel. Thus, results in
this paper present a worst-case scenario of robustness. In real-
world applications, HyperAdv can provide better robustness
as attackers have limited knowledge of the victim model and
also face non-ideal wireless channel conditions.

Robustness Trade-off. Fig. 3 shows the classification per-
formance of baseline CNN and our HyperAdv on clean and
PGD-distorted data where the number of PGD iterations is set
to 5 (The performance as a function of iterations is investigated
in Fig 4.) The naturally trained CNN achieves 94.20% accu-
racy on clean data and 8.54% accuracy on adversarial data.
Although AT and TRADES improve the adversarial accuracy
to 50.88% and 46.62% respectively, the clean accuracy is
reduced to 66.28% and 87.55% respectively. This is because
AT and TRADES trained with only adversarial data may suffer
adversarial overfitting [33]. While they increase classification
performance on adversarial examples, there is considerable
loss of accuracy on benign data. To this end, such static defense
approaches are not suitable for reliable RFMLS. On the other
hand, HyperAdv achieves 56.30% accuracy on PGD attack,
47.76% improvement compared to CNN-NT. The performance
on benign data is 95.20%, which is comparable to CNN-NT.
Thus, HyperAdv improves adversarial robustness without
sacrificing clean accuracy.

In addition, HyperAdv can be applied to other defense
to further enhance robustness. By incorporating HyperAdv
with AT and TRADES, the adversarial robustness increases by
15.52% and 22.00%, respectively. Interestingly, HyperAdv
also improves the AT and TRADES performance on clean
data by 7.73% and 2.82%. This is because ensemble learning
intrinsically augments the adversarial samples with different
models during training, thereby mitigating the overfitting of
adversarial data and improving performance [34].

Effect of Dynamic Inference. To comprehensively evaluate
the enhanced robustness introduced by the dynamic design of
HyperAdv, we also perform PGD attack on its static coun-
terparts. First, we consider using a single context consistently
during inference, denoting this model as HyperAdv-S. In this
case, the attacker consistently updates adversarial examples

'PGD may not always create realistic, demodulatable wireless samples.
Therefore, we choose a relatively small § for high SNR signals in the dataset.
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Fig. 4: Robust accuracy as a function of PGD iterations.
(Top) Naturally trained CNN and HyperAdv; (Middle) Ad-
versarially trained CNN and HyperAdv; (Bottom) CNN and
HyperAdv trained with TRADES algorithm.

against a single set of weights. Thus, HyperAdv-S represents
the static robust performance for single target model. In addi-
tion, we also consider using the ensemble of all target models
for inference, without dynamically changing the model param-
eters. The inference output is the average of projected output
y' of all target CNNs. In this case, the adversarial gradient
information can be backpropagated through all target models.
This scenario, denoted as HyperAdv-E, describes the static
robustness of overall target models. The original HyperAdv
with randomly changed context is denoted as HyperAdv-R.

Table I shows performance of HyperAdv-R and its static
counterparts on both clean and adversarial data. The naive
CNN without hypernetworks is also reported as a baseline.
We increase the number of PGD iterations to 10 for more
comprehensive assessments. HyperAdv-E achieves slightly
better performance on clean data compared to others due to
the effect of ensemble inference. Hype rAdv-E also has better
performance on adversarial data compared to HyperAdv-S
and baseline CNN due to the same reason. Compared to CNN-
NT, HyperAdv-S can improve the robust accuracy by roughly
20%, which indicates that the diversified ensemble learning
can improve adversarial robustness to some extent [32]. How-
ever, for AT and TRADES, HyperAdv-S exhibits no differ-
ence in performance on adversarial examples in comparison to
CNN, meaning that the ensemble learning without dynamics
on adversarial examples is less effective when combined with
powerful defense such as AT and TRADES. On the other
hand, HyperAdv-R achieves best accuracy on adversarial
data compared to other two static HyperAdv, indicating that
the dynamic inference mechanism can effectively mitigate the
iterative gradient search of adversarial attacks.

Robustness as a Function of Iterations. We investigate
the robustness as a function of PGD iterations in Fig. 4.
For NT, the adversarial robustness of HyperAdv decreases
from 36.62% to 27.74% with an increase in # iterations.
This indicates that HyperAdv requires more computation
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Fig. 5: Computational cost of PGD attack.

resources for attackers to find effective gradient information.
Moreover, the worst-case robustness (with maximum PGD
iterations) of HyperAdv is 23.82% higher than that of the
basic CNN, indicating that the robustness is barely degraded by
increasing computation. This is because multiple target CNNs
have diverse parameters which results in distinct gradient land-
scape. Attacks searching the gradient across multiple target
CNNs will result in a sharp overlapping landscape, making
gradient descent to be trapped at an ineffective local minimum.
This observation is further supported by the results of AT
and TRADES in Fig. 4. For AT and TRADES, HyperAdv
constantly outperforms basic CNN by 11.08% and 12.28% on
average, which means the sharpness of the overall gradient
landscape significantly increases the robustness.

Computational Cost of PGD Attack. In reality, latency
is often a critical need of many RFMLS systems. Therefore,
an effective adversarial attack with large number of iterations
may not be realistic for AML in RFMLS. To this end, we
also assess our defense strategy with the computational cost
of PGD. Fig. 5 shows the average of the number of iterations
that PGD spends to craft adversarial examples (the maximum
number of iteration is considered as 40). The average number
of PGD iterations against CNN-NT, -AT and -TRADES are
3.31, 19.83 and 17.64, respectively. Compared to baseline
CNN, HyperAdv increases the average number of iterations
to 13.53, 22.66 and 21.01 for NT, AT and TRADES re-
spectively. This improvement is due to the dynamic nature
of HyperAdv which can generate diverse gradients against
the adversary. With an increasing number of iterations, the
effective perturbation may not be found within the time limit,
hence resulting in a computationally robust system.

V. CONCLUSION

We proposed a novel defense for AML in RFMLS that
dynamically alters DNN parameters during inference, making
it challenging for adversaries to obtain effective gradient in-
formation for attacks. Experiments demonstrate that our dy-
namic defense enhances the adversarial robustness of naturally
trained DNNs by 48% without compromising performance on
clean data. Furthermore, our approach can be combined with
other static defenses to further improve performance. Inte-
grating our method with static adversarial training increases
adversarial robustness by 16% and improves performance on
benign data by 8%. Future work could explore the defense to a
more generalized wireless AML setting such as spoofing attack
and exploratory attack.
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