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Abstract

The cybersecurity workforce lacks diversity; the field is pre-
dominately men and White or Asian, with only 10% iden-
tifying as women, Latine, or Black. Previous studies identi-
fied access to supportive communities as a possible disparity
between marginalized and non-marginalized cybersecurity
professional populations and highlighted this support as a key
to career success. We focus on these community experiences
by conducting a survey of 342 cybersecurity professionals
to identify differences in perceptions and experiences of be-
longing across demographic groups. Our results show a dis-
crepancy between experiences for different gender identities,
with women being more likely than men to report instances
of harassment and encountering unsupportive environments
because of their gender. Psychological safety was low across
all demographic groups, meaning participants did not feel
comfortable engaging with or speaking up in the commu-
nity. Based on these result we provide recommendations to
community leaders.

1 Introduction

With technology’s growing ubiquity, and parallel increases
in cyberattacks, skilled cybersecurity professionals are in de-
mand. This demand has outpaced the supply of qualified
workers, with some estimates suggesting a four million job
shortfall in 2023 [54]. Governments and private institutions
are campaigning to increase the number of cybersecurity pro-
fessionals [8, 35,36, 51, 85, 110, 113] and the US government
has prioritized growing the cybersecurity workforce [7].
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While there have been many efforts to grow the cyber-
security workforce, this growth has not increased diversity.
Prior workforce surveys show the field as predominantly male,
white or Asian', with women, Latine, and Black participants
constituting fewer than 10% in each survey [10, 45]. In 2 2020
cybersecurity professionals survey, SynAck, a platform con-
necting organizations with cybersecurity professionals who
provide security reviews, found women (66%) and members
of marginalized ethnicities (47%) were less likely, when com-
pared to men (88%), to believe people of the same gender
or ethnicity were given the same opportunities [102]. Fur-
thermore, interviews with cybersecurity professionals from
marginalized populations revealed regular instances of other-
ing, hate, and harassment in the workforce [38].

Cybersecurity’s deficiency in diversity creates two prob-
lems. First, and foremost, is an equity problem. Members of
marginalized populations are driven away from well paying,
in-demand careers in cybersecurity. Second, cognitive diver-
sity is essential to secure system design. The more eyes re-
viewing potentially insecure code, the more thorough a review
will be completed and attacks thwarted [63]. People from dif-
ferent genders, ethnicities, and backgrounds provide a fresh
perspective to solving complex security problems [28, 69].
As cybersecurity hiring increases, we must prevent furthering
existing ethnic and gender disparities by identifying and un-
derstanding factors underlying lacking diversity to improve
recruitment and retention among marginalized populations.

Recent work investigates the career challenges cybersecu-
rity professionals face through a survey broadly with cyber-
security professionals [2] and interviews with marginalized
cybersecurity professionals [38]. Both populations indicated
that the most significant challenges were the result of the diffi-
culty of getting started, e.g., navigating unstructured resources
to develop necessary skills, and the stress and uncertainty of
the market, e.g., trying to find work for which they qualified.
Non-marginalized cybersecurity professionals found support

'We use the term Asian broadly here, as this is how it is used in the
cited prior surveys, but we recognize Asian Americans and those from other
regions may still be marginalized in the community.
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from their peers crucial, viewing the community as inclusive,
while marginalized cybersecurity professionals found it chal-
lenging or impossible to join the community, hindering their
access to necessary support for success.

In this paper, we take further steps to understand the bar-
riers faced by marginalized cybersecurity professionals by
focusing on this point of divergence: their community expe-
riences. We surveyed 342 cybersecurity professionals from
varying backgrounds (196 men, 128 women, 10 genderqueer;
215 White, 46 Latine, 38 Black, and 31 other ethnicities).
We used multiple validated psychometric scales to measure
perceptions of belonging [30, 122] and experiences of sup-
portive and unsupportive social environments [43, 108]. We
also asked about participation and experiences in specific sub-
communities. We address the following research questions:

* RQ1: What differences exist in perception (e.g., belong-
ing, psychological safety) and incidents of unsupportive
experiences (e.g., othering, hate, harassment) within the
cybersecurity community between marginalized and non-
marginalized cybersecurity professionals?

* RQ2: Do marginalized and non-marginalized cyberse-
curity professionals differ in their participation and ex-
periences in specific subcommunities (e.g., work, social
organizations, online)?

* RQ3: What community interactions are perceived as
particularly supportive or unsupportive and how do these
differ between marginalized and non-marginalized cy-
bersecurity professionals?

The biggest divide among cybersecurity professionals was
across gender identities, with women being more likely to re-
port experiencing harassment and unsupportive environments
due to their identity. However, across all demographic groups,
cybersecurity professionals reported low psychological safety
relative to other professions, indicating the difficultly to en-
gage in the community. Conversely, we did not observe low
scores on measures of internal belonging (i.e., whether a par-
ticipant felt qualified and knowledgable enough to belong in
the community). Together these suggest unsupportive forces
on cybersecurity professionals are generally external to the
individual. Finally, our results suggest early development envi-
ronments for cybersecurity professionals might be particularly
problematic since participants with high school programming
experience were less likely to feel psychologically safe. Based
on our results, we provide recommendations for cybersecurity
community leaders.

2 Related Work

Our study’s contribution lies in a focused exploration of be-
longing in the cybersecurity community, differentiating it

from other studies [38, 91, 106, 123]. Here we describe prior
work and how our study fits into the broader research context.

Marginalized populations’ experiences in computer sci-
ence and technology. There is a growing body of research
considering issues facing marginalized populations in CS and
STEM domains. For example, work studying developers has
found marginalized populations are paid less [42, 73] and are
less likely to have work accepted by colleagues [9, 74, 105,
116]. Similarly, significant research has investigated issues
in CS [16, 17, 18, 34, 64, 65, 92, 95, 123] and technology
careers more broadly [14, 86, 124]. Margolis and Allen per-
formed an ethnographic study of the gender gap in CS educa-
tion [65]. They found women had less coding experience than
men in undergraduate programs and perceived CS’s “geek”
culture negatively. Subsequent work has documented issues
of gendered perceptions of CS [15, 22, 72, 76, 93], which
are further entrenched by unapproachable early educational
activities [3, 19, 60] , lack of representation [3, 109], mentor-
ship support [1, 3, 19, 109, 126], and a non-inclusive culture
to diverse backgrounds and experiences [1]. Because we ex-
pect many of these trends to be mirrored in cybersecurity, we
use this prior work as a lens, guiding our survey questions
and analysis. However, we expect cybersecurity may present
differences as it is more specialized and the inherent focus
on privacy and security scrutiny may make cybersecurity
communities less welcoming. This has been found, to some
extent, demonstrating several differences in interviewee expe-
riences when studying members of the vulnerability discovery
community—a subset of the cybersecurity community [38].

Marginalized populations’ experiences in cybersecurity.
Several prior industry surveys have demonstrated the lack of
diversity in the cybersecurity community [10, 44, 54, 102].
This includes ICS2’s annual survey of the cybersecurity work-
force, which showed that the younger generation (under 30
years old) of cybersecurity professionals are more diverse.
However, this diversity remains limited as only 26% of this
generation are women [54]. This survey also found the path-
ways into cybersecurity differ by gender and race/ethnicity.
Women and non-white cybersecurity professionals are more
likely to come from a traditional education-based pathway
(e.g. college) and less likely to come from an IT background.

In addition to these industry surveys, some academic
interview-based studies have examined the challenges
marginalized cybersecurity professionals face [38, 83, 91,
106, 112]. Fulton et al. conducted semi-structured interviews
with members of the vulnerability discovery community from
marginalized populations, uncovering challenges specific to
members of marginalized populations, such as a difficulty
being taken seriously by others, a reluctance from other com-
munity members to share information, and explicit discrim-
ination within the community. Additionally, Fulton et al’s
works discussed the important role mentors played in partici-
pants’ experiences [38]. In interviews with 21 cybersecurity
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professionals, Schoenmaker et al. found some participants be-
lieved holding a minority status might cause an increase in an
individual’s ability to monitor for security anomalies, as these
individuals already have significant experience monitoring for
threats regarding personal safety. However, they also observed
social conventions and lack of access to resources might make
it more difficult for these groups to practice vulnerability dis-
covery [91]. Plato et al. interviewed sixteen women C-Suite
executives in cybersecurity to learn about their journeys into
leadership and experiences with mentorship, sponsorship, and
trusted advisors, as well as experiences of biases and discrim-
ination highlighting how networking, mentorship, and observ-
ing leadership styles play pivotal roles in shaping individuals’
trajectories, even with a shortage of female mentors and racial
bias making this difficult to accomplish in practice [83]. Each
of these studies highlights important challenges marginalized
cybersecurity professionals face, but have limited generaliz-
ability due to their small samples. Our work expands on these
findings with a large-scale survey focusing on community
belonging, a central challenge observed in prior work.

Students’ cybersecurity experiences. Some work has inves-
tigated existing workforce disparities. This work has primarily
focused on student experiences in security exercises [29, 84]
and college courses [13] as students take the first steps toward
cybersecurity careers. It provides some indications of stu-
dents’ reasons for abandoning the field (e.g., lack of role mod-
els and community, gendered stereotypes) and suggests entry-
level hands-on exercises can increase interest. While these
education-focused questions are important, cybersecurity pro-
fessionals face challenges throughout their careers [38] and
prior work has found many are not trained through these tra-
ditional educational settings [45, 121]. To address this gap,
our work takes a holistic view of cybersecurity professionals’
community environments.

3 Methods

We seek to understand how practitioners in cybersecurity
participate in and perceive belonging within their profes-
sional community, and specifically to consider differences and
similarities between practitioners from different demograph-
ics. We do not place limits on participation (e.g., industry,
academia, government), but consider the field of cybersecu-
rity broadly. In this section, we describe the survey design,
recruitment methods, data analysis procedures, ethical con-
siderations, and the work’s limitations.

3.1 Survey Design

The survey began by requesting participant consent; included
three main components aligned with the research questions;

and concluded with demographics questions. Figure | sum-
marizes the survey’s flow. The full survey can be found in
Appendix A. Where applicable, we altered validated scales
to focus on cybersecurity and the cybersecurity community,
and we included attention checks to catch inattentive respon-
dents [68]. The survey was divided into three parts to match
our research questions: questions about participants’ belong-
ing within the cybersecurity community generally (RQ1),
participation in various subcommunities—listed in Table 2—
(RQ?2), and prototypical community experiences (RQ3). We
detail how we asked about each of this topics in turn, then
concluded with questions about their security experience and
demographics. Figure | summarizes the survey’s flow. Partic-
ipants completed the survey in 15 minutes on average.

Perceptions of belonging (RQ1, Figure 1.B). We first sought
to understand whether participants feel they belong in the
cybersecurity community, as prior work found cybersecurity
professionals were more successful after finding a community
where they could get support and ask questions [38].

We utilized three validated psychometric measures of
belonging: psychological safety [30], belonging uncer-
tainty [122] and vulnerability discovery self-efficacy [119].
Table 1 provides additional details about each scale.

The psychological safety scale has previously been used
to investigate why employees feel comfortable sharing infor-
mation [21, 94], suggesting organizational improvements [27,
62], and taking initiative [5]. The belonging uncertainty scale
has predominately been used investigate feelings of other-
ness among historically underrepresented groups, for exam-
ple, among professionals [122] and students [26]. We also
ask participants explicitly whether people with similar back-
grounds have opportunities to participate in cybersecurity
work to assess the question of representation more directly.

Finally, to assess whether participants believed they had
the skill to be in the community (i.e., separate from whether
they believed others would accept them into the community)
we used the vulnerability discovery sub-scale of Votipka et
al.’s secure software development self-efficacy scale (SSD-
SES), which asks participants to assess their proficiency to
identify vulnerabilities [119]. SSD-SES has been used to
assess differences in perceived ability between study sub-
groups [56, 103, 104] and as a measure of learning improve-
ment with educational interventions [39, 120].

(Un)welcoming Community Experiences (RQ1, Fig-
ure 1.B). To understand concrete experiences that might im-
pact cybersecurity professionals’ community participation,
we asked a modified version of de Grey et al.’s Online Social
Experiences Measure (OSEM), which assesses social support
and negativity arising from online social network interac-
tions [43]. OSEM evaluates aspects such as emotional, infor-
mational, and instrumental support. This measure has been
employed in research to understand how online interactions
influence mental health and social well-being, particularly in
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Figure 1: Structure of the survey.

Name Description Ex. Item Response Opts. Items Agg'
Psychological whether participants feel safe to  “If you make a mistake in the 7-pt; “Very 5 Avg
Safety [30] express themselves, take risks, cybersecurity community, it is often inaccurate” to

and ask questions held against you” “Very accurate”
Belonging Whether participants feel “When something bad happens, I feel 7-pt; “Strongly 3 Avg

Uncertainty [122] people like them belong in the

community

that maybe I don’t belong in
cybersecurity”

disagree” to
“Strongly agree”

Vuln Discovery
Self-Efficacy [119]

Whether participants believe
they have appropriate
cybersecurity skills

“I can identify potential security threats
to the system”

5-pt; “Not confident 9 Sum
at all” to Absolutely
confident”

Online Social
Experiences [43]

How often participants
experience positive and

“Someone in the cybersecurity
community has made me feel

5-pt; “Very Slightly 8 Sum
or Not at All” to

Hate and

negative interactions embarrassed or foolish” “Extremely”
How often participants “Stereotyping based on perceived 4-pt; “Never” to 7 Sum
experience hate and harassment ~ demographic characteristics” “Frequently”

Harassment [108, 117]

T Aggregation function used to combine responses from multiple items to a single score.

Table 1: Summary of psychometric measures used in the survey to understand participants’ sense of belonging and experiences in the
cybersecurity community. The different scales were presented in a randomized order to avoid ordering effects.

digital communities [20, 75, 111].

To capture hate and harassment, we borrowed from Thomas
et al.’s [108] and the Pew Research Center’s [117] existing
survey questions investigating online hate and harassment.
We included four questions about severe negative experiences
which OSEM did not include, namely stereotype bias, vio-
lence, sexual advances, and doxxing. These questions have
been employed in various research contexts to measure expe-
riences of sexual harassment, particularly in professional and
educational settings [24, 57, 81].

Subcommunity participation (RQ2, Figure 1.C). Commu-
nity is not a global construct, but instead is specific to the
individual [90]. Someone might not feel comfortable commu-
nicating with others at a large security conference, but may
establish a smaller local community where they feel strong
connections and receive support. Therefore, we investigated
how participants’ experiences varied across subcommunities—
specifically, those descried in Table 2, drawn from prior
work [38]. We asked how many of each type of subcom-
munity participants were members of, how frequently they
discussed cybersecurity concepts and how helpful they found
each subcommunity, and, for each subcommunity, we asked
at least one subcommunity-specific question to allow a better
understanding of participant’s relationship to the subcommu-
nity. We randomized the order participants were asked about
each subcommunity to avoid ordering effects.

Examples of supportive and unsupportive community ex-

periences (RQ3, Figure 1.D). Next, we sought to understand
what makes participants feel particularly welcome or unwel-
come. We asked participants to describe an experience where
they felt particularly well supported which could involve ex-
plicit assistance, encouragement, or any positive influence that
aided the participant’s professional growth. We also asked
participants to describe a particularly unsupportive experi-
ence, which could include instances where the interaction
was harmful or hindered their professional progress.

Cybersecurity background and demographics (Fig-
ure 1.D/E. We finished by asking about participants’ cyber-
security background, i.e., the extent their work focuses on
cybersecurity, whether and what kind of cybersecurity train-
ing they have received, when they began programming, the
age they became interested in cybersecurity, and the age they
first received cybersecurity career support. We ended with
demographics questions like gender, ethnicity, and education.

3.2 Recruitment

Recruiting cybersecurity professionals is a difficult task be-
cause they are a small, well paid population with significant
demands on their time [47, 59]. Our challenge was com-
pounded by the fact that we weighted our sample toward
marginalized cybersecurity professionals, who make up a
small fraction of this small workforce [10, 45].

We used several recruit methods, including contacting cy-
bersecurity professional organizations’ leaders; advertising in
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Subcommunity Description Factor Description Baseline

Close Friends /  Family, friends and other close mentors who Required o o

Mentors provided either career or other support (e.g., Ge“?‘ef Genc?er participants 1d-ent1f3'1 as Ma.n
emotional, economical, etc.) Ethnicity Ethnicity participants identify as White

School A learning community focused on Optional
cybersecurity in an academic setting (e.g., Yrs. Exp. Number of years participants have -
class, student-run organization) worked in cybersecurity

Work Community in participants’ workplaces where Yrs. Until Age when participant first had a -
they are able to discuss cybersecurity topics Mentor mentor who helped them learn
and receive support about cyberSt?C}lrity .

Organizations Groups outside work and school (e.g., ACM Helpful Whether participant reporteq having False
chapters, Women in Security and Privacy) Mentor someone close (mentor/family

. ’ ] . member/friend) who helped them

Online and The broader cybersecurity community where learn about cybersecurity

Conferences participants might meet and talk with other, HS Prog. Whether participant had high False
but not have close or lasting relationships. school programming experience
This includes interactions at cybersecurity Job/ Current job role (junior, senior Junior
conferences or workshops, as well as through Seniority non-leadership, senior leadership,

online forums (e.g., StackOverflow, Reddit, X
(formerly Twitter), public Slack or Discord).

Table 2: Types of subcommunities participants were asked about.

public (i.e., X (formerly Twitter), LinkedIn, and Reddit) and
private (i.e., Slack and Whatsapp) online spaces; recruiting
at cybersecurity conferences; and contracting Qualtrics for a
curated panel. Participants recruited through organizations,
online, and conferences were given a study description and
entered into a raffle for one of 25 $50 Amazon gift cards. For
the Qualtrics panel, we instructed Qualtrics to identify paen-
lists working in cybersecurity, with a majority being women
and at least 30% non-white. Panelists were paid $25.

Our recruitment messages indicated that anyone currently
working (or having worked in the last two years) in cyber-
security could participate. We did not mention the study’s
intent to compare responses between marginalized and non-
marginalized cybersecurity professionals to avoid a potential
backlash [55, 88] due to increasing antagonism and polar-
ization around diversity, equity, and inclusion efforts from a
segment of the population [32, 70].

3.3 Data Analysis

Next, we outline our quantitative and qualitative analyses.

Qualitative analysis. To analyze the two free response ques-
tions in Part C, we used iterative open coding [100]. Two
researchers collaboratively reviewed the first 35 responses to
generate the codebook. Then, the same two researchers itera-
tively coded responses in rounds of twenty. After each round,
the coders compared responses, resolved disagreements, and
updated the codebook as necessary. After six rounds of inde-
pendent coding (i.e., 120 responses), the coders achieved a
Krippendorff’s a of 0.858 for what participants experienced
and 0.835 for who the experience was with. Both are above
the recommended level of agreement [46]. The remaining

or not currently working in
cybersecurity)

Table 3: Factors used in regression models. Categorical variables
are compared individually to the baseline.

responses were divided evenly among the coders and coded
independently. The final codebook is included in the supple-
mental materials [101].

Quantitative analysis. In our statistical tests, we limited our
dataset to participants who identified as men or women and
were White, Black, and/or Latine. We did not include other
demographics for statistical tests because there was an insuffi-
cient number of participants to produce generalizable results.
We include 289 participants in the reported statistical anlaysis.

For the vulnerability discovery self-efficacy, online social
experiences, and harassment questions, we used a poisson
regression as the scales were scored using a sum of the Likert
responses. As the harassment questions from Thomas et al.
are not part of a validated scale, we first computed Cronbach’s
o over participants’ responses to the four harassment ques-
tions to test their internal consistency [67]. These questions
had “good” internal consistency (&t = 0.806), so we chose
to treat them as a single measure like the other scales. For
the psychological safety and belonging uncertainty scales, we
used linear regressions as the outcome variables were a per-
centage and an average, respectively. To generate our initial
models, we included all the factors listed in Table 3. Because
it is possible some explanatory variables are not independent,
which would violate the regressions’ assumptions [12, pg. 67-
106], we tested for multicollinearity and found there was no
significant correlation between factors. We then conducted
model selection on all possible combinations of these factors,
only considering models that included gender and ethnicity as
they were our key variables of interest and selected the model
with minimum Bayesian Information Criteria (BIC) [87, 96].

For each subcommunity, we used Kruskal-Wallis H tests,
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to compare subcommunity membership, discussion partic-
ipation rates, and helpfulness Likert responses. We began
each comparison with an omnibus test over all demographic
groups. If the result was statistically significant, we applied
planned pairwise comparisons between non-marginalized and
marginalized groups for gender and ethnicity, i.e., men to
women, White to Black, White to Latine.

Finally, we applied Pearson’s x> tests to compare re-
sponses between top-level code categories between men and
women for themes that were mentioned by at least five par-
ticipants [37] for our free-response questions. We focused on
gender differences as we do not have sufficient data points
across races/ethnicities to produce generalizable results. For
categories mentioned by five or fewer of a single gender group,
we perform a Fisher’s Exact Test instead of a X2 test [33].

3.4 Ethical Considerations

This study was approved by our institution’s ethical review
board. Since this survey asks about multiple sensitive topics
including experiences of harassment, psychological safety,
and social experiences, participants were informed about our
data collection and secure storage practices and that they
could stop participating or skip a question at any time.

3.5 Limitations

Our study has several limitations that should be considered
when interpreting our results.

Self-report responses. As is common in online studies with
self-reported data, some participants may not approach the
survey seriously, may try to take the survey multiple times,
or may fabricate responses to qualify for compensation. To
account for these behaviors, we deterred multiple responses
by using a browser cookie and followed best practices for
removing inattentive responses, e.g., we removed those that
failed attention checks, were significantly faster than average,
or provided nonsensical responses to open-ended questions
(N=385). Also, we received over 500 automated responses
where more than 50 identical or nearly identical responses
were submitted within a very short period—often within a
minute. We removed these responses as they were received
as they clearly did not represent a legitimate response.

Inauthentic responses were a challenge in this study. To
mitigate this, we primarily recruited from venues with a high
likelihood of cybersecurity professionals, leveraging commu-
nity relationships and in-person recruiting. Qualtrics panel
participants were recruited independently of our study, reduc-
ing their motivation to lie, and their open-ended responses
were consistent with those from professional venues.

Demographic distribution and US-centric population.
While we made significant efforts to recruit participants from

marginalized populations, many identities have limited repre-
sentation in our sample (e.g., genderqueer, Middle Eastern, in-
digenous peoples). Therefore, any results from their responses
may not generalize beyond our sample. We give descriptive
statistics regarding their responses to provide indications of
potential trends for future work to investigate, but avoid con-
ducting statistical tests relating to these identities or making
broader statements about their responses. Similarly, our small
sample sizes preclude investigation into the effects of inter-
sectional identities. We expect there are important differences
introduced by intersectionality, as prior work has shown in
other domains [78, 97], but we refrain from investigating them
to avoid overgeneralizing their personal experiences.

Despite attempting to recruit broadly, our participant pool
was predominantly US-centric, with 279 out of 342 respon-
dents from the US. We expect experiences of cybersecurity
professionals in other regions will be similar, but there are
likely critically important differences; we encourage further
work focus on other geographic areas.

Survivor and recall biases. Our recruitment was limited to
currently or recently employed cybersecurity professionals.
It is likely many members of marginalized populations con-
sidered becoming cybersecurity professionals or worked in
the field, but faced substantial challenges and chose to switch
professions. Our results inherently do not account for these
individuals, so our findings may skew toward a more positive
portrayal of cybersecuirty. We attempt to capture some of this
adversity by asking participants to consider their experiences
throughout their career when answering all questions, but they
may not clearly remember events from years ago [89].

Demand effects. Participants might be motivated to report
more or less unsupportive experiences based on political or
cultural views or other social factors. Some participants from
marginalized populations might under-report unsupportive ex-
periences to avoid being seen as “whining” or as not earning
their success [41, 98]. Alternatively, non-marginalized partic-
ipants might over-report unsupportive experiences to counter
what they see as “woke” popular perceptions [32, 55, 70]. To
identify these biases, we include multiple community inclusiv-
ity measures and open-ended questions to capture participants’
experiences from multiple vantage points. However, these ef-
fects likely narrow any differences we might identify between
non-marginalized and marginalized populations.

3.6 Positionality Statement

We acknowledge our identities can significantly influence re-
search process and outcomes [6, 48]. Our research team is
diverse, comprising three Asian women, three White women
(two Jewish), one White nonbinary person, and one White
man. The team includes four professional academics who
teach security courses, five cybersecurity professionals, four
members with government service experience, and two under-
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graduate students. All currently reside in the United States.
Our overlapping identities as researchers and our personal
experiences have led us to observe instances of unwelcoming
and unsafe environments in the field of computer security and
privacy, as well as instances of harassment in the community.

4 Participants

Table 4 provides a summary of our 342 participants’ demo-
graphics, divided by gender and race/ethnicity. Most of our
participants identified as men (57%) or women (37%). The
vast majority of our participants identified as either White
or of European descent (63%), Black or of African descent
(11%), and/or Hispanic or Latine (13%). Our participants
were mostly located in the US (N=279).

The majority of our participants reported having taken at
least one programming course in high school (N=234). On
average, participants reported 7.5 years of security experience
and had job titles including leadership positions, managerial
roles, technical positions, and specialized roles related to se-
curity analysis and engineering, even holding more senior
roles (N=178), such as ‘Senior Security Officer” or “CISO”.
Our participants’ had a wide-range of job roles (e.g malware
analysis, secure development, and SOC operations).

5 Perceptions of Belonging and Social Experi-
ences (RQ1)

We found few differences in responses between demograph-
ics. However, we observed widespread low perceptions of
belonging and that women were more likely to experience
more severe forms of hate and harassment.

Psychological safety is low for everyone. We observed low
psychological safety for all participants: 65.5 on average,
which falls into the bottom quartile of scores from a cross-
industry benchmark [40]. However, our participants’ average
belonging uncertainty was lower (indicating less uncertainty)
than samples from prior work, which showed higher uncer-
tainty for both non-marginalized and marginalized groups of
professionals [122] and students [26]. This suggests our par-
ticipants overall feel they belong in cybersecurity, but do not
feel comfortable speaking up in the community.

No observed differences in perceptions of belonging be-
tween genders or races/ethnicities. When comparing psy-
chological safety and belonging among genders the aver-
age scores for men (psychological safety 66.6, belonging
uncertainty 14.2), women (64.6, 14.3), and genderqueer (60.0,
13.1)were similar. White participants (65.7, 14.2) reported
similar scores as participants who identified as Black (64.5,
13.7) or Latine (67.4, 14.6). The similarities across demo-
graphic groups can be seen in Figure 2a and Figure 2, which

‘Women
[}
2
i= Men
Genderqueer
0 25
Women
2
ﬁ Men
4
Genderqueer
0 25
Women
x
E Men
m
Genderqueer
0 25 50 75 100
(a) Psychological safety scores across gender and ethnicity
Women H
2 "
= en
= Genderqueer ‘:
0 12
woren | +—
2
£ Men 4|
©
—1' Genderqueer '
0 12
Women ’ I
] m
en
o
m Genderqueer @
0 L 12

(b) Severe harassment scores across gender and ethnicity

Figure 2: Quantitative results from survey questions about percep-
tions of belonging and social experiences. The green line indicates
the median and the red line indicates the mean for each metric.

plot participants’ psychological safety and belonging scores,
grouped by gender and race/ethnicity.

The psychological safety regression (Table 5a) found no
statistically significant correlation for gender or race/eth-
nicity. Psychological safety was negatively correlated with
participants who reported taking a programming course in
high school. Participants who took high school programming
scored 5.9 points lower on average while controlling for other
factors (p < 0.001), indicating participants who began devel-
oping cybersecurity skills earlier feel less safe in the commu-
nity. The final model for belonging uncertainty did not explain
a significant variance (R> < 0.02), so we do not provide it
here or discuss it further.

Severe harassment more common for women and those
who enter the field earlier. Focusing specifically on se-
vere instances of negative social experiences, namely vio-
lence, stereotyping, doxxing, and sexual advances, Figure 2b
shows the distribution of severe harassment responses, or-
ganized by gender and races/ethnicities. Overall, we note
that severe harassment is rare. The average score was 3 out
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Men Women Genderqueer ‘ White Black Latine ‘ Total
Men 196 (57 %) - - 125 (37%) 22 (6%) 28 (8%) 196 (57%)
Women - 128 (37%) - 83 (24%) 14 (4%) 17 (5%) 128 (37%)
Genderqueer - - 10 3%) 5 (2%) 2 (1%) 1 (0.3%) 10 (3%)
No Answer - - 8 (2%) - - - 8 (2%)
White 125 (37%) 83 (24%) 5(2%) 215 (63%) - - 215 (63%)
Black 22 (64%) 14 (4%) 2 (1%) - 38 (11%) - 38 (11%)
Latine 28 (8%) 17 (5%) 1(0.3%) - - 46 (13%) | 46 (13%)
Avg. Yrs in Sec. 8.3 6.6 5.1 \ 8.1 6.8 81 | 75
Heterosexual 169 (49%) 110 (32%) 2 (1%) 186 (54%) 32 (9%) 40 (12%) | 291 (85%)
Gay/Lesbian 4 (1%) 3 (1%) 1 (0.3%) 6 (2%) 1(0.3%) 1 (0.3%) 8 2%)
Bisexual 8 (2%) 11 (3%) 3 (1%) 12 (4%) 5 (2%) 4 (1%) 24 (7%)
High school 12 (4%) 7 (2%) 0 (0%) 11 3%) 3 (1%) 2 (1%) 19 (6%)
Some college 15 (4%) 14 (4%) 1(0.3%) 17 (5%) 5 (2%) 8 (2%) 30 (9%)
Associate degree 12 (4%) 15 (4%) 0 (0%) 21 (6%) 3 (1%) 2 (1%) 27 (8%)
Bachelor’s degree 72 (21%) 45 (13%) 5 (2%) 77 23%) 12 (4%) 22 (6%) 122 (36%)
Master’s degree 63 (18%) 39 (11%) 3 (1%) 71 (20%) 14 (4%) 12 (4%) 105 (31%)
Doctorate 14 (4%) 52%) 0 (0%) 17 (5%) 1(0.3%) 0 (0%) 19 (6%)
Junior role 79 23%) 43 (13%) 3 (1%) 79 (23%) 13 (4%) 20 (6%) 131 (38%)
Senior role 73 21%) 55 (16%) 4 (1%) 90 (26%) 18 (5%) 17 (5%) 132 (39%)
Senior leadership 30 (9%) 18 (5%) 0 (0%) 34 (10%) 7 (2%) 8 2%) 48 (14%)

Table 4: Participant demographics divided by gender identity and race/ethnicity. For each cell we provide the number of participants, as well as
the percentage of the total participant pool. Note, we only include the top three most common races/ethnicities and participants could mark
multiple races/ethnicities, so those numbers will not sum to 100%. Additionally, two participants self-described their gender identities.

of a possible 12 points and a majority of participants re-
ported "Never" experiencing violence (69.0%), sexual ad-
vances (62.0%), or doxxing (60.5%). The exception regarded
experiences of stereotype bias, which participants most often
reported "Never" experiencing (32.5%), but a non-trivial num-
ber reported experiencing it "Rarely" (29.5%), "Occasionally"
(25.4%), or Frequently (12.6%).

Women and genderqueer participants reported more fre-
quent occurrences of severe harassment (average frequency
scores 3.2 and 3.7 out of 12, respectively) than men (aver-
age 2.8). Table 5b shows this correlation was statistically
significant (LE = 1.2,p = 0.015), indicating women were
1.2 x more likely to report more frequent severe harassment
than men.We did not observe a similar statistically significant
difference for race/ethnicity.

Again, we observed that high school programming expe-
rience correlated with an increase in negative outcomes for
participants. Participants with high school programming ex-
perience were an estimated 1.6x more likely to report se-
vere harassment (p < 0.001). We also found participants with
more security experience were slightly less likely to report
experiences of severe harassment (LE = 0.9, p = 0.016).

No observed statistically significant difference in social
experiences. We did not observe any statistically signifi-
cant differences between genders or races/ethnicities on the
OSEM scale. Men’s (17.9) and women’s (17.4) average scores
were similar, however genderqueer participants’ scores were

slightly higher (21.9), indicating a higher rate of unsupportive
experiences. Also, White participants (18.2) reported similar
OSEM scores as Black (17.4) or Latine (16.6) participants.
The regression over OSEM scores is summarized in in the
supplemental materials [101]. The only statistically signif-
icant correlation was for participants with a helpful close
relationship who were expected to have OSEM scores 0.8 x
participants’ without close relationships (p < 0.001). Because
this LE is < 1, this indicates a lower score and less negative
experiences, as close relationships likely provide important
support.

White security experts have lower vulnerability discov-
ery self-efficacy. On average, White participants reported
statistically significantly lower vulnerability discovery self-
efficacy (32.8) than Black participants (36.6). White partic-
ipants’ scores are estimated to be 0.9 x Black participants’
scores, holding all other factors equal (p < 0.001), as seen in
Table 6. We did not see a similar difference between Black and
Latine participants. We did not see the same stark differences
for gender. On average, men’s scores on the vulnerability dis-
covery self-efficacy metric were slightly higher (34.2) than
women’s (33.0) and genderqueer participants, but gender does
not appear in our final regression model.

Security experts with more experience have higher vulner-
ability discovery self-efficacy. Participants who have left the
field or have yet to enter the workforce had lower scores than

8 Twentieth Symposium on Usable Privacy and Security
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Variable Value Coef CI p

Gender Man

‘Woman 23 [-5.6,09] 0.170

HS Prog  False - -
True -5.9  [-94,-24]

— Base case (Coef=0, by definition)
*Significant effect

0.001*

(a) Psychological safety linear regression.

Variable Value LE CI p
Gender Man - - -
Woman 1.2 [1.6,3.0] 0.015%*
Sec Yrs - 0.9 [0.9,1.0] 0.016*
HS Prog  False - - -
True 1.6 [1.2,2.1] <0.001*

— Base case (Log Estimate(LE)=1, by definition)
*Significant effect

(b) Severe harassment Poisson regression.

Table 5: Summary of regression over participant psychological
safety (A) and severe harassment (B). R? for the psychological safety
model was 0.04 and the Pseudo R? for the harassment model was
0.06 (corrected Aldrich-Nelson).

those currently working in security (LE = 0.9, p = 0.020).
Participants in more senior (LE = 1.1, p < 0.001) or C-Suite
(LE = 1.2, p < 0.001) roles reported higher vulnerability dis-
covery self-efficacy than participants in junior roles. Similarly,
participants with earlier exposure to programming reported
1.1x higher vulnerability discovery self-efficacy than partic-
ipants who began programming later (p = 0.002). Also, we
observed participants who reported having close helpful re-
lationships had statistically significantly higher vulnerability
discovery self-efficacy (LE = 1.1, p = 0.012), echoing the
benefits of having a mentor from prior work [38].

6 Subcommunity Participation (RQ2)

Next, we turn to participants’ reported subcommunity experi-
ences. Figures 3 and 4 show participants’ reported member-
ship in and perception of helpfulness, respectively, for each
subcommunity, divided by demographic group. For brevity,
we show reported rate of discussion in the supplemental mate-
rials [101], as there were no clear differences between groups.

No difference in subcommunity membership or rate of
discussion. Participants most often reported discussing secu-
rity at work (57.3%), having close friends/mentors (56.7%),
joining learning communities while in school (48.2%), and
participating in online forums or conferences (37.1%). We did
not observe a statistically significant difference in subcom-
munity membership or discussion rates for any demographic
groups. Participants who reported joining each subcommunity
most often reported discussing security occasionally (54.8% -
close friend/mentors, 51.1% - online and conferences, 47.3%

Variable Value LE CI p

Ethnicity  Black

Latine 09 [0.9,1.0] 0.364

White 0.9 [0.8,09] <0.001*
Close False - - -
Helpful True 1.1 [1.0,1.1] 0.011*
HS Prog  False - - -

True 1.1 [1.0,1.1] 0.002*
Role Junior - -

NotinSec 0.9 [0.7,1.1] 0.020%*

Senior 1.1 [1.1,1.2] <0.001*

C-Suite 1.2 [1.1,1.2] <0.001*

— Base case (Log Estimate (LE)=1, by definition)
*Significant effect

Table 6: Summary of regression over participant vulnerability dis-
covery self-efficacy scores. The Pseudo R? (corrected Aldrich-
Nelson) for the self-efficacy model was 0.25.

- organizations) or frequently (51.7% - work, 40.1% - school).

Women prioritized identity-focused organizations. Focus-
ing specifically on the types of organizations participants
reported being members of, we observed a significant differ-
ence between women and men. Women (39.8%) were statisti-
cally more likely than men (14.8%) to join “identity-focused”
organizations (x> = 18.3,p < 0.001), such as Women in Cy-
bersecurity. However, these rates flipped for general-focus
organizations, as men more often joined these groups (59.7%)
than women (38.3%), and this difference was statistically sig-
nificant (x> = 6.6,p = 0.010). We did not observe a similar
divide between races/ethnicities for either identity-focused
(x> = 2.5,p = 0.284) or general-focus (3> = 0.2,p = 0.917)
organizations. We did not observe a similar trend among gen-
derqueer participants as four (of ten) reported membership
in identity-focused organizations and four were members of
general-focus organizations.

Black participants found community organizations more
helpful than White participants. A majority of both Black
and White participants who were members of community
organizations perceived them as helpful. However, Black par-
ticipants skewed significantly (x> = 5.5,p = 0.019) more pos-
itive regarding community organizations (74.2% extremely
helpful, 22.6% somewhat helpful) than White participants
(51.3% extremely helpful, 40.3% somewhat helpful).

7 Supportive and Unsupportive Experiences

(RQ3)

Finally, we turn to participants’ reports of (un)supportive ex-
periences within the cybersecurity community. 307 of the 342
participants responded: 301 described supportive experiences
(88.0%) and 291 described unsupportive experiences (85.1%).

We note that a lack of response does not necessarily in-
dicate a lack of supportive or unsupportive experiences, as
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Figure 3: Subcommunity membership grouped by gender and

race/ethnicity.
Men Women  Genderqueer Total
White 106/ 101 721773 3/3 183 /179
Black 23/21 18/18 2/2 43 /41
Latine 25/24 17716 1/1 43 /41
Total 1727163 115/114 7117 \ 301/291

Table 7: Participant demographics divided by gender and ethnicity
for participants who provided examples of supportive (first number)
and unsupportive (second number) community experiences.

responding to these questions was optional. Our analysis
focuses on trends observed between men and women, as re-
sponses from other genders and races/ethnicities were lim-
ited. We did not observe clear differences in the percentages
of reported supportive and unsupportive experiences across
race/ethnicity, so we do not report those numbers for brevity.
However, this should not preclude future work from achieving
higher recruitment across these demographics.

Women experienced more unsupportive, negative identity-
based incidents. Women (N=14, 12.3%) were significantly
(x> = 5.18, p = 0.023) more likely to describe encountering
an unsupportive environment than men (N=9, 5.5%). For ex-
ample, one woman shared, “I had a project with a colleague
who is not anywhere near as technical as I am, yet he con-
sistently tried to micromanage my technical work, and some-
times told me I was doing things wrong even though he didn’t
know what he was talking about.” When men reported unsup-
portive environments, these were often due to differing goals
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Figure 4: Community helpfulness grouped by gender and race/eth-
nicity.

or personalities, unlike the devaluation of skills observed with
women. For example, one man stated, “[I have been] able to
hop projects and or jobs in the past when I felt a workplace
was not supportive of the direction I wanted to grow in...
Once to avoid policies, and once to avoid a person I did not
work with well.” Men often reported being able to navigate
out of these unsupportive environments relatively easily.

Women (N=16, 14.0%) reported significantly (x> = 5.2,
p = 0.023) more negative experiences related to their identity
than men (N=10, 6.1%). One woman explained, “I was at a
career fair and the person at the booth refused to talk to me.
They ignored me ... as I patiently waited and proceeded to
talk to people who showed up after me. .. All while refusing
to acknowledge my presence. I figure it had something to do
with the fact that I was the only female at the booth.”

Men more often reported never having an unsupportive
experience. Some participants explicitly said they had no
supportive (N=10, 3.3%) or unsupportive experiences (N=97,
33.3%). Men were more likely not to have unsupportive expe-
riences (N=59, 36.2%) than women (N=36, 31.6%), though
the difference was not statistically significant (x> = 1.4,
p = 0.240). We did not observe a difference between gen-
ders for participants reporting no supportive experiences (6
men and 4 women; p = 1 using a Fisher’s Exact Test).

Multiple mentions of toxic experiences by both genders.
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Bullying, harassment, fear of retaliation, and doxxing were
reported by women (N=9, 7.9%) and men (N=14, 8.6%;
x?> =27, p = 0.600). One man shared he experienced “years
of harassment, doxxing, and impersonation,” including “fake
profiles created in white nationalism and hacking forums.”
Unwanted attention or sexual advances were mentioned by
three women and one man. One participant shared, “A some-
what close friend I had made through a cybersecurity forum
had made quite a few uncomfortable sexual remarks which
made me question if cybersecurity as a whole was like this or
if it was an isolated case.”

Men and women reported some common experiences.
In addition to the differences discussed above, we also ob-
served some similarities in unsupportive experiences, though
these were typically less frequent. These included feeling un-
welcome as newcomers (18 men, 11.0%; 6 women, 5.3%;
x> = 1.3715, p= 0.242), receiving negative consequences
from their own actions (13 men, 8.0%; 10 women, 8.8%;
x2 =0, p = 1), and difficulty collaborating (22 men, 13.5%;
11 women, 9.6%; x> = 0.5, p = 0.473).

There was also general agreement on supportive experi-
ences. Men and women both described receiving career sup-
port (41 men, 23.8%; 30 women, 26.1%; x2 =0.1, p=0.781),
having their questions answered (26 men, 15.1%; 20 women,
17.4%; x*> = 0.1, p = 0.734), having positive educational ex-
periences (16 men, 9.3%; 7 women, 6.1%; XZ =0.6,p=
0.444), and participating in collaborative problem solving (21
men, 12.2%; 11 women, 9.6%; X2 =0.3, p =0.608).

Women receive support from individuals; men more likely
to find groups helpful. Women predominantly cited expe-
riences with specific individuals such as managers, profes-
sors, and specific friends or acquaintances (N=47). While the
same number of men discussed these individual relationships
(N=47), this number is proportionally lower (27.3% of men
and 40.9% of women) On the other hand, men discussed sup-
portive experiences with broader groups like online forums or
conferences more frequently than women did (34 men, 19.8%;
13 women, 11.3%). One man said, “After sharing a blog post
or link to code, someone from the community replied with
helpful advice or other areas I could investigate.” This differ-
ence was statistically significant (x> = 6.4, p = 0.011). While
we saw a similar divide between men and women in terms
of the people involved in unsupportive experiences, i.e., in-
dividuals (27 men, 16.6%; 26 women, 22.8%) and groups
(27 men, 16.6%; 14 women, 12.3%), this difference was not
statistically significant (x> = 2.1, p = 0.147).

8 Discussion and Recommendations

Our results provide insights into demographic discrepancies
in perceived belonging and community experiences among cy-
bersecurity professionals, alongside overarching trends within
the community. We distill common themes from our results

and propose actionable recommendations for community and
organizational leaders to improve inclusivity and diversity.

8.1 Perceived Belonging and Community Ex-
perience Themes

There is a clear gender disparity in community experi-
ences. Across all research questions, the primary divide ob-
served was between genders. Women are more likely to
face harassment and unwelcoming experiences related to
their identity. Likely due to these unwelcoming experiences,
women were less likely to participate in general-interest secu-
rity organizations, instead opting for identity-based groups,
similar to anecdotes presented by Fulton et al. [38].

While we did not have a large enough sample of gen-
derqueer participants to produce generalizable results, these
participants’ responses suggest they face an unwelcoming
community. Across all our survey questions, genderqueer par-
ticipants reported lower perceptions of belonging and higher
experiences of unsupportive environments and identity-based
harassment. Future work should focus on this group to better
understand the unique challenges they face.

While these experiences mirrored examples described by in-
terview participants in prior work [38], our work demonstrates
a clear gender gap and indicates the scale of the problem.

Black participants’ responses suggest positive outcomes.
Turning to differences between races/ethnicities, we only ob-
served significant differences between Black and White par-
ticipants. Black participants found community organizations
more helpful to their development and career success and had
higher vulnerability discovery self-efficacy. This is a positive
indicator; however, we remain cautious on this finding as the
number of Black participants in our sample was small (N=38)
and our findings are only indicative of current cybersecu-
rity professionals’ experiences, meaning survivor bias likely
plays a role in this result. Further, we stress that while we
considered differences in high-level demographic groups, the
experiences of members of these groups are not monolithic.
Further work is needed to confirm these results with a larger
sample and assess the impact of intersectional identities.

Safety perceived as low across participants. Across all
demographic groups, we observed low psychological safety
scores when compared to results of prior surveys [40]. This
lack of perceived safety to engage with others in the commu-
nity could be internal (e.g., impostor syndrome or perceived
lack of knowledge), but our measures of internal belonging
and knowledge did not show a similar deficit. This suggests
the perceived lack of safety is caused by external forces. which
is supported by participants’ multiple instances of reported
harassment experiences across demographic groups. These
results suggest efforts to improve inclusivity and climate in
the cybersecurity community would be universally beneficial.
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This finding also points to a larger issue of survivor bias
in our results. Prior work has shown people with low belong-
ing uncertainty [122] and high self-efficacy [61] are better
equipped to overcome negative external forces (like those we
observed) because they have a strong internal view of self.
Conversely, individuals without the same strong internal per-
ception of self may not join, or remain in, the cybersecurity
community due to these negative forces. While our results
cannot make claims regarding the people excluded from the
community, they point to a potentially high dropout rate and
motivate future work investigating this problem.

More work is needed to ensure early cybersecurity ed-
ucation is inclusive and supportive. There have been sig-
nificant efforts to increase early development programs for
cybersecurity-interested students [11, 52, 66, 71, 77, 79, 82].
These programs are important, but our results suggest more
work is necessary to investigate and improve their associated
communities’ inclusivity. Our results indicate cybersecurity
professionals who begin skill development early are more
likely to face unsupportive environments.

We expected early engagement would lead to stronger per-
ceptions of belonging. While higher vulnerability discovery
self-efficacy correlated with high-school programming ex-
perience, these early experiences also correlated with lower
psychological safety and increased reports of severe harass-
ment, particularly among marginalized groups. This likely
contributes to higher dropout rates, emphasizing the need for
welcoming and inclusive early education.

While we did not find direct evidence about this, we spec-
ulate women are more comfortable participating in gender-
specific affinity groups than in general support groups, which
may relate to the higher rate of severe harassment women
reported, as supported by [38], which described participants
avoiding certain groups due to negative experiences.

8.2 Community Leaders Recommendations

Our results indicate a need to improve the culture in cyber-
security to make it more safe and inclusive for everyone,
especially women/gender minorities and early career cyber-
security professionals. To this end, we draw on existing best
practices from prior work in psychological safety evaluated
in other domains [31]. For each best practice, we discuss po-
tential adoption strategies, noting that while these practices
were designed for structured workplaces, not all cybersecu-
rity organizations fit this mold (e.g., conference communities,
online forums). However, we discuss how the ideas of these
practices can be leveraged in less structured environments.

Set the stage. The first step to establish a safer, more inclusive
community is for leaders to emphasize safety and inclusiv-
ity’s value and clearly frame participation in cybersecurity
as open to all. This step’s goal is to set a shared expectation
and vision. For example, #ShareTheMicInCyber promotes the

stories and accomplishments of Black cybersecurity profes-
sionals, highlighting the impact of their work on the field [99].
Additionally, all major security conferences have established
codes of conduct [25, 49, 58, 80, 107, 114] and many have
adopted diversity and inclusion statements [23, 50, 53, 115]
extolling the importance of a welcoming community, indi-
cating goals for inclusivity, and establishes that hate and ha-
rassment that will not be tolerated. While there has been a
significant increase in this stage setting recently, it is impor-
tant that these messages are repeated regularly and within all
subcommunities.

Invite participation. While setting the stage is important
for creating a shared vision in the community, it is not as
meaningful if action is not taken to foster inclusivity. Action
is not only the responsibility of leaders, but all members be-
cause parts of the cybersecurity community lack clear leaders
and structure. Unfortunately, the low psychological safety
observed suggests cybersecurity professionals may be less
likely to stand up as allies. To counter this issue, community
leaders should provide training and support that encourage
being an ally and bystander intervention [4], more empathetic
responses, and a transition away from a victim-blaming.

Responding productively. Finally, it is paramount that cyber-
security professionals experience actual safety when partici-
pating in the community through demonstrated support. The
most important practice here is to sanction clear instances
of hate and harassment, especially targeting women and gen-
derqueer cybersecurity professionals, as those were seen as
most prevalent is our results. This response requires transpar-
ent and clear guidelines to avoid silencing expression. Our re-
sults indicate cybersecurity professionals experience hate and
harassment that crosses a clear boundary, according to most
existing policies [23, 25, 49, 50, 53, 58, 80, 107, 114, 115],
so it is important these actions are sanctioned publicly to
demonstrate the community’s commitment to inclusivity. In
some subcommunities with less structure, sanctions may be
harder to employ, as there is limited central control. These
cases demonstrate, again, the need to develop a broad culture
of inclusion among community members. For example, it may
not be possible for moderators to effectively ban offending
users on an anonymous site, as these users can just create
new accounts. Allies, instead, might respond with support
for the victim and make it clear the offenders’ views are not
acceptable or representative of the subcommunity.

Our results also suggest destigmatizing mistakes for begin-
ners, especially in early development phases. Beginners may
ask easily searchable questions, which can seem frustrating
for overworked security educators, but should not be met with
disdain [118]. Instead, using resources like FAQs and detailed
walkthroughs can help. Questions that persist should be ad-
dressed with care, as having someone reliable to ask is crucial
for development. Practicing empathy and patience is vital, as
most cybersecurity professionals experience some insecurity.
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A Survey

Helpfulness Scale. Extremely helpful, Somewhat helpful,
Neither helpful nor unhelpful, Somewhat unhelpful, Ex-
tremely unhelpful

Agreement Scale. Strongly disagree, Disagree, Somewhat
disagree, Neither agree nor disagree, Somewhat agree, Agree,
Strongly agree

A.1 General Belonging

This section asks about your experiences in the cyberse-
curity community and any support in these settings you
have been provided toward your security education and
career.

For the following statements, please indicate the extent
to which they reflect your experience in the cybersecurity
community. / (Very inaccurate), 2, 3, 4 (Neither accurate nor
inaccurate), 5, 6, 7 (Very accurate)

1. In cybersecurity spaces, it is easy to speak up about what
is on your mind.

2. If you make a mistake in the cybersecurity community,
it is often held against you.

3. People in cybersecurity are usually comfortable talking
about problems and disagreements.

4. People in cybersecurity are eager to share information
about what doesn’t work as well as share information
about what does work.

5. Keeping your cards close to your chest is the best way
to get ahead in the cybersecurity community.

Please indicate your level of agreement with the following
statements: Agreement Scale

1. Sometimes I feel that I belong in cybersecurity, and
sometimes I feel that I don’t belong.

2. When something bad happens, I feel that maybe I don’t
belong in cybersecurity.

3. When something good happens, I feel that I really belong
in cybersecurity.

4. People from different backgrounds have equal opportu-
nities to participate in the cybersecurity community.

For the following items, think about your interactions with
your professors/peers/collegues in the computer security com-
munity. To respond, indicate to what extent you felt this way.
Very Slightly or Not at all, A Little, Moderately, Quite a Bit,
Extremely

1. Interactions with someone in the field prevented me from
working on my goals or other important things.

2. Someone in the cybersecurity community has encour-
aged me when I felt like quitting.

3. T have felt supported by someone in the cybersecurity
community who agreed with my point of view.

4. T have been unable to fall asleep while thinking about a
negative interaction I had with someone in the cyberse-
curity community.

5. There are people in the cybersecurity community please
ignore the first part of this statement and mark "Ex-
tremely".

6. Someone in the cybersecurity community has cheered
me up when I was feeling down.

7. Someone in the cybersecurity community has made me
feel embarrassed or foolish.

8. There is someone in the cybersecurity community I can
turn to for advice about handling problems.

9. There is someone in the cybersecurity community I could
turn to for advice about making career plans or about
changing my job.

Have you ever experienced any of the following behaviors
directed at you in the context of the cybersecurity community?
Never, Rarely, Occasionally, Frequently

1. Lack of response or rejection of contributions or ques-
tions.

2. Conflict or interpersonal tension between you and an-
other community member.

3. Written or spoken language that made you feel unwel-
come (e.g. profanity, racist jokes, sexual imagery, hostil-
ity, rudeness, name calling).

4. Stereotyping based on perceived demographic character-
istics.

5. Threats of violence, stalking.
6. Unsolicited sexual advance or comments.

7. Impersonation or malicious publication of personal in-
formation (doxxing).

A.2 Close Relations

This section asks about your experience with family,
friends and other close mentors, and any support they
have provided toward your security education and career.
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1. Do you have an family, friends or other close mentors
you go to for help when you’re trying to learn difficult
security concepts? Yes, one; Yes, a few; Yes, many; No

2. How often do you discuss technical topics related to your
security education and career with your family/friends/-
mentors? Never, Rarely, Occasionally, Frequently

3. How helpful do you find the security-related guidance
that your family/friends/mentors give you? Helpfulness
scale

A.3 Workplace

This section asks about your experiences in your work-
place and any support in these settings you have been
provided toward your security education and career.

1. Are you a part of any workplaces where security con-
cepts are discussed? Yes, but security concepts are rarely
discussed; Yes, security concepts are sometimes dis-
cussed; Yes, security concepts are often discussed; No,
but I was previously employed in security; No

2. What is the primary focus of the company you work
for? Non-technical - critical infrastructure (hospitals,
power, etc.), Non-technical - non-critical infrastructure,
Security - defense (intrusion detection/response, system
defense/hardening), Security - offense (penetration test-
ing, vulnerability analysis), Other technical - software
development, Other technical - network/system adminis-
tration, Other technical - hardware development, Other

3. How often do you discuss technical topics related to your
security education and career in your workplace? Never,
Rarely, Occasionally, Frequently

4. How helpful do you find the security-related guidance
given to you by colleagues in your workplace? Helpful-
ness scale

A.4 Organizations

This section asks about your experience with any orga-
nizations you participate in and any support you have
received toward your security education or career. We
consider an organization as any group outside your work/-
classes where people meet regularly to discuss technical
topics of interest (e.g., local ACM chapter, Women in Se-
curity and Privacy). Please answer the following questions
only considering security-related organizations.

1. Are you a part of any organizations where security con-
cepts are discussed? Yes, I participate in one organiza-
tion where security concepts are discussed; Yes, I par-
ticipate in a few organizations where security concepts
are discussed; Yes, I participate in many organizations
where security concepts are discussed; No

2. What kinds of organizations are you a part of? “Identity-
based (e.g. Women in Security, LGBTQ+ in Security,
Blacks in Cyber)”, “Topic-based (e.g. malware analysis
working group)”, “General security group”, “Other”

3. How often do you discuss technical topics related to
your security education and career with people in these
organizations? Never, Rarely, Occasionally, Frequently

4. How helpful do you find the security-related guidance
given to you by people in organizations you are a part
of? Helpfulness scale

A.5 School

This section asks about your experiences in your school
and any support in these settings you have been provided
toward your security education and career. This section
only pertains to academic situations, e.g., classes, profes-
sors, peers, organizations.

1. Have you taken any classes where security concepts are
discussed? Yes, one; Yes, a few; Yes, many; No

2. Are you a part of any school organizations where security
concepts are discussed? Yes, I participate in one orga-
nization where security concepts are discussed; Yes, I
participate in a few organization where security concepts
are discussed; Yes, I participate in many organization
where security concepts are discussed; No

3. How often do you discuss technical topics related to
your security education in your school? Never, Rarely,
Occasionally, Frequently

4. How helpful do you find the security-related guidance
given to you by professors and peers? Helpfulness scale

A.6 Broader Security Community

This section asks about your experience with the broader
security community, including conferences/workshops or
online when asking questions about or discussing com-
puter security topics. We define online community discus-
sions as any discussion about security concepts in a public
online forum (e.g., StackOverflow, Reddit, Twitter, public
Slack or Discord).

1. Have you participated in the broader security commu-

nity (conferences/workshops or online security commu-
nities)?
‘Yes, I participate in one public conference or online
community; Yes, I participate in a few public conferences
or online communities; Yes, I participate in many public
conferences or online communities; No

2. Please indicate any security conferences or workshops
you have participated in.
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3. Please indicate any forums or social media platforms
you use for interacting with the public online security
community.

4. How often do you discuss technical topics related to your
security education and career with people in the broader
security community? Never, Rarely, Occasionally, Fre-
quently

5. How helpful do you find the security-related guidance
given to you by people in the broader security commu-
nity? Helpfulness scale

A.7 General

We have asked several questions pertaining to your
experiences with various communities surrounding
you—close contacts, school/workplaces, organizations,
and the broader security community. For the next section,
we’ll ask you to consider all the experiences you’ve had
with others in the security community. For both questions,
we ask that you do not name specific individuals.

1. Please describe one particularly good experience you
had with a community you are part of (and mention
which community—close contacts, school/workplaces,
organizations, or the broader security community). This
could be any experience where you felt the other indi-
vidual was supportive and helped your development or
career in a tangible or intangible way.

2. Please describe one particularly bad experience you had
with a community you are part of (and mention which
community—close contacts, school/workplaces, organi-
zations, or the broader security community). This could
be any experience where you felt the other individual
was not supportive and the interaction was harmful to
your development or career in a tangible or intangible
way.

Now we will ask some questions pertaining to your back-
ground and experience in computer security.

1. Do you work in a role where you are asked to perform
security tasks? Yes, this is the primary focus of my job;
Yes, this is a part of my job, but not the primary focus; I
previously worked in a role where security was my pri-
mary focus; I previously worked in a role where security
was part of the job;, No

2. Please indicate the approximate number of years you
have worked in security.

3. What is/was your position title?

4. Did you choose to leave? Yes, No

5. If you feel comfortable sharing, what were your reasons

for leaving?

Please indicate your level of agreement with the following
statements: Agreement Scale

1. T am interested in continuing my security education.

2. I am interested in pursuing or continuing to pursue a

career in security.

3. Tam well-prepared for a career in security.
Please indicate:

1. Have you participated in any of the following types of se-

curity education? (Select all that apply) Capture-the-flag,
wargames, or other online security competitions (e.g.,
picoCTF, crackmes, iCTF), Penetration testing lab (e.g.,
Hack the box) or cyber range exercise, Professional certi-
fication course (e.g., GIAC Security Essentials, Certified
Ethical Hacker), Conference workshop (e.g., Defcon Vil-
lage workshops), MOOC security course (e.g., Coursera
Cybersecurity Specialization), Academic course, Other,
I have not participated in any security education

. Where did you typically rank when participating in CTFs

or other online security competitions? Top 25% of partic-
ipants, 25-50% of participants, 50-75% of participants,
Bottom 25% of participants

Please indicate how confident you are in the following
statements: Not confident at all, Slightly confident, Somewhat
confident, Moderately confident, Absolutely confident

1. I can perform a threat risk analysis (e.g., likelihood of

vulnerability, impact of exploitation)

. I can identify potential security threats to the system

. I can identify the common attack techniques used by

attackers

. I can identify potential attack vectors in the environment

the system interacts with (e.g., hardware, libraries)

. I can identify common vulnerabilities of a programming

language

. I can identify the common please ignore this question

and select "Absolutely confident"

. I can design software to quarantine an attacker if a vul-

nerability is exploited

. I can mimic potential threats to the system

. I can evaluate security controls on the system’s inter-

faces/interactions with other software systems
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10. I can evaluate security controls on the system’s inter-

faces/interactions with hardware systems

Cybersecurity development experiences

1.

When was the earliest time you remember first being
interested in computer security? Please indicate your
approximate age: (Number)

. When was the earliest time you had someone (e.g., friend,

family member, colleague) in your life who you could go
to for security education support? Please indicate your
approximate age: (Number)

. Aside from direct educational support, do you have any-

one (e.g., friend, family member, colleague) who support
your educational pursuits in security (e.g., encourage-
ment, monetary support)? Yes, I have one person who
has provided non-educational support; Yes, I have a few
people who have provided non-educational support; Yes,
I have many people who have provided non-educational
support; No

. When was the earliest time you had someone (e.g., friend,

family member, colleague) in your life who supported
your pursuit of a security education aside from direct
teaching? Please indicate your approximate age: (Num-

Non-Binary / Genderqueer / Gender Fluid, Two Spirit,
Prefer to state, Prefer not to answer

. What is your sexual orientation? Do you identify as: Bi-

sexual, Gay/Lesbian, Heterosexual/Straight, Don’t know,
Prefer to self-describe, Prefer not to say

. What is the highest degree or level of school you have

completed? High school, Some college or currently en-
rolled, Associate’s degree, Bachelor’s degree, Master’s/
Professional degree, Doctorate degree, Prefer not to say

. Did you take any programming classes or training in

high school? Yes, one; Yes, a few; Yes, many; No

. Which range matches most closely your total, pre-tax

household income over the last fiscal year? < $29,999,
$30,000 - $49,999, $50,000 - $74,999, $75,000 - $99,999,
$100,000 - $124,999 , $125,000 - $149,999, $150,000
- 8174,999, $175,000 - $199,999 , > $200,000, Prefer

not to answer

. Which range matches most closely your total, pre-tax

household income when growing up? (before 18 years
old)? Same as Question 8

ber) A.9 Final

1. If you like, we may contact you for one of the following

A.8 Demographics

1. In which country do you currently reside?

2. How old are you? 18-19, 20-24, 25-29, 30-35, 35-39,

40-44 , 45-49, 50-54, 55+, Prefer not to answer

. What is your ethnicity? White or of European descent,

South Asian, Hispanic or Latino/a/x, Middle Eastern ,
East Asian, Black or of African descent, Southeast Asian,
Indigenous (such as Native American, Pacific Islander,
or Indigenous Australian), Prefer to self-describe, Prefer
not to answer

. What is your gender? Woman, Man, Transgender Woman

/ Trans Feminine, Transgender Man / Trans Masculine,

reasons. Please indicate what you like to be contacted
for (you may select multiple): Follow-up interview (i.e.,
questions related to this study); Future research (i.e.,
questions related to other computer security topics); Raf-
fle for one of 25 $50 Amazon gift cards; None of the
above

. Please provide your email address so we can contact

you for the reasons selected previously. If you chose
to only be contacted for the raffle, your email address
will be deleted after the raffle has been completed. Your
email will not be used for any purpose beyond those you
indicated in the previous question.
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