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——— Abstract

Today’s mainstream network timing models for distributed computing are synchrony, partial syn-

chrony, and asynchrony. These models are coarse-grained and often make either too strong or too
weak assumptions about the network. This paper introduces a new timing model called granu-
lar synchrony that models the network as a mixture of synchronous, partially synchronous, and
asynchronous communication links. The new model is not only theoretically interesting but also
more representative of real-world networks. It also serves as a unifying framework where current
mainstream models are its special cases. We present necessary and sufficient conditions for solving
crash and Byzantine fault-tolerant consensus in granular synchrony. Interestingly, consensus among
n parties can be achieved against f > n/2 crash faults or f > n/3 Byzantine faults without resorting
to full synchrony.
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1 Introduction

A fundamental aspect of any distributed computation is the ¢timing model. There are three
mainstream timing models: synchrony, asynchrony, and partial synchrony. Under synchrony,
messages arrive before a known upper bound A. Under asynchrony, messages arrive in any
finite amount of time. With partial synchrony [16], there is an unknown but finite Global
Stabilization Time (GST), and the network is asynchronous before GST and synchronous
afterwards.

The synchrony model is arguably a rosy reality: even a single message that takes longer
than A to arrive is a violation of the synchrony model (forcing us to consider either the
sender or recipient to be faulty). On the other hand, the asynchrony model is extremely
pessimistic, making it challenging, or even impossible, to design protocols in it. The most
well-known example may be the FLP impossibility [18], which states that any consensus
protocol that can tolerate even a single crash fault in asynchrony must have an infinite
execution. This implies that deterministic consensus in asynchrony is impossible. The partial

1 This work was started while authors were at VMware Research.
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synchrony model tries to balance asynchrony and synchrony and has been the most widely
adopted in practice so far. But it is close to asynchrony in essence and shares the same fault
tolerance bounds as (randomized) asynchronous protocols.

This paper argues that the current characterization of network timings is too coarse-
grained. We recognize the variability and heterogeneity of modern networks and propose
that they should be modeled in a granular manner via a graph consisting of a mixture of
synchronous, partially synchronous, and asynchronous links. We call the new model granular
synchrony.

Our new model is more than yet another theoretical construct. It is rooted in and
motivated by our understanding and characterizations of modern distributed systems and
networks. Modern distributed systems increasingly span datacenters, be it for disaster recovery
or fault isolation [32, 6, 28]. Within datacenters, networks are mostly synchronous [35].
Spikes in message delays do occur [3], but such spikes are rare and almost never happen to
the entire datacenter [21]. Across datacenters and over the Internet, networks are mostly
well-behaved but are susceptible to significant fluctuations [22] and adversarial attacks [14].

The granular synchrony timing model can serve as a unifying framework for network
timing models. Synchrony, partial synchrony, and asynchrony are all extreme cases of it.
Outside these extreme cases, the granular synchrony model is a natural intermediate between
synchrony and partial synchrony (or asynchrony) and gives rise to new results that can be
construed as an intermediate between fundamental results in distributed computing.

For concreteness, we focus on the problem of fault-tolerant consensus [27] in this paper.
It is well-known that under synchrony, the agreement variant of consensus can be solved in
the presence of f < n crash faults or f < n/2 Byzantine faults (assuming digital signatures).
With partial synchrony, fewer faults can be tolerated: f < n/2 crash faults or f < n/3
Byzantine faults [16]. Asynchrony has the same fault thresholds and further requires the use
of randomization [18].

We derive necessary and sufficient conditions for solving crash fault-tolerant (CFT)
and Byzantine fault-tolerant (BFT) consensus in granular synchrony. A key benefit and
interesting implication of the granular synchrony model is that we do not have to assume full
synchrony to tolerate f > n/2 crash faults or f > n/3 Byzantine faults. Instead, consensus
can be reached if and only if the underlying communication graph satisfies certain conditions.

We remark that all our protocols are graph-agnostic, meaning they do not need to
know the synchronicity property of any link. As a result, our protocols can work in the
following alternative formulation of the granular synchrony model. The consensus algorithm
is parameterized by n and f. Initially, all communication links are synchronous. The
adversary has the power to corrupt f nodes and alter some links to be partially synchronous
or asynchronous but must not violate the necessary condition for the given n and f. On the
other hand, most of our impossibility proofs rule out algorithms that know the graph and
are tailored for the graph. This strengthens both our protocols and our impossibility results.

We will consider two variants of the granular synchrony model. The first variant only has
synchronous and partially synchronous links (no asynchronous links), and we refer to it as
granular partial synchrony. CFT consensus in granular partial synchrony can be solved if
and only if any quorum of n — f nodes collectively can communicate synchronously with at
least f + 1 nodes despite faulty nodes. BFT consensus in granular partial synchrony can be
solved if and only if any set of n — 2f correct nodes can communicate synchronously with at
least f + 1 correct nodes despite faulty nodes.

The second variant further allows asynchronous links, and we refer to it as granular
asynchrony. For CFT consensus to be solved deterministically in granular asynchrony, it
is additionally required that after removing all asynchronous edges and all crashed nodes,
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less than n — f nodes are outside the largest connected component of the remaining graph.

For undirected graphs, this condition is weaker than the correct ¢ f-source condition in [4]
(see §B) and establishes the minimum synchrony condition needed to circumvent the FLP
impossibility [18]. For BFT consensus to be solved deterministically in granular asynchrony
by a graph-agnostic algorithm, it is additionally required that there is a correct node with
partially synchronous paths to at least f other correct nodes. The necessary and sufficient
condition for algorithms that know the graph is still open.

2 Model and Definitions

We assume communication links are bi-directional. In granular partial synchrony, each link
can be either synchronous or partially synchronous. In granular asynchrony, each link can
be synchronous, partially synchronous, or asynchronous. A synchronous link delivers each
message sent on the link within a known upper bound A. A partially synchronous link
respects the A message delivery bound after GST. An asynchronous link has no delay bound
and just has to deliver each message eventually. We assume all communication links are
reliable and FIFO (first-in-first-out), and deliver each transmitted message exactly once.

Beyond this, the model is the same as traditional consensus literature. There are n nodes
in total. The adversary can corrupt up to f nodes and can do so at any time during the
protocol execution (i.e., the adversary is adaptive). In the CFT case, faulty nodes can fail by
crashing only. In the BFT case, faulty nodes can behave arbitrarily and can be coordinated by
the adversary. For BFT, we further assume the existence of digital signatures and public-key
infrastructure (PKI) and that faulty nodes cannot break cryptographic primitives. A message
is only considered valid by correct nodes if its accompanying signature is verified (we omit
writing these signature operations in the protocols).

Our protocols do not require any form of clock synchronization among nodes, and instead
just require bounded clock skews. To elaborate, certain steps of our protocols require nodes
to wait for some amount of time (e.g., 4A). For simplicity, our protocol description assumes
each node will wait for precisely that amount of time. But it is not hard to see that our
protocols still work if each node waits for a time that falls in a known bounded range (e.g.,
between 4A and 5A), which is easy to achieve with bounded clock skews.

It is convenient to describe the network as an undirected graph G = (V| E). Each vertex
represents a node, and each edge represents a communication link. We use vertex and node
interchangeably, and edge and link interchangeably. Our protocols are graph agnostic: they
do not assume knowledge of the graph.

» Definition 1 (Synchronous path). Node a has a synchronous path to node b, written as
a — b, if there exist a sequence of synchronous edges (a,i1), (i1,42),,. .., (ix, b) where every
intermediate node i; is correct.

Note that in the above definition, only intermediate nodes need to be correct. Therefore,
every node, even a faulty one, has a synchronous path to itself, i.e., a = a,Va € V. We
generalize the notion of synchronous paths from two nodes to two sets of nodes A and B.

» Definition 2. A — B if Vb € B,3a € A such that a — b.

» Definition 3 (Path length, distance and diameter). The length of a path is the number of
edges in it. If a — b, the synchronous distance between these two nodes is the length of the
shortest synchronous path between them. The synchronous diameter of a graph G is

d(G) = max d(a,b).

F,a,b s.t. |[F|<f, a—b

30:3

DISC 2024



30:4

Granular Synchrony

Partially synchronous path, path length, distance, and diameter d'(G) are similarly
defined. Note that a partially synchronous path can contain synchronous edges.

The (partially) synchronous distance is only defined for a pair of nodes that have a
(partially) synchronous path between them. We also remark that for the Byzantine case,
distance is only defined for a pair of correct nodes. The max in the diameter definition is
taken over all pairs with the corresponding distance defined. The two diameters capture
the worst-case round-trip delays among nodes connected by synchronous and partially
synchronous paths, respectively. If d(G) or d’'(G) is known, they can be directly used in our
protocols; otherwise, |[V| — 1 is a trivial upper bound. We will simply write d and d’ when
there is no ambiguity.

» Definition 4 (Consensus). In a consensus protocol, every node has an initial input value
and must decide a value that satisfies the following properties.

Agreement: No two correct nodes decide different values.?

Termination: Fvery correct node eventually decides.

Validity: If all nodes have the same input value, then that is the decision value.

3 CFT Consensus in Granular Partial Synchrony

» Theorem 5. Under granular partial synchrony, CFT consensus on a graph G = (V, E) is
solvable if and only if, regardless of which up to f nodes are faulty, VA CV with |[A| > n— f,
3B CV with |B| > f + 1 such that A — B.

In words, the condition is that any set A of size at least n — f has a potentially larger set
B of size at least f 4 1, such that for any node b € B there exits a € A and a synchronous
path from a to b. Intuitively, if a message arrives at all of A, then it will arrive at all of B
after some delay.

It is worth noting that classic crash fault tolerance bounds are special cases of our theorem.
For example, when all links are synchronous, any node has synchronous paths to all n nodes.
Thus, synchronous CFT consensus can be solved for any n > f + 1. At the other extreme,
n = 2f +1 is the smallest value of n for which the condition in Theorem 5 trivially holds even
when all edges are partially synchronous (see necessity proof). The more interesting part
of our theorem is of course when we have a mix of synchronous and partially synchronous
edges. Figure 1 gives examples of these intermediate cases where CFT consensus is solvable
with f4+ 1 <n <2f.

3.1 Necessity

We first prove the “only if” part of Theorem 5. The proof is similar to the DLS proof in
partial synchrony [16]. To ensure agreement, we must ensure that nodes cannot be partitioned
into two disjoint groups with no synchronous inter-group links. The condition in Theorem 5
ensures exactly that.

Proof. For n > 2f + 1, the “only if” part of the theorem is vacuous because the condition
trivially holds: n — f > f + 1, and every node has a synchronous path to itself.

For n < 2f, we prove by contradiction. Suppose there is an algorithm that solves
consensus on a graph G that does not satisfy the condition in the theorem. Then, there
exists a set F' of up to f nodes such that, if nodes in F' crash, there exists a set A of at least

2 For CFT consensus, we actually achieve the stronger property of uniform agreement, which states that
no two nodes (even faulty ones) decide differently.
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Figure 1 Only synchronous links are shown in the figure for brevity. Faulty nodes are denoted
in red with horns, and the correct nodes are denoted in gray. The figure shows the necessary and
sufficient condition in theorem 5 being satisfied for (a) n =4, f =2, (b) n =5, f = 3, and (c)
n==6, f =3.

n — f nodes, which collectively have synchronous paths to at most f nodes. Let B be the set
of these f nodes excluding A. Let C be the remaining nodes, i.e., C = [n] \ {4 U B}. Note
that {A, B,C} is a three-way disjoint partition of the n nodes. Also note that |[AUB| < f
and |[BUC|=n—|A| < f. Next, we consider three executions.

In execution 1, all nodes have input v; and nodes in B U C' crash at the beginning. Since
|[BUC| < f, A eventually decides v; in time ¢; due to validity. In execution 2, all nodes have
input ve # v; and nodes in AU B crash at the beginning. Since |AU B| < f, C eventually
decides vy in time t5 due to validity.

In execution 3, nodes in A have input v1, nodes in C have input v2, nodes in B crash
at the beginning, and GST > max(t1,t2). Note that crashing B (instead of F') does not
change the fact that A has synchronous paths to AU B only. This is because, with B crashed,
nodes in F'\ B do not have synchronous paths to A themselves (otherwise, they would have
synchronous paths to A with F' crashed). Thus, synchronous paths from A to C' cannot go
through F'\ B. Because there are no synchronous edges between A and C, the adversary
can delay the delivery of all messages between A and C until after GST. Thus, A cannot
distinguish execution 3 from execution 1 and C' cannot distinguish execution 3 from execution
2. Then, A decides v; and C decides v, violating agreement. |

3.2 Protocol

Next, we present a new CFT consensus protocol assuming the condition in theorem 5 holds.

This establishes the sufficiency of the condition.

Overview. A natural starting point is a standard quorum-based partially synchronous CFT
consensus protocol. Such protocols require n > 2f to ensure any two quorums of size n — f
intersect. When n < 2f, two quorums of n — f may not intersect. But when the condition
in theorem 5 holds, a quorum of n — f nodes can hear from f + 1 nodes of any critical
information in bounded time. This effectively promotes a quorum of size n — f to f + 1 and
ensures safety as a quorum of size f + 1 always intersects a quorum of size n — f.

Similar to other leader-based partially synchronous consensus protocols, our protocol
operates in a series of views, where each view has a leader. The leader of view v is denoted
as L,. Leaders can be elected using a simple round-robin order. If a view after GST has
a correct leader, nodes will commit that leader’s proposal and terminate. There is a view
change procedure to replace a leader who is not making progress. We focus on a single-shot
consensus here, but the protocol can be easily adapted to the multi-shot setting.

30:5

DISC 2024



30:6

Granular Synchrony

Algorithm 1 CFT consensus protocol in granular partial synchrony for node .

1:v; <0 > Initialize local view number
2: lock < (0,input;) > Initially lock on the input value
3: enter view 1

4: upon entering view v do

5: Vi <V

6: start view__timer «+ timer(4A) > Timer for changing view
T

send (STATUS, v, lock) to L,

8: upon receiving n — f (STATUS, v;, —) and i = L,,, do
9: val < value from the highest lock (by view) received
10: send (PROPOSE, v;,val) to all > Leader proposal

11: upon receiving (PROPOSE, v;, val) do
12: lock «+ (v, val)
13: send (VOTE, v;,val) to all

14: upon receiving n — f (VOTE, v;, val) or (COMMIT, val) do
15: send (COMMIT, val) to all
16: commit val and terminate

17: upon view__timer expiring do
18: send (NEWVIEW, v; + 1) to all

19: upon receiving (NEWVIEW, v) where v > v; do

20: echo (NEWVIEW, v) and to all

21: send (LOCKED, lock) to all

22: stop accepting PROPOSE messages in views up to v — 1
23: wait 2dA time

24: enter view v

25: upon receiving (LOCKED, lock’) do
26: lock < higher lock (by view) between lock and lock’
27: echo (LOCKED, lock’) to all

Locks. A lock := (view,value) consists of a view and value. Initially, each node locks on
its input value with view number 0. When a node receives a proposal from the leader of
the current view, it updates its lock to the current view and the proposed value. Locks are
ranked by view numbers. Note that except for the initial view 0, there cannot be two locks
with the same view number but different values, since only one value is proposed per view.
Locks from view 0 can be ranked arbitrarily.

We describe the protocol next.

Status step. Each view begins with every node sending a STATUS message to the leader of
the current view. A node also starts a timer for the view.

Leader proposal step. When L, is in view v and receives n — f (STATUS, v, —) messages,
it proposes the highest locked value among those. Note that L, only sends one PROPOSE
message in a view. When a node is in view v and receives a (PROPOSE, v, val) message, it
updates its lock to (v,val) and sends a (VOTE, v, val) message to all nodes.



N. Giridharan, |I. Abraham, N. Crooks, K. Nayak, and L. Ren

Commit step. When a node receives a quorum of n — f (VOTE, v, val) messages or a single
(COMMIT, val) message, it commits val, sends a (COMMIT, val) message to all nodes, and
terminates.

View change step. When a node times out in a view v without committing a value, it
sends (NEWVIEW, v + 1) to all nodes, asking them to move to the next view. Upon receiving
(NEWVIEW, v) for a higher view v, a node echoes (NEWVIEW, v) and its own lock to all
nodes, waits for 2dA time, and then enters view v. During this waiting period, the node will
not send VOTE for its current view but will listen for LOCKED messages to update its lock
and also echo locks. The 2dA time accounts for the worst-case round-trip delay to send a
NEWVIEW message and receive the LOCKED message.

3.3 Analysis

» Lemma 6. If some node commits val in view v, then any (PROPOSE, v',val’) message in
view v’ > v must have val’ = val.

Proof. We prove this lemma by induction on view v’. The base case of v/ = v is straightfor-
ward since each leader proposes only one value, so val’ = val.

For the inductive step, suppose the lemma holds up to view v' — 1, and we consider view
v’. Suppose for the sake of contradiction that some node commits val in view v, and there
is a (PROPOSE, v, val’) message from L, for val’ # val. L, must have received (STATUS,
v’, —) messages from a set P of n — f nodes. By the condition in theorem 5, P — @, where
Q@ is a set of f + 1 nodes. Since a node committed val in view v, there must exist a set R of
n — f nodes that sent (VOTE, v, val) messages and updated lock = (v,val) in view v. Sets
@ and R intersect in at least one node. Let this node be gq.

Since the graph is undirected, there must exist a node p € P such that ¢ — p. By the
induction hypothesis, PROPOSE messages from view v to v/ — 1 must be for val. Since a node
only updates its lock monotonically based on view numbers, node ¢ must have a lock with
view > v for val. Let t, be the time node p echoed (NEWVIEW, v’). By time ¢, + dA, node
q receives (NEWVIEW, v’). Upon receiving (NEWVIEW, v}, node ¢ sends a (LOCKED, lock)
message to all nodes. This lock is received by node p by time ¢, + 2dA. Node p updates
its lock to view > v for val before entering view v’. Thus, L, receives at least one STATUS
message for val with view > v and propose val, a contradiction. <

» Theorem 7 (Agreement). No two nodes commit different values.

Proof. Let v be the smallest view in which a node commits some value, say val. Since only
val can be proposed in view v and all subsequent views by lemma 6, no node can commit a
different value. |

» Theorem 8 (Termination). All correct nodes eventually decide.

Proof. With round-robin leader election, correct nodes are elected leaders infinitely often.
Thus, there must be a view v, after GST + 2dA, whose leader is correct. We next prove that
all nodes will decide and terminate in view v (if they don’t decide earlier).

Let t (t > GST + 2dA) be the first time some correct node enters view v. This correct
node sends (NEWVIEW, v) to all nodes at ¢t — 2dA > GST. All correct nodes receive
(NEWVIEW, v) by time ¢t — 2dA 4+ A, wait 2dA themselves, and enter view v by time t + A.
Upon entering view v, they send (STATUS, v, —) messages to L,. L, receives n — f (STATUS,
v, —) messages by time ¢+ 2A, and sends a (PROPOSE, v, —) message to all nodes. All correct
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nodes receive the (PROPOSE, v, —) message and send (VOTE, v, —) messages by time ¢ + 3A.
All correct nodes receive n — f (VOTE, v, —) messages and commit by time ¢t + 4A. Since a
node’s view timer is 4A, all correct nodes commit and terminate in view v. <

» Theorem 9 (Validity). If all nodes have the same input val, then all correct nodes eventually
decide val.

Proof. If all nodes have the same input val, all nodes set lock « (0,val). Following a similar
proof as in lemma 6, no other value can be proposed in all subsequent views. Validity follows
from termination. <

4 CFT Consensus in Granular Asynchrony

» Theorem 10. Under granular asynchrony, CFT consensus on a graph G = (V, E) can
be solved deterministically if and only if, (i) the condition in theorem 5 holds and (ii) for
all F with |F| < f, less than n — f nodes are outside the largest connected component of
G' = (V — F,oF) where oF is the set of synchronous and partially synchronous edges.

In other words, condition (ii) says that if we remove all asynchronous edges and all faulty
nodes from G and further remove the largest connected component in the remaining graph,
then there are fewer than n — f nodes left.

4.1 Necessity

Proof. Condition (i) is already proved to be necessary in theorem 5. We focus on condition (ii).
Suppose for the sake of contradiction there exists a deterministic algorithm A that solves
CFT consensus on a graph G that violates condition (ii). This means there exists a set F'
with |F'| < f such that removing the largest connected component from G’ = (V — F,oF)
(G with F and all asynchronous edges removed) leaves > n — f nodes.

Suppose the graph G’ has ¢ connected components. Clearly, ¢ > 1. Let C; be i-th
connected component in G'. We have |FUC;| < f for all i because even the largest connected
component plus F' has at most f nodes.

We construct an external system consisting of ¢ nodes connected only by asynchronous
links. We can convert A into a deterministic algorithm that solves consensus in this external
system while tolerating one crash fault. To do so, let the i-th node in the external system,
¢;, simulate the nodes in C; in A. If ¢; has input v;, then all nodes in C; have input v; in
the simulation.

An execution in this external system with ¢; crashing at time ¢ faithfully simulates an
execution of A with F crashing in the beginning and C; crashing at time ¢. In particular,
observe that two connected components in G’ only have asynchronous edges between them
once nodes in F crash. Since |FUC;| < f for all i, A solves consensus in the original system.
Thus, the simulated algorithm solves consensus deterministically in the external system while
tolerating one crash fault in asynchrony. This contradicts the FLP impossibility [18]. <

4.2 Protocol

Next, we adapt our previous CFT consensus protocol in algorithm 1 from granular partial
synchrony to granular asynchrony, assuming the condition in theorem 10 holds. This
establishes the sufficiency of the condition.

Our prior CFT consensus protocol still maintains safety under granular asynchrony,
but liveness no longer holds because there is no time when all edges behave synchronously
(asynchronous links do not have a G.ST assumption). As a result, correct leaders in our prior
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Algorithm 2 CFT consensus protocol in granular asynchrony for node 1.

1 v; <0 > Initialize local view number
2: lock < (0, input;) > Initially lock on the input value
3: enter view 1

4: upon entering view v do
V; < U
send (STATUS, v, lock) to all

7: upon receiving n — f (STATUS, v;, —) where i # L,, do
echo these n — f (STATUS, v;, —) to all
start proposal_timer < timer(3d'A)

10: upon receiving (PROPOSE, v;, val) do
11: lock + (v, val)

12: echo (PROPOSE, v;, val) to all

13: send (VOTE, v;,val) to all

14: upon proposal__timer expiring and no leader proposal received do
15: send (VIEWCHANGE, v;) to all

16: upon receiving n — f (VIEWCHANGE, v) do
17: send (NEWVIEW, v + 1) to all

18: VOTE, CoMMIT, LOCKED, NEWVIEW messages at all nodes and STATUS messages at
view leaders are processed the same way as in Algorithm 1

protocol may continuously time out. Luckily, condition (ii) in theorem 10 can be leveraged
to guarantee that when the set F' of crashed nodes stops growing, and a correct node in the
largest connected component of G’ = (V — F,oF) is elected leader after GST, this leader
will not be replaced and will make progress. To do so, we first require n — f nodes to initiate
a view change. This way, because all nodes in F' are crashed and fewer than n — f nodes are
outside the largest connected component of G’ = (V — F,oFE), we just need to make sure
that no node in this largest connected component initiates a view change. This technique
is similar to those used in view synchronizes [11, 10] to make sure correct nodes eventually
overlap and remain in the same view to ensure termination.

We only describe the status and view change steps since the rest of the protocol remains
the same as algorithm 1.

Status and propose step. Upon entering a new view v, a node sends a (STATUS, v, lock)
message to all nodes. When a node receives at least n — f (STATUS, v, —) messages, it
forwards this set of STATUS messages to all nodes and starts a timer of 3d’A duration. Upon
receiving a proposal, a node forwards the proposal to all nodes, in addition to locking on
and voting for the proposal. The same vote and commit steps from algorithm 1 follow.

View change. A node suspects the leader is faulty if it does not receive a (PROPOSE,
v, —) message before its timer expires. When this occurs, a node sends a (VIEWCHANGE,
v) message to all nodes, indicating it wishes to quit view v. When a node receives n — f
(VIEWCHANGE, v) messages for the current view v, it sends a (NEWVIEW, v + 1) message
to all nodes. Upon receiving a NEWVIEW message, a node carries out the same new view
step from algorithm 1.

30:9
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4.3 Analysis

The agreement and validity proofs are identical to the granular partial synchrony CFT case.
We focus on termination.

» Lemma 11. If no correct node ever terminates, then every correct node keeps entering
higher views.

Proof. Suppose for the sake of contradiction, there exists a correct node ni, which never
enters a higher view. Let v be the view nj is in. If any correct node ever enters a view higher
than v, it sends a NEWVIEW message for that higher view to all nodes. n; will eventually
receive this higher NEWVIEW message and enter a higher view, a contradiction. Thus, no
node ever enters a view higher than v. Before entering view v, ny has sent (NEWVIEW, v) to
all nodes. All correct nodes will eventually receive this (NEWVIEW, v) message, enter view v,
and send (STATUS, v, —) messages. Eventually, correct nodes will receive n— f (STATUS, v, —)
messages and start their proposal timers. If n; receives n — f (VIEWCHANGE, v) messages,
it will enter view v + 1, a contradiction. Thus n1 never receives n — f (VIEWCHANGE, v)
messages. Then, there must be at least one correct node that never sends (VIEWCHANGE, v)
and instead echoes (PROPOSE, v, —) to all nodes. Eventually, all correct nodes will receive
(PROPOSE, v, —) message and send (VOTE, v, —) messages to all nodes. Eventually n; will
receive n — f (VOTE, v, —) messages and terminate, a contradiction. |

» Theorem 12. All correct nodes eventually terminate.

Proof. Suppose for the sake of contradiction that some correct node never terminates.
Observe that if one correct node terminates, it sends a COMMIT message and makes all
correct nodes eventually terminate. Thus, no correct node ever terminates. By lemma 11,
every correct node keeps entering higher views.

Eventually, there will be a first time after GST + 2dA that some correct node enters a
view v such that (i) the set F of crashed nodes no longer grows in views > v, (ii) L, € F,
and (iii) L, is in the largest connected component G’ = (V — F,¢oFE). Let C denote this
largest connected component. We next prove no node in C will ever send (VIEWCHANGE, v).

Let p be the first node in C that enters view v, and let p enter view v at time ¢t > GST+2dA.
Observe that no node in C will send (VIEWCHANGE, v) before time ¢ + 3d’A (proposal timer
duration is 3d’A). Nodes in F crashed before entering view v and cannot send (VIEWCHANGE,
v). Due to the condition in theorem 10, n — |C U F'| < n — f. Thus, there will not be n — f
(VIEWCHANGE, v) messages before ¢ + 3d'A.

p sends (NEWVIEW, v) at time ¢t — 2dA > GST. All nodes in C receive (NEWVIEW, v)
by t — 2dA + d'A, enter view v by ¢ + d’'A, and stay in view v at least until ¢ + 3d’A.

When a node ¢ € C receives n — f (STATUS, v, —) messages at time t' > ¢, ¢ echoes
these n — f messages and starts its proposal timer. All nodes in C enter view v by time
t + d’A and are ready to echo these (STATUS, v, —) messages. (Recall that d’ is the partially
synchronous diameter of the graph.) L,, which is in C, receives these n — f (STATUS, v, —)
messages by time max(t + 2d'A, ¢’ + d’A) < t' + 2d’A. L, sends a (PROPOSE, v, —) message
by time ¢’ + 2d’A and it reaches ¢ by time ¢’ + 3d’A, which is before ¢’s proposal timer
expires. Thus, ¢ does not send (VIEWCHANGE, v). This establishes that no node in C
will ever send (VIEWCHANGE, v). Again, nodes in F' never send (VIEWCHANGE, v). Since
n—|CUF| <n— f, there will never be n — f (VIEWCHANGE, v) messages. Thus, no correct
node ever enters a view higher than v. This contradicts lemma 11. <
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5 BFT Consensus in Granular Partial Synchrony

» Theorem 13. Under granular partial synchrony, BFT consensus withn > 2f +1 on a
graph G is solvable if and only if, for any set F' of at most f faulty nodes, VA CV — F with
|A| >n—2f,ABCV — F with |B| > f + 1 such that A — B.

In words, the condition is that any honest set A of size at least n — 2f has a potentially
larger honest set B of size at least f + 1, such that for any node b € B there exits a € A and
a synchronous path from a to b. Intuitively, if a message arrives at all of A, then it will also
arrive at all of B after some delay.

Note that in BFT consensus, it never hurts the adversary to corrupt the maximum
number of nodes allowed since Byzantine nodes can actively participate. This is why we can
focus on the case of |F| = f (as opposed to |F| < f).

Observe that the classic Byzantine fault tolerance bounds are special cases of our theorem.
For example, when n = 2f + 1 and all links are synchronous, any n —2f = 1 correct node has
synchronous paths to all n — f = f + 1 correct nodes, so consensus is solvable. At the other
extreme, n = 3f + 1 is the smallest value of n for which the condition in theorem 13 trivially
holds even when all edges are partially synchronous (see necessity proof). And again, we will
focus on the more interesting region of 2f +1 < n < 3f.

5.1 Necessary

The proof is again very similar to DLS [16]. The essence of the condition (and the proof)
is to prevent a “split-brain” attack in which two groups of n — 2f correct nodes cannot
communicate in time and separately make progress with f Byzantine nodes.

Proof of Theorem 13 necessity part. For n > 3f + 1, the theorem is vacuous because the
condition trivially holds: any set of n — 2f > f 4 1 correct nodes have synchronous paths to
at least f + 1 correct nodes (i.e., themselves).

For n < 3f, we prove by contradiction. Suppose there is an algorithm that solves consensus
on a graph G that does not satisfy the condition in the theorem. Then, there exists a set F of
f nodes such that, if nodes in F' are faulty, a set A of n — 2f correct nodes collectively have
synchronous paths to at most f correct nodes. Let B be the set of these f nodes excluding
A. Let C be the remaining nodes, i.e., C' = [n] \ {F'U AU B}. Note that {A, B, F,C} is
a four-way disjoint partition of the n nodes. Also note that n —2f = |A| < JAUB| < f,
|F|=f,and |C|=n—|FUAUB| < f.

Next, we consider three executions. In execution 1, all nodes have input vy, and nodes in
C are Byzantine. Since |C| < f, AU B eventually decide v; in time ¢; due to validity. In
execution 2, all nodes have input vo, and nodes in A U B are Byzantine. Since |[A U B| < f,
C eventually decide vy in time t5 due to validity.

In execution 3, nodes in A U B have input v1, nodes in C' have input vg, nodes in F' are
Byzantine, and GST > max(t1,t2). F will behave towards A U B like in execution 1 and
towards C' like in execution 2. Because there is no synchronous link between AU B and C,
AU B cannot distinguish execution 3 from execution 1 and C' cannot distinguish execution 3
from execution 2. Thus, AU B decides v; and C decides v9, violating agreement. <

5.2 Protocol

Next, we give a new BFT consensus protocol assuming the condition in theorem 13 holds.

The protocol we present here achieves external validity [12]. In appendix C, we show how
to extend it to achieve the strong unanimity validity in definition 4. This establishes the
sufficiency of the condition.
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Like in the CFT case, we will start from a standard leader-based partially synchronous
BFT protocol and then take advantage of our graph condition to upgrade a quorum of n — 2 f
correct nodes to f 4+ 1 correct nodes.

A lock is a set L of n — f signed matching (VOTE-1, view, val) messages from distinct
nodes. Locks are ranked by their view numbers. We describe the protocol next.

Status step. FEach view begins with every node sending a STATUS message to the leader of
the current view. A node also starts a timer for the view.

Leader proposal step. When the leader of view v, L,, receives a set S of n — f (STATUS,
v, —) messages from distinct nodes, it picks the highest-ranked lock among those. If no lock is
reported, then the leader can safely propose its own input value, val;. Otherwise, the leader
must propose the value in the highest-ranked lock. The leader sends (PROPOSE, v, val, S) to
all nodes. Note that a correct leader only sends one PROPOSE message in a view.

Equivocation check step. When a node receives (PROPOSE, v,val, S), it checks whether
val is the highest-ranked locked value from the set S. If so, it forwards the PROPOSE message
to all nodes and starts a timer for dA to listen for conflicting PROPOSE messages in the same
view. If it receives a conflicting PROPOSE message, it detects the leader is faulty, forwards
the equivocation to all nodes, and sends a VIEWCHANGE message for the current view. If the
timer expires and no conflicting PROPOSE message is received, the node will send a (VOTE-1,
v, val) message to all nodes indicating its support for the leader’s proposal.

Locking step. When a node receives n — f (VOTE-1, v,val) messages, it forms a lock
certificate L for val in view v. The node updates its lock := L and sends a (VOTE-2, v, val)
message to all nodes. The equivocation check guarantees the uniqueness of the locked value
in each view.

Commit step. Upon receiving C + n — f (VOTE-2, v,val) messages, a node sends a
(Commit, C) message. Upon receiving a (COMMIT, C') message, it commits and terminates.

View Change. A node sends (VIEWCHANGE, v) if it detects equivocation or times out in
view v. Upon receiving f+ 1 VIEWCHANGE messages, a node stops sending VOTE-1/VOTE-2
messages in view v and sends its lock to all nodes. A node cannot immediately enter the
next view but instead must wait 2dA time before doing so. This is to give enough time for
locks to propagate in the network.

5.3 Analysis

External validity is easily ensured if all correct nodes validate the proposed value before
voting for it. In appendix C, we show how to achieve the strong unanimity validity in
definition 4. We now focus on agreement and termination.

» Lemma 14. If there exist n — f (VOTE-1, v,val) messages and n — f (VOTE-1, v,val’)
messages in the same view v, then val = val’.

Proof. Suppose for the sake of contradiction there exist a set S of n — f (VOTE-1, v, val)
messages and a set S’ of n — f (VOTE-1, v, val’) messages where val # val’.
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Algorithm 3 BFT consensus protocol in granular partial synchrony for node 1.

N

v; < 0, lock + L > Initialize local view number and lock
enter view 1
upon entering view v do

Vi < U

start view__timer < timer((5 + d)A) > Timer for changing view

send (STATUS, v, lock) to L,

7: upon receiving S < n — f (STATUS, v;, —) do

10:
11:
12:
13:

14:
15:

16:
17:
18:

19:
20:
21:

22:
23:
24

25:
26:

27:
28:
29:
30:
31:
32:

33:
34:
35:

val < value in the highest lock in S, or input; if all locks in S are L
send (PROPOSE, v;,val, S) to all

upon receiving (PROPOSE, v;, val, S) from L,, do
if val matches the highest locked value in S or all locks in S are | then
echo (PROPOSE, v;,val, S) to all
start vote_timer + timer(dA) > To detect equivocation

upon vote__timer expiring and no equivocation detected do
send (VOTE-1, v;,val) to all

upon receiving L < n — f (VOTE-1, v;,val) do
lock < L
send (VOTE-2, v;,val) to all

upon receiving C' < n — f (VOTE-2, v;,val) or one (CoMmMIT, C) do
send (CoMmMmIT, C) to all
commit val and terminate

upon receiving (PROPOSE, v;, val, —) and (PROPOSE, v;,val’, —) where val’ # val do
echo (PROPOSE, v;,val, —) and (PROPOSE, v;,val’, —) to all
send (VIEWCHANCE, v;) to all

upon view_ timer expiring do
send (VIEWCHANCE, v;) to all

upon receiving VC « f + 1 (VIEWCHANGE, v) where v > v; do
stop sending VOTE-1/VOTE-2 messages for views up to v
echo VC to all
echo (LOCKED, lock) to all
wait 2dA
enter view v + 1

upon receiving (LOCKED, lock’) do
lock < higher lock between lock and lock’
echo (LOCKED, lock’) to all
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Of the n — f nodes whose VOTE-1 messages are in S, at least a set P of n — 2f must be
correct. By the condition in theorem 13, P — H where H is a set of f 4+ 1 correct nodes.
Due to quorum intersection, S’ N H must contain at least one node, which is correct. Let ¢’
be this node. Since the graph is undirected, there exists ¢ € S such that ¢’ — c.

Let ¢ be the time ¢’ starts its vote timer. At time ¢, ¢/ also forwards the (PROPOSE,
v,val’, —) message to all nodes. By time t + dA, ¢ receives this message. Thus, ¢ must
have sent (VOTE-1, v, val) before time ¢ + dA. Otherwise, ¢ would have detected leader
equivocation and would not have voted. Then, ¢ must have forwarded (PROPOSE, v, val, —)
to all nodes before time t. ¢ receives this (PROPOSE, v, val, —) message before time t + dA,
which is before its vote timer expires. Thus, ¢’ detects leader equivocation and would not
have voted. This contradicts ¢’ € S’. <

» Lemma 15. If some node commits val in view v, then any set of n — f (VOTE-1, v',val’)
messages (lock certificate) in view v’ > v must have val’ = val.

Proof. We prove this lemma by induction on view v’. The base case of v/ = v is straight-
forward by lemma 14. For the inductive step, suppose the lemma holds up to view v' — 1,
and now we consider view v’. Suppose for the sake of contradiction that some node commits
val in view v, and there exist n — f > f nodes that send (VOTE-1, v/, val’) messages for
val’ # val. A correct node will only send (VOTE-1, v/, val’) if a proposal carries in view v’
a set S of (STATUS, v', —) messages. Thus, there exists a subset H C S of n — 2f correct
nodes which sent (STATUS, v/, —). By the condition in theorem 13, H — @, where @ is a set
of f+ 1 correct nodes.

Since a node committed val in view v, there must exist some set n — f nodes that sent
(VOTE-2, v,val), of which a set R of at least n — 2f are correct. Before sending (VOTE-2,
v,val) messages, these correct nodes updated lock = (v,val) in view v. Sets @ and R
intersect in at least one correct node. Let this node be ¢. Since the graph is undirected
and H — @, there must exist a node h € H such that ¢ — h. By the induction hypothesis,
any lock certificate from view v to v’ — 1 must be for val. Since a node only updates its
lock monotonically based on view numbers, node ¢ must have a lock with view > v for val.
Let ¢, be the time node h echoed f + 1 (VIEWCHANGE, v') messages. By time tp + dA,
node ¢ must have received f 4+ 1 (VIEWCHANGE, v’) messages. Node ¢ will then echo a
(LOCKED, lock) message to all nodes. This will be received by node h by time t; + 2dA.
Node h will update its lock to be at least view v for val. Thus, from nodes in H, L, receives
at least one STATUS message for val with view > v. By the induction assumption, any lock
certificate not for val must have view < v. Thus, no correct node sends (VOTE-1, v/, val’), a
contradiction. |

» Theorem 16 (Agreement). No two correct nodes commit different values.

Proof. Let v be the smallest view in which a correct node commits some value, say val. By
lemma 15, only val can receive n — f (VOTE-1, v) messages in any view v’ > v, so no other
value can be committed by a correct node. |

» Theorem 17 (Termination). All correct nodes eventually decide.

Proof. With round-robin leader election, correct nodes are elected leaders infinitely often.
Thus, there must be a view v, after GST + 2dA, whose leader is correct. We next prove that
all nodes will decide and terminate in view v (if they don’t decide earlier).

Let t (t > GST + 2dA) be the first time some correct node enters view v. This correct
node echoes f + 1 (VIEWCHANGE, v — 1) messages to all nodes at t — 2dA > GST. All
correct nodes will receive the new view certificate by time ¢t — 2dA + A, wait 2dA themselves,
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and enter view v by time ¢ + A. Upon entering view v, they send (STATUS, v, —) messages to
L,. L, receives n — f (STATUS, v, —) messages by time ¢ + 2A, and send a (PROPOSE, v, —)
message to all nodes. All correct nodes will receive the (PROPOSE, v, —) message by time
t + 3A and start their vote timers. Since L, is correct and does not equivocate, all correct
nodes will send a (VOTE-1, v, —) message by time t + (3 + d)A. All correct nodes will receive
n— f (VOTE-1, v, —) messages by time ¢ + (44 d)A, and send a (VOTE-2, v, —) message. All
correct nodes will receive n — f (VOTE-2, v, —) messages and commit by time ¢ + (5 + d)A).
Since a node’s view timer is (5 4+ d)A, and changing views requires f + 1 (VIEWCHANGE, v)
messages, all correct nodes will remain in view v, commit and terminate in view v. |

6 Related Work

Necessary and sufficient conditions to solve consensus in all three classic timing models have
been long established [27, 17, 15, 18, 9, 16]. There is also a large body of work on CFT
and BFT consensus protocols in all three timing models. Our protocols adopt standard
techniques from previous protocols such as quorum intersection [26, 29, 13], synchronous
equivocation detection [23, 1, 2], and view synchronizers [11, 10].

Weaker models than synchrony have been suggested in the literature. Some of these are
orthogonal to the timing model. A line of work studies consensus on incomplete communica-
tion graphs [34, 24, 25]. The mobile link failure model [33] allows a bounded number of lossy
links. These models are orthogonal because they still need to adopt one of the classic timing
models for the links that exist in the graph and are not lossy. The mobile sluggish model [19]
allows temporary unbounded message delays for a set of honest nodes (the set can change
over time). The sleepy model [30] allows a large fraction of nodes to be inactive. Both are
models of node failures. Correct nodes that are not sluggish/sleepy are still assumed to have
pair-wise synchronous links with each other.

The Visigoth fault tolerance (VFT) paper [31] proposes a timing model that consists of
synchronous and asynchronous links. Their model assumes every node has asynchronous
links to at most s correct nodes and synchronous links to the remaining nodes. For CFT,
VFT requires n — s > f + 1, so every node must have at least f + 1 synchronous links. For
BFT, VFT requires every node to have n — s > 2f 4 1 synchronous links. In contrast, our
graph conditions are weaker (less restrictive) in that they only require a set of n — f nodes
for CFT (n — 2f correct nodes for BFT) to have synchronous paths to at least f + 1 nodes
(f + 1 correct nodes for BFT). We additionally consider partially synchronous edges.

Another line of work that considers a mixture of links studies the minimal condition to
circumvent the FLP [18] impossibility and solve consensus deterministically [20, 5, 8, 7, 4].
Many of these works [20, 5, 8] consider the harder setting of directed graphs, while we only
consider undirected graphs. Since they focus on circumventing FLP, they only consider a
mixture of asynchronous and partially synchronous links, but no synchronous links. Our
main focus is to use synchronous links to achieve better fault tolerance than those under
partial synchrony. But as mentioned, when n > 2f for crash and n > 3f for Byzantine,
our “safety-critical” condition becomes vacuous, and our model degenerates to a mixture
of partially synchronous and asynchronous links. In this context, our work establishes the
minimum condition for circumventing FLP for CFT consensus in undirected graphs.
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7

Conclusion

This paper introduces the granular synchrony model that considers a mixture of synchronous,

partially synchronous, and asynchronous links to better capture the heterogeneity of modern

networks. We present necessary and sufficient conditions for solving crash and Byzantine

consensus in granular synchrony. Our results show that consensus is solvable in the presence

of f > n/2 crash faults and f > n/3 Byzantine faults in granular synchrony, even though

not all links are synchronous.
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A BFT Consensus in Granular Asynchrony

We present a sufficient condition for solving BFT consensus in granular asynchrony.

» Theorem 18. If (i) the condition in theorem 13 holds and (ii) for all F with |F| = f,
there exists a node in graph G' = (V — F,oF), which has partially synchronous paths to f
other nodes in G', then BF'T consensus on graph G = (V, E) can be solved deterministically
under granular asynchrony.

We have proved the necessity of condition (i) (for all algorithms) in Section 5.1. Con-
dition (ii) was proven necessary in [7] for algorithms that work for the family of all graphs
that satisfy the condition (i.e., graph-agnostic algorithms). If algorithms can be tailored to
the graph, the tight condition for Byzantine consensus remains open.

A.1 Protocol

Next, we adapt our previous BFT consensus protocol in algorithm 3 from granular partial
synchrony to granular asynchrony, assuming the condition in theorem 18 holds. This
establishes the sufficiency of the condition.

As with our granular asynchrony CFT consensus protocol, we utilize condition (ii) in
theorem 10 to guarantee that, when the correct node with partially synchronous paths to f
other nodes in G’ = (V — F,oF) is elected leader after GST, this leader will not be replaced
and will make progress. To do so, we first require n — f nodes to initiate a view change, of
which at least n — 2f must be correct. This way, because fewer than n — 2f correct nodes
are asynchronously connected to the leader, we just need to make sure that none of the f
nodes the leader is connected to via partially synchronous paths initiates a view change.

We only describe the status and view change steps, since the rest of the protocol remains
the same as algorithm 3.
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Algorithm 4 BFT consensus protocol in granular asynchrony for node 1.

1: v; < 0, lock < L > Initialize local view number and lock
2: enter view 1

3: upon entering view v do
Vi < U
send (STATUS, v, lock) to all

6: upon receiving n — f (STATUS, v;, —) messages where i # L, do
echo these n — f (STATUS, v;, —) to all
start proposal__timer < timer(3d'A) > Timer before changing view

9: upon proposal__timer expiring and no leader proposal received do
10: send (VIEWCHANCE, v;) to all

11: PROPOSAL, VOTE-1, VOTE-2, COMMIT messages, n— f VIEWCHANGE messages (instead
of f+ 1), equivocation detection at all nodes, and STATUS messages at view leaders are
processed the same way as in Algorithm 3

Status step. Upon entering a new view v, a node sends a (STATUS, v, lock) message to all
nodes. When a node receives at least n — f (STATUS, v, —) messages, it forwards this set of
STATUS messages to all nodes and starts a timer with 3d’A duration. The same propose,
vote, and commit steps from algorithm 3 follow.

View change. A node suspects the leader is faulty if it does not receive a (PROPOSE,
v, —, —) message before its proposal timer (instead of view timer) expires. A view change
certificate consists of n — f (VIEWCHANGE, v) messages (instead of f + 1 in algorithm 3).
Upon receiving n — f (VIEWCHANGE, v), a node carries out the same waiting period step
from algorithm 1.

A.2 Analysis

The agreement and validity proofs are identical to the granular partial synchrony BFT case.
We focus on termination.

» Lemma 19. If no correct node ever terminates, then every correct node keeps entering
higher views.

Proof. Suppose for the sake of contradiction, there exists a correct node ni, which never
enters a higher view. Let v be the view n; is in. If any correct node ever enters a view
v’ > v, it must have echoed n — f (VIEWCHANGE, v’ — 1) messages to all nodes. ny will
eventually receive this set n — f (VIEWCHANGE, v' — 1) messages and enter a higher view,
a contradiction. Thus, no correct node ever enters a view higher than v. Before entering
view v, nq must have sent n — f (VIEWCHANGE, v — 1) to all nodes. All correct nodes will
eventually receive this set of (VIEWCHANGE, v — 1) messages, enter view v, and send a
(STATUS, v, —) message. Eventually, correct nodes will receive n — f (STATUS, v, —) messages
and start their proposal timers. If ny receives n — f (VIEWCHANGE, v) messages, it will

enter view v + 1, a contradiction. Thus ny never receives n — f (VIEWCHANGE, v) messages.

Then, there must be at least one correct node, ny, which never sends (VIEWCHANGE, v),
and instead echoes (PROPOSE, v, —, —) to all nodes. Eventually, all correct nodes will receive
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a (PROPOSE, v, —, —) message and echo it. If a correct node detects leader equivocation,
it will forward it to all correct nodes. no will eventually receive the conflicting PROPOSE
messages and send a (VIEWCHANGE, v) message, a contradiction. Thus, no correct node
will detect leader equivocation. Then, all correct nodes will send (VOTE-1, v, —) messages
to all nodes. Eventually all correct nodes will receive n — f (VOTE-1, v, —) messages, and
send a (VOTE-2, v, —) message. Eventually, n; will receive n — f (VOTE-2, v, —) messages,
commit and terminate, a contradiction. |

» Theorem 20. All correct nodes eventually terminate.

Proof. Suppose for the sake of contradiction that some correct node never terminates.
Observe that if one correct node terminates, it sends a COMMIT message and makes all
correct nodes eventually terminate. Thus, no correct node ever terminates. By lemma 19,
every correct node keeps entering higher views.

Eventually, there will be a first time after GST + 2dA that some correct node enters
a view v such that (i) L, € F, and (ii) L, has paths to at least f other nodes in graph
G' = (V — F,oFE). Let C denote this set of nodes including L,. We next prove no node in C
will ever send (VIEWCHANGE, v).

Let p be the first node in C that enters view v, and let p enter view v at time ¢t > GST+2dA.
Observe that no node in C will send (VIEWCHANGE, v) before time ¢ + 3d’A (proposal timer
duration is 3d’A). Due to the condition in theorem 18, n — |C| < n — f. Thus, there will not
be n — f (VIEWCHANGE, v) messages before ¢ + 3d'A.

p sends n — f (VIEWCHANGE, v — 1) messages at time ¢t — 2dA > GST. All nodes in C
receive n — f (VIEWCHANGE, v — 1) messages by time ¢t — 2dA + d’A, enter view v by time
t 4+ d'A, and stay in view v at least until time ¢ + 3d’A.

When a node g € C receives n — f (STATUS, v, —) messages at time ¢’ > ¢, ¢ echoes these
n — f messages and starts its proposal timer. All nodes in C enter view v by time ¢t + d'A
and are ready to echo these (STATUS, v, —) messages by t + d’A. L,, which is in C, receives
these n — f (STATUS, v, —) messages by time max(t + 2d'A,t' + d'A) < t' + 2d’A. L, sends
a (PROPOSE, v, —) message by time ¢’ + 2d’A and it reaches ¢ by time ¢’ 4+ 3d'A, which is
before ¢’s proposal timer expires. Thus, ¢ does not send (VIEWCHANGE, v). This establishes
that no node in C' will ever send (VIEWCHANCE, v).

Since n — |C] < n — f, there will never be n — f (VIEWCHANGE, v) messages. Thus, no
correct node ever enters a view higher than v. This contradicts lemma 19. <

B Comparison with [4]

[4] showed that a correct ¢ f-source is a sufficient condition for solving CFT consensus in a
directed graph. A correct ¢ f-source is a correct node that has f outgoing fault-free paths that
are eventually synchronous. [4] argued the potential optimality of their result by showing that
every node being a o(f — 1)-source is not sufficient for solving CFT consensus. Our results
show that, at least in the case of undirected graphs, a correct ¢ f-source is not necessary.
Our condition (ii) in theorem 10 is weaker and is sufficient.

To show our condition is weaker, we first prove that a correct ¢f-source implies the
condition (ii) in theorem 10. Let C be the connected component in G’ = (V,oE) that the
correct of-source belongs to. We have |C| > f + 1. Removing F' U C' must leave at most
n — f — 1 nodes in the remaining graph.

Next, Figure 2 shows an example of a graph that satisfies our condition but does not
have a correct ¢ f-source. For this graph, if the adversary corrupts B and C, then there is
no correct ¢ f-source since A only has a link to B and D only has a link to C. This graph,



N. Giridharan, |I. Abraham, N. Crooks, K. Nayak, and L. Ren

Figure 2 In this graph n = 4 and f = 2. Each edge represents a synchronous link and a missing
edge represents an asynchronous link.

Algorithm 5 BFT Unanimity Validity.

1: v; < 0, lock + L > Initialize local view number and lock
2: inputs + {}
3: echo (INPUT, input;) to all

4: start input__timer < timer(2dA)

5: upon receiving m < (INPUT, input;) do
echo m
inputs < inputs U{m}

8: upon input_ timer expiring do
send (FORWARD-INPUTS, inputs) to all

10: upon receiving FI < n — f (FORWARD-INPUTS, inputs) do
11: if having received I < f + 1 (INPUT, val) messages in FI then
12: lock < I

13: enter view 1

however, satisfies the condition (ii) in theorem 10. If |F'| = 0, removing the largest connected
component (the entire graph) leaves 0 nodes, satisfying the condition. For any choice of F

with |F| = 1, the largest connected component after removing F' must be of size at least 2.

Thus, there will be at most 1 remaining node, satisfying the condition. For any choice of

F such that |F| = 2, the largest remaining connected component must be of size at least 1.

Thus, there will be at most 1 remaining node, satisfying the condition.

C BFT Unanimity Validity

In this section, we give a way to convert our BFT algorithms from external validity to strong
unanimity validity. The idea is to try to have nodes lock before starting the first view, and if
all correct nods have the same input, then that input is the only lock.

» Lemma 21. If all correct nodes have the same input, then all correct nodes will lock on
this value before entering view 1, and any lock in view 0 must be for val.

Proof. In view 0, all correct nodes send their inputs and echo other nodes’ inputs they receive

(using INPUT and FORWARD-INPUTS messages) before their input timer expires in 2dA time.

For any two correct nodes p and ¢ such that p — ¢, p will receive ¢’s input before p’s input
timer expires. Similarly, ¢ will receive p’s input before ¢’s input timer expires. Consider any
correct node ¢. Node ¢ will eventually receive a set A of n — f (FORWARD-INPUTS, inputs)
messages. Among them, a subset B of n — 2f are from correct nodes. By the condition in
theorem 13, B — C' where C' is a set of f + 1 correct nodes. Since every node in B waits
2dA before sending a FORWARD-INPUTS message, this is sufficient time for each node in C

30:21

DISC 2024



30:22

Granular Synchrony

to receive an input from some node in B and also sends its input to that node in B. Thus,
B will contain the input values from C, a set of f + 1 correct nodes. If all correct nodes
have the input val, node ¢ must receive at least f + 1 (INPUT, val) messages, and there are
at most f INPUT messages for a different value (from f Byzantine nodes). Therefore, every
correct node will set its lock to I «+ f 4+ 1 (INPUT, val) in view 0, and any lock in view 0
must be for val. <

» Lemma 22. If all correct nodes have the same input, then any lock in view v > 0 must be
for val.

Proof. The base case is established by lemma 21. Now assume the lemma holds for all v — 1,
and consider view v. Suppose for the sake of contradiction a lock forms for val’ # val. L,
must have proposed val’ # val. By the induction assumption, any lock must be for val. Thus,
L, must have received S <— n — f STATUS messages where all locks are 1. By lemma 21,
all correct nodes will lock on wval before entering view 1. The set S must contain a STATUS
message from at least one correct node. This correct node will at least have a lock in view 0
or higher, and thus its STATUS message will not have lock = L, a contradiction. |

» Theorem 23. If all correct nodes have the same input, then only that value can be decided.

Proof. By lemma 22, any lock must be for val, the input of the correct nodes. Only locked
values can be decided. Validity then follows from termination. |
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