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due to the unique properties of anomalies. Sample selection often fails to separate sufficiently many clean
anomaly samples from noisy ones, while label refurbishment erroneously refurbishes marginal clean samples.
To overcome these limitations, we design UNITY, the first learning from noisy labels (LNL) approach for
anomaly detection that elegantly leverages the merits of both sample selection and label refurbishment
to iteratively prepare a diverse clean sample set for network training. UNITY uses a pair of deep anomaly
networks to collaboratively select samples with clean labels based on prediction agreement, followed by a
disagreement resolution mechanism to capture marginal samples with clean labels. Thereafter, Un1TY utilizes
unique properties of anomalies to design an anomaly-centric contrastive learning strategy that accurately
refurbishes the remaining noisy labels. The resulting set, composed of selected and refurbished clean samples,
will be used to train the anomaly networks in the next training round. Our experimental study on 10 real-world
benchmark datasets demonstrates that UNITY consistently outperforms state-of-the-art LNL techniques by up
to 0.31 in F-1 Score (0.52 — 0.83).
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1 Introduction

Anomaly detection, aiming to identify samples that significantly differ from the expected behavior,
is critical for tasks such as detecting financial fraud, system malfunctions, cybersecurity attacks,
and life-threatening health conditions [8, 14, 15, 21, 29].

Due to the rarity of anomalies and thus lack of high-quality anomaly labels, anomaly detection

traditionally used to be unsupervised [14, 43]. Unfortunately, unsupervised techniques tend to
perform significantly worse than their supervised counterparts [4, 14]. Recent works thus use
unsupervised anomaly detectors for generating initial pseudo-labels that can then aid in training
supervised deep-learning models to classify anomalies [3, 17, 40, 45]. However, generated pseudo-
labels tend to be noisy (inaccurate), which degrades network performance [38, 42]. This leads recent
methods to propose Learning from Noisy Labels (LNL) [38].
Challenges Illustrated With Real-World Datasets. Next, we illustrate the challenges faced
when learning from noisy labels for anomaly detection (LNL-AD) in contrast to classification
(LNL-C) using the Annthyroid and Mnist benchmark datasets. As Mnist has multiple classes, we
display the digit 0 and 1 classes in Fig. 1 (row 1) for ease of comparison. The Annthyroid anomaly
dataset in Fig. 1 (row 2) distinguishes normal and anomaly samples. Fig. 1 demonstrates the key
differences of the two LNL problems.

C1: Diversity of Anomalies. Comparing Fig. 1(a) to Fig. 1(f) we observe that for classification
tasks, instances within a class tend to be similar to each other thus forming clusters [9], whereas
anomalies can originate from a potentially infinite variety of distributions [5]. Therefore, the
anomaly class lacks an identifiable structure. This causes many marginal samples to arise - i.e.,
subtle anomalies or obscure inliers that share characteristics with the opposite class and thus appear
in overlapping portions of the feature space. In our noisy label context, such marginal samples are
extra challenging to discern from clean samples as even anomalies with clean labels present no
learnable structure to compare to.

C2: Clean Anomaly Scarcity. As shown in Fig. 1(f) and Tab. 2, anomaly samples are by
definition rare and are thus significantly outnumbered by inliers; whereas classification tasks are
often more balanced (Fig. 1(a)). Since networks tend to learn more quickly from the majority class
than the minority class [24, 38], anomaly samples — even with clean labels — are harder to learn than
inliers. This unfortunately hinders commonly deployed LNL metrics, such as loss [13, 36, 39, 41], to
discern noisy samples; having assumed they are harder to learn than clean ones. This is illustrated
by the clear separation of loss distributions in Fig. 1(b-c) for LNL-C compared to the overlapping
distributions in Fig. 1(h) for LNL-AD.

C3: Unknown Disparate Noise Rates. The quality of initial pseudo-labels for anomaly datasets,
as measured by the noise rate, can vary significantly (Tab. 2) and is thus difficult to determine
without access to true labels. Further, as seen in Fig. 1(i-j) and Tab. 2, the noise rate is disparate
between the inlier and anomaly classes, with the anomaly class containing an overwhelming ratio
of noisy samples to clean samples. These factors combine to make LNL in the anomaly context
particularly challenging as an accurate noise rate is often required for determining which and how
many labels are clean [13, 36, 39, 41]. Even an accurate estimate of the overall rate will inevitably
be quite inaccurate for at least one class.

State-of-the-Art and its Limitations. LNL techniques can be broadly categorized into sample
selection versus label refurbishment. Sample selection methods, introduced for tackling LNL for
classification [13, 39, 41], leverage the small loss observation to select a subset of samples with
likely clean labels (aka, clean samples). Namely, mislabeled (noisy samples) are assumed to be
harder to learn and thus to have a higher loss during training [10, 16, 19, 22]. This unfortunately
no longer holds in the context of LNL-anomaly detection (Challenge C2). Although AutoOD [3]
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Fig. 1. Effects of pseudo-label noise in anomaly detection vs classification. Annthyroid pseudo-labels generated
by an unsupervised Isolation Forest. Mnist pseudo labels generated by applying 20% synthetic random noise
to ground truth labels per existing LNL-C works [13, 36, 39, 41]. Datasets visualized using t-SNE. Loss values
recorded at training epoch 10.

recently applied sample selection for anomaly detection, it failed to consider the scarcity of clean
anomalies (Challenge C2). As the loss metric fails to separate clean from noisy anomalies. Further,
with the high initial label noise rate arising in the anomaly class, complicating safe sample selection
(Challenge C3), AutoOD tends to predominantly select inliers and only a few easy anomalies.

In contrast, label refurbishment methods, again in the classification context [7, 33, 46], aim to
identify and correct mislabeled samples using prediction probabilities. Recently, UADB [40] applied
this approach to anomaly detection by assuming anomalies exhibit greater prediction variance than
inliers. They use this variance signal to refurbish noisy samples. Unfortunately, due to the diversity
of anomalies (Challenge C1), a large number of marginal samples exist that result in conflicting
prediction probability signals during training, leading to false refurbishments.

Our Approach. To overcome the above challenges, we propose UNITY, the first method to combine
sample selection and label refurbishment to learn from initial noisy pseudo-labels for anomaly
detection. UNTITY features 3 key innovations described below.

(1) Unrty’s first innovation rests on an important observation that while peer networks (models
with common architectures but different initialized weights) commonly utilized by LNL methods,
[13, 36, 39, 41] tend to agree on predictions for “easy” training samples and disagree for “hard”
samples. To use this for anomaly detection, we design UNITY's Agree-to-Disagree clean sample
selection strategy (Sec. 3) which effectively resolves peer network disagreements while avoiding
the invalidation of the loss as metric due to anomaly scarcity (Challenge C2). By jointly leveraging
both network agreement and disagreement, UNITY selects a diverse set of easy and also marginal
(hard) samples with clean labels that existing selection-based approaches would otherwise discard.

(2) Second, unlike existing LNL methods [13, 36, 39, 41] which assume the ground truth noise
rate is given to them (Challenge C3), UNITY does not require this often unavailable knowledge.
Instead, we design an adaptive thresholding methodology (Sec. 4) that leverages anomaly-aware
statistics to separate the clean samples from noisy samples and achieves performance competitive
to that of using the ground truth noise rates (Sec. 6.6).

(3) Third, rather than discarding the extremely hard-to-learn samples not selected by our Agree-
to-Disagree method, we observe that these samples are disproportionately marginal and thus
likely to capture the diversity of the data. We therefore develop an anomaly-centric transformation
network CONTRASTCORR (Sec. 5) that uses contrastive learning to transform these samples into
a new anomaly-aware embedding space that separates marginal clean from noisy samples. This
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transformation overcomes the lack of learnable structure in the feature space (Challenge C1) and
enables UNITY to reliably identify and refurbish mislabeled samples (Sec. 6.4).

By harnessing unique properties of anomalies, UNITY selects diverse samples with clean labels
relevant for network training. At each training epoch, UNITY utilizes the refined set of selected
and refurbished samples for jointly re-training the peer networks. These newly trained networks
then predict improved pseudo-labels, jump-starting the next iteration of network training and
refinement. This leads to a diverse and increasingly clean set of labels over time.

Our experiments on 10 benchmark anomaly detection datasets demonstrate that UNITY success-
fully decreases the noise rate by 2-7 fold compared to the initial pseudo-labels, while still including
68%-73% of samples for training (Sec. 6.4). This, in turn, leads to consistently improved anomaly
detection, with UNITY outperforming the state-of-the-art by as much as 0.31 in F1 Score (Sec. 6.2).

Contributions. Our key contributions include the following

e Propose the Agree-to-Disagree sample selection strategy which integrates agreement and
disagreement-based metrics on peer networks to overcome the limitations of loss alone (Chal-
lenge C2) to accurately estimate label cleanliness.

o Develop an anomaly-centric adaptive thresholding strategy that reliably divides likely clean
inliers and anomalies from their noisy counterparts without requiring to be given the actual
class noise rates (Challenge C3).

e Design CONTRASTCORR, a contrastive learning approach for leveraging Agree-to-Disagree’s
clean samples to learn an embedding space that reveals informative marginal samples ready
for refurbishment; otherwise difficult to discern (Challenge C1).

e Evaluate UNITY on ten benchmark anomaly detection datasets and demonstrate that UN1TY
consistently outperforms the state-of-the-art LNL techniques across a range of noise rates.

2 UnNiTy Overview

We first define our problem and then overview our proposed Un1Ty method. Please refer to Tab. 1
for the notations used in this work.

Notation Description
X | Given feature data
Y | Given initial labels that contain noise
Y | Predicted labels
Y | Ground-truth labels
Y* | Refurbished label
f(+;0) | Anomaly classifier with weights 6
p | Pair of samples
XP | Set of pairs
7¢ | Contrastive learning label for a pair of samples
X5 | Samples selected as having clean labels
X' | Samples with refurbished labels
X' | Samples to be used for training
X° | Non-selected samples
XP | Pairs of samples
€ | Noise Rate

Table 1. Table of notation.

2.1 Problem Definition

Given pseudo-labels generated by an unsupervised detector, the noise rate is defined below.

Definition 1. (Label Noise Rate of Pseudo Labels). Let X = {x; € Rd}f\:’ | be the anomaly dataset
with N samples and d features, Y = {y; € [0,1]}Y, be X’s ground truth labels where y; = 1 means

Proc. ACM Manag. Data, Vol. 3, No. 1 (SIGMOD), Article 7. Publication date: February 2025.



noriZontat-snorier-rirat

Intermediate Selection of Net 1 Intermediate Selection of Net 1 Final Selection of Net 1
Historical
1 Meta Data | Network 1
NFEWOH ) 0y Agree-to-Disagree  Sample Selection Adaptive ConstrastCorr Label Refreshment fC.0,)
-6, ¢ . Thresh g
Agreement Scoring Score Box.C. Anomaly Centric Contrastive Centroid-based Label 2
[ Historical Loss J[ Prediction Agreement J r°\°‘j_‘:"/€‘ Learning Refurbishment =
Scoring .. Scoring Centroid Dist 2
(M-l o [ ETRSS Pairing Network- (Aan) ce" pute M'§aasr.'fF§ ReTeRSh 8
QO
Disagreement Scoring Score Trim AI: o P"s A . <
A ti o
Confidence Historical Loss A AAA‘A 2;’1”.3 \ C X A' \ XA' C ®
scoing [ Y )| Scoing  [--Ex3 Network 2
Network 2 I £C,0,)
f(.6;)
Intermediate Selection of Net 2 Intermediate Selection of Net 2 Final Selection of Net 2

truth Int e
] Predcion 3 Sample [ Disanceto BEEEA] Original noisy data A Ground-ruth ner(Sclocted) A\ Ground-truthntr Unselected) Ground-truth Inlier (Refurbished)
probabilties EB3 toss O

Decision boundary BB Selecteddata  [] Anomaly (Unselected) @Gvoundrnum maly (Refurbished)

Fig. 2. UniTy Overview. Given the initial noisy data, each peer network collects historical meta data. Agree:
calculates an agreement score for each sample using meta data. Adaptive Threshold: determines how many
samples to select. Disagree: remaining samples receive new disagreement scores with the adaptive threshold
applied to set a new threshold. CoNTRASTCORR: refurbishes labels for samples not selected by Agree-to-
Disagree. Peer networks are updated using cross-training.

that x; is an anomaly and y; = 0 means that x; is an inlier. Also, let Y = {gj; € [0, 1]}N be X’s
pseudo-labels. The label noise rate € of Y is defined as the ratio between the number of wrong
labels in Y versus the total number of samples N. Formally, € is defined as:
€= Zf\il 1{57i¢yi} (1)
N

where, 1(4,2y,) is the indicator function.

Specifically, we define the label noise rates €, and ¢; in the anomaly and inlier classes, respectively,
as follows:

N
Zizl y=1) - Ygizy:)

€, = N (2)
st 1(y=1)
N
_ Zim1 Yyi=oy - Ygirys)
€ = N ®3)
2in1 1{y,=0}

In practice, as seen in Fig. 1 and Tab. 2, the noise rate of the anomalies €, is much greater than
that of the inliers ¢;, i.e. disparate noise rates. Using the noise rate definition, we define our problem.

Definition 2. (Anomaly Detection with Noisy Pseudo Labels). Let X = {x; € Rd}fi ; be an
anomaly dataset with N samples and d features, and Y = {g; € [0, 1]}¥, be the pseudo-labels
generated by a basic unsupervised detector h(X), with an unknown label noise rate €. Our problem
is to select a subset X' C X of samples with refined pseudo labels Y*’ such that the noise rate of
the subset for each class é, < €, and é; < ¢;. Further, an anomaly detector f (X, YA“; 0) trained on
X' and Y?" should achieve better performance on a given dataset, X, than its counterpart f(X, Y: 0)
trained on the same dataset X with its initial pseudo labels Y, and the basic detector h(X).

2.2 Overview of UNITY System

Unr1ty successfully learns from noisy labels for anomaly detection with 3 novel techniques: (1)
Agree-to-Disagree sample selection strategy which selects samples with likely clean labels X5, (2)
an adaptive thresholding technique that determines how many samples to select without requiring
prior knowledge of the true noise rate, and (3) refurbishment of labels in a transferred embedding
space which refurbishes noisy labels to have likely clean labels X". Together these techniques
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address all three challenges listed in Sec. 1 and thus produce a reliable set of sufficiently many
clean samples, including marginal, needed for network training X = X* U X,

Fig. 2 overviews UNITY composed of Agree-to-Disagree Sample Selector, Adaptive Threshold,
and CoNTRASTCORR Label Refurbishment. Inspired by Co-teaching [13], UNITY cross-trains two
deep neural networks (peer networks), with the same architectures but different initialized weights,
as seen in the first step of Fig. 2. These two networks communicate with each other to determine
which samples are clean and should thus be used in the next iteration of training to update the
weights of the other network.

During training, UNITY routes the samples to the Agree-to-Disagree sample selection component
(Sec. 3). Here, Un1tY identifies clean easy, and clean marginal samples. UNITY considers a sample
clean if the two neural networks agree on its prediction and produce a small loss. However, since
the instantaneous loss can fluctuate and becomes less informative in later epochs, we aggregate
historical losses giving more weight to earlier observations.

After discovering the easy clean samples by agreement, UNITY leverages the signals hidden in
the disagreement of the peer networks to identify the more challenging clean marginal samples —
including more critically needed clean anomalies. The key idea is to leverage the distinct learning
abilities of each network to select samples such that one network can successfully teach the correct
prediction to the other network. To achieve this, UNITY combines the historical loss metric with
the network’s prediction confidence to identify samples that one network is confident in predicting
while the other network is not.

Rather than assuming that the noise rate is known beforehand and thus hard-coding a fixed
threshold on these scores to identify which labels are considered clean, Un1TY’s adaptive thresh-
olding technique (Sec. 4) collects statistics on first the agreement and then disagreement scores to
estimate their appropriate clean sample selection threshold with respect to both predicted inlier
and anomaly labels. The estimated adaptive thresholds successfully separate clean samples from
noisy ones without requiring access to the ground truth label noise rate.

Once the Agree-to-Disagree sample selection identifies the likely clean samples, the remaining
samples with unknown label cleanliness are passed to the CONTRASTCORR Label Refurbishment
component. Rather than discarding these samples as done by state-of-the-art methods, UN1TY
successfully refurbishes the labels of these marginal samples and merges them with the already
selected samples to create an even more diverse training set (Sec. 5). Our unique approach is to
leverage the clean samples selected by agree-to-disagree to train a contrastive embedding network,
that produces a new anomaly-centric embedding space resilient to label noise. This anomaly-aware
contrastive training pulls inlier samples in the embedding space close together, while anomalies are
not pulled together as would have been done for classification but are instead simply pushed far
from the inliers. This facilitates UNITY’s ability to assign a newly corrected label to noisy samples
while preserving labels of marginal clean samples, preventing false refurbishment. This overall
UNITY process is summarized in Algo. 1.

3 Agree-to-Disagree Sample Selection

In this section, we describe UNITY’s Agree-to-Disagree sample selection process which identifies
likely clean samples. Intuitively, if two networks agree on a prediction, that prediction is likely to be
correct. To leverage this, we introduce an Agreement-Historical Loss score wagree (Sec. 3.1) which
is used to select a likely clean sample set ngree through adaptive thresholding (Sec. 4). Here the
historical loss serves to mitigate the effect of weak or instantaneous agreement to avoid selecting
non-clean samples. Additionally, as the peer networks are unlikely to agree on a prediction for the

more difficult yet highly informative marginal samples, we scrutinize the samples not in ngree via
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Algorithm 1 Un1TY: Overall Approach and Process Flow

Input: Networks f(-;61), f(-;62), g(-;03), dataset X, initial noisy labels Y, max epoch T, and
warm-up epochs W
Output: De-noised Labels Y;
1: fort=1to W do
2: WARM-UP f(-;6;) AND f(+;6,) oN X, Y
3: fort =W toT do
/] Agree-to-Disagree sample selection
4: Y,,L; = FORWARDPASS (f(-;01), Y, X) //Obtain prediction and loss of network 1
5: Y5, L, = FORWARDPASS (f(+;6,), Y, X) //Obtain prediction and loss of network 2
/1 Select samples with clean labels
6: X5, X5 = AGREE-TO-DISAGREESAMPLESELECT(Yl, Y5, L1, Lo, X)
// ContrastCorr label refurbishment
7: ?’1‘, Y; = CoNTRASTCORRREFURBISH(XS, X5, Yy, Yo, X, g(+;03))
// Replace the labels of non-selected samples with refurbished labels
8: Overwrite Y; for non-selected samples with Y’lk
9: Overwrite Y, for non-selected samples with Y;
// Cross update networks
10: f(+;6,) < NETWORKUPDATE(f(X3; 6;), Y5)
11: f(-;02) < NETWORKUPDATE(f(X5; 0,), Y1)
12: Y1 = f(X;0,)
13: return Y,

a Disagreement-Historical Loss score Wyjsagree (Sec. 3.2). Intuitively, this score uses the networks’
confidences to estimate how likely each network is to teach the correct prediction for a sample
to its peer and is also thresholded to produce a likely clean set X91$28™¢ Combined, these metrics
capture a set of diverse highly likely clean samples, X}, = x2gree | xdisagree ypat preserves the
valuable marginal clean samples that SOTA selection methods often discard. This process is shown

visually in Fig. 3.

3.1 Agreement-Historical Loss Scoring

To overcome the challenge of clean anomaly scarcity (Challenge C2), UNITY selects initial samples
with likely clean labels by extending the popular small loss observation [3, 13, 16] to include peer
network agreement. In essence, given the peer networks f(-;0;) and f(-;0,), UNITY identifies
samples as clean when the peer networks agree on their predictions for a sample and both generate
a small loss.

Combining Historical Loss with Prediction Agreement. To integrate these concepts we aim
to create a score that is large when the networks agree with low losses, and small otherwise. This
corresponds to the blue and orange shaded regions of the feature space on the left of Fig. 3. For this,
we calculate the Agreement-Historical Loss score wggre(x;) of a sample x; by combining the
historical loss w r_(x;) with the prediction agreement wp (x;) of the two collaborating networks as
expressed in Eq. 4.

Wagree(xi) =a- WD(xi) + (1 - 0[) WL, (xi) (4)
With historical loss w, and agreement wp defined below and in Eq. 5 and Eq. 7, respectively.
Here « is a constant set to 0.5, giving equal preference to loss and agreement. After computing these
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scores on all samples, UNITY selects the samples with maximal (and thus likely clean) agreement
scores using adaptive thresholding.

While small loss for a sample x; is a well-established sign for label cleanness in classification,
the scarcity of clean anomalies (Challenge C2) leads the networks to quickly learn the majority
inlier class, leaving clean anomalies with large losses similar to that of noisy samples. Further, the
small loss signal at a given iteration of training can fluctuate randomly [48]. Therefore, relying
solely on loss faces issues as stated below.

Remark 1. (Loss Loses its Separating Ability). Given a large network f(-;0) and sample x;, the
training objective for classification is to minimize the loss produced by the network on the sample,
ming £ (f(x;;0), §), regardless of whether the sample is clean or noisy. Therefore as the training of
f(-;0) progresses, the network will increasingly overfit on the pseudo labels, with clean inliers being
overfit the fastest due to their overwhelming class majority. This results in the loss over time ceasing to
meaningfully discriminate between clean anomalies and noisy inliers.

Given this, we leverage the more informative historical loss instead of the instantaneous loss.
Further, rather than providing larger weights to more recent observations as is typical, Rem. 1 leads
us to prioritize the higher-quality loss signal from the earlier more informative epochs. To achieve
this, our historical loss score w_(x;) uses the normalized Exponential Moving Average (EMA)
of the historical loss trajectory of two peer networks f(x;;0;1) and f(x;; 62) as in Eq. 5. To provide
a larger score to small loss samples, we subtract the normalized historical losses from 1.

wr, (xi) =1 = (G(f(xi561), §;) + € (f (255 62), Gi)) (5)
with ¢ being the EMA of binary cross-entropy loss below

(1= p) - tgce(f(xi;0), 0:)+
6 (f(xi,0), ;) = Bt (f(xi50), G0), ift>1 (6)
tece(f (x5 0), 9i), else

Here t denotes the current training epoch. § € [0, 1] a tuning parameter balancing the accumulated
loss vs current loss. We set ff to 0.9 to give more weight to earlier loss observations [48].

As illustrated earlier (Fig. 1), loss alone does not separate noisy anomalies from clean anomalies.
We thus incorporate the networks’ prediction agreement wp(x;) of peer networks into our
UNITY selection score based on the generated prediction probability distributions. To measure the
symmetric similarity between predictions, UNITY uses the Jensen-Shannon (JS) divergence between
the posteriors from each network’s prediction for x; as in Eq. 7 below. Since the JS divergence
produces a small score between 0 and 1 for similar distributions, UNITY inverts the score by
subtracting it by 1.

wp (x;) =1 = JS (f (xi5 00| f (x5 02)) (7)

where

75 (7001 15020 = 3 D (x0T C22))

+ %DKL (f(xl.;ez))”f(xi;el) -;-f(xi;ez))

With Dk computing the classical Kullback-Leibler (KL) divergence that measures the relative
entropy of the two distributions. A larger prediction agreement score means that two networks
have similar predictions and thus are in agreement for a sample, and vice versa.
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3.2 Disagreement-Historical Loss Scoring

While the above method securely selects samples easier to learn and far from the decision boundary
for both networks, it struggles with the harder-to-learn clean marginal samples closer to the decision
boundaries. Despite being risky to select, these marginal samples harbor critical information for
improved anomaly detection performance. Thus, we aim to recover this information by the design
of the Disagreement Resolver which acts on the samples not selected by Agreement. The region
of the feature space that the Disagreement Resolver aims to select samples from is highlighted in
green in the middle chart of Fig. 3.

Intuitively, we measure the confidence of the peer network’s predictions based on the proximity
of the sample to each decision boundary and use the more confident network to teach the less
confident network the correct label. However, relying solely on a network’s confidence can be risky
[12, 27] due to the potential of false, overconfident predictions. To mitigate this risk, UNITY combines
the confidence score with the network historical loss to create Wg;sagree, a Disagreement-Historical
Loss score as follows.

Combined Disagreement-Loss Scoring. At each epoch, for each sample not selected as clean by
the agreement selector (Sec. 3.1), we calculate the Disagreement-Historical Loss score.

Wdisagree (X,’, 9) =a- WC(xi; 6) + (1 - C()WLS (X[, 9) (8)

With wc being the confidence for network f(-; 8) calculated by Eq. 9, w s, the EMA binary cross
entropy loss calculated by Eq. 10, and « the same scoring parameter as in Eq. 4.

For the above, we now define the notion of network confidence corresponding to the difference
between each network’s prediction and the decision boundary.

Definition 3. (Network Confidence). Given a sample x;, and a Network f(-; 0), let the network
confidence be the absolute distance between the network’s posterior probability for the given sample,
f(x;;0), and the decision boundary threshold o.

More precisely, we measure the network confidence of networks f(-;6;) and f(-; 6,) using
their posterior predictions — i.e., the probability of a sample being an anomaly - as in Eq. 9.

we(xi, 01) = |f (xi3601) — o] = |f (xi, 02) — o]
we(xi, 02) = |f (xi3602) — o] = |f (xi,01) — o]
With o representing the decision boundary (probability 0.5). Unlike the Agreement score, each
network calculates an independent confidence score for each sample and maintains its own set of

clean samples. A network is deemed the teacher network for a sample x; if the network is confident
in its prediction while the other is not.

©)
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Lastly, since networks can be overly confident in a prediction, even when the prediction is
incorrect [12, 27], we enhance this process by penalizing samples with large losses. Similar to above
(Sec. 3.1), to leverage a more informative loss and avoid fluctuations from the instantaneous loss
of a sample, we utilize the EMA-smoothed historical cross-entropy loss. However, since each
peer network now selects its own set of confident samples for teaching the other network, each
calculates its own binary cross-entropy loss:

wr (xi,0) =1 - 6(f(xi:0),9:) (10)
with #; the EMA of the binary cross-entropy loss calculated below

(1= B) - tece(f(xi;0), §;)+
G(f(x,0),5:) = B b1 (f(xi50), 50), ift >1 (11)
tce(f (xi50), 0:), else

where t is the current epoch of training, and § € [0, 1] is a tuning parameter set to 0.9. To prioritize
small loss samples the historical losses are again normalized and inverted by subtracting from 1.

3.3 Agree-to-Disagree Algorithm

Agree-to-Disagree Sample Selection Algorithm. We pull together the complete Agree-to-
Disagree sample selection strategy in Algo. 2. Given a dataset X and the loss and predictions
generated by the networks f(-;6;) and f(-;0,), Algo. 2 selects subsets X} and X out of X for
the networks, respectively. Lines 1-3 first generate the selected subsets by the Loss-Prediction
network Agreement (Sec. 3.1), using an estimated threshold on the computed agreement scores
described in Sec. 4. Lines 4-7 select additional samples from the so-far unselected samples utilizing
the Disagreement Resolver (Sec. 3.2). Lines 8-9 union the subsets selected by agreement and
disagreement respectively for each network.

Complexity Analysis. The complexity of Algo. 2 is bounded by the complexity of agreement and
disagreement selections. Let |X| be the size of the dataset. The complexity of agreement selection
is O(|X]) since both its major components, EMA and KL Divergence, have linear computation
costs of O(]X]). Similarly, the complexity of disagreement selection is O(|X]|) since both network-
confidence and classification loss scoring have computation costs of O(|X]). Lastly, as shown in
Sec. 4, threshold estimation is also linear.

Algorithm 2 AGREE-TO-DISAGREESAMPLESELECT

Input: Dataset X, predictions ¥, and loss L; of network f(-;61), and predictions Y, and loss L, of
network f(+;0;)

Output: Selected subsets of clean samples X§ and X3

Wagree = AGREEMENTSCORE(Y1, Y1, Ly, Ly); //by Eq. 4

Oagree = ADAPTIVETHRESHOLD(Wygree); /by Eq. 12

Xi>XZ ={x e X| Wagree (x) 2 6Wagr@e};

Waiisagree, = DISAGREEMENTSCORE(X \ Xj, Y1, Y2, L1, Ly)); //by Eq. 8

Wiisagree, = DISAGREEMENTSCORE(X \ X3, Y1, Y2, L1, Ly)); //by Eq. 8

Odisagree; = ADAPTIVETHRESHOLD( Woisagree, ); /by Eq. 12

Odisagree; = ADAPTIVETHRESHOLD( Wiisagree,); /by Eq. 12

Xi = Xi U {x € X\ Xi | Wdisagree, (x) 2 5Wdisagree1 |5

XZ = XZ U {x eX \ X; | Wdisagree, (x) 2 5'Wd,»5ag,662 }§

return X3, X

R A A A

_
B
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4 Anomaly-Adaptive Threshold

Once the samples are assigned sampling scores by Agreement (Sec. 3.1) or Disagreement (Sec. 3.2),
UniITY must determine how many samples to select as having clean labels. The common approach
is to set a hard-coded threshold based on a-priori knowledge of the ground truth noise rate [13, 36,
39, 41]. However, in practice, it is difficult to estimate the true noise rate when the ground truth
labels are unknown. Worse yet, this approach assumes that the noise rate is equal across classes —
an assumption that does not hold for anomaly detection (Challenge C3).

Since samples with larger sampling scores are more likely to have clean labels, a sample x; will
likely have a clean label y; = g; if either wagree (i) OF Waisagree (X, 0) fall in the upper tail of the
sample score distributions. Our first thought would thus be to leverage batch statistics, such as mean
and standard deviation, as done in the literature [31] to determine the threshold. Unfortunately,
this technique requires the sampling score distributions to be approximately normal to prevent the
calculated threshold from being too small or too large and thereby selecting too many or too few
samples. This assumption fails however when applied to anomaly detection because inliers are
easier for networks to learn — resulting in smaller losses and higher confidence scores. This skews
the sampling score distributions. Further, since anomalies lack clear structure (Challenge C1), it is
not guaranteed nor even likely that the losses and confidences will be normally distributed.

To overcome these issues, we propose to adopt a two-step approach. First, we transform the
sampling score distributions to be approximately normal. Thereafter, we exclude the extreme
values [1] often present in anomaly detection that can bias the batch statistics. To transform the
sample score distributions, UNITY leverages the Box-Cox transformation [2], shown in Eq. 13, as it
can handle a wide range of transformations. Further, to exclude extreme values, UNITY trims the
transformed sampling scores by excluding the top and bottom 5% of samples with the largest and
smallest sampling scores from the threshold calculation.

The transformed-trimmed sample scores are then exploited to calculate the unsupervised thresh-
old by adding the standard deviation of the transformed-trimmed scores to the mean of the
transformed-trimmed scores, as shown in Eq. 12. Since inliers and anomalies have different noise
rates (Challenge C3) and anomalies are known to have higher losses [3], UNITY splits the sampling
scores into predicted inlier and predicted anomaly sets. Each set then calculates its own respective
threshold. Any samples in the corresponding predicted sets with a sampling score greater than the
calculated thresholds are deemed to have clean labels. They are thus selected as samples for the
next round of training (Eq. 14).

1 n-k
Or=pr+o PR j;ﬂ (wh(xj) — )’ (12)

where py = ﬁ er‘:k]il w.(x;) is the trimmed mean, k = n - 0.05 is the amount of samples to

remove from both tails, w(x;) is the Box-Cox [2] transformed sampling score 7 given to sample x;
per Eq. 13, where A is the automatically calculated maximum likelihood estimation, n is the number
of samples, and ¢ is a scoring parameter that is set to 1 for the Agreement scoring and 1.5 for the
Disagreement scoring such that agreement selects slightly more samples than disagreement.

Wr(xi)A71 :
wix)={ A ifaz0 (13)
log(w;(x;)) ifA=0

The final selected sets are then computed at the union of the selected clean samples from agreement
and disagreement as follows.

Xy =X, U{x e X|w(x) >} (14)
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Anomaly-Adaptive Threshold Algorithm. We insert this adaptive threshold solution into our
Agree-to-Disagree strategy in Algo. 2. Once each sample is given an Agreement-Historical Loss
score (Sec. 3.1), the adaptive threshold is calculated on line 2. Samples with a score greater than the
threshold are selected as likely being clean on line 3. Samples not selected are assigned our new
Disagreement-Historical Loss scores (Sec. 3.2). The process repeats on lines 4-7.

Complexity Analysis. The complexity of the Anomaly-Adaptive Threshold Algorithm is bounded
by the computation of Box-Cox transformation, which has a complexity of O(|X])[2].

5 COoNTRASTCORR Label Refurbishment

Although the Agree-to-Disagree selection process accurately selects clean samples (Sec. 3), it largely
excludes anomaly samples — despite those being crucial for supervised network training [5, 35].
This exclusion occurs due to the high initial noise rate among the anomaly class (Challenge C3),
resulting in few anomaly samples having clean initial labels. To incorporate the valuable signal
from these ignored anomaly samples, UNITY seeks to refurbish as many of the noisy labels as safely
as possible. The refurbished samples, X", are then combined with the selected clean samples for
network training X = X® U X'. Unfortunately, refurbishment is difficult because the samples
remaining in the "non-selected" set, X® = X \ X® consist of noisy and hard-to-learn clean samples
near the confidence boundaries of the peer networks, shown by red areas in the feature space of
Fig. 3. Further, the diversity of anomalies (Challenge C1), makes it challenging to refurbish their
labels using traditional label refurbishment techniques.

To overcome these issues, UNITY introduces an anomaly-aware strategy, called CONTRASTCORR,
for transforming the feature space into an anomaly-revealing embedding space (Sec. 5.1). For
this, CONTRASTCORR leverages the samples from the high-quality clean label set X® selected by
the prior Agree-to-Disagree component. Instead of attempting to learn the hard-to-characterize
structure of anomalies, this embedding space instead achieves greater separation between inliers
and anomalies by forcing inliers to cluster together while pushing anomalies away using a one-
directional approach. Leveraging this new embedding space, UNITY calculates a new sampling score,
werL, based on the distance of each non-selected sample to the centroid of the embedded inlier
cluster. This allows UNITY to assign the correct labels to the non-selected set X° either by changing
the label or by keeping the original label if it is already correct (Sec. 5.2). These refurbished samples
are then combined with the clean samples selected by Agree-to-Disagree X°® to form the revised set
for the next round of network training.

5.1 Anomaly Centric Contrastive Learning

The goal of contrastive learning is to learn a new embedding space that pulls the embeddings of sim-
ilar samples (positive pairs) closer together while pushing dissimilar samples (negative pairs) apart
[18]. Adopting this principle to our problem setting, UNITY leverages the selected clean sample set of
both networks X3 and X3 to construct a contrastive learning training dataset for anomaly detection
XP. As described in Def. 4, instead of creating positive pairs of our two classes as (inlier, inlier) and
(anomaly, anomaly), and forcing the embedding network to learn the difficult anomaly embedding
region, CONTRASTCORR only constructs (inlier, inlier) positive pairs. As for the negative pairs, we
work with (inlier, anomaly) pairs. Overall, we create 2 \{x,- e X§lgi =0} U {x; € X7 = 0}| pairs
p as in Eqs. 15 and 16. The embedding network g(+; 05) is then trained on the pairs p using the
CoNTRASTCORR loss function in Def. 5.

Definition 4. (Contrastive Training Pairs). Given two samples x;, x; € X® selected as having
clean labels by the Agree-to-Disagree component, they are considered a positive pair iff both predicted
labels are inlier j; = 0,7); = 0. Otherwise, if one sample is predicted anomaly §; = 1,§; = 0 or
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Ui = 0,7; = 1, they are a negative pair. The sets of positive and negative pairs with contrastive labels
yp = 0 and §; = 1 respectively are:

Xgos = {(xi,xj)mi = gj = O,i * j;V(Xi,Xj) [S] (Xi UXZ)2> (15)
Xpeg = {(x,., x)Gi =0Ag; =1;V(xi,x;) € (XjU xg)z} (16)

Definition 5. (CONTRASTCORR Loss Function). To train the embedding network g(-; 03) to map
a sample x; to an embedding space g(x;; 03) where the positive pairs are pulled together while the
negative pairs are pushed away, UNITY uses the contrastive loss in Eq. 17. This loss updates the network
g(+;05) at each epoch.

2

X
1 X ; ;
ferr = W Z ((1 - yp) : Hg(x;,;93) - g(x:65)
p=1

(17)
A . 2
g max (0.1~ ot - s 00 |
where |XP| is the number of pairs, §;, is the contrastive label for the pair p, ||-|| the Euclidean distance,

and m a margin hyperparameter set to 1. Here, the first term, activated by positive pairs, §; = 0,
minimizes the distances between the pair of samples and the second term, activated by negative pairs,
Uy = 1, encourages the pair of samples to be pushed apart by a margin of m.

Once the embedding network, g(+; 03), is trained at the current epoch, the new anomaly-centric
embedding space is used to assign improved labels to the remaining non-selected samples X°.

5.2 CONTRASTCORR Label Refurbishment

Given our Agree-to-Disagree identifies a large set of clean predicted inliers and some clean anom-
alies, the newly learned embedding space will pull the set of predicted inlier samples into a tight
singular inlier cluster while pushing anomalies away. CONTRASTCORR then calculates an inlier
centroid, seen in Eq. 18, representative of the average location of inliers in the embedding space.

x|
1
Cin = x| ; g(x;;03) (18)

Where X™ = {x; € X$]9; = 0} U {x; € X$|g); = 0}.

Thereafter, UNITY passes the remaining non-selected samples X° to g(+; 3) to compute their
corresponding embeddings. UNITY then calculates the distances from the embeddings to the likely
clean inlier centroid C;, shown in Eq. 19. Intuitively, the distances of the non-selected samples to
the centroid of the likely inlier samples are treated as an anomaly score. That is, samples with large
distances are likely to be ground truth anomalies and those with small distances are likely to be
ground truth inliers. UNITY leverages the noisy anomaly ratio to calculate the distance threshold to
distinguish anomalies from inliers.

were (xi) = 1|9 (xi303) — Cinl|2 (19)

The most confident, based on the distance to the inlier centroid, non-selected samples X* with their
refurbished labels Y* are then combined with the selected samples X® to create the current epoch’s
training set, X'. The training set is then used to cross update the networks f(; ;) and f(-; 6;).
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Algorithm 3 CONTRASTCORRLABELREFURBISH

Input: Dataset X, selected subsets of clean samples X§ and X yielded from Algorithm 2,
predicted labels Y, and Y,, and model g(-;63)
Output: Refurbishing labels belonging to Y; and Y,

“Werr, = CONTRASTCORRSCORE(X?, Cip,) //by Eq. 19
“Werr, = CONTRASTCORRSCORE(XY, Cip,) //by Eq. 19
Obtain Yj from Werr,

: Obtain Y; from Wery,

return Yj, Y;

1: XP = {(xi,xj)lgi =0A gj =0,i# j;\/(x,-,xj) € Xi XXZ}

2: XP=XPU {(x,-,xj)|gi =0A gj =1Li+# j,V(Xi,Xj) € Xi XXZ}
3: fcrr = FORWARD(XP, g(+; 05)) //by Eq. 17

4: 03 = BACKPRrOP(03, fcTL)

5. Obtain centroid C;;, //by Eq. 18

6: X(l) =X\ Xi

7: Xg =X\ X;

8:

9:

_ e e
N = O

5.3 CoNTRASTCORR Algorithm

CoNTRASTCORR Label Refurbishment Algorithm. Given dataset X, selected subsets Xj and
X} returned by Algo. 2 and predicted labels, Algo. 3 refurbishes the labels of the unselected subset
X\ Xj and X\ X3. Specifically, Lines 1-2 construct the positive and negative pairs as per Eqs. 15
and 16. Lines 3-4 compute the contrastive loss defined in Eq. 17 and update the network. With the
contrastive network, Lines 5-9 first compute the centroid of the inliers defined in Eq. 18 and then
calculate the CONTRASTCORR scores defined in Eq. 19. Lines 10-11 refurbish the labels using the
CoNTRASTCORR scores, which are returned in Line 12.

Complexity Analysis. Let |X| be the size of the dataset, d be the embedding dimensionality,
and |63| be the number of weights of network g(-; 03). The complexity of Algo. 3 is bounded by
the total complexity of (1) the pair construction in Lines 1-2, (2) the forward and backward passes
of the network in Lines 3-4, (3) the centroid computation in Line 5 and (4) the CONTRASTCORR
score computation in Line 8-9. In particular, since we are doing non-replacement sampling, the
complexity of the random pair construction is bounded by O(|X|). The complexity of the forward
and backward passes of a fully connected network is bounded by O(d X |X| X |63]). The complexity
of the mean centroid computation is O(|X| X d) and the complexity of the CONTRASTCORR score
computation is O(|X]| X d). Together the complexity of Algo. 3 is bounded by O(d % |X| X |65]).

6 Experimental Evaluation
6.1 Experimental Setup

Benchmark Datasets. To verify the effectiveness of UN1TY, we use 10 common anomaly detection
benchmark datasets [11, 25, 26, 32] with varying sizes, dimensionality, and anomaly ratios. Tab. 2
shows descriptive statistics about each dataset. Following [3], the datasets are feature normalized
with duplicates removed.

Initial Noisy Labels. To generate initial noisy labels, we use an Isolation Forest (IF) anomaly
detector [23] due to its simplicity, efficiency, and minimal hyper-parameter tuning [14]. The noise
rates €, and ¢; for the anomaly and inlier classes respectively for all datasets are in Tab. 2. The rates
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Dataset # Instances Dim Anomaly Noise Noise
Ratio (%) Ratee, (%) Ratee¢; (%)

Annthyroid 7,062 6 7.6 69 6
Cardio 1,822 21 9.6 51 5
Landsat 6,435 36 20.7 74 19
Mammography 7,848 6 3.2 84 3
Mnist 7,603 100 9.2 72 7
Pageblocks 5,393 10 9.5 59 6
Pendigits 6,870 16 2.3 62 1
Thyroid 3,656 6 2.5 48 1
Wine 129 13 7.8 90 8
WPBC 198 33 23.7 85 26

Table 2. Statistics of benchmark anomaly detection datasets.

differ significantly with the anomaly label noise rate ¢, ranging from 48% to 90%, and the inlier
noise rate ¢; ranging from 1% to 26%.

Comparative Methods. We compare UNITY against three groups of methods: (1) initial label
generator IF, (2) SOTA for Learning with Noisy Labels specific for Anomaly Detection, (LNL-AD),
and (3) SOTA for Learning with Noisy Labels for Classification (LNL-C).
Initial Label Generator IF. Isolation Forest [23], a popular unsupervised anomaly detector, that
generates initial pseudo labels [44].
Learning from Noisy Labels - Anomaly Detection (LNL-AD). We consider the two most recent
methods for this group.
e AutoOD [3]: SOTA for learning from noisy labels for anomaly detection that prunes samples
with large loss.
o UADB [40]: A SOTA for learning from noisy labels for anomaly detection that leverages the
prediction variance between 2 networks to refurbish noisy labels.
Learning from Noisy Labels - Classification (LNL-C). We consider the following five popular
methods for this group.
o Co-teaching [13]: Selects small loss samples as having clean labels for training.
o Co-teaching+ [41]: Improved Co-teaching variant selects small loss samples with disagreeing
predictions for training.
® JoCoR [39]: Selects small loss samples with agreeing predictions.
e SEAL [7]: Refurbishes noise labels for training by exploiting network prediction probabilities.
o SELFIE [36]: Selects small loss samples and refurbishes noisy labels leveraging prediction
probabilities for training.
To make the above LNL-C methods compatible for anomaly detection, we implement them based
on the same network architecture as UNITY. Since most LNL-C methods [13, 36, 39, 41], except
SEAL [7] require the label noise rate for selection or refurbishment, we provide them with the
respective ground-truth label noise rates for both anomaly and inlier classes. At selection time, the
samples are split into predicted inliers and anomalies with the true noise rate for the respective
class used to make selections.

Implementation Details. All experiments are conducted on an A100 GPU using the PyTorch [30]
deep learning framework. The two peer networks f(+;61) and f(+; 0;) and the embedding network
g(+;03) in UN1TY each consists of 3 hidden layers. We use stochastic gradient descent with mo-
mentum of 0.9 and learning rate of 0.01 for the two peer networks and 0.001 for the embedding
network. UNITY is ran for 200 epochs where the first 15 epochs are a warm-up period. These hyper-
parameter settings are independent across all datasets and are held the same for all experiments. If
hyper-parameters need to be tweaked, the training loss of the noisy labels can be leveraged. Some
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datasets require batch norm layers to properly fit the data, which can be determined by monitoring
the loss of the networks on the noisy labels. For fair comparison, methods are run with and without
batch norm layers and report the best result. All code is released on GitHub! for reproducibility.

Metrics. We adopt F-1 score, commonly used by anomaly detection as an evaluation metric due to
its support for class-imbalanced data. Each method is ran for 10 random seeds, with the top 3 seeds
selected. We report the mean and standard deviations of F-1 scores.

Method ‘ Datasets

| Annthyroid Cardio Landsat Mammography Mnist Pageblocks Pendigits Thyroid Wine WPBC
IF (Base) 0340, 05405 0.2540 0.26.01 0335  0.4dg 0390;  0.6le 02009 0.17;
AutoOD 0.48 04 0120 0.1804 0.2503 0.44 4 0.49 06 01795 07991 05215 0.3203
UADB 0.39 o2 0.6194 0.3103 0.29 o1 0.34 91 0.25 18 0.47 17 0.69 o3 0.1896 0.17 o2
Co-teaching 0.66.07 05603 0.35.0; 0.30.1; 0349, 0500, 0450, 07705 03712 0.260;
Co-teaching+ 0.40 o4 0.5704  0.38 0.31 19 0.34 2 0.48 o3 0.41 o5 0.7302 02332 0.23¢¢
JoCoR 0.42 03 0.56,05  0.37 01 0.10 04 0.33 06 0.53 03 0.51 1 0.6801  0.503, 0.28 o4
SEAL 0.79 00 0.6202 0321 0.26 92 0.37 o3 0.50 01 0.48 o2 07301 0.200 0.32
SELFIE 0.66.03 0640, 03701 0.27 11 04609  0.584; 04805 07201 0.11g; 0.2810
UNITY (ours) | 07899  0.6500 0.40; 03405 0489,  0.630; 0589 0.81p; 0835 0.360;

Table 3. F-1 Scores of the comparative methods and UNiTy. The best method per dataset is bolded, and the
second best is underlined. UNITY outperforms the compared methods, achieving the greatest performance on
9 of the 10 datasets, and yielding second best on its only non-winning dataset.

6.2 Comparative Effectiveness Evaluation

Tab. 3 shows the final anomaly detection results of all comparative methods on all 10 datasets.
Overall, UNITY consistently outperforms all methods in 9 out of the 10 datasets, with the exception
being Annthyroid, where UNITY is a close runner-up. Specifically, UNITY outperforms the SOTA
LNL-AD methods, namely, AutoOD and UADB across all datasets by 0.02 to 0.31 points in F-1
score. UNITY also outperforms the LNL-C, methods on 9 out of the 10 datasets by 0.01 to 0.33
points in the F-1 score even though most of these methods are given the extra knowledge of the
ground truth noise rates for both the inlier and anomaly classes, which our UN1TY does not need.
Further, we observe that compared to the initial label generator IF, only Un1TY, Co-teaching, and
Co-teaching+ provide a consistent improvement across all datasets with UNITY always showing
the greater improvement.

By addressing the 3 critical challenges, UN1TY outperforms the comparative methods. First, UNITY
overcomes the effect the scarcity of clean anomalies has on sample selection metrics (Challenge
C2) by leveraging agreement, disagreement, and historical loss metrics. Doing so allows Agree-to-
Disagree (Sec. 3) to select clean samples including marginal samples that comparative methods
discard. Then to include more anomalies, even in high noise settings (Challenge C3), UNITY learns a
new anomaly-centric embedding space that adheres to the anomalies’ lack of structure (Challenge
C2) to accurately refurbish noisy labels.

The initial label noise rate in the anomaly class €, in Tab. 2 has a substantial impact on overall
anomaly detection performance. While most methods perform better on datasets with lower ¢,
Thyroid (48%), Cardio (51%), and Pageblocks (59%), they suffer severe performance degradation
on datasets with higher ¢,, Landsat (74%), Mammography (84%), WPBC (85%), and Wine (90%).
Despite this, UNITY consistently achieves the best performance. It achieves the highest global F-1
score of 0.833 on the Wine dataset with the highest €, of 90%. This performance can be attributed
to UNITY’s ability to use the signal from marginal samples to refurbish samples with noisy labels,

Lhttps://github.com/dhofmann34/Unity
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as discussed above. We further evaluate UN1TY under different label noise rates ¢, in the anomaly
class in Sec. 6.7.
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(b) Pseudo anomalies: true anomalies vs. false anomalies (true inliers)

Fig. 4. Pseudo inliers (First Row) and Pseudo anomalies (second row) colored by IF’s predicted labels.

6.3 Case Studies using Benchmark Datasets

To demonstrate the challenges marginal samples create we provide Fig. 4. This figure shows the
t-SNE visualization of each benchmark dataset split by their initial pseudo label with inliers in the
top row and anomalies in the bottom row. The hue of the points represents the quality of the initial
predicted labels by the IF detector. In the top row, the figure reveals that among the pseudo inliers,
many false inliers fall in overlapping regions of true inliers. These are marginal samples as they
are ground truth anomalies that exhibit similar characteristics as inliers, making them difficult to
select or refurbish. Further, the bottom row of Fig. 4, shows that in addition to marginal samples,
the pseudo anomalies contain many false anomalies making sample selection-only methods discard
a large amount of anomaly samples.

6.4 Quality of Selected Samples by UNITY Stages

Fig. 5 depicts the selection quality of each UN1TY stage. Each stage progressively selects a greater
proportion of clean samples for network training. In total, approx. 68% to 73% of original samples are
included in the training process. As expected, UNITY’s Agree (Sec. 3.1) stage selects easier samples
resulting in less mistakes. UNITY’s Disagree selection (Sec. 3.2) targets the marginal samples with
clean labels — adding additional samples to the training set. Although this selection is more risky
and includes more noisy samples, the beneficial signal from the marginal samples outweighs the
negative impact of a few noisy samples. Finally, UN1TY’s CONTRASTCORR refurbishes the labels of
the samples not selected by UNITY’s Agree-to-Disagree. In doing so, UNITY utilizes the majority of
the dataset to update its peer networks, improving the downstream anomaly detection performance.
By selecting less noisy samples, UNITY avoids conflicting signals during training which in turn
improves anomaly detection.

Fig. 6 shows the reduction in the noise rate from the original noisy labels to the final set of selected
and refurbished samples. The noise rate for anomalies decreased significantly, approximately 2 to 7
folds across all datasets. Although the noise rate is already relatively low for inliers, UntTY further
reduces it by 1.5 to 4 fold.

6.5 Ablation Study of UNiTy Components

In this study, we explore the contribution of each component of UN1TY. We compare UNITY to
its three variants: (1) UNITY-A which adopts UNITY’s Agreement sample selection (Sec. 3.1) only,
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Fig. 6. Change in noise rate per class from original labels (Ori) to selected labels after agreement, disagreement,
and refurbishment (ADR) in Epoch 200.

(2) Un1TY-D Which adopts Un1TY’s Disagreement sample selection (Sec. 3.2) only, and (3) UNITY-
CC which adopts CONTRASTCORR, performing only UNITY’s label refurbishment. To evaluate
CoNTRASTCORR without UNITY’s Agree-to-Disagree selection strategy, we leverage the anomaly
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Method Datasets

Annthyroid Cardio Landsat Mammography Mnist Pageblocks Pendigits Thyroid Wine WPBC
IF (Base) 0.34 o3 0.5402 0.25 0.26.01 0.33 o2 0.44 o, 0.39 4 0.61 o4 0.20 00 0.17.2
UNITY-A 0.39 o1 0.57 04  0.38 3 0.35 o5 0.32 04 0.43 o1 0.47 o3 0.77 o3 0.3712 0.24¢;
UnitY-D 0.78 00 0.6293 0.31,; 0.15 14 0.07 o3 0.54 o, 0.32 1 m 0.2000 0.224
UnriTy-CC 0.48,02 0.59_03 0.30,02 0.21_04 0.41_01 0.53_01 0.49_04 0.73_02 0‘53_15 0‘30_07
UNITY 0.7800  0.6500 0.40, 0.34 0 0489,  0.630; 0.5899 0.8192 0.8315 0.360,

Table 4. Ablation Study of performance (F-1) of UNITY’s core components: Agree Sample Selection (UNITY-A),
Disagreement Resolver (UNITY-D), and UNITY-CONTRASTCORR (UNITY-CC). The best UNITY component per
dataset is bolded, second best is underlined. Each component consistently provides utility to UNITY over the
initial dirty labels (Base).

scores from the IF detector to rank the initial predictions based on network confidence. We then
select 20% of the most confident predicted inliers and 20% of the most confident predicted anomalies
to train UNITY’s refurbishment strategy. The results are shown in Tab. 4.

While both Un1TY-A and UNITY-D tend to contribute a performance gain compared to the initial
label generator IF for most datasets, their gains are less than the complete UNITY architecture on 8
out of the 10 datasets. This can be explained by UNI1TY-A capitalizing on selecting easy but accurate
labels, while UN1TY-D selects riskier marginal samples. We also observe that UN1TY-A and UN1TY-D
struggle to gain in performance on the initial labels when the datasets contain extreme anomaly
label noise such as in WPBC (85%), and Wine (90%). This is expected as both components only
select samples with clean labels forcing them to discard most anomaly samples when given a high
noise rate.

CoNTRASTCORR also improves on the performance of the IF generator for most datasets, however,
its largest improvement is evident when the noise rate of the anomaly class becomes larger, as seen
with WPBC (85%), and Wine (90%) datasets. This is because CONTRASTCORR refurbishes the noise
labels and can thus exploit the signal from the noisy marginal samples that Un1TYy-A and Un1TY-D
are forced to discard. However, CONTRASTCORR alone always performs worse than the entire UN1TY
pipeline. This is due to CONTRASTCORR not receiving marginal samples to learn from, while in
the UNITY pipeline, UNITY-D selects clean marginal samples to train CONTRASTCORR allowing for
optimized performance.

0.8 v
0.7

‘\6 ‘\0
N\“‘“\’(o e \ @

Fig. 7. Paired T-Test (n=10) of F-1 scores for benchmark datasets between UNiTy with adaptive vs true threshold.
8/10 datasets point at the adaptive threshold not being significantly different than the true threshold.

6.6 UNITY’s Adaptive Threshold Evaluation

To evaluate UNITY’s adaptive threshold, we compare the overall F1 performances of Un1TY with
the adaptive threshold (Sec. 4) vs Un1TY with access to the ground truth noise rate to calculate
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the threshold. For this comparison, we run both variations for 10 random seeds and perform a
paired t-test of the F1 scores, where our null hypothesis is that the two sets of F1 scores will be
equal in expectation. We report the p-values for this comparison in Fig. 7. We observe that p-values
are larger than 0.05 for 8 out of the 10 datasets ranging from 0.113 to 0.747. We therefore don’t
have significant evidence to reject the null hypothesis, implying that the adaptive threshold has a
similar performance as the threshold with the true noise rate. Meanwhile, for the 2 datasets with
p-values less than 0.05, UN1TY could gain additional performance when the true noise rate is known.
Although UNrTY already outperforms all other comparative methods for these datasets without
access to the true noise rate.
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Fig. 8. UniTy for varying noise rates &, in anomaly class.

6.7 UNITY’s Robustness to Label Noise Rates

As demonstrated in Section 6.2, the label noise rate of the anomaly class €, has a significant impact
on the overall anomaly detection performance. We thus evaluate the robustness of UNITY against
varying levels of ;. To focus on the most relevant factor, we vary the noise rate €, from 30% to 90%
in the anomaly class while keeping the noise rate ¢; of the inlier class consistent for all datasets. To
add realistic noise, when given a desired rate é,, we use the initial rate €, as the seed. We add label
noise to the neighboring noisy anomalies if é, > €,, and remove label noise of the marginal noisy
anomalies if €, < €,. We report F1 scores of UNITY on the new datasets with varying €, in Fig. 8.

We observe that UNITY remains stable across different anomaly noise rates even when 90% of
anomalies are mislabeled for the large majority of the data sets. By combining both clean sample
selection and label refurbishment, UNITY selects marginal samples with clean labels and leverages
them to further improve the label refurbishment. This allows UNITY to exploit the signal of many
samples that previously had noisy labels. The Cardio, Mnist, and Pendigits datasets do however
show some instability as the noise rates increase. This can be explained by examining the constant
noise rate of the inlier class. The 3 mentioned datasets have a relatively small noise rate for the
inlier class as seen in Tab. 2. Therefore UNITY’s Agree-to-Disagree sample selection can likely find
many inlier samples with clean labels, however, as the noise rate of the anomaly class increases,
very few anomalies can be selected as having clean labels. Thus UN1TY’s CONTRASTCORR may
overfit the inlier class, resulting in weaker refurbishment performance.

6.8 UNITY’s Runtime Efficiency

We measure the runtime of UNITY, confirming that it matches our time complexity analysis in
Sections 3, 4, and 5. We create a series of data subsets with sample sizes ranging from 10K to 200K
of our largest dataset Mammography, and measure the average runtime of UNITY for one epoch.
Fig. 9 shows the runtimes for agreement (Sec. 3.1), disagreement (Sec. 3.2), and label refurbishment
(Sec. 5) subcomponents, respectively. Consistent with the complexity analysis, the overall runtime
of UNITY remains linear as the number of samples increases. As expected, UNITY’s Disagree takes
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Fig. 9. UNITY runtime efficiency.

about twice as long as UNITY’s agreement as the disagreement score is calculated twice, once
for each peer network. Overall, UN1TY takes only 10 seconds for 200K samples on an A100 GPU,
negligible compared to most deep network training. Its lightweight nature makes UNITY suitable
for larger datasets and complex peer networks. Since runtime is dominated by model training, and
UNITY requires the training of 3 networks, UNITY takes about 3 times longer to run compared to
single network approaches.

7 Related Work

Sample Selection. Given a dataset with noisy labels, research on selecting samples with clean
labels as a training set predominately focuses on classification tasks [3, 6, 13, 34, 37, 39, 41]. Sample
selection is achieved by assigning hard binary weights [13, 37, 39, 41] or soft weights [6, 34] to
the samples’ loss during network updating. The above methods that target classification assume
balanced classes and evenly distributed label noise with a known rate. They leverage signals such
as loss or prediction confidence to identify clean samples. A recent method, AutoOD (3], leverages
similar intuition of early training loss but applied to anomaly detection.

Label Refurbishment. Label refurbishment methods [7, 33, 40, 47] identify noisy samples using
metrics like prediction confidence. Similar to sample selection, these methods typically target
classification tasks and work with the assumption of balanced classes and an apriori-known label
noise rate. Perhaps closest to our research, SELFIE [36] uses the entropy of network predictions to
refurbish samples with consistent predictions. Since anomalies are scarce, they may lack consistent
predictions even if they are clean. Instead, UNITY’s space transformation via CONTRASTCORR
accurately refurbishes the additional anomaly samples, that SELFIE ignores. One variant of SELFIE
adds peer networks as per co-teaching [36]. However, when we apply it to the LNL-AD problem,
Unity outperforms SELFIE on all 10 benchmark data sets (Sec. 6). This may be caused by SELFIE
aggressively discarding clean marginal samples using peer-network loss; while UN1TY’s dual
disagreement and historical-loss strategy preserves important marginal samples in its selection.
Recent work UDAB [40] performs label refurbishment for anomaly detection. They do so assuming
anomalies have a greater prediction variance between two networks compared to inliers. Our
experiments confirm that UNITY outperforms UADB consistently.

Other Strategies. One recent line of research explores the use of data augmentations for LNL-
classification [20, 22, 28]. With anomalies lacking a clear class structure, this type of strategy, when
applied to the anomaly problem may risk diluting the true characteristics of the anomalies. Another
line of research, namely, the Mixture-of-experts techniques for LNL-AD [45], instead explores the
use of many diverse expert sources to help improve performance. They focus on a unique problem
setting, different than UN1TY, as we instead generate our initial labels from a cheap singular source.
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8 Conclusion

We design UNITY, a new learning from noisy labels approach for anomaly detection that, unlike
SOTA methods, combines the merits of both sample selection and label refurbishment for dual
gain. UNITY’s dual deep anomaly classifiers collaboratively select easy samples with clean labels
based on prediction agreement and marginal samples with clean labels via disagreement reso-
lution. Thereafter, UN1TY transforms the remaining samples into an anomaly-aware embedding
space facilitating further separation of marginal clean samples from noisy ones. Our experimental
study on 10 benchmark datasets demonstrates that UNITY consistently decreases the noise rate by
approximately 2 to 7 folds, and outperforms SOTA LNL methods by 0.31 (0.52 — 0.83) in F-1 Score.
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