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Abstract—Microfluidic biochips are widely used in biomedical
research, clinical diagnostics, and point-of-care testing. However,
their complex supply chains make them vulnerable to coun-
terfeiting, overbuilding, and intellectual property (IP) piracy.
We present fluorescent carbon quantum dot (CQD) stickers
that can be integrated with the polydimethylsiloxane (PDMS)
based biochips for authentication. The stickers can be plasma-
bonded to biochips made of glass and silicon. A protective
spin-coated PDMS layer makes them obscured and tamper-
proof. However, they are detectable under UV light and can be
authenticated via spectral analysis. The scheme exhibits unique
excitation-dependent responses associated with the variability of
the CQD sizes. This makes it ideal for physical authentication.
Reliability studies concerning mechanical, photonic, and thermal
degradation have demonstrated highly stable results. The stability
of CQDs within the PDMS, their robust excitation-based emission
fluorescence response, and the use of waste polypropylene masks
make this a sustainable and robust authenticator for biochips.

I. INTRODUCTION

Microfluidic biochips, a prominent class of lab-on-a-chip
devices, integrate biochemical functionalities into a singular
miniaturized device, emulating the capabilities of a laboratory
[1]. They have revolutionized various domains of biological
computing, encompassing enzymatic, deoxyribonucleic acid
(DNA), and proteomic analysis, surface immunoassays, tox-
icity monitoring and point-of-care-testing (POCT) [2].

Biochip companies have embraced horizontal supply-chain
models to attain economies of scale and cost reduction [3].
Untrusted third parties in the supply chain present risks
of intellectual property (IP) attacks such as reverse engi-
neering [4], counterfeiting [2], overbuilding [1] and, piracy
[5]. These issues pose substantial threats, jeopardizing the
development of proprietary protocols, diminishing confidence

IFor sustainability we derive CQDs from waste polypropylene masks.
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among healthcare professionals in biochips, and adversely
affecting patients. The security concerns are emphasized by
the inclusion of a medical device cybersecurity provision in
the United States’ new medical device law [6].

In a separate line of concerns related to plastic recycling,
26,000 metric tons of plastic waste from masks and bags
were produced during the COVID-19 period and ended up
in the ocean and landfills [7], [8]. Thus, to tackle IP-theft
issues while promoting sustainable practices, we introduce a
novel authentication scheme using fluorescent watermarking
stickers at the biochip device level. The scheme harnesses
carbon quantum dots (CQDs) synthesized through a one-step
oxidative hydrothermal process from discarded COVID-19
polypropylene masks [7]. We mix CQDs into a polydimethyl-
siloxane (PDMS) substrate to create fluorescent watermarking
stickers. These CQD stickers (CQDS) can be permanently
plasma bonded onto biochip devices made of PDMS, glass,
or silicon. We refer to these embedded CQDs in the biochip
stickers as Bio-CQDS. By spin-coating a layer of PDMS [9],
[10] the Bio-CQDS become optically obscured and resistant
to tampering as they go subsurface of the spin-coated layer
post-curing [11]. However, the obscured Bio-CQDS become
identifiable under UV light, and their authentication is accom-
plished through spectral analysis by correlating the intensity-
wavelength response with the database held by the trusted third
party (TTP) [12], [11]. Moreover, the Bio-CQDS exhibits an
excitation-dependent response due to the variability in CQD
sizes [7], which is crucial for generating a broad spectrum of
challenge-response pairs for authentication [12]. Furthermore,
reliability studies showed that Bio-CQDS exhibited superior
mechanical, photonic, and thermal stability compared to flu-
orescent organic dyes. Scalability studies demonstrated that
carbon quantum dots (CQDs) could be efficiently synthesized
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from polypropylene masks in large quantities with consistent
properties, underscoring Bio-CQDS’s potential for large-scale
production. Additionally, cytotoxicity studies confirmed that
CQDs are safe for biochip applications, as they showed
minimal impact on cell viability at relevant concentrations,
making Bio-CQDS an effective and safe scheme.

The rest of the paper is organized as follows: Section II
provides the background, Bio-CQDS threat and authentication
model, and prior work. Section III describes the experimental
and reliability study results. Sections IV-V present discussions
and conclusion, respectively.

II. BACKGROUND
A. Carbon Quantum Dots

CQDs are zero-dimensional carbon nanomaterials that pos-
sess unique physical and chemical properties, low toxicity,
easy-to-functionalize surfaces, and good biocompatibility [7].
Further, they are highly soluble in water, alcohol, and various
organic solvents, and possess excitation-dependent emission
consistent with their size distribution of 1-8 nm [7]. They
are extensively used in biological imaging, environmental
monitoring, targeted drug delivery, and disease diagnosis [7].
In the context of watermarking applications, CQDs offer great
stability within polymer matrices, serving as sustainable and
non-toxic alternatives to conventional fluorescent dyes [7].
Their resistance to photobleaching and consistent fluorescence
ensure reliable and secure authentication for biochips.

B. Microfluidic Biochips

Microfluidic biochips (MBs) are categorized primarily ac-
cording to the technologies that drive their functionality, in-
cluding digital microfluidic biochips (DMFBs) [5], flow-based
microfluidic biochips (FMBs) [1], and paper-based microflu-
idic biochips (PMBs) [13]. Flow-based microfluidic biochips
(FMBs) function by steering fluid through microchannel net-
works etched into substrates like glass or polymers such as
PDMS [1]. These biochips precisely and automatically manage
nanoliters/picoliters fluid volumes by actuating pressure-driven
microvalves made from thin elastomeric membranes [2].

DMFBs utilize electrowetting-on-dielectric (EWOD) to con-
trol liquid droplets on an array of electrodes that have a dielec-
tric layer and a superhydrophobic layer [5]. By applying volt-
age to electrodes, DMFBs adjust the wettability of this dielec-
tric surface, thereby manipulating droplets through changes in
surface tension [5]. Paper-based microfluidic biochips (PMBs)
leverage capillary action in porous paper for fluid movement
without external power, making them suitable for on-site
diagnostics and applications in resource-limited areas [13].
PMBs’ simplicity, affordability, and compatibility with low-
cost detection technologies like colorimetric and electrochemi-
cal assays make them attractive for rapid diagnostics in diverse
settings, rural to urban [14].

C. Security Threats to Biochips

Untrusted third parties in the biochip supply chain pose
risks of IP-theft based attacks including reverse engineering,

counterfeiting, overbuilding, and piracy [5]. Below, we present
Bio-CQDS threat and authentication model to address the IP-
theft threats. Fig. 1 presents the proposed CQDS authentication
model of a cyber-physical biochip system, forming a triad
that includes the physical biochip embedded with CQDS, a
customer, and a trusted third party (TTP). Customers may
include research institutions, forensic labs, pharmaceutical and
biotech firms, clinical diagnostic centers, hospitals, healthcare
services, and retail outlets. The TTP is responsible for au-
thentication, which involves validating authentication response
comprising Bio-CQDS spectral scan data.

We assume that the customer is equipped with a spectrom-
eter for recording the spectral response of Bio-CQDS, and the
TTP can authenticate the Bio-CQDS by matching the response
present in its database. The customer is responsible for sending
the Bio-CQDS spectral emission response to the TTP for
provenance authentication. In the threat model, the attacker
aims to replace a genuine Bio-CQDS with a counterfeit one
while still passing authentication with the TTP. However, the
spectral response of a Bio-CQDS, which is determined by
the size distribution of CQDs, is a unique property that is
extremely unlikely for an attacker to replicate or counterfeit,
making the authentication scheme robust.

D. Prior Work on Biochip Security

Previous efforts to safeguard biochips from IP-theft attacks
have centered around watermarks [1], molecular barcodes [15],
bioassay locking [16] and obfuscation [5], [17]. Liang et al.
employed molecular barcodes at the protocol level to fortify
the protection of biochemical sample intellectual property [15].
This hierarchical approach involved the incorporation of secret
signatures through variables like mixing ratio, incubation time,
and sensor calibration to safeguard the bio-sample integrity.

Baban et al. introduced a watermarking scheme for FMBs
by changing the height of micro reaction chambers or mi-
crochannels at specific positions, thereby creating discernible
fluorescent watermarks that could be quantified using flu-
orescence microscopy [1]. In a recent work, Baban et al.
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genuine Bio-CQDS. The red dashed lines depict unsuccessful authentication
by the TTP for a counterfeit biochip with a fake Bio-CQDS.
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introduced a dynamic material-level watermarking scheme for
PDMS-based FMBs utilizing a perylene-labeled fluorescent
organic dye [2]. Recently, Baban et al. reported an image-
based PUF (Biochip-PUF) [12] based on the inherent stochas-
ticity of the biaxial response of the microvalves that varied
from valve to valve. Thus far, the potential of CQD infused
watermarking stickers for IP-theft protection in biochips has
not been fully explored, despite their benefits such as stability,
bio-compatibility, high quantum yield, and tunable emission
properties [7].

III. CQD-BASED AUTHENTICATION OF BIOCHIPS
A. Fluorescence and Spectral Response of Bio-CQDS

CQD-infused PDMS samples were prepared with a 10:1
weight ratio, where 10 parts were PDMS (SYLGARD 184
silicone elastomer) with the curing agent and one part was the
CQD solution in Tetrahydrofuran (THF). Optical assessments
were carried out on American Society for Testing and Materi-
als (ASTM) D412 Type C [9], [10] dog-bone-shaped control
(10:0) and CQD-infused (10:1) PDMS samples. The control
and CQD-infused PDMS samples were observed under both
visible light and UV irradiation (365 nm). When subjected
to UV light, the CQD-infused sample exhibited fluorescence,
whereas the control sample displayed no fluorescence. Further-
more, we conducted an investigation into the CQD distribution
within the PDMS film via confocal microscopy using 470 nm
excitation. This analysis revealed a uniform dispersal of CQDs
throughout the PDMS matrix, ensuring consistency.

We utilized a 4 mm biopsy punch to create fluores-
cent circular stickers from the CQD-infused PDMS samples.
Subsequently, these stickers were permanently affixed to a
laboratory-made biochip using plasma bonding [9], [18], thus
making them Bio-CQDS. Plasma bonding is a technique
that permanently bonds PDMS to materials such as glass
and silicon by treating the surfaces with plasma, typically
oxygen or air [19]. To render Bio-CQDS obscured and tamper-
proof, a layer of PDMS was spin-coated at 750 rpm for 30
seconds on top of it, after which it was cured. This process
rendered the Bio-CQDS obscured under visible light and
tamper-proof via placing it subsurface permanently bonded
with the bottom and vicinal PDMS, as seen in Fig. 2(a). The
obscured sticker can be illuminated and identified using UV
light, as seen in Fig. 2(b). Next, the process includes matching
the excitation-dependent emission spectral response with the
database records of the Trusted Third Party (TTP) for Bio-
CQDS authentication.

Fig. 2(c) shows the spectral response of excitation-
dependent emission, employing three distinct excitation wave-
lengths (405 nm, 488 nm, and 514 nm). The response revealed
distinct emission peaks at different excitation wavelengths
(510 nm, 570 nm, and 590 nm), exhibiting highly consis-
tent outcomes across triplicate measurements (three sticker
samples replicated from a single batch). Fig. 2(d) shows a
comparison of emission peaks from two batches of CQDS,
synthesized from different COVID-19 waste polypropylene
masks, at excitation wavelengths of 405 nm, 488 nm, and

514 nm. The graph recorded variances of 13% at 405 nm,
4% at 488 nm, and only 2% at 514 nm between the batches,
suggesting a relatively consistent synthesis process with minor
batch-to-batch variability. The variation can be ascribed to the
distinct polypropylene compositions stemming from various
manufacturers’ masks. Consequently, TTP requires that each
CQD batch be documented separately to ensure accurate
authentication.

Fig. 2(e) shows more excitation-dependent emission re-
sponse pairs, highlighting a wide range of Bio-CQDS au-
thentication parameters. Additionally, the variance in dis-
tances between emission peaks at different excitation wave-
lengths contributes to a broader set of authentication param-
eters, thereby enhancing the robustness of validation. This
excitation-dependent emission is due to the variability in the
size of CQDs [7]. Fig. 2(f) displays a transmission electron
microscopy (TEM) image and size distribution histograms of
CQDs, which are quasi-spherical in shape with no noticeable
aggregation or agglomeration. The average diameter of the
CQDs is recorded at 4.52 nm. Thus, the spectral response
of Bio-CQDS is attributed to the size distribution of CQDs,
unlike fluorescent organic dyes with uniform molecular sizes.
This tunable and size-dependent nature of quantum dots pro-
vides a more diverse spectral response and enhances security
features for biochip authentication, surpassing traditional or-
ganic dyes.

B. Mechanical Characterization of PDMS Samples with CQD

To evaluate how CQD affects the mechanical behavior
of PDMS, we performed mechanical characterization of the
control (PDMS only) and CQD-mixed PDMS samples (ASTM
D412 C) [10] with different concentrations. The experimental
setup is shown in Fig. 3(a), where a 5 mm/s displacement
rate was used for characterization. The load cell used for
force measurement had a capacity of 5 kN. The results in
Fig. 3(b) and Fig. 3(c) illustrate that there is no significant
difference in the stiffness of the PDMS samples when CQDs
are mixed. Fig. 3(d) shows the stress-strain response, where
the modulus of the CQD-infused PDMS (10:1) was recorded
to be 1.2 MPa, which is consistent with the PDMS modulus
without any CQD infusion, as evident from the stiffness
plot. Figs. 3(e-h) show the hysteresis strain energy response
for the control and CQD-infused PDMS samples with three
different concentrations. The samples were subjected to 5
cycles of cyclic deformation at a 5 mm/s displacement rate.
The results indicate a comparable hysteresis strain energy
response between the control and the CQD mixed samples
with different concentrations. Thus, adding CQDs in PDMS
did not affect the mechanical behavior of the PDMS samples.

C. Reliability Studies

Under ambient air condition, we tested the photostability of
Bio-CQDS by exposing them to UV illumination from a 250
W mercury lamp, which delivers power 134 times greater than
the 1.86 W of ambient lighting. We monitored the fluorescence
response at a 405 nm excitation wavelength at various times

Authorized licensed use limited to: New York University AbuDhabi Campus. Downloaded on March 15,2025 at 17:34:48 UTC from IEEE Xplore. Restrictions apply.



(a)

In a Bright
Room (No UV Exposure)

(c)

=)

.

Normalized Intensity (A.U./A.U.)

Excitation-dependent Emission
Response

(e) More Excitation-dependent
i~ Emission Response
4051 21 'y <= Exc290 -~ Em 350
—A0E E] Exc 320 Em 370
— 405-3 <
4881 > - Exc350 - Em 300
i
‘7 488-2 § - Exc380 = Em410
— 4883 5
— 5141 g Exc410 Em 430
— 5142 g N — Exc440 — Em450
E “\
— 5143 S )

~ S

T T
600 700

Wavelength (nm)

T
500

450 600 750

Wavelength (nm)
CQD Diameter Distribution

Mean =4.52+1.7 nm
30

20

Number of Particles (%)

2 3 456789
Diameter (nm)

[__1405 nm (Batch 1) Wi
(b) (d)  FasmEah2 CBatCh wise
488 nm (Batch 1)
R In SVDa:;Gks 171488 nm (Batch 2) Ompartson
514 nm (Batch 1) 9
om i amj 600 514nm (Batch2) 4% 2/03— s
7 = ArpEn = ]
Es00  13%\ g |
M BN |
4004 [ Lo
o ] [ ]
2 I ]
3 300 - ]
= = |
! k-] [ i
\ / ﬁ 200 4 | | !
Fluorescent E o P
Bio-CQDS# 1004 &= L
0 - ! :
405 nm 488nm  514nm

Excitation Wavelength (nm)

cab

Fig. 2. Obscuring Bio-CQDS via spin coating and spectral Response: (a) Bio-CQDS remains obscured under visible light due to a spin-coated PDMS layer
(750 rpm for 30s), which also renders it tamper-proof. (b) Bio-CQDS is visible under UV light (365 nm), especially in a dark room. (c) Excitation-dependent
spectral response using confocal microscopy atexcitation wavelengths of 405 nm, 488 nm, and 514 nm. The response shows emission peaks for different
excitation wavelengths. Normalization of the intensity was done using the maximum value. (d) Comparison of emission peaks between two Bio-CQDS batches
synthesized from two different COVID-19 waste polypropylene mask samples. The number of samples tested was five, and the error bar depicts the standard
deviation. (e) Excitation-dependent spectral response of Bio-CQDS at more wavelengths, highlighting a wide range of authentication parameters. (f) The
excitation-dependent emission response is due to CQD size variability. The figure shows CQD diameter distribution. The mean diameter recorded is 4.52 nm.

ranging from 1 to 24 hours. The results shown in Fig. 4(a)
indicate that the fluorescence intensity reduced by 25% and
43% when continuously irradiated for 12 hours and 24 hours,
respectively. Although the 43% reduction in the intensity
appears significant, it is important to consider the high power
of the illumination (250 W), which suggests that the CQDs
exhibit considerable stability. Notably, no shift in the emission
wavelength was observed, which was 510 nm (see Fig. 2(c)).
Despite reduced intensity, the CQDS can still authenticate due
to the stable emission peak, the key authentication parameter.

To assess the thermal stability, CQDS were excited at 405
nm for 24 hours, and we recorded the fluorescent intensity
and any emission wavelength spectral shifts from 20°C to
100°C. The findings, shown in Fig. 4(b), indicate that there
is a reduction in fluorescence intensity of 10% at 60°C and
23% at 100°C, with no emission wavelength shift, affirming
the thermal stability of CQDS within the tested temperature
spectrum.

We investigated the mechanical behavior of control and
CQD-infused PDMS samples over a one-year period. The
results, depicted in Fig. 4(c), showed a slight decrease in
stiffness, with an 8% reduction for PDMS only and a 5%
reduction for PDMS with CQDs. Additionally, there was a
slight increase in hysteresis strain energy, with a 9% rise for
PDMS only and 3% for PDMS with CQDs, as can be seen
in Fig. 4(d). These modest changes can be ascribed to the
inherent aging effects of PDMS, as observed in the control
samples [20], [21]. The infusion of CQDs, therefore, did not

significantly alter the natural aging of PDMS, maintaining
stable mechanical properties throughout the period.
Bio-CQDS mechanical stability is vital for authentica-
tion, given their embedding in deformable PDMS prone to
biochip-induced or tampering-related deformation. Our year-
long investigation into the mechanical behavior of control and
CQD-infused PDMS samples revealed only minor changes
in stiffness and hysteresis strain energy, primarily due to the
natural aging of PDMS. Consequently, the stable mechanical
properties effectively counter any functional or deliberate
deformation-based tampering, ensuring that Bio-CQDS reli-
ably fulfills its authentication role with minimal impact from

aging.

IV. DISCUSSIONS AND ADDITIONAL RESULTS

Bio-CQDS is a novel authentication scheme that leverages
the excitation-dependent emission characteristics of CQDs,
which arise from the nano-level size variability of the quantum
dots, a feature absent in organic dyes that are molecule-based
and have only one size [22], [23]. Furthermore, the spectral
response of Bio-CQDS can be diversified by adjusting parame-
ters such as concentration, size distribution, acid concentration,
reaction time, and temperature, enhancing authentication flex-
ibility [7]. Moreover, instead of placing just one Bio-CQDS
sticker, multiple stickers with variable CQD distributions can
be placed onto the chip, and randomized checkpointing can
be used for a stronger authentication protocol [5], [24].
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The ability of Bio-CQDS to permanently bond with glass,
PDMS, and silicon through plasma bonding makes it as an
effective choice for creating mechanically robust and tamper-
proof embedded watermarking stickers. Unlike traditional
adhesive-based methods such as electronic radio-frequency
identification (RFID) tags, depth holograms, and barcode
or quick-response (QR) code stickers, which are prone to
replication and tampering, Bio-CQDS offers a more secure

and durable alternative for authentication purposes [25].

Traditional technologies such as scanning electron mi-
croscopy (SEM) for material composition analysis are reliable
but destructive and limited to individual sample testing, mak-
ing them impractical for widespread use [25]. Nondestructive
techniques such as X-Ray fluorescence (XRF) and Energy
Dispersive X-Ray Spectroscopy provide insights into material
composition and potential tampering but are complex, time-
consuming, and require expertise, challenging for industries
with extensive supply chains [25]. In contrast, Bio-CQDS of-
fers a simpler, nondestructive authentication solution, suitable
for large-scale operations without much experties.

Reliability studies, examining photo-, thermal-, and
mechanical-stability, demonstrated that Bio-CQDS are highly
stable within a PDMS matrix. The inherent stability of CQDs
is attributed to their carbon-based core, surface functional-
ization, size, and quantum confinement effects, making them
resistant to photobleaching, thermal degradation, and chemical
reactions [26], [27]. For CQDs, we conducted a scalability
study where we synthesized carbon quantum dots (CQDs)
from polypropylene masks using hydrothermal reactions with
varying mask loads (0.5, 1, 1.5 g) in an autoclave reactor [7].
The increase in mask load led to higher fluorescence intensity
due to the formation of more carbon dots. Additionally, by
adjusting the mask loads (1, 2 g) and the volume of the
nitric acid solution (20 ml, 40 ml), we successfully scaled up
the synthesis process, producing carbon dots with consistent
properties in a larger reactor (100 ml, 200 ml) [7]. We recorded
that this process is scalable up to 7.5% of the mask waste load,
indicating the potential for large-scale production of CQDs
from polypropylene masks [7].

Cytotoxicity refers to the property of being toxic to cells.
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It can be caused by various agents such as toxic chemicals,
radiation, and certain venoms [28]. To evaluate the cytotoxicity
of carbon quantum dots (CQDs), we conducted an MTT assay
on Hela cells using varying concentrations of CQDs (0, 0.1,
0.25, 0.5, 1, and 2 mg/ml) and assessed cell viability after 4
and 24 hours [7]. The results indicated minimal impact on cell
viability at concentrations up to 1 mg/ml for 4 hours and up
to 0.5 mg/ml for 24 hours. However, cell viability decreased
to approximately 55% and 45% at higher concentrations (2
mg/ml for 4 hours and 1 mg/ml for 24 hours, respectively).
These findings suggest that CQDs at a concentration of 0.5
mg/ml do not significantly affect cell viability, supporting
their potential for use in Bio-CQDS embedded in the biochip
portion that comes into contact with sample fluids containing
cells or other biomolecules.

V. CONCLUSION

We developed Bio-CQDS: fluorescent PDMS watermark-
ing stickers containing carbon quantum dots (CQDs) derived
from waste polypropylene masks to counter IP-theft threats
on biochips. These stickers, plasmabonded to PDMS, glass,
or silicon biochip devices, are shielded by a spin-coated
PDMS layer for tamper-proofing. Visible under UV light,
Bio-CQDS can be authenticated using spectral analysis, with
excitation-dependent responses yielding diverse parameters.
Stability tests show CQDs within the PDMS matrix are me-
chanically, photonic, and thermally stable. Scalable production
from masks ensures consistent properties, and cytotoxicity
studies confirm safety, making Bio-CQDS a sustainable, robust
authentication solution for biochips.
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