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Abstract. Digital Microfluidic Biochips (DMFBs) precisely control droplets
on an electrode array, making them vital for healthcare. However, they
are vulnerable to numerous security threats, including structural mod-
ifications during the design phase, material vulnerabilities in manufac-
turing, and code-level cyber-physical attacks. These risks encompass mi-
crostructural changes, chemical tampering, and manipulation of biopro-
tocols. This study experimentally demonstrates these attacks on a com-
mercial DMFB and proposes using the optical coherence tomography
(OCT) technique as a countermeasure to detect structural and material
anomalies, along with hash-based techniques for code-level defense.
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1 Introduction

Digital Microfluidic Biochips (DMFBs) use electrowetting-on-dielectric (EWOD)
technology for precise droplet control, enabling bioprotocols—automated se-
quences of chemical or biological tasks designed for precise and efficient bio-
chemical analyses [1]. However, DMFBs face security threats across various
stages, including stealthy structural modifications during design, such as micro-
level alterations to electrode or dielectric thickness [2]; material vulnerabilities
like chemical degradation during manufacturing [3]; and bioprotocol code alter-
ations, which can lead to faulty diagnostics and denial of service (DoS) [4]. Using
benchtop techniques, we demonstrate material-level plasma-induced surface wet-
tability attacks and code-level electric arc attacks caused by droplets engulfing
high-voltage lines. As countermeasures, we propose OCT-based techniques for
detecting structural and material threats, along with hash function-based code-
level security measures to safeguard DMFBs.
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2 Background and Threat Model

The complex supply chain of DMFBs, combined with high market demand, cre-
ates opportunities for cyber-physical attacks to jeopardize patient safety [2].
Attackers may include disgruntled employees, industrial saboteurs, third-party
insiders, or opportunistic actors, motivated by personal grievances or illicit mon-
etary gains [3]. Fig. 1 presents a threat model outlining potential attack stages
across the DMFB supply chain, from design to customer delivery [3]. In the
design phase, attackers may stealthily modify structural aspects, like electrode
thickness or dielectric layers, which evade detection in standard quality checks
[4]. During manufacturing, attackers may introduce harmful chemicals into criti-
cal material components or alter machine parameters, compromising the reliabil-
ity of DMFBs [3]. After quality control, tampering with components or modifying
bioprotocol can cause system failures, inaccurate diagnostics, or denial of service
(DoS).

Fig. 1. Threat model for DMFBs.

3 Methodology

This work demonstrates two attack vectors: plasma attacks at the material level,
altering wettability and disrupting droplet behavior, and code-level electric arc
attacks, triggering deliberate short circuits.

3.1 Plasma Attacks

Employing benchtop techniques, we performed a plasma attack on a commercial
DMFB by directing oxygen plasma from a plasma gun (Fig. 2a) onto a 4 mm²
region of the DMFB’s top plate for 5 seconds. This treatment effectively etched
the superhydrophobic layer, compromising surface wettability and subsequently
altering droplet shape and dynamics.
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3.2 Electric Arc attacks

Open-source DMFB code allows attackers to modify the user interface (UI),
keeping the device at a hardcoded high voltage even when a lower voltage is
selected [5]. We executed this by setting one electrode to a lower voltage and
another to a higher one, causing the droplet to move toward the high-voltage
electrode, resulting in an electric arc.

4 Results

Fig. 2 illustrates material-level plasma attacks and code-level-induced electric arc
attacks on DMFBs, along with proposed OCT-based countermeasures. Plasma
attacks (Fig. 2b) alter surface wettability, impacting droplet shape and move-
ment, while electric arc attacks (Fig. 2c and Fig. 2d) use high voltage to force
and engulf droplets into adjacent lines, resulting in short circuits. Plasma attacks
can be introduced both during manufacturing and after quality control, subtly
altering surface properties and disrupting droplet manipulation. In contrast, elec-
tric arc attacks can be launched by malicious code modifications that display
an intended voltage on the user interface, while a higher voltage is applied at
the physical level, causing droplets to engulf high-voltage lines and induce short
circuits.

Fig. 2. Attacks and countermeasures for DMFBs: Plasma attacks (a, b) and electric arc attacks
(c, d) on DMFBs (red border), alongside OCT-based countermeasures for microstructural (e, f)
and material-level (g) detection (green border), highlighting its noninvasive, layer-by-layer detection
capability with high resolution down to a few micrometers.

5 Countermeasures

To prevent code-level cyber-physical attacks on DMFBs, we propose verifying
each execution by comparing the hash of a trusted reference executable with that
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of the current version upon each execution [5]. DMFBs face numerous threats,
especially from structural and material levels [6]. To counter them, we propose
OCT-based measures that use low-coherence light source to capture interfer-
ence signals, creating high-resolution 3D images [7]. We conducted an OCT scan
on the commercial DMFB, precisely identifying subsurface thicknesses (Fig. 2e:
combined dielectric and electrode thickness, 1.3 mm) and (Fig. 2f: polydimethyl-
siloxane (PDMS) thickness, 30 µm). Moreover, using PDMS (10:1 curing ra-
tio), we demonstrate that material irregularities can be detected through depth-
specific signal variations, including peak locations and distances between them
(Fig. 2g). We conducted an OCT test on PDMS samples with a 30:1 curing
ratio, revealing signals that were significantly different from those of the 10:1
standard. A similar approach could be adopted to detecting material anomalies
in DMFBs.

6 Conclusion

We demonstrated plasma and electric arc attacks on DMFBs and proposed OCT-
and hash-based countermeasures to address structural, material, and code-level
vulnerabilities, enhancing DMFB security.
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