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Abstract—The ubiquitousness of water distribution and man-
agement systems is something often taken for granted in the
modern world, as is the physical security and cybersecurity
of these critical pieces of infrastructure. As cyberattacks in
particular have become easier to perform with the development of
security and hacking toolkits aimed at industrial control systems
(ICS), effective resiliency modeling for water networks should
involve representation of the cyber-physical systems (CPS) which
permeate the systems. This paper provides some background on
the role of CPS in ICS and the use of simulation in the evaluation
of existing systems and the testing of proposed designs. It then
provides a solution for some of the current functionality gaps in
CPS network simulation in the form of a module add-on for the
commonly used hydraulic simulator toolkit, the Water Network
Tool for Resilience (WNTR). This module allows simulation of
failure and attack scenarios involving CPS devices embedded
in the network and is planned to provide an assessment of
the criticality of each device from a network level, as well as
options for more in-depth simulation of network traffic and
device interaction in the future.

I. INTRODUCTION

The modern world is supported by a complex web of
physical and cyberphysical infrastructure, where electronic
controllers and monitoring devices control switches, valves,
lights, and other small physical components in order to safely
automate aspects of our water, power, manufacturing, and
communications systems. These cyber-physical devices are
collectively referred to as Cyber-Physical Systems (CPS) and
are considered to be part of the field of Operational Technol-
ogy (OT), as compared to traditional Information Technology
(IT) infrastructure. This distinction is important, as while both
IT and OT are part of any critical infrastructure piece, as
significantly taught in the discovery and deconstruction of
STUXNET [1], the many pieces of technology implemented
throughout the world of OT have not always been designed or
installed with security and resilience in mind against cyber
attacks. Although IT has struggled with the challenges of
cyberattacks since the very beginning of the field, the potential
to target and disrupt OT has only become fully apparent in
recent years, both for those who maintain and protect the
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infrastructure [2], [3], [4], [5] and those who seek to disrupt it.
CPS no longer reliably sit behind air gaps or operate purely on
analog signals and pre-programmed parameters, but are part
of an ecosystem of devices which are monitored and updated
remotely. The benefits offered by this are significant in terms
of improving efficiency and identifying problems quickly and
theoretically can provide improved security and resilience.

In this work, we adapt cyber-physical system representation
models used within the field of hydraulic network simulation
and resiliency testing and apply them to an existing industry-
standard toolkit for purely hydraulic simulation, allowing for
the simulation of cyber-physical attack, failure, and disruption
scenarios in a commonly used and well-understood platform.
We demonstrate this functionality with an attack scenario in
which unique disruptions corresponding to differing levels of
manipulation and control of the CPS systems are tested, and
assess the likely outcomes of this in a real-world hydraulic
system, as well as how this can allow for identification of
systemic weaknesses and potential improvements.

The rest of the paper is organized as follows. Section 2
provides a brief background on the use of simulation and
modeling in improving resiliency and safety outcomes in
systems with cyber-physical and human-interactive compo-
nents, and then provides a more in-depth look at the strengths
and weaknesses of two of the foremost toolkits in hydraulic
systems simulation today. In Section 3, we present a proposed
solution which builds on elements from both toolkits while
aiming to make the solution one which has a broad set of
use cases without requiring extensive user knowledge of both
the hydraulic and cyber-physical domains involved. Section
4 presents a sample use case applied to a hydraulic network
based on a real-world system, and demonstrates both a two-
pronged attack scenario and that the module maintains accu-
racy to the original system with the added CPS components.
Finally, in Section 5 we conclude by discussing the current
contribution and ongoing work to expand module capabilities
by providing more in-depth CPS network simulation and
resiliency assessment metrics.
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II. PROVIDING BETTER SECURITY AND RESILIENCE
THROUGH SIMULATION AND MODELING

The abundance and critical roles of CPS within the in-
frastructure of every modern society, as well as the ability
of these systems to protect against and respond to disaster,
system failures or errors, and cyberattacks, are of paramount
importance in the future. For this reason, simulation of CPS
and digital twin work is a highly relevant field, as it allows
for the modeling of existing and proposed CPS systems to
estimate the impact known previous attacks might have on
systems and the testing of novel attacks against systems
without risking damage to the physical infrastructure of a
testbed. Given that the threat to CPS systems is not limited
to one particular private or public sector, this cost reduction
allows a much wider variety of parties to conduct this security
and resilience testing than would otherwise be able to afford
it. This is not a new approach, as the simulation of safety-
critical systems has been utilized by government and scientific
organizations such as the National Aeronautics and Space
Administration, which found in their 1978 disaster studies
that most aviation accidents involved a lack of leadership
coordination or decision making [6], and that the simulation
of aviation scenarios during training significantly reduced such
mistakes.

Projects more focused on the simulation of physical events
and modern systems include the Simulation of Urban Mobility
(SUMO) [7], Bonceur’s CupCarbon [8], the US EPA and
Sandia National Lab-backed WNTR [9], and the DHALSIM
project developed through work from SUTD Critical Infras-
tructure Systems Lab and the TU Delft Department of Water
Management [10] [11]. These last two projects, in particular,
are of interest to the field, as the criticality of access to water
and the resiliency of water systems have been highlighted
in recent years as a result of natural disasters, government
failures in maintaining water infrastructure, and in human
conflict zones around the world. Accurate and easily usable
simulation toolkits for hydraulic system simulation would
allow estimations of resilience and security of existing systems
and evaluation of planned systems prior to installation, saving
material and labor costs across the board, and improving
planning and likely outcomes for disaster scenarios.

A. WNTR

The WNTR toolkit is first and foremost a Python wrapper
for the EPANET2 C-based hydraulic simulation engine [9].
It adds significant network modeling capability not present in
the underlying hydraulic simulator, and has been expanded
over the years to include a number of functions for assessing
resilience and criticality of network components. The current
release is capable of creating files that numerically model
water distribution systems and allow for simulation of these
systems over specified periods of time and demand on the
network. This includes pressure-driven and demand-driven
modeling options, which offer two different ways of estimating
water flow through a network based on inputs and outputs, and
control over the timestep spacing to allow for more detailed
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and small time-interval simulations or simulations covering
extended periods of simulated time for longer scenarios. Most
importantly, WNTR specifically looks to allow testing of the
network against attack and disaster scenarios that modify the
environment in which the network is operating and can affect
the performance of elements of the system. This significantly
expands the potential use of the original hydraulic engine, from
allowing for water quality and flow performance estimations
to allowing for estimations of damage during earthquakes or
in the event of physical damage to pipes and nodes within the
system.

1) Core Representational Approach: At present, the core
of the WNTR toolkit and the underlying EPANET engine
represent the hydraulic system that uses nodes and links to
capture water sources, pipes, valves, and other key physical
components, and a set of controls that define the behavior of
these components at given times and conditions. Each of these
is assigned to the registries corresponding to their type, and
all controls are accessible from within all other components
within the code. However, while controls themselves are
represented as distinct entities within the toolkit, the SCADA,
PLC, RTU, and other CPS devices to which these controls
would realistically be written are abstracted entirely. This
leaves the system currently unable to capture effects of the
types of cyberattacks previously discussed, other than perhaps
through roundabout implementation of controls or patterns of
demand imitating malicious use.

2) Ongoing Work: Work on WNTR has recently added
compatibility functions for the importation and use of Ge-
ographic Information System (GIS) files to improve the ac-
curacy of EPANET models and to allow networks that have
previously been mapped with GIS to be easily imported and
tested within WNTR [12]. Work at the same time has also
begun on allowing simulations to be interacted with in real-
time, or by interrupting simulation to await human input or
data ingestion as opposed to simply running a full simulation
based on preset file inputs. Allowing for this stepwise func-
tionality should even further expand the use cases for WNTR
to allow for easier use in live training or in the integration
of other programs with the simulation by pausing to await
outputs from other sources before proceeding.

B. DHALSIM

The Digital Hydraulic Simulator (DHALSIM), first intro-
duced by Murillo et al. [13] in 2020, aims to address
many of the CPS representation gaps present in WNTR and
other existing hydraulic system modeling tools. DHALSIM
is based on a custom iteration of the Python epynet wrapper
for EPANET 2.0 [14], which has been retrofitted to include
WNTR as an optional basis for hydraulic modeling and
simulation. It additionally utilizes network simulation in the
form of miniCPS [15] and a custom YAML parser and SQLite
database to show the physical processes, control logic, and
network communication of a cyber-physical system while it
is under attack. DHALSIM provides users with complete net-
work capture of PLCs, SCADA systems, and network devices
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involved with the operation of the hydraulic system. This
makes it an ideal tool for in-depth simulation of a pre-existing
and documented hydraulic system and the corresponding CPS
systems or for getting a thorough look at the potential function
and resilience of a detailed hydraulic system proposal.

However, DHALSIM currently has two limitations that
reduce its accessibility and usability for most potential users:
Complexity of learning and its dependency on the computer
platform.

1) Complexity: While the expansive functionality that
DHALSIM can provide is excellent, the number of systems
that the user must learn to access that functionality is cor-
respondingly significant. Relying on two relatively advanced
toolkits with custom code woven into them to function, as
well as a custom YAML parser for all input files, getting a
clear picture of how to design systems and scenarios for the
project is a significant hurdle for anyone without experience
in programming, water systems simulation, and knowledge of
network protocols and designs. The project has already done
some of the work to reduce this hurdle, as the YAML parser is
intended to allow users to simply go through the five required
YAML config files and punch in values they could draw from
the corresponding hydraulic input and network configuration
files. However, at the time of publication, DHALSIM provides
little in the way of syntax documentation for the parser and
requires the user to create five separate files defining network
configuration and control logic before simulations can be run,
which poses a significant barrier to use.

2) Platform Dependence: As a result of the project’s use
of the miniCPS module for network traffic simulation, DHAL-
SIM is currently only usable within a Linux-based operating
system distribution. Although this is not a significant hurdle
for most in the research and academic spaces, it is a hurdle
for many small government and utility organizations dealing
with water distribution, as EPANET is platform-agnostic, but
is most commonly used with Microsoft Windows or MACOS-
based distributions, as these are the most common operating
systems licensed by government and small utility systems
across the developed world. While this is not to say that a
Linux-focused platform is a negative, it should be said that to
see the widest usage and provide the greatest benefit to the
community of critical infrastructure professionals at large, a
platform-agnostic toolkit would be preferred over any which
must be limited to one distribution or another.

III. WNTR+CPS: A MORE FLEXIBLE AND USABLE
SOLUTION

To address the issues possessed by both excellent pre-
existing projects, a module add-on to the WNTR project
has been developed, which seeks to bring much of the
CPS representation of DHALSIM into a more accessible
and platform-agnostic toolkit, as well as to open the door
to future additions to the main project in the same vein.
This module, tentatively referred to as WNTR+CPS, adds
representation of CPS elements such as Supervisory Control
And Data Acquisition (SCADA) units, Programmable Logic

248

Controllers (PLC), and Remote Terminal Units (RTU), as well
as assignment of controls representing operational logics to
individual CPS devices and modification of said controls. This
allows for simulation of a fuller and more representative water
systems network and of failure and attack scenarios involving
CPS devices embedded in the network. Such scenarios could
include power failure, denial-of-service attacks, and hijacking
of the control system and malicious control manipulation.

Although representing the complete package of the intercon-
nectivity of WNTR in an easily readable format is not feasible,
we have captured the components of the hydraulic model core
as well as the CPS node components added in Figurel. As
of the time of publication, an implicit hierarchy of subclasses
exists through function implementation, as SCADA units are
capable of referencing a list of assigned PLCs in order to
change or remove controls, but similar cross-device changes
are not possible from within PLC or RTU devices. The basic
logic checks implemented can be seen in Figure 3. PLCs are
capable of changing their controls during operations, but RTUs
are not. All of this reflects the general capability of their real-
world counterpart device classes and is intended to allow for
more in-depth and accurate modeling.

The CPS_node abstract class and implemented subclasses
mirror the design used by WNTR’s preexisting node classes,
and any future implementation of communication or interac-
tion between nodes will mirror the design of the corresponding
link classes. This serves to aid in code consistency and ease
of visualization alongside preexisting code and allows users
to more easily learn how to create networks and scenarios,
restricting the required file creation to one file and the syn-
tax to the same Python-based approach as the rest of the
WNTR toolkit. Additionally, this will allow better the use
of the existing directed graph criticality analysis on both
the hydraulic and the CPS sides of the system. However,
this design choice does require bidirectional references, as
maintaining preexisting class hierarchies while implementing
control ownership requires that CPS devices contain a list
referencing owned controls, and controls must also contain
a pointer referencing the CPS device to which the control
has been assigned, as shown in Figure 2. Nevertheless, the
comparative reduction in required background knowledge, as
well as availability of documentation for the connected toolkit,
still makes for an overall simplification of the complexity to
learn compared to DHALSIM at the time of writing.

This overall implementation at present represents a low-
fidelity emulation of CPS device behavior, capturing control
ownership and the relationships between CPS devices, but
without simulation of firmware or emulation of hardware be-
havior. Work is ongoing to simulate the network-level behavior
of CPS devices, representing the outputs of PLC and RTU
operation, but emulation of other characteristics unique to
hardware and firmware is not within the scope of this work.

Accurate emulation of internal firmware and hardware be-
havior represents a significantly greater challenge than traffic
simulation and relationships between devices, given the propri-
etary nature of both in most real-world PLC and RTU devices.
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Fig. 1: WNTR Water Network Core Components (Black) +
CPS Module Additions (Blue): Model, Nodes, Links, Controls,
CPS_Nodes

Assign Controls and CPS_nodes

Requires: model_controls, CPS_network

CPS_network.SCADA _list - SCADA

SCADA.assigned — PLC

for control in model_controls do
PLC.controls < control
control.cps_node < PLC

end for

return CPS_network

Fig. 2: Assigning controls to CPS_nodes, and vice-versa, using
a SCADA-assigned PLC as example

However, general characteristics and potential failure states
could be represented fairly easily within this toolkit through
the use of existing functions that modify controls and custom
classes that represent specific PLC and RTU devices. Similar
subclass-based specification has already been demonstrated
and thoroughly tested in core WNTR within a variety of
controls and condition checks representing unique categories
of hydraulic valves and pumps and their associated hydraulic
characteristics.

As an example, the representation of hardware charac-
teristics of a PLC device could be left relatively abstract
by using variables representing memory, processor data, and

SCADA Operation Modify Control
Requires: model_controls, SCADA, PLC, control, modi-
fied_control
if control in model_controls then
if PLC not in SCADA.assigned then
return Reject
else if control not in PLC.controls then
return Reject
else
PLC.controls[control] + modified_control
return Accept
end if
else
return Reject
end if

Fig. 3: Permission checking for changing commands

network connection capabilities, or could be made much
more sophisticated through integration of Python modules for
emulation of hardware behavior. Similarly, while emulation
of commonly used firmware is made much more challenging
due to their proprietary nature, some characteristics such as
I/O count, average signal processing time delay, and permitted
communication protocols could be specified as unique device
properties.

IV. RESULTS

To show the functionality of the module, scenario testing
was performed utilizing the commonly used hydraulic net-
work file "Net3.inp’, representing the operation of a hydraulic
network for a small town over the course of one week. This
simulation represents average daily consumption through de-
mand patterns for water use and rules around when pumps and
valves should be opened or closed. The system is dual-source,
pulling from both a river and a town reservoir, theoretically
giving the town some resilience against system failures. The
pressures (in Pascals) of a handful of representative nodes at
the main city pump, three water tanks, network junctions, and
outlets in houses in the network for this baseline week can be
seen in Figure5.

To demonstrate the use of control assignments and modifi-
cations, the scenario of a cyberattack is implemented in two
parts. First, the attacker modifies the control parameters for
the city’s lake-drawing pump, fully disabling scheduled on-
off cycles. Additionally, the attacker removes the rule that
triggers the city’s river-drawing pump to activate when the
largest of the reserve water tanks drops below a certain level.
This change takes effect immediately, but while the effects of
disabling the lake draw pump rapidly manifest, it is only at
10 hours into the simulation that the lack of back-up controls
for the river pump tank level monitors leads to a total flatline
of the water tank levels.

The results of this two-pronged effort can be seen in Figure
7 and Figure 8 in which the pressures immediately drop at hour
20, the river pump is effectively shut off for the rest of the
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Fig. 4: Hydraulic Network Net3

duration, and the tanks are rapidly depleted. The head values of
each tank level off at minimums relative to their corresponding
elevations, minimum levels, and tank diameters, but for all
three tanks the result is a drawing-off to the mechanical cut-
off point, leaving them effectively empty for the purposes of
the town’s needs. From then on, the lake pump only partially
meets any and all demand during its normal operating hours,
and since no controls were implemented for the lake pump
to check tank levels or in any way serve as a backup for the
river pump, this would realistically result in total loss of water
for most residents until intervention by administrators. This
should be an indicator for parties conducting this simulation
that the system as is has several critical failure points with no
identified fallbacks to ensure water availability during a pump
outage or cyberattack scenario.

For a utility or city conducting a risk assessment on their
water systems as recommended by the US EPA, uses like this
would contribute significantly to understanding how, where,
and why systems could fail, create more realistic training
scenarios for emergency preparedness, and provide a platform
for modeling and testing proposed solutions prior to costly
real-world testing and deployment [16].

Additionally, to ensure that core functionality is not altered
by the use of CPS_node-based functions, we have tested
both baseline and the aforementioned attack scenarios using
manually modified and CPS-modified controls. The WNTR
simulation results for each dataframe, stored in a dataframe,
were then compared using the Python pandas dataframe differ-
ence function. The empty dataframe that results indicates that
there is no difference between the original and module-based
implementations of both scenarios. However, it is important to
note that while CPS vs. manual manipulation of the underlying
controls and resulting changes to simulation outputs can be
used to verify the integrity of the underlying water network
model with the CPS node layer operating, there are scenarios
which can be modeled in WNTR+CPS which cannot be easily
integrity-tested against core WNTR at present. Particularly
when performing interactions between CPS nodes involving
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Fig. 5: Pressure Levels at Lake Pump 10 (Blue), River Pump
335 (Light Green) Water Reserve Tanks (Pink, Light Blue,
Orange), and Key Junctions over 1 Week (Normal Operations)
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Fig. 6: Head Levels at Water Reserve Tanks over 1 Week
(Normal Operations)

authorization restrictions or performing actions which involve
both modifying controls, the core WNTR framework has no
way of replicating WNTR+CPS functions and validating their
effects or lack thereof on the associate water network. This
does not represent a gap in the function of the core library,
but simply means that the evaluation of the functionality and
output purely on the CPS side should be evaluated against the
baseline WNTR + CPS control scenarios rather than trying
to test against a core WNTR scenario for the purposes of
verifying the integrity of the simulation.

As an example, we have created a demonstration scenario
comparing two networks in which a number of control as-
signments and control modifications have been made, with
the only difference being that in one an attempt to cause
control change was carried out from an unauthorized PLC
device, resulting in the change being rejected and preserving
the underlying function of the CPS layer and the water
network. This represents one of a number of attack, system
error, and configuration failure scenarios which could not be
represented in the core WNTR toolkit, including controller
hijacking or failure and controller/SCADA misconfigurations,
and whose results can therefore only be checked against other
WNTR+CPS baselines or real-world testbeds the WNTR+CPS
model is intended to digitally twin.
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Fig. 7: Pressure Levels at Lake Pump 10 (Blue), River Pump
335 (Light Green) and River-to-Town (Pink), Water Reserve
Tank 1 (Green), and Key Junctions (Red, Orange) over 1 Week
(Pump Controller Sabotage)
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Fig. 8: Head Levels at Water Reserve Tanks over 1 Week
(Pump Controller Sabotage)

Difference matrix between manual control removal and CPS assignment/removal system:
Empty DataFrame

Columns: []
Inde ]

Fig. 9: Manual Control Implementation and CPS Implemen-
tation Dataframe Difference Matrix

PS C:\Users\user\Documents\Research\EPANet\WNTR\examples\CPS_Functionality_Testing> python3 .\CPS_auth_test.py

control 1 :
control 2 :
control 3 :
control 4 :

control 5 : IF SYSTEM TIME IS 49:00:00 THEN PUMP 10 STATUS IS OPEN PRIORITY 3
6 : IF SYSTEM TIME IS 00 THEN PUMP 10 STATUS IS CLOSED PRIORITY 3

00 THEN PUMP 10 STATUS IS OPEN PRIORITY 3
THEN PUMP 10 STATUS IS CLOSED PRIORITY 3

00 THEN PUMP 10 STATUS IS OPEN PRIORITY 3

IF SYSTEM TIME IS 01:00:00 THEN PUMP 10 STATUS IS OPEN PRIORITY 3
IF SYSTEM TIME IS THEN PUMP 10 STATUS IS CLOSED PRIORITY 3
IF SYSTEM TIME IS 00 THEN PUMP 10 STATUS IS OPEN PRIORITY 3

IF SYSTEM TIME IS 00 THEN PUMP 10 STATUS IS CLOSED PRIORITY 3

: IF SY

: IF SYSTEM TIME IS

: IF SYSTEM TIME IS 159:

: IF TANK 1 LEVEL BELOW 5.21.

: IF TANK 1 LEVEL ABOVE 5.82

: IF TANK 1 LEVEL BELOW 5 B
control 18 : IF TANK 1 LEVEL ABOVE 5 00000001 THEN PIPE 330 STATUS IS OPEN PRIORITY 3
Control control 15 saw attempted modification from PLC1, which does not have authority to change the control.
Attempt rejected.

x: [1
PS C:\Users\user\Documents\Research\EPANet\WNTR\examples\CPS_Functionality_Testing>

Fig. 10: Unauthorized Control Change Test

V. CONCLUSION AND FUTURE WORKS

The WNTR+CPS module at present brings core features for
the representation of CPS devices in the WNTR project and
allows the creation of CPS-focused failure or attack scenarios.
This can be applied for an assessment of resilience in the
water distribution system itself against failures or malicious
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disruption of CPS components. This constitutes a significant
contribution to the utility of the overall WNTR project, and
opens the door to further contributions regarding representa-
tion of CPS devices and communication within hydraulic net-
work simulation, without constraint on user operating system.

Work is underway to flesh out the representation of network
connections and relationships between CPS devices within
WNTR + CPS, based on the commonly used graph theory
format of G(V,E) representing CPS devices as vertices and the
connections between them as edges, each with an appropriate
set of properties. As CPS_Nodes as currently implemented
represent vertices, the CPS_edges will be used to represent
wired and wireless connections between them. This should
allow for further scenario building and testing representing the
strengths and vulnerabilities of different physical transmission
mediums and the protocols used within them. Additionally,
using link criticality assessment scenarios provided by recent
WNTR GIS updates as templates, this implementation should
allow the evaluation of the criticality of each device and its
connections from a network level, providing both metrics for
the overall resilience of the network and identifying devices
and connections that should be prioritized for improvement or
duplication.

This can optionally be combined with the use of the modules
pymodbus [17], pycomm3[18], and pyserial [19] to generate
simulation-accurate MODBUS, Ethernet over IP (Ethernet
/ TP) and serial traffic between CPS_nodes based on the
scenario. This, once combined with ongoing core WNTR
project work intended to allow interactive real-time and step-
by-step simulation of network behavior, should enable both
simulation of scenarios reliant on realistic network traffic and
the use of the toolkit for real-time training scenarios and
demonstrations. The version of WNTR+CPS at the time of
publication represents the foundation required for those more
advanced scenarios once interactive simulations are enabled
in the core WNTR, but will continue to be developed and
documented as work continues.
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