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Abstract—This paper presents new results for pseudonymetry,
a closed-loop feedback mechanism in which active transmissions
are watermarked with a pseudonym that, if it interferes with a
protected passive radio receiver, can be demodulated and used
to force the transmitter off of the band. This paper addresses
amplitude-based watermarking of orthogonal frequency division
multiplexing (OFDM) packets. We quantify the ability of a passive
receiver to decode the watermark at very low signal-to-noise
ratio (SNR) and the impact on the intended communication
link. We demonstrate, using a testbed of software-defined radios,
that the experimental implementation of pseudonymetry matches
the theoretical analysis very closely. Our results quantify a
fundamental trade-off in the design of pseudonymetry for OFDM
and provide a practical pseudonym receiver design.

Index Terms—Spectrum Sharing, RF Interference, Watermark-
ing, Passive and Active Users

I. INTRODUCTION

The radio spectrum is a finite and fundamental resource utilized
for wireless communications, radio navigation, radio astron-
omy, and Earth sensing services [1]. Sharing spectrum between
uses is a critical part of meeting growing demand in all of
these uses. However, the worst case of radio frequency inter-
ference (RFI) has dominated spectrum policy debates. Policy
sometimes requires overly conservative propagation models for
sharing [2] that do reliably protect primary users, but precludes
reuse in large areas in which secondary users would be very
unlikely to interfere [3], [4]. For example, the FCC allocation of
the 6-7 GHz band for indoor Wi-Fi 7 was fought by incumbent
microwave tower operators who argued against the sharing
mechanism because, despite the propagation model, there may
be some interference, and “it will be impracticable, if not
impossible, for the FCC to identify and remove specific devices
causing interference” [5].

In spite of the large geographic radio quiet zones (RQZ)
and regulatory interference protection rules, the current trend
towards more intensive use of the radio frequency (RF) spec-
trum means that passive receivers such as radio telescopes
increasingly suffer from interference from multiple sources
[6]. Coexistence between passive and active radio services
has taken these predominant approaches: 1) RFI detection and

This material is based upon work supported by the U.S. National Science
Foundation under Grants CNS-1827940 and CNS-2229427.

cancellation [7]. Even though various detection mechanisms
have been studied, accurate cancellation remains an unsolved
problem. 2) Use of interference thresholds and propagation
models to define exclusion / radio quiet zones. Imperfect
propagation modeling invariably means that either spectrum
is underutilized or interference sometimes occurs. 3) Manual
or “nascent technologies” [7] cooperation between passive and
active users. For example, a CBRS system may operate within
the NRQZ with official approval and manual configuration [8].

This paper extends work on pseudonymetry [9], an inter-
ference remediation cooperative protocol in which the passive
receiver can identify the source of observed interference, and
submit its pseudonym (its randomly chosen identifier) to a
database, which ensures that the transmitter changes band.
Pseudonymetry provides accountable coordination so that in
the worst case, that an active user interferes with a passive
user, the passive user can provide feedback to the active user
to turn off or switch the band. However, watermarking imposes
a key tradeoff, as studied in [10], [11]. The watermarking must
be designed to be demodulated at very low SNR to allow the
identification of interfering transmissions as soon as they reach
the signal detection levels of sensitive passive receivers, which
was presented in [9] for narrowband transmitters. As most
commercial wireless systems use multi-carrier modulation, it
is critical to evaluate the watermarking of OFDM signals, both
the demodulation of the watermark, and its impact on OFDM
data demodulation.

We extend [9] in this paper with three contributions, all
publicly available [12]. First, we develop new analysis for
the performance of an amplitude-based watermark on OFDM
signals. Second, we present a robust receiver implementation
for watermark demodulation at low SNR. Finally, we experi-
mentally deploy our system on POWDER [13] and show that
the experimental results match that of our analysis.

The rest of the paper is organized as follows. Section
Il describes the system model. In Section III, we present
theoretical analysis. Experimental results and discussions are
given in Section IV, before concluding in Section V.
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Fig. 1. Pseudonymetry architecture with cooperation between the
pseudonymetry transmitter and the passive receiver through a database.

II. SYSTEM MODEL

The operation of pseudonymetry is shown in Fig. 1, as intro-
duced in [9]. We refer to passive receivers such as radio tele-
scopes as the primary users of the band. Pseudonymetry trans-
mitters are the secondary users who use OFDM modulation
for data communication. The database is a repository system
for storing interference reports, each consisting of the decoded
pseudonym and its timestamp, sent from the passive receiver
as discussed in [9]. Each pseudonymetry transmitter must
watermark its transmitted signal with a low-rate pseudonym
that it randomly generates and stores. The watermark must
be able to be decoded by the passive receiver even when its
received power is below the threshold for demodulation of the
OFDM packet. When there is interference, the passive receiver
uploads an interference report to the database. Pseudonymetry
transmitters must check the database periodically and move
off the particular channel if interference is reported matching
their pseudonym(s) used while on that channel. In short, a
pseudonymetry transmitter may transmit in the shared channel
only if the database indicates that its use does not interfere
with the primary user of the band.

A. Pseudonym Generation and Watermarking of OFDM

In this paper, we analyze a special case of the watermarking
scheme, the pulse amplitude modulation (PAM) watermarking
scheme in [9]. The watermarked transmit signal, s, (¢), is given
by:

N-1K-1
sp(t) = [1+q(t)] Z Z Ve wban(t —nTa), (1)
n=0 k=0

where Ty is the data symbol (which we refer to as the “d-
symbol”) period, ¢4 x(t) is the kth orthonormal waveform in
our basis for the data symbols, and a,, ; is the amplitude of
the kth waveform sent during d-symbol period n, and ¢(t) is
the amplitude watermark signal, generally written as:

L—-1

q(t) =D cugp(t —ITy), )

=0

where [ is the pseudonym symbol (p-symbol) number!, o
is the amplitude of the Ith p-symbol and {¢,;(t)}; is an
orthonormal basis for p-symbol modulation. The choices of the
magnitude of ¢(t) is a tradeoff between watermark detection
at the passive receiver and impact of watermarking on the data
signal demodulation at the intended receivers. Higher amplitude
modulation on the data signal improves watermark detection
but degrades data demodulations.

According to the chosen pseudonym bits, the amplitude
of each data packet is sequentially amplified or attenuated
according to the modulation index. This change in the signal
amplitude at the pseudonymetry transmitter results in slow,
patterned changes in the received power. The role of the passive
receiver is to detect these changes and make pseudonym bit
decisions by comparing a short-term average received power
to a threshold.

Although an optimal threshold can be derived (as we do
in Section III), it is based on parameters unknown to the
receiver. Instead, in this paper, we simplify the receiver design
by requiring the pseudonym to contain an equal number of
zeros and ones. In this case, the average power of the received
signal, across the pseudonym bits, is used as the threshold. We
show this threshold approximates the optimal threshold.

This requirement limits the number of possible pseudonyms
that can be randomly selected for transmission. We show that
it can be compensated by marginally increasing the length of
pseudonyms. If the pseudonym is K bits, with our requirement,
we have (152) pseudonyms to choose from instead of the
2K possible pseudonyms without the assumption. Stirling’s
approximation for factorials implies a pseudonym bit efficiency
of:

B (KI§2) - ]2 3)
"=k T\ Tk
Pseudonyms having equal number of zeros and ones need
approximately %log2 (gK ) more bits than without the as-
sumption. For instance, when K = 50, our assumption requires
about three extra bits.

B. Heuristic Approach to Threshold Estimation

In this paper, we use a heuristic approach to estimate a
pseudonym receiver threshold. At the passive receiver, when
there is an interfering signal from the pseudonymetry transmit-
ter, the received sampled signal r(n) is,

r(n) = sp(n) +w(n), €

where sp,(n) is the RFI signal from a pseudonymetry transmit-
ter, and w(n) is centered and circular complex Gaussian noise.
The average power over one p-symbol is,

1 N-1
2= 2 Irml, 5)

"Here we use “p-symbol” to denote the pseudonym symbol and distinguish
it from the data symbol.
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where N is the number of samples per pseudonym symbol. We
compute Z in (5) for each of the K symbols in the pseudonym.

Next, we use the Z values in a robust estimator of the thresh-
old. The threshold is sensitive to extreme values of Z (e.g.,
caused by other interfering signals, or temporal fading). To
avoid sensitivity to extreme values, we disregard the smallest
and largest 15% of the samples of Z, and set the threshold
to the average of the remaining 70% of Z values. We show in
Section IV that our heuristic approach is both simple and close
to the (ideal) optimal threshold.

III. PERFORMANCE ANALYSIS

Here, we derive theoretical formulas for the probability of
pseudonym bit error at the passive receiver, as well as for the
probability of data bit error at the intended (secondary) OFDM
receiver.

A. Pseudonym Detection at the Passive Receiver

When an OFDM signal waveform is amplitude modulated
using the PAM example system described in [9], the water-
marked OFDM signal is formulated as:

1 M—-1

sp(n) = 77 D [+ aul Xy, (6)
k=0

where M is the number of subcarriers in the OFDM signal,
and X} is the complex symbol value on the kth subcarrier.
For the binary PAM watermarking scheme, [ € {0,1} and
we use ag = —m for p-bit ‘0’ and a; = +m for p-bit ‘1’.
In our approach, we use m < 1 not to alter the data signal
significantly.

From the pseudonym receiver’s perspective, the values of
X, are random, selected from a finite constellation of possible
symbol values. From the central limit theorem (CLT), when
M is large, s,(n) appears to be a complex Gaussian random
variable. Thus, r(n) in (4), is also viewed as complex Gaussian.

We assume that r(n) has independent and identically dis-
tributed real and imaginary components. Under these assump-
tions, the common variance for the real and imaginary compo-
nents of r(n) is:

(1+ )% + Ny

7
5 , (7

02 = Var [Re{r(n)}] =

where &, is symbol energy and N is the noise power spectral
density. Since the real and imaginary components of r(n)
are independent Gaussian random variables with zero mean,
|r(n)|? is an exponential random variable with scale parameter
202 [14]. Hence, from CLT for large N, the average power in
each p-bit, Z given in (5), is approximately normal with mean
202 and variance 402 /N.

Pseudonym Bit Decision: We derive the pseudonym bit detec-
tor as a Bayesian decision between H, or H;, the hypotheses

that pseudonym bit ‘0’ or ‘1’ is sent, respectively. From (7),
the two hypotheses can be written as:
(1 —m)2E + No)?
)
(1 +m)?& + No)® ||
)

H() A NN{(l —m)255 +N0,

H, : Z~/\/{(1+m)255+zv0,

®)
Assuming equally likely pseudonym bits, the Bayesian de-
cision rule can be written as:
Plz|Hy] #a

— - >1 9
Pl i " ©)

Equation (9) is quadratic in Z with two solutions,

? 222 1+ (1+m)2ge
Nod y J(NoANT | NoTX2 ) 1 (b m)"ss )
26 23 2NmBE 1+ (1—m)2&

where we define A and 3 as:
A=1+2(1+m?) & + (1-m?)? (%)
B=1+14m?),

Since Z is a positive quantity, there is only one relevant
detection threshold:

(1)

NoA 2 L+ (14 m)2s
= 0%y 1 55 N )21;0 ., (12)
26 Nmges 1+ (1-m)*5
For large N, the threshold is approximately,
NoA
~ % (13)

The probability of pseudonym bit error given Hy and H; is
expressed as:
Pe|0 = P(Z > ’ylHo) and

14
Pey = P(Z < ~|Hy) (1

Using a standard normal complementary CDF function Q(z),
the average probability of error P, is:

1
P, = 3 (Pe|1 + Pe\o) , where (15)

A
A”ZQ%‘W¢N<wu+u—enww%>_Q}’

for I € {0,1}. As can be seen from (15), the average
probability of p-bit error is a function of the modulation index
m, the number of data samples per pseudonym symbol N, and
the energy per bit ]‘% It is interesting to note that keeping
m and ]%) constant, we can achieve lower probability of p-
bit error by spreading the pseudonym symbols over higher
number of data samples. However, increasing N results in
lower pseudonym data rate and higher pseudonym decoding
time at the passive receiver. In this paper, we assume one
pseudonym symbol per one OFDM packet.

Analytical results for the probability of pseudonym bit error
are shown in Fig. 2. The three lines in the plot indicate the
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Fig. 2. Probability of p-bit error vs. m and the gb of OFDM data bits. Plots
are for N = 6,000 data samples per p-bit.

probability of p-bit error for N = 6000 and three modulation
indices m = 0.1, 0.2, and 0.3 at different b values at the
watermark detector. Clearly, p-bit detection is p0551ble even at

&y
low -

B. Error Performance at the Intended Receivers

Here, we evaluate the performance degradation of OFDM
data demodulation at the intended secondary receivers due to
the watermark. For the PAM example system, the waveform
for the watermarked signal, s,(t) is given by:

sp(t) = {(1 +m)s(t),

where s(t) is the unwatermarked OFDM signal. From (16),
the watermark decreases and increases the 1% by a factor of
(1—m)? and (1+m)? for p-bit ‘0’ and ‘1’, respectively. Thus,
the average probability of data bit error at the intended receiver
is:

for p-bit ‘0’

16
for p-bit ‘17, (16)

1 & &
~ _ _ 2
p(wew2 Q 2(1 —m) Ny +Q 21+m )No
(rn

Fig. 3 depicts the probability of d-bit error at the intended
receiver for m = 0.1, 0.2, and 0.3. As expected, the larger
the modulation index, the higher the probability of d-bit error.
When compared to the unwatermarked OFDM signal, water-
marking increases the probability of d-bit error by about 1-3 dB
depending on the modulation index. This is a measurable but
small impact on the intended wireless system, and designers
must evaluate if this is an acceptable cost to incur to be able
to operate on the band that is primarily allocated to passive
reception.

IV. EXPERIMENTS

To demonstrate low power pseudonym detection and to validate
the analysis of Section III, a set of experiments are conducted

-
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Fig. 3. Probability of d-bit error vs. N— for 3 values of modulation indices.

Plots are for N = 6,000 OFDM data samples per p-bit.

on the Platform for Open Wireless Data-driven Experimen-
tal Research (POWDER) [13], an openly-accessible wireless
testbed. For this experiment, we use PhantomNet [15], part
of the POWDER testbed. It has software defined radio (SDR)
devices connected via cables to an RF attenuator matrix. As a
result, we can fully control the interference power and signal
power at the passive receiver.

The experimental setup is as follows: two Universal Software
Radio Peripheral (USRP-B210) devices [16], are used as a
pseudonymetry transmitter and passive receiver. The transmitter
and receiver devices are connected to the RF attenuator matrix,
creating a controlled experimental environment. We operate in
the Citizens Broadband Radio Service (CBRS) band, which is
within the range of operations of the B210. The transmitter
sends 1 MHz bandwidth OFDM signals at 3.655 GHz with
subcarrier spacing of 15 kHz. Transmit gain settings in the
range 20 dB to 35 dB with 1 dB increase are used to water-
marked OFDM packets. At the SDR transmitter device, we use
a Python program to generate the complex-valued watermarked
OFDM packet samples.

At the receiver, complex baseband samples are collected
using an SDR device operating in receive-only mode. We use
a sampling rate of 2 MHz and a constant receiver gain setting
of 50 dB. Transmitter gains corresponding to each < ~ at the
receiver are determined empirically. At each transmitter gain,
samples are collected and Jf,—’; is determined as [17],

S _ & fe
N N,B

where B is the channel bandwidth, f; is the channel data
rate, and S and N are the observed signal and noise powers,
respectively. We calculate the average noise power for each
transmitter gain by stopping the transmission, gathering IQ
samples at the receiver, and calculating the average power.
When the transmitter is turned on, the signal power is calcu-
lated as the average received power minus average noise power.

(18)
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Fig. 4. Amplitudes of the OFDM signal before and after watermarking. (a)
The 12000 OFDM samples’ original amplitudes; (b) the new amplitudes of the
OFDM signals after watermarking.

The spectral efficiency, %, of our PAM example system is 2.
For each % value calculated at the receiver, the procedure is
repeated.

A. Pseudonym Transmission

In pseudonymetry, each pseudonym bit is transmitted as a
watermark spread over N OFDM samples. We use a QPSK
modulated OFDM signal as the host signal. Watermarked
OFDM signals are generated in Python for three different mod-
ulation indices: m = 0.1, 0.2 and 0.3. Modulation indices show
how much amplitude change we make to the host signal. When
m = 0.1, for instance, if the first p-bit is ‘0’, we transmit the
first NV samples at amplitudes 0.9 times the original host signal
amplitudes, and when it is ‘1°, we transmit the first /N samples
at amplitudes 1.1 times the original amplitudes. Depending
on our pseudonym bit sequence, the resulting waveform is
the original OFDM signal with slightly different amplitudes
spanning windows of N samples.

The norm of the watermarked OFDM signals before and after
watermarking is illustrated in Fig. 4. Plots are for m = 0.1 and
N = 6000. The samples in the first window (0—-6000) represent
p-bit ‘1’ and are transmitted at larger amplitudes than the initial
amplitudes displayed in (a), as illustrated in (b). While the
samples in the second window (6001-12000) represent p-bit
‘0’ and are sent at lower amplitudes. The process is repeated
for each pseudonym bit in the watermark.

B. Pseudonym Detection

Multiple IQ samples are collected using a dedicated receive-
only device. Then, post-processing technique [12] is used to
detect pseudonyms in these complex samples. The number of
p-bits observed to calculate the probability of p-bit error is
a function of the theoretical bit error rate and the confidence
level [18]. At each ]‘%, we use our theoretical p-bit error rate
and a confidence level of 99% to determine the minimum
number of p-bits needed to estimate the probability of p-bit

error. However, for higher p-bit error rates at % in the range
0

——10% Theory
—0— 10% Exp.
20% Theory
—o— 20% Exp.
30% Theory
—0— 30% Exp.

P[Pseudonym Bit Error at Passive RX]

-20 -15 -10 -5
Eb/No [dB] at Passive RX

b

Fig. 5. Probability of p-bit error vs. 1%) at the passive RX. Theory vs.

Experimental results for three values of m.

from —20 dB to —16 dB, we transmit higher number of p-bits
than the empirical values stated in [18].

Here we compare our heuristic approach to the Expectation
Maximization (EM) Algorithm [19] and the ideal threshold
estimation.

Expectation Maximization Algorithm for Threshold Es-
timation: We use the EM algorithm to estimate the means
and variances of the average powers, Z, for p-bit ‘0’ and
‘1°, as described in (8). We compute the average power for
all p-bits, {Z}, and we use them as data points in a one-
dimensional Gaussian mixture model with two components.
Then, the Bayes’ Law is used to calculate the threshold [20].

Ideal Threshold: Our heuristic threshold is contrasted with
an ideal threshold. The procedure for determining the ideal
threshold is as follows: at each ]f,—’;, we compute the average
p-bit power for each p-bit ‘0’ and ‘1’ observed at the receiver.
Then using the transmitted p-bit sequence, we calculate the
statistical mean and variance for the average p-bit power levels
associated with p-bit ‘0’ and ‘1’. Finally, using the Bayes’s
Law, we determine the ideal threshold. We call it ideal or
ground truth because we use the knowledge of the transmitted
p-bit sequences to calculate the ideal threshold. We use this
ideal threshold for comparison purposes only.

C. Experimental Results and Discussion

Here we consider pseudonym detection performance at the
passive receiver. Fig. 5 shows that the experimental probability
of p-bit error agrees fairly well with the probability of error in
the theoretical analysis. In these experimental results, we use
heuristic approach to compute the threshold.

The ability to detect pseudonyms at extremely low SNR is
a unique feature in pseudonymetry. Data bit demodulation is
impractical when ]% is low, say 5 dB, but as seen in Fig. 5,
pseudonym bit demodulation at % = —15 dB is possible,
primarily because of the design of the watermarking method.
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Fig. 6. Probability of p-bit error vs. 1% for the heuristic, EM and ideal
threshold estimation techniques.

We calculate the probability of p-bit error at each 1% using
the ideal threshold and thresholds obtained using heuristic and
EM techniques. Fig. 6 shows the probability of p-bit error for
the three thresholds for pseudonym length of K = 64. Clearly,
the heuristic approach has the best error performance. This is
because our heuristic approach disregards extreme values when
estimating the threshold.

V. CONCLUSION

Pseudonymetry is a cooperative spectrum sharing protocol
for the coexistence of passive receivers and active wireless
transmitters. Pseudonymetry uses RF signal watermarking and
a database feedback loop to stop an offending transmission
whenever measurable interference is detected at the passive
receiver. In this paper, we study watermarking of OFDM
signals in the secondary signals. We analyze an amplitude
modulation based watermarking scheme to embed low-rate
pseudonym bits on top of the secondary OFDM signal. Through
mathematical analysis and experiment, we show that watermark
detection is possible at low 1% values, e.g., -10 dB with
a modulation index, m = 0.1. This enables identification of
the active transmitter at the ]f,—l; at which the OFDM data
samples themselves cannot be demodulated. We show that,
depending on the modulation index, watermarking causes 1 —3
dB performance degradation on OFDM data demodulation.
We provide a practical pseudonym receiver implementation,
which we implement in an SDR experiment, and show that its
performance is nearly identical to the optimal receiver and very
close to our analytical performance formulation.

In short, this paper advances our capability to implement
and design pseudonymetry for OFDM signals. Future work will
study the design and implementation of further aspects of the
pseudonymetry system, including: cost implications at primary
and secondary users, database and latency, integration into
other sharing architectures like CBRS or automated frequency
coordination (AFC), and security and privacy implications. Our

goal is to provide a pseudonymetry system integration into an
emerging wireless communication protocol.
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