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ABSTRACT
With the rise in online social media usage, fake user profiles are
becoming prevalent concerns. A body of work suggested machine
learning-based models to identify fake profiles, however, the accu-
racy and applicability of those techniques are still at large. A little
study to date, considered end users in the loop, to understand the
strategies of intruders, and the reactions of victims. We begin to
address this gap in our work, where we aim to look through the lens
of users’ perceptions who had prior experiences of interacting with
fake profiles on social media (i.e., victims of fake profiles). To this
end, we conducted semi-structured interviews with 26 participants.
Our findings unpack the viewpoints of fake-profile victims, with
regard to intruders’ traits and strategies to befriend them on social
media, as well as their reactions when they realize that they have
interacted with a fake profile. Based on our findings, we provide
recommendations on empowering and supporting social media
users in order to alleviate their vulnerability to online exploitation.
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• Security and privacy; • Human-centered computing → Hu-
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1 INTRODUCTION
Over the past few years, we have witnessed a rapid growth in
the popularity of online social media platforms. As of April 2020,
the global number of social media users reached an astounding
3.81 billion [19], where Facebook, Instagram, Twitter, YouTube,
and LinkedIn are among the leading social media platforms that
have garnered a massive user base worldwide [19]. According to a
study conducted by Fire et al. [11], an estimated 8.7% of Facebook
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accounts do not belong to real users. This observation suggests a
significant presence of fake accounts on online social media. The
social networking sites typically do not verify the authenticity of a
user when they create an account, and do not checkwhether a single
user has created multiple accounts. This unrestricted access lets
fraudulent users to create fake profiles and exploit the platform for
personal or collective gains [19]. This issue is further exacerbated
by the fact that user profiles on social media platforms, such as
Facebook, contain a large amount of personal data, posing privacy
and security risks for legitimate users [27, 29].

Fake profiles refer to the creation of social media accounts using
fabricated or stolen credentials, with the intention of engaging
in activities that are detrimental to the users and communities
within social networks [2]. Fake profiles manifest in various forms
and serve different purposes, where the well-known social media
sites, including Facebook, Instagram, and Twitter have become
increasingly plagued by the presence of fake profiles, rendering
them unreliable and untrustworthy for many of legitimate users [19,
31]. Thus, the protection from fake profile is of utmost importance
to protect users from potential harm.

Human decision-making typically takes a more comprehensive
approach than an automated system [12]. Thus, understanding the
experiences of those affected by fake profiles is crucial as it can
provide insights into the human aspects of social media privacy and
security that an automated fake profile identification system may
overlook. Further, automated identification of fake profiles through
Machine Learning (ML)-based techniques poses a significant chal-
lenge [14, 15]. To this end, a body of work [20, 30] started to focus
on understanding how users could detect fake profiles. However,
a little study to date, looked into the experiences of victims who
have been targeted by fake profiles. As we begin to address this
gap, we investigated following research questions through the lens
of victims’ experiences:

RQ1. What are the strategies of fake profiles (also termed as
intruders, and scammers in this paper) in deceiving online social
media users (i.e., victims)?

RQ2. How do victims respond and handle the situation when
they realize that they have interacted with a fake profile?

To address these research questions, we conducted semi-structured
interviews with 26 participants who have been the victims of
fake profiles. Our participants’ interaction with fake profiles un-
folded the motives and manipulation techniques of intruders (RQ1;
see §4.1), including impersonation, video communication, geo-
graphic proximity, pre-payment, and intimate conversation – ex-
ploited to deceive the victims and earn their trust. Our study shed
light on victim’s reactions (RQ2; see §4.2), where we discuss our
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findings in realm of the forensics of fake profiles (see §4.2.1), man-
aging discoverability in online social media (see §4.2.2), and seeking
help and justice (see §4.2.3). The findings from our study lead to
the recommendations for service providers on empowering and
supporting social media users (see §5) to make their platform more
robust against fake profiles.

2 RELATED WORK
Online Social Networks are inundated with fake profiles aimed at
harvesting user information and compromising their security [16].
Awan et al. [2] described fake profile as a social media account cre-
ated using fabricated or stolen credentials where the primary intent
behind account creation is to engage in activities that can be harmful
to a specific, or a large group of users. According to Bharti et.al [4],
users who intentionally present themselves as someone else on so-
cial media are referred to as fake users, and the accounts associated
with them are known as fake profiles; the authors pointed out three
types of fake profiles: Human (a profile created and maintained by
a human), Bot (computer-generated fake profile, administered by
a program that performs repetitive tasks to achieve specific objec-
tives), and Cyborg (a hybrid of Human and Bots, representing a
profile created by a human but is subsequently operated by bots).

Roy et.al [19] reported, a fake profile is typically created by
extracting data from existing profiles on the network, including
profile name, profile photo, age, gender, and other readily avail-
able information. These studies [4, 14, 16, 19] pointed out a wide
range of reasons behind the creation of fake profiles, like spread-
ing misinformation for political and business gain, celebrities or
politicians seeking to inflate their fan base, business organizations
trying to manipulate feedback and ratings, and gaming applications
supported by Facebook encouraging users to create fake accounts
in pursuit of incentives tied to bringing in more players.

Online social networks employ detectionmeasures to counter the
growing threat posed by fake profiles, where the majority of such
techniques are based on Machine Learning (ML) algorithms [15].
The rapidly evolving social media platforms lead intruders to adapt
their tactics to deceive users, rendering ML-based approaches less
effective [14]. This is especially true when intruders steal people’s
identities or exploit real profiles that have already established a level
of trust within their network, making detection and removal by
service providers more challenging [31]. Further, the differences in
feature characteristics across online social networks complicate the
collection and extraction of features, posing challenges to develop
effective algorithm for fake account detection [14].

The study of Habib et al. [12] reviewed new-age ML algorithms
for fake profile detection and suggested that, despite advancements
in AI models’ speed, scalability, and pattern recognition, human
expertise and experience remain valuable as they can apply com-
mon sense and logic, which AI often lacks, particularly in assessing
content plausibility. To this end, a body of work [20, 30] started
to focus on understanding how users could detect fake profiles.
The study of Sandy et al. [20] examined how verbal and nonverbal
cues affect the credibility judgment of fake Twitter profiles, where
24 participants evaluated 16 fake Twitter profiles in a lab setting.
The study [20] revealed that content of a profile was the primary
factor influencing the credibility assessments by participants. Wang
et al. [30] compiled datasets comprising confirmed fake profiles,

legitimate users, and suspicious profiles; they conducted a user
study with participants categorized as experts and crowd-sourced.
Participants were tasked with assessing the authenticity of pro-
files based on basic information like name, gender, profile picture,
and friend count, where experts performed better than the crowd-
sourced participants. In a separate study focusing on social media
scams [8], Chergarova et al. pointed to the need of vigilance and
user education to protect them from intruders.

Our Work. A little study to date, looked into the experiences
of victims who have been targeted by fake profiles. We addressed
this gap in our work, where we leveraged the lens of victim’s expe-
riences in understanding the strategies employed by intruders to
deceive online social media users, and how the victims react when
they realize that they have interacted with a fake profile.

3 METHODS
We conducted semi-structured interviews with 26 participants. The
study was approved by the Institutional Review Board (IRB) at our
university.

3.1 Participants Recruitment
To take part in our study, participants had to be at least 18 years
old, with prior experience of interacting with fake profiles on social
media – specified in our recruitment message. We reached out to
participants through social media posts, including on Facebook,
Instagram, and LinkedIn. We also posted flyers on public notice
boards at our university. In addition, we used snowball sampling,
wherewe recruited a few participants based on the recommendation
of participants who already took part in our study.

We recruited a total of 26 participants (16 female, 10 male). The
age of our participants varied between 18 and 60, where most
of them were in the age range between 26 and 40. Their level of
education ranged fromhigh school diploma to graduate degree, with
the majority holding a graduate degree. Participants’ experiences
in using online social media platforms varied between 4 and 15
years, with an average of 7 years.

3.2 Procedure
As participants showed interest to take part in our study, we emailed
them the Informed Consent Document (ICD). As they agreed to
ICD, we scheduled a time for online interview over Zoom. Dur-
ing the interview (audio-recorded), participants (victims) shared
their experience of interacting with a fake profile (intruder) on so-
cial media, including the techniques employed by intruder to earn
victim’s trust which was then exploited for malicious intent. We
asked participants about the consequences they faced as a result
of interacting with the fake profile. Participants also reflected on
the actions taken as they identified the profile as fake, as well as
their experiences and expectations in getting help from the service
provider for online social media. At the end, participants responded
to a set of demographic questionnaire, hosted on Qualtrics. On
average, each session took between 30 and 60 minutes to complete.

3.3 Analysis
We transcribed the audio recordings from interviews and performed
thematic analysis [3, 6, 7, 23, 24] on our transcripts. We took an
inductive approach for our analysis. In this ground-up approach,
codes are derived from the data without preconceived notions,
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which allows the narrative to emerge from the raw data itself with-
out trying to fit it into the preconceptions [3, 6, 7]. Each partici-
pant’s data was coded by two independent researchers, where the
inter-coder reliability was 86%. They developed codes from the
transcripts of the first few participants, compared those codes, and
then iterated again with more participants’ data until a consistent
codebook was developed. Once the codebook was finalized, two
researchers independently coded the remaining participants’ data.
After all participants’ data had been coded, both researchers dis-
cussed and resolved the discrepancies in their codes. Finally, we
organized and taxonomized our codes into higher-level categories.

4 FINDINGS
In this section, we report the findings from our study. Following
the guideline from prior research [22, 25, 28], for consistency, we
used the following terms based on the frequency of themes in
participants’ responses: a few (0-10%), several (10-25%), some (25-
40%), about half (40-60%), most (60-80%), and almost all (80-100%).

4.1 Intruder’s Strategies (RQ1)
Our participants’ interaction with fake profiles unfolded unique
stories, shaped by the motives and manipulation techniques of
intruders. While impersonation is a common technique used by
intruders (see §4.1.1), our findings also unpack their strategies to
gain victim’s trust, which include video communication, geographic
proximity, pre-payment, and intimate conversation (see §4.1.2).

4.1.1 Impersonation. Impersonating someone else and assuming
their identity is a common trait that our participants associated
with the fake profile. Our findings reveal the multifaceted nature of
impersonation in creating a fake profile, which include assuming the
identity of a celebrity, or a friend in the online social network. One of
our participants (P15) referred to the advent in AI technology that he
believes, it is used to make the interaction with a fake profile seem
realistic in order to deceive the victim: “It is...a robot. So fake accounts
would be a program trying to imitate a single person interacting with
others.” Several participants shared their experiences about how
they were manipulated to trust a fake profile, where the intruder
established a false sense of connection by assuming the identity of
a familiar person.

4.1.1.1 Impersonating Celebrities. One of our participants, P8
reported how a fake Instagram profile mimicked the persona of a
celebrity and scammed her while she was searching for an online
job: “Their strategy was to use the photo and name of a trusted person
among the people...this person has a special social status where every-
one trusts him. The intruder was deceiving people through the trust
that everyone has in this showman.” She further detailed, intruder
published an advertisement on Instagram profile about an online
job, and she reached out to inquire about this opportunity. Then the
intruder convinced her to deposit money as a proof of her commit-
ment to the job; she put her trust and sent money considering the
public image of that profile. However, the promise of employment,
as well as that profile eventually turned out to be fake.

4.1.1.2 Impersonating Friends. The participant, P10 shared an
incident where the intruder assumed her identity and used her
photos to perpetrate a scam within her Instagram friend list. The

intruder messaged her acquaintances over social media, claiming
to be in need of financial assistance. Our participant mentioned,
one of her friends trusted the claim and believing it to be her, sent
money to the scammer.

4.1.2 Gaining Trust. Our findings point out the strategies em-
ployed by intruders to gain a victim’s trust, which include video
communication, prepayment, exploiting geographic proximity, and
intimate conversation.

4.1.2.1 Video Communication. A few of our participants pointed
out video communication as the means of scammers to establish
trust, which they found convincing due to the belief that a fake
profile would typically prefer to protect their anonymity. The par-
ticipant, P22 shared his experience while he came across a rental
advertisement on Facebook as he was looking for a house to rent;
here, the scammer used the advertisement as a bait, and later con-
vinced him to deposit a fraction of rent in advance by showcasing
a compelling video of the purported property: “I told her [scammer]
that I want to see this house before I sign any contract or pay any
money. She told me, I will arrange an appointment for you to come
and see the house tomorrow. She texted me the next morning, saying
that I have an urgent trip but I can send you a video from home right
now...She sent me a video that showed different parts of the house...So
I said to myself as this person sent me a video...probably everything
is OK. I paid by PayPal, and she sent me the receipt. Then she told
me to pay the rest of the money for the first month’s [rent]...I told
her I would not do this until I see the house, and she blocked me [on
Facebook] the next day.”.

4.1.2.2 Prepayment. In another instance, the scammer posed as
a potential buyer of a laptop and paid a small fraction of its price in
advance, to convince our participant (P13) about her legitimacy; P13
elaborated how she was deceived, “Someone bought a laptop from
me [on Facebook]...and that person pretended to be an elderly woman.
And after I sent the laptop to them, they did not pay for it, and I
figured out that the profile was fake, but I could not do anything...This
is how I was, unfortunately, deceived.”.

4.1.2.3 Geographic Proximity. Several participants shared simi-
lar experiences where they put trust on a social media profile as
the location of residence noted in that profile was around where
they live. Such trust led them to pay for products which they never
received; P4 reported, “I looked at their page [on Instagram]; their
clothes were suitable, and the prices were reasonable. Everything was
okay. Because it [intruder’s residence] was in our area, I didn’t think
it was fake at all. After I made the deposit, they blocked me. They
used my location to reach out to me, and it seemed they had chosen
the user based on their area. It was a trap.”

4.1.2.4 Intimate Conversation. We also found instances where
the intruder adopted a warm and amiable approach to establish
a rapport and create a sense of intimacy. One of our participants
(P14) shared her life event while she was going through a phase of
loneliness; during that time, the online conversation with someone
she did not meet before gave her comfort: “It was like he was giving
very personal and friendly messages. He started in the morning, for
example, ‘Good morning. Did you eat breakfast?’ and then continued
the conversation...the person was so lovely...” Our participant further
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mentioned that the dialogue of that profile was seducing, sometimes
aimed at convincing her to invest money on his cryptocurrency
company, which she later discovered to be fake.

4.2 Victim’s Reactions (RQ2)
In addition to financial loss (see §4.1), about half of our participants
reported experiencing psychological issues, including stress, anger,
and fear as a result of their interaction with fake profiles. In certain
cases, these interactions led victims to lose their trust on social
media platforms (see §4.2.3 for details). One of our participants
(P20) referred to his difficulty in trusting people, which further
exaggerated upon being deceived by a fake profile in social media:
“I did end up in therapy later and had to work through some trust
issues...I have struggled with depression...I had mistrusted people. And
so as soon as that [interaction with fake profile] happened, it left me
traumatized, where I was afraid to speak to people online. And I had
more or less grown to think everybody was lying to me. So it wasn’t
until years later working with a therapist, I’ve been able to overcome
some of that finally...”

Our participants reported that encountering fake profiles height-
ened their sense of caution in online navigation, where they at-
tempted to understand the features of a fake profile based on their
experiences (see §4.2.1), took actions to better manage their discov-
erability in social media (see §4.2.2), and sought justice from the
service provider to protect legitimate users from intruders hidden
behind the curtain of fake profiles (see §4.2.3).

4.2.1 Forensics of Fake Profiles. Based on the experience of interact-
ing with fake profiles, our participants identified several attributes
that they had learnt as the possible indicator of a fake profile; P4
reflected on her learning from a fake profile she encountered: “A
profile picture of a flower and plants or landscape instead of their own
photo...and also no posts or following and followers...it is apparent
that they did not want to take time and they wanted to create an
account quickly. I think this is a fake profile.”

4.2.1.1 Profile Picture andName. Several participantsmentioned,
the fake profile they interacted with had a low-quality profile pic-
ture, likely due to taking a screenshot from other’s profile in process
of impersonation. The participant, P6 shared her experience of be-
ing deceived by an intruder who impersonated her friend and used
a screenshot of that friend’s photo as a profile picture: “The profile
picture was a screenshot because the picture quality was very low and
blurry...the photo was cropped, some parts of the photo were missing.”
Some participants also reported that the fake profile they interacted
with did not have a traditional name, where P9 said, “They [fake
profiles] do not have a specific name, for example, [it named] ‘brave
boy’.”

4.2.1.2 Social Media Connections and Activities. Our participants
shared a common viewpoint that a fake profile has a very few social
media connections, where P12 said, “...[fake profiles] have very few
followers and followings...they typically have less than 10 for both
following and followers.” Upon identifying a profile as fake, about
half of our participants perceived that they should have considered
the absence of recent posts and reactions from friends (e.g., likes,
comments) as the indicator of a suspicious profile, where P13 said,
“when I came back and looked at that [fake] profile, I saw that her

last photos were from several years ago.” Similarly, P22 stated, “From
2014 to 2022, she had only one photo every year, but there were no
comments or likes on her photos.” While an intruder is possibly aware
of such red flag, they might post fake comments from their other
profiles; one of our participants (P4) recalled such unusual pattern
in comments on a fake profile she interacted with: “...I remember
that one user wrote 3 to 4 comments including words one by one after
each other,like great, great, and good, in separate lines that raised
their number of comments.”

4.2.1.3 Communication Pattern. After their encounter with fake
profiles, about half of our participants started to pay more atten-
tion to communication patterns, including discrepancies in facts or
events shared by a profile, and too-good-to-be-true stories about
their lavish life style. Participants emphasized the details in bi-
ography section when discerning the authenticity of an account,
where several of them mentioned, multiple profiles with alike at-
tributes or sharing the similar story could be a potential red flag;
P14 came across such profiles in social media: “A very handsome
and classy bodybuilder, 80% of his profile was similar to the previous
one. I doubted his photo and the similarity of his story to the previous
one.”

4.2.2 Managing Discoverability. The features and information on
social media platforms, including demographics and location shar-
ing, public pages, friend-lists, and friend-suggestions grant intrud-
ers a wide range of options to find their target. Our participants
reflected on their belief about how they were targeted by intrud-
ers, which dictated the change in their navigation strategies after
encountering a fake profile, to protect their discoverability in on-
line social media. Our participants emphasized the significance of
privacy settings, where a common practice that emerged from inter-
acting with a fake profile was shifting from public to private setting
for their account. P9 mentioned changing the setting that prevents
others from finding her Facebook account through Google search;
she further added, “...this is a preventative method that decreases the
risk of being targeted by fake accounts.”

4.2.2.1 Demographics and Location Sharing. Some of our partici-
pants reported that demographic information including gender and
age revealed through a profile picture and information in ‘about
me’ section on social media made them vulnerable to be a target
of intruder, where P19 shared his view: “...it could be because of my
age, I wonder if they saw that I was a young person, so I might be
more susceptible...”. Another participant (P12) commented, “Based
on my experience and feedback from my close friends of both gen-
ders, these fake profiles usually target women more than men.” A few
participants also referred to location sharing, which could have
exposed their economic status and so on, made them vulnerable to
be deceived by a fake profile seeking financial gain.

To this end, we found instances where participants mentioned
taking several protective measures upon interacting with a fake pro-
file, such as reducing the amount of shared information, and being
cautious about location sharing. A few participants also changed
their profile picture so that their gender identity is not revealed
publicly. For instance, P7 mentioned, “My posts and photos changed
exactly after that [interaction with fake profile]. It made me more
cautious than the previous version of myself...”
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4.2.2.2 Following Public Pages. Some of our participants per-
ceive that they were targeted by intruders because of their exposure
on public pages. For instance, P11 suspects that her appearance
in the follower list of an online shop page on Instagram made her
discoverable by the scammer. Several participants believe that they
were targeted by a fake profile due to their activity on public pages,
such as posting a comment or liking a post that were publicly visi-
ble. For instance, P9 speculates that the scammer found her through
the comments she posted on the public page of a sports club.

Upon encountering a fake profile, participants reported being
more careful in following public pages, where they have reduced the
number of pages they follow. A few participants also use referrals
to confirm authenticity before following a public page, where P11
mentioned, “Channels [pages] that I choose to follow have to be
suggested by others who checked that profiles before, then I will follow
them. I try to follow other people and pages more carefully. And I
don’t follow anyone without prior knowledge because one of the ways
that fake profiles find you is through the channels you follow, they
find you on those pages.”

4.2.2.3 Exposure through Friends in Social Media. Several partic-
ipants perceive that the intruder found them in the publicly visible
friend-list of their social media friends or through Facebook’s ‘peo-
ple you may know’ feature that suggests users to add as friends.
To reduce the scope of public visibility through social media con-
nections, our participants curated their friend-list after interacting
with a fake profile. A few of them also asked their friends who
tagged them in photos or posts to remove those tags. However,
participants reported that despite the steps taken, they may still be
discovered by intruders through their social media connections due
to their lack of control on the visibility of their friends’ friend-lists,
as well as whom the social media would suggest through ‘people
you may know’ feature. To this end, a few participants temporarily
deactivated their accounts, believing that their inactivity would
reduce the scope of public exposure.

4.2.2.4 Beyond Managing Discoverability: Familiarity Check and
Cross-referencing. In addition to taking measures to protect discov-
erability as discussed above, some of our participants mentioned
that upon encountering the fake profile, they now consider famil-
iarity, particularly having mutual friends as a deciding factor before
befriending someone on social media. A few of them also reaches
out to a mutual friend to confirm the identity and trustworthiness of
a new profile who has sent a friend request. One of our participants
(P23) who now follows this strategy to protect from fake profiles,
mentioned, “The first thing is to see if we have a mutual friend or not;
then, If I am relatively close to that mutual friend, I will ask who this
person is” A few participants also cross-reference through Google
search to verify the authenticity of a profile, where P1 reported, “I
save their [someone who sends a friend request] photo and then check
that photo in Google Image. I found many fake accounts in this way.”

4.2.3 Seeking Help and Justice. About half of our participants
blocked and reported the fake profile they interacted with. However,
they were worried that the intruder could find them over other
social media platforms or impersonate another identity to deceive
them in the future. We found instances where participants aimed
for legal actions or sought help from the service provider with a

hope of getting more effective and sustainable solution to safeguard
themselves from further intrusion.

4.2.3.1 Contacting Legal Authority. Several participants tried to
pursue legal action and seek justice for their financial loss resulting
from the interaction with fake profile, however, did not receive
adequate help from the authority. For instance, P4 reported, “I went
to the Cyber police and gave them their [intruder] page’s address.
The police officer said because they [intruder] use VPN, they are not
identifiable.” In some cases, victims refrain from taking legal actions
due to the fear of greater harm that could be caused by an intruder.
For instance, P13 who did not receive payment for the laptop she
sold (see §4.1.2 for details), shared her experiences: “I was terrified,
especially when I sent the package [laptop] by post...my phone number
and house address, all were mentioned under sender’s information.
I was afraid for a long time, and many people around me made me
afraid of them by telling me: ‘These people are gangs. So you should
not follow up too much because they are dangerous’. That’s why, I
was afraid to leave home alone for a while. I felt very insecure.”

4.2.3.2 Contacting Social Media Service Provider. One of our
participants (P20) reported, “They [service providers] don’t tell you
how to avoid it [fake profile]. They don’t give you examples. They
don’t warn you of things to look for. They, they really don’t try to
help you, from my experience.” While the lack of guidance and
warning from service providers to protect from fake profiles caused
frustration among participants, it was further exaggerated when
they did not get the help from them after experiencing financial
loss and psychological issues upon interacting with a fake profile.
P20 further elaborated, “I spent hours just trying to get somebody to
respond to me, let alone help me. And then they [service providers]
never helped. Felt like they ignored their customer...There was no help.”

In another instance, P10 whose identity was stolen and used
for impersonation by a fake profile (see §4.1.1 for details), shared
her experience as she sought help from the service provider: “I can
talk about my Instagram experience... they [service providers] say,
‘if something happens to you, we will remove the fake account’...I
emailed them...very clearly, they told me, ‘we cannot do anything’. I
could not understand from their email who the scammer is, is it me
or fake account? The email was very complicated.”

5 DISCUSSION
In this section, we discuss the implications of our findings, which
lead to the recommendations on empowering and supporting users,
and so on, make social media platforms more robust against fake
profiles.

5.1 Empowering Users
It is crucial for social media users to be aware of fake profiles and
their strategies in order to protect themselves. To this end, social
media platforms can incorporate a ‘protection from fake profiles’
section, linked to security and privacy setting sections, as well as
presented to users as a prompt nudging them to be aware of fake
profiles, review and reflect on their recent interactions over social
media, and take caution before committing a financial transaction
with social media contacts. While reporting suspicious profile is
already an available option, users should be encouraged to share

448



CSCW Companion ’24, November 9–13, 2024, San Jose, Costa Rica Arezou Behfar, Ankit Shrestha, and Mahdi Nasrullah Al-Ameen

their story behind such reporting with the service provider – it has
multiple implications in protecting against fake profiles: First, it
can be used to update ‘protection from fake profiles’ section, as
intruders could come up with new strategies to deceive users [9];
Second, some of those stories can be shared with social media
users (keeping the victim’s identity anonymous) to raise public
awareness, while prior studies [10, 18, 32] indicate the efficacy of
social stories in making users aware of security and privacy issues.

Our findings indicate that the publicly visible friend-list can be
exploited by an intruder to target a victim, and eventually more
people from their mutual friends. To this end, social media platforms
can prompt users about privacy-preserving setting on the visibility
of their friend list, so that someone outside of their network have
limited or no access to their friend list. Here, limited access may
represent viewing the name of a friend in the list but not being
able to access that profile or send a friend request. Further, users
can be given provision to set their privacy so that they will be in
control whether their name will be publicly visible in the friend-list
of their social media friends. Through adopting these measures,
social media platforms can empower users with the knowledge and
tools necessary to recognize and combat fake profiles, fostering a
safer online environment.

We found that having mutual friends is considered to be a credi-
ble indicator of the authenticity of a profile when the user receives
a friend request, which is in line with the findings from prior stud-
ies [5, 11] that users tend to accept friend requests from a stranger
when they have mutual friends. In this context, our participants re-
ported concern that the existing features of social media platforms,
e.g., ‘People you may know’ on Facebook, can expose them to an
intruder, further increasing the risk of being targeted by a fake
profile. To this end, social media platform can present users with a
‘verify before you make a friend’ prompt that will encourage the
user to send a message to some of their mutual friends for verifying
the authenticity of that profile, as well as to be informed of any
red flag (e.g., bullying, inappropriate behavior, etc.) they should
know about before accepting that friend request from an unknown
individual. Such a message can also be sent to a ‘prior’ mutual
friend, who have already unfriended that profile.

5.2 Supporting Users
We noticed that the metrics, including number of friends, followers
and their reactions (e.g., like, comments) to the posts are consid-
ered by our participants when assessing the legitimacy of a profile.
Prior studies [1, 26] pointed out ‘fake engagement’ referring to the
fact that social media platforms are often used for business pro-
motion where there are companies that sell followers (e.g., 50,000
followers for a price of $250). That means, fake profiles can buy
such ‘fake engagement’ to deceive users and gain their trust. Thus,
social media platforms should support users to protect from fake
profiles by checking the authenticity when a new user or page
signs up. Identity verification during registration can be a potential
measure to consider in this regard, where service providers can
inaugurate their own identity verification system or leverage the
existing services (e.g., ID.me, etc.). We acknowledge that introduc-
ing such scheme would make the registration process lengthy and
more complicated than it is now; we encourage future studies to
examine this tension between usability during registration and user

expectations to protect from fake profiles in social media. Further,
future studies should explore automated technique to identify a
sudden surge in the number of followers, which may indicate a pos-
sible purchase of ‘fake engagement’ – adoption of such approach
by social media platforms along with keeping new profiles under
scrutiny for a certain period of time will be contributing towards
keeping users safe from fake profiles.

Our findings point to the dissatisfaction of participants with
the support provided by social media platform as they reached out
to them upon enduring financial loss and psychological trauma
caused by fake profiles. Such dissatisfaction resulted from delay
in response, deviation from commitment, and lack of empathy for
the victims. To address these issues, social media service providers
should come forward to establish a notion of trust for their users,
starting with offering a provision for real-time conversation, e.g.,
through online chat with trained customer representatives. The
training of customer representatives should cover a wide range of
spectrum, including the strategies of intruders, possible reactions of
victims, and how to reassure and support them in a timely manner
along with taking appropriate actions towards the intruder. En-
abling users to engage in real-time conversations with the trained
representative would substantially enhance user experience and
restore their trust on social media platforms in combating fake
profiles.
6 LIMITATIONS AND CONCLUSION
We interviewed 26 participants in our study, where we followed
the widely-used methods for qualitative research [3, 6, 7], focusing
in depth on a small number of participants and continuing the
interviews until no new themes emerged. We acknowledge the
limitations of such study that a different set of samples might yield
varying results. Thus, we do not draw any quantitative, generaliz-
able conclusion from this study. Further, most of our participants
were well-educated. Since users’ security and privacy perceptions
are positively influenced by their knowledge and technical effi-
cacy [13, 17, 21], we speculate that the privacy perceptions and
behavior of users reported in this paper represent an upper bound
in the context of online social media navigation.

A few of our participants were recruited via snowball sampling.
In snowball sampling, participants who have taken part in the study
nominate people for recruitment whom they know well, and thus,
it may suffer from sampling bias. In addition, self-reported data
might have limitations, like recall and observer bias.

Despite these limitations, our findings provide valuable insights
to the understanding of intruder’s strategies in deceiving online
social media users, and how the victims react when they realize
that they have interacted with a fake profile. Based on our findings,
we offer recommendations on empowering and supporting users,
to make online social media platforms more robust against fake pro-
files. We encourage future research to extend the findings from our
study through involving participants from diverse demographics,
including older adults, and users with limited literacy.
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