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Abstract

Children’s and adolescents’ online data privacy are regulated by
laws such as the Children’s Online Privacy Protection Act (COPPA)
and the California Consumer Privacy Act (CCPA). Online services
that are directed towards general audiences (i.e., including children,
adolescents, and adults) must comply with these laws. In this paper,
first, we present DiffAudit, a platform-agnostic privacy auditing
methodology for general audience services. DiffAudit performs
differential analysis of network traffic data flows to compare data
processing practices (i) between child, adolescent, and adult users
and (ii) before and after consent is given and user age is disclosed.
We also present a data type classification method that utilizes GPT-4
and our data type ontology based on COPPA and CCPA, allowing us
to identify considerably more data types than prior work. Second,
we apply DiffAudit to a set of popular general audience mobile
and web services and observe a rich set of behaviors extracted from
over 440K outgoing requests, containing 3,968 unique data types
we extracted and classified. We reveal problematic data processing
practices prior to consent and age disclosure, lack of differentiation
between age-specific data flows, inconsistent privacy policy dis-
closures, and sharing of linkable data with third parties, including
advertising and tracking services.
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1 Introduction

TheChildren’s Online Privacy ProtectionAct (COPPA) in the United
States (US) regulates online service providers’ collection and shar-
ing of personal information about children under the age of 13 [112].
With the increased presence of both children and adolescents on-
line [11, 26], more recent privacy legislation such as the California
Consumer Privacy Act (CCPA) [101] have incorporated additional
privacy protections, akin to COPPA, for users under the age of 16.
For example, CCPA forbids businesses from selling and sharing the
personal information of users younger than 16, unless they have
received consent. Additionally, online services, such as social media
and gaming platforms, have been under increased scrutiny for their
lack of safety and privacy for young users, prompting proposals
for more stringent laws and regulations in the US [48, 57, 100, 104].
Methodologies for auditing data processing done by online services
for young users can inform and enforce such regulations.

In this paper, we develop an auditing methodology to analyze the
data collection and sharing practices of online services for young
users and reveal potential violations of privacy laws. More specifi-
cally, we study online services directed towards general audiences,
which include children, adolescents, and adults, and that allow users
to make an account and disclose their age. We identified the follow-
ing services out of the top 100 most popular apps on the Google
Play Store: Roblox [95], Minecraft [73], TikTok [106], YouTube [36]
and YouTube Kids [37], Duolingo [20], and Quizlet [91]. When cre-
ating an account on such online services, users are prompted to
enter their age, which should impact the data collection and sharing
that is done based on whether the user is a child (younger than
13), adolescent (between 13 and 16), or adult (older than 16), which
are grouped in this way based on COPPA and CCPA. Also, upon
creating an account and agreeing to the privacy policy and terms,
consent to the services’ disclosed data processing practices is given,
either by the parent or by the user themselves depending on the
user’s age. Given the age-specific regulations in COPPA and CCPA,
we expect well-behaved online services for general audiences to
perform different data collection and sharing practices when users
are logged in vs. out, as well as across different age groups.
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While prior works have developed frameworks and tools for
privacy auditing and measurement for several platforms, such as
mobile, browsers, and virtual reality [4, 47, 92, 102], to the best of our
knowledge, none have audited (i) general audience services (ii) in
the context of both COPPA and CCPA for children and adolescents
and (iii) their behaviors before and after providing consent and user
age. Towards this goal, we make two contributions: (1) we design
and implement the DiffAudit auditing methodology, and (2) we
apply it to a set of popular general audience services and report
our findings.

First,we design DiffAudit – a methodology for auditing the
practices of general audience services and comparing data collection
and sharing practices across different user age groups, i.e., children,
adolescents, and adults. DiffAudit has the following characteris-
tics:

• Platform-Agnostic Differential Analysis: DiffAudit solely re-
lies on the availability of network traffic collectedwhen using
a service on the end device (e.g., a mobile app, a browser,
etc.) for different age group profiles. We perform differential
analysis to compare data flows (defined as <data type cat-

egory, destination>) observed across age groups, as well as
before and after consent is given and user age is disclosed.
Destinations are also categorized as first/third parties and
advertising and tracking services (ATS) using block lists.

• Data Type Classification: We develop a novel data type clas-
sification method using OpenAI’s GPT-4 [81] to classify
data types extracted directly from network traffic into cat-
egories. We also develop a data type ontology rooted at
the COPPA and CCPA definitions of identifiers and per-
sonal information [13, 16] (see Table 5 in Appendix). Our
method outperforms previously used methods both in accu-
racy and coverage, which we discuss in Section 3.2.2. Prior
works [1, 4, 9, 40, 47, 51, 92, 109, 120] focused on data types
largely limited to identifiers, whereas our ontology also in-
cludes behavioral data types and is rooted in privacy laws
rather than only extracted from the network traces. With
our method, we were able to identify considerably more data
types in the network traffic than prior work.

Second, we apply DiffAudit to popular general audience ser-
vices on both their mobile and website platforms. In the network
traffic dataset we collected, we observed more than 440K outgoing
requests, with 964 unique domains and 326 unique eSLDs con-
tacted, and we extracted 3,968 unique data types from the packets
and 5,508 unique data flows. In all the services we audited with
DiffAudit, we found practices for children and adolescent users
that are concerning for COPPA and CCPA compliance, including
the following:

• Data Processing Before Consent: All services collected users’
identifiers and personal information while logged out, and all
but one of the services shared users’ identifiers and personal
information with third party ATS while logged out. This
raises concerns regarding compliance due to a lack of consent
and knowledge of user age.

• Differential Auditing: All but one of the services engaged in
data processing practices that were not disclosed in their
privacy policy, including while users are logged in and out,

which is problematic for transparency and compliance. All
general audience services we studied engaged in similar data
processing practices for both young and adult users.

• Platform Differences:We observed some data flows that are
unique to the mobile app and website platforms. We found
that the observed data flows unique to the mobile apps were
all related to sharing data with third parties, including per-
sonal and device identifiers, geolocation, and app usage be-
haviors. This reveals some potential internal differences in
services’ mobile vs. website platforms.

• Data Linkability: All but one of the services shared linkable
data (i.e., identifiers and personal information shared with
the same third parties) with both ATS and non-ATS third
party domains, both before and after consent. These services
also sent the linkable data to similar destination domains,
without much differentiation between age groups.

We make DiffAudit’s implementation and datasets available at
https://athinagroup.eng.uci.edu/projects/childrens-privacy/.

The rest of the paper is structured as follows. Section 2 provides
background and discussion of related work. Section 3 presents the
DiffAudit methodology, including: the network traffic collection
(Section 3.1), the construction of data flows, and the data type
classification method (Section 3.2). Section 4 presents the results of
applying DiffAudit to popular online services. Section 5 discusses
implications of our findings, recommendations for service providers
and regulators, and ethics considerations. Section 6 concludes the
paper. The Appendices include details regarding our data type
classification method and data type ontology (Table 5).

2 Background & Related Work

Section 2.1 discusses how COPPA and CCPA motivate the design of
DiffAudit and Section 2.2 discusses general audience services that
we investigate. Sections 2.3 and 2.4 discuss related work on privacy
auditing and children’s and adolescents’ privacy, respectively.

2.1 COPPA & CCPA

COPPA and CCPA regulations for users under 16 motivate the
design of our auditing framework. COPPA applies to services that
are directed towards children, which includes services directed
towards general audiences composed of users of all ages, including
children, adolescents, and adults. According to COPPA, a “Web
site or online service directed to children means a commercial
Web site or online service, or portion thereof, that is targeted to
children”1, which may be judged based on features and content of
the service (i.e., “subject matter, visual content, use of animated
characters or child-oriented activities and incentives, music or other
audio content”2) and knowledge of children using the service [29].
COPPA prohibits such online service providers from collecting any
personal information prior to knowing any given user’s age, since
the audience could contain children under 13, and even once they
know the user’s age, they require opt-in consent from the child’s
parent or guardian to collect and share such personal information,
except for activities for the support of internal operations [112].

116 C.F.R. § 312.2 “Web site or online service directed to children”
216 C.F.R. § 312.2 “Web site or online service directed to children” (1)
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Under CCPA, businesses are not allowed to sell nor share users’
personal information for users younger than 16 years old without
the user’s prior affirmative authorization (i.e., opt-in consent). For
users under 13 years old, businesses are not allowed to sell nor share
users’ personal information without their parent’s or guardian’s
opt-in consent, similar to COPPA [12]. Additionally, CCPA states,
“A business that willfully disregards the consumer’s age shall be
deemed to have had actual knowledge of the consumer’s age”3.
While some of these terms (i.e., willfully disregard, actual knowl-
edge) are not explicitly defined, this statement can be interpreted to
mean that online services should not be selling nor sharing users’
data at all until they determine their age and obtain opt-in consent.
Note that we do not audit the adult data flows against CCPA in this
work, rather we only audit the child and adolescent data flows and
use the adult data flows for comparison.

General audience services should wait until they determine the
user’s age and obtain consent, either from the user or their parent
depending on their age, to perform the appropriate data collec-
tion/sharing under COPPA and CCPA. Thus, we develop an audit-
ing methodology, DiffAudit, for general audience services based
on network traffic to both investigate whether user data is being
collected/shared prior to consent and age disclosure (i.e., while
logged out) and how similar the data collection/sharing practices
are for different user age groups (e.g., data collected/shared for child
vs. adult and adolescent vs. adult accounts). Moving forward, we
will use the term “logged out” to refer to the state prior to user
consent and age disclosure.

We also defined a data type ontology using the definitions of
identifiers and personal information from COPPA and CCPA [13,
16]. See a description in Section 3.2.2 and details in Table 5 in
Appendix A.

2.2 General Audience Services

With our auditing goals in mind, we establish the following criteria
for the types of services we wish to audit with this framework: (i)
the services should target general audiences, i.e., including children,
adolescents, and adults, and (ii) the services should prompt users
to make an account so that we can disclose the user’s age and
provide consent to the behaviors disclosed in the privacy policy.
To select services to audit, we searched through the top-100 most
popular games and apps on the Google Play Store and manually
inspected each app’s privacy policy to determine the target audience
and whether the app fit our criteria. At the time of this study, the
following were the only services that met these criteria: Duolingo
[20], Minecraft [73] (owned by Microsoft), Quizlet [91], Roblox
[95], TikTok [106], and YouTube [36], which also includes YouTube
Kids [37]. Roblox and Minecraft are gaming platforms, TikTok and
YouTube are social media and content platforms, and Duolingo and
Quizlet are educational services. We investigate each service both
on the mobile and the web platforms, in addition to desktop apps
for Roblox and Minecraft.

These are all important services: the websites of these six ser-
vices are among the most popular on the top 1M Tranco list at the
time this work was conducted (fall 2023), and Roblox, TikTok, and

3CAL. CIV. Code § 1798.120(c)

YouTube were among the top 100 [61, 113]. Furthermore, the cor-
responding apps for these services have been cumulatively down-
loaded more than 12 billion times on the Google Play Store [35]
and have received close to 280 million reviews around fall 2023.

All selected services are directed towards children, adolescents,
and adults according to their terms of service, and thus both COPPA
andCCPA apply. For example, YouTube has both the regular YouTube
service, which we audit based on CCPA since it allows adolescents,
and YouTube Kids, which we audit based on both CCPA and COPPA.
The selected services allow users of all ages to access their services,
with some services requiring active parental consent for users un-
der 13, such as requiring a parent’s email in the account creation
process.

2.3 Online Privacy Analysis & Auditing

Prior works have developed mechanisms for analyzing data collec-
tion and sharing practices across diverse platforms through static,
dynamic, or network traffic analysis and have audited such prac-
tices against privacy policies and laws. However, few have focused
specifically on children’s and adolescents’ privacy in comparison.
There exist many tools for privacy analysis and auditing for mobile
devices and apps that are based on network traffic analysis to in-
vestigate data collection and sharing practices as well as presence
of ATS [1, 4–6, 40, 51, 120]. Others have used dynamic taint analy-
sis to monitor real-time data sharing on Android [114] as well as
static analysis to analyze third-party tracking on the Google Play
Store [93]. For websites and browsers, prior works have developed
privacy measurement tools for network traffic and user advertising
consent preferences [102, 122]. Researchers have also developed
frameworks to investigate privacy of emerging platforms, such
as virtual reality device app behaviors [92], personal information
exposure and prevalence of ATS in smart TVs [43, 50], and smart
speaker tracking behaviors [111]. Additionally, prior works have
studied consent in third-party tracking and data sharing in Android
apps [59, 109].

Specifically related to children’s privacy, researchers have ana-
lyzed privacy practices of mobile apps intended for children [47],
risky content for children in voice assistants [110], and targeted
advertising towards children online [108]. Others have audited the
privacy and security of parental control applications [103, 123], al-
gorithmic personalization on TikTok for young users [70], and IoT
smart toys for children [38]. While these works revealed privacy is-
sues and advanced transparency and privacy, more investigation is
needed as technology continues to evolve and become increasingly
accessible to children and adolescents, introducing new risks.

The closest to our work is that of Reyes et al. [47], which ana-
lyzed data collection and sharing practices of Android mobile apps
specifically for children w.r.t. COPPA using dynamic analysis. Our
work differs in that (i) we specifically investigate general audience
services, which have not been previously studied, (ii) on both mo-
bile and website platforms, and (iii) we apply a differential analysis
approach based on age and consent status (i.e., while logged in and
out) in context of both COPPA and CCPA. In addition, our data
type classification method expands beyond prior work and allows
us to identify considerably more data types.
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2.4 Children’s & Adolescents’ Privacy

The research community has also investigated how users, includ-
ing children, adolescents, and parents, approach children’s and
adolescents’ privacy from different perspectives.

Prior works have studied how young users and parents under-
stand and make decisions about online privacy, such as privacy
conceptualizations across technologies in general [55, 56, 62, 88],
virtual reality systems [23], social media [17, 18, 46, 76], and smart
toys [27, 77]. Researchers have also investigated advertising di-
rected towards children and adolescents through content analysis
and studies of user perceptions [14, 69, 117, 118]. Also, researchers
have studied the relationship between parents and their children
regarding technology usage and privacy management, including
experiences with parental controls [8, 85] and parental oversight
strategies [67, 68, 83, 86]. Prior works have also studied age assur-
ance and parental consent mechanisms from legislative and policy-
making perspectives [2, 97, 99], through literature reviews [15], or
via small-scale analyses of mechanisms currently in use on popular
platforms [65].

Prior works have also developed tools to both protect user pri-
vacy and increase transparency, such as privacy protections for
mobile apps [10, 30], smart toys [98], and facial recognition tech-
nologies [3, 84], as well as design insights for privacy labels and
warnings [52, 71]. The research community has also studied barri-
ers faced by developers in designing applications for children [7, 22]
and has proposed design guidelines for children’s privacy [31, 32,
64, 87].

We contribute to this body of work by demonstrating that ser-
vices meant for children and adolescents continue to behave in
privacy-perverse ways. Additionally, many of the observed behav-
iors are difficult to protect against with existing tools for children’s
and adolescents’ privacy.

3 The DiffAuditMethodology

In this section, we describe howwe collect and analyze the outgoing
network traffic from the mobile apps and websites while using
the services of interest. In Section 3.1, we describe the setup and
process for network traffic collection, including collecting traffic
while logged out and for each user age group while logged in. In
Section 3.2, we describe how we post-process the network traffic
traces to extract the data flows, including our data type classification
method to categorize extracted data types and how we categorize
the packet destinations.

We make DiffAudit’s implementation and datasets available at
https://athinagroup.eng.uci.edu/projects/childrens-privacy/.

3.1 Network Traffic Collection

Our auditing framework, as shown in Figure 1, relies on network
traffic analysis. To be able to compare network traffic transmitted on
each service for different age categories, we created three profiles
on each service, one for each of the three age categories: child
(younger than 13), adolescent (at least 13 and younger than 16), and
adult (16 and older). We collected network traffic for each profile
on the mobile app and website for each service, amounting to three
traces per app and per website. In addition, we collected three
types of network traces to compare the data processing practices

before, during, and after account creation: (1) Account creation
trace:We collected data throughout the entire process of creating
an account (which includes providing user age and consenting to
the privacy policy and terms of service). (2) Logged-in trace: We
collected data only during service usage, meaning we logged in to
each account and then began collecting network traffic only while
logged in (provides user age due to being logged in). (3) Logged-out
trace: We collected data only while logged out, so there are no age-
specific traces in this category (i.e., consent and age have not been
given/disclosed). We examine the default state of these services,
meaning we did not opt in nor out of any data collection/sharing
for any of the age categories beyond what was consented to in the
privacy policies.

While there exist tools for automated interaction, we chose to
use manual interaction because it enables exhaustive exploration of
the services and all their features, allowing for more in-depth explo-
ration of each service. Apps and websites often change their layouts
and services depending on the age of the user currently signed in,
such as having different features for child versus adult accounts,
which complicates automated interaction methods. Manual interac-
tion also resembles realistic service usage and has been used in prior
work for privacy auditing tasks for this reason [40, 50, 51, 92]4.

For each kind of trace, we attempted to utilize every feature
available in the service and exhaust all possible interactions. The
account creation and logged-in traces should be a minimum of five
minutes, whereas the logged-out trace category is usually shorter
as we are limited in functionality while logged out. Thus, we have
about 10-15 minutes of data collection time per age category for
each service on both platforms (i.e., about one hour total per ser-
vice). To maintain consistency in our network traffic collection, we
followed the same order of operations for each website and app:
(1) logged-out trace, (2) account creation trace, and (3) logged-in
trace. For each trace, we also followed the same interaction steps
within the app or website when possible (i.e., some features and
layouts change based on the age group). For example, on TikTok,
we would click on all buttons and menus in the same order and
interact with the content feed in the same manner across each
age profile to ensure we interacted with everything possible in a
consistent fashion. Table 1 presents the summary of our resulting
network traffic dataset per service, with mobile and website data
merged. We observed 964 unique domains and 326 unique eSLDs
among 440,513 outgoing packets in total.

3.1.1 Mobile Apps. To perform the network traffic collection
on mobile apps, we used PCAPdroid [24] on a Pixel 6 Android
mobile device. PCAPdroid is an open source app that can track,
analyze, and block the connections of other apps running on the
same Android device. PCAPdroid simulates a VPN to capture the
network traffic without root: it does not use a remote VPN server
and data is processed locally on the device. However, to decrypt the
network traffic, we had to root the device and install PCAPdroid’s
user certificate as a trusted certificate [25]. To collect network traffic,
we launch the target app, begin the trace within PCAPdroid, and use

4For the six popular general audience services we study in depth in this paper, manual
interaction is possible and preferred for the reasons mentioned above. However, even
if the interaction with the services becomes automated in the future, the rest of the
DiffAudit framework still holds.
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Figure 1: DiffAudit Framework Overview. First, we select the general audience services for auditing. Next, we perform network

traffic analysis: (1) Collect network traffic in three different ways: account creation trace (we collect traffic while creating a user account),
logged-in trace (we collect traffic only while logged in to each account on the website/app and throughout using the service), and logged-out
trace (we collect traffic only while logged out of any account on the website/app). (2) For each trace, we convert the raw HAR (for website)
or PCAP (for mobile) data to JSON and extract the payload data and destinations of the packets. (3) We construct the data flows by processing
packet destinations (i.e., 1st or 3rd party and entity analysis) and perform data type classification using GPT-4 classifier and COPPA/CCPA
data type ontology. Next, we perform the differential audit: (4) compare the data flows by age group and (5) audit the flows in context of
each age group, applicable law, and information from each service’s privacy policy.

Table 1: Network Traffic Dataset Summary. The same domains
and eSLDs may appear across the different services, thus their totals
are based on their unique totals. YouTube includes YouTube Kids.

Service Domains eSLDs Packets TCP Flows

Duolingo 122 69 60,909 1,466
Minecraft 136 56 134,852 2,004
Quizlet 532 257 88,102 6,158
Roblox 152 24 103,642 2,302
TikTok 80 14 32,234 2,412
YouTube 76 15 20,774 226
Total 964 326 440,513 14,568

the target app to generate traffic. When we are done with the trace,
we stop the collection in PCAPdroid and save the generated PCAP
file to local device storage. PCAPdroid also generates a TLS key log
file, which we save to local device storage and use to decrypt the
generated PCAP file withWireshark [116]. We clear the storage and
cache of the app in the device settings between traces.We attempted
to get as much decrypted traffic as possible by also employing
certificate pinning bypass techniques using Frida [78] along with
PCAPdroid. We include all collected traffic, both encrypted and
decrypted, in our analysis.

3.1.2 Websites. To perform the network traffic collection on the
website services, we used the Chrome browser [34] and Chrome
DevTools Network Panel [58]. We ensured the browser was reset to
its default settings and cleared all browsing data (i.e., all browsing
history, cookies, site data, and cached data) between each trace. For
each trace, we ensured that the “Preserve logs” checkbox is selected
before recording to ensure all traffic is collected when new sites are
opened during the same session. After completing each network
trace, we export the trace as a HAR (HTTP Archive) file [49], as
provided by the Network Panel.

3.1.3 Desktop Apps. Roblox and Minecraft also provide com-
plementary desktop apps with more features, namely the gaming
features of these services. Thus, we also collected network traffic in
the same manner from the desktop app versions of these services
using Proxyman [89], which is a man-in-the-middle system that
we use to capture and decrypt traffic through SSL proxying, and
we export the traces to HAR files, similarly to the website process.

3.2 Network Traffic Post-Processing

We use PCAPdroid to generate a PCAP file and TLS key log file
for each mobile app trace. We use the Wireshark functionality
editcap [115] to embed the TLS keys into the PCAP file and generate
a new decrypted version of the PCAP file, which we then use for
the subsequent network traffic post-processing steps. We convert
the HAR and PCAP files to JSON format and extract all outgoing
requests from each trace, as we are interested in the data leaving
our device.

3.2.1 Data Flows in Context. Starting from a raw, clear-text
network traffic trace, we extract each packet’s destination and data
types from the packet headers and payloads, respectively. We use
that information to construct data flows, defined as a pair <data type
category, destination>, which is consistent with the terminology in
[9, 39, 92]. We determine the appropriateness of a data flow based
on the user’s age and logged-in/out status (i.e., indicating consent)
in context with COPPA and CCPA. This can be thought of as a
special case of appropriate information flows in the contextual
integrity framework [41, 119].

3.2.2 Data Type Classification Methodology. We extract key-
value pairs from the JSON-structured data in the packets, and the
keys serve as the raw data types, which is common in prior work [4,
6, 9, 40, 51, 92, 120]. To categorize these raw data types, prior works
have utilized manual inspection [92], string-matching techniques
using pre-determined regular expressions [4, 6, 120], supervised
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Table 2: Data Type Categories From Our Ontology. Our pro-
posed data type ontology is based on COPPA/CCPA. Data types
observed in our dataset are marked with ‘*’.

Identifiers [13, 16]

Name* Customer Numbers
Linked Personal Ids. Login Info*
Contact Info* Device Hardware Ids.*
Aliases* Device Software Ids.*
Reasonably Linkable Pers- Device Info*
onal Ids.*

Personal Information [13, 16]

Race Precise Geolocation
Age* Coarse Geolocation*
Language* Location Time*
Religion Communications
Gender/Sex* Contacts
Marital Status Internet Activity
Military/Veteran Status Network Connection Info*
Medical Conditions Sensor Data
Genetic Info Products & Advertising*
Disabilities App/Service Usage*
Biometric Info Account Settings*
Personal History Service Info*
Inference About Users*

learning with natural language processing techniques [51], or a
combination of these techniques [40]. These prior works utilize
data type ontologies, developed heuristically, and often require
prior knowledge of user identifiers to directly search for in the
network traffic or a precise list of strings to match for with various
permutations.

In contrast, we propose a data type ontology, which we define
based on the COPPA and CCPA legal definitions of identifiers and
personal information [13, 16]. The CCPA defines personal informa-
tion as information that is reasonably linkable to a consumer or
household, and it specifies a non-exhaustive list of personal infor-
mation, such as name, postal address, unique personal identifier, IP
address, characteristics of protected classifications under California
or federal law, biometric information, electronic network activity
information (e.g., browsing history, search history), geolocation
data, and consumer behaviors and preferences [13]. We organized
this list into categories, supplemented it with a list of personal
information specified in COPPA, and added other personal and
device identifiers and relevant information commonly observed in
network traffic, namely (i) device information, which can enable
device fingerprinting when combined with other attributes [60, 75],
(ii) developer-oriented service information related to the implemen-
tation of the websites and apps (e.g., information about SDKs and
APIs, website/app components and content placement), and (iii) net-
work connection information (e.g., status of connection, protocol
information), as listed in Table 2. Although these categories are not
explicitly listed under the CCPA and COPPA, they fall within their
definitions of personal information. Specifically, (i) device informa-
tion can be used to create uniquely identifiable device fingerprints
and thus is included in our ontology under “Device Identifiers”,

(ii) developer-oriented service information can reveal information
about users’ behaviors based on the content or components ren-
dered in a website/app and thus is included in our ontology under
“User Interests and Behavior”, and (iii) network connection informa-
tion can reveal data about users’ network communications and thus
is included in our ontology under “User Communications”. Please
see details regarding the full ontology in Table 5, Appendix A. Ad-
ditionally, under the CCPA and COPPA, personal information does
not include publicly available information and de-identified infor-
mation, and therefore these kinds of data types are not included in
the ontology.

We show an excerpt of the multi-level ontology in Figure 2
and the full ontology can be found in Appendix A in Table 5. Our
ontology has four levels, where level 1 consists of these two main
categories (identifiers and personal information). Level 2 splits into
8 categories (i.e., personal identifiers, device identifiers, personal
characteristics, personal history, geolocation, user communications,
sensors, and user interests and behaviors), which split into 35 level-
3 categories, as shown in Table 2. Table 2 also indicates with an ‘*’
which data types were observed in our dataset. Level 4 contains the
data types belonging to each of the 35 level-3 categories. Levels 3
and 4 are used in our data type classification methodology, as we
discuss later in this section.

Prior works that conduct data type categorization primarily
focus on identifiers and include a limited number of data types
[1, 4, 9, 40, 47, 51, 92, 109, 120], with [51] including more than
the rest, but still only covers 12 of the 35 data types we include
(i.e., device hardware/software identifiers, name, alias, gender/sex,
age, contact information, contacts, marital status, precise/coarse
geolocation, and login information). Out of the 35 data types we
include, we identified 19 in our network traffic dataset. With our
data type ontology, we are able to capture considerably more data
types, including behavioral data.

Our data type classification method is built using our data type
ontology and OpenAI’s GPT-4 8K context model [81] with their
Chat Completion API [79], which can take in prompts and gener-
ate textual responses. Note that this work was completed prior to
OpenAI’s launch of GPT-4 Turbo and other updates to their APIs5.
Our approach, depicted in Figure 2, is similar to a few-shot classifi-
cation framework, where we treat GPT-4 as a classifier that takes
in the category labels (level-3 categories from our ontology) and
data type examples in each category (level-4 data types from our
ontology), and the model must classify our raw input texts using
these categories.

A challenge with using GPT-4 is designing the input prompt,
since the prompt is what guides the model in understanding and
completing the given task, and it can alter the output depending on
how the task is worded and what information is given. We experi-
mented with several iterations of prompts and followed OpenAI’s
GPT best practices guide [82]. We attempted to design a prompt
that resulted in a reliable output format, which we required to be
able to operationalize the output of the model for classification.
We also had to determine what value to use for GPT-4’s tempera-
ture parameter, which dictates how creative the model will be in

5OpenAI DevDay, November 2023: https://openai.com/blog/new-models-and-
developer-products-announced-at-devday
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Table 3: GPT-4 Classification Model Sample Validation Results. Accuracy and coverage results are based on a random sample. The
table shows total sample accuracy and per-confidence score results for each GPT-4 model varying by temperature and method.

Temperature

Accuracy

Confidence 0.7 Confidence 0.8 Confidence 0.9

or Method Accuracy Labeled Accuracy Labeled Accuracy Labeled

0 0.72 0.76 363 0.82 292 0.87 221
0.25 0.73 0.77 374 0.83 294 0.84 230
0.5 0.69 0.72 368 0.78 297 0.80 224
0.75 0.66 0.71 353 0.78 271 0.81 187
1.0 0.65 0.70 356 0.74 286 0.78 201

Majority-Max 0.75 0.77 381 0.82 354 0.85 299
Majority-Avg 0.75 0.81 358 0.87 274 0.91 162

Name Data 
Extracted 
from 
Traffic

Data Type
Ontology 
Labels

GPT-4 
Model 
Prompt

GPT-4 Chat 
Completions 

API

Classified 
Data Types 
for Data 
Flows

Data Type Ontology

Identifiers

Personal 
Information

User Interests 
& Behaviors

Geolocation

…

Personal 
Identifiers

Device 
Identifiers

Linked Personal Identifiers
Aliases

Device Hardware Identifiers
Device Software Identifiers

…

…

App or Service Usage
Products & Advertising
…

Precise Geolocation
Coarse Geolocation

Figure 2: Data Type Classification System Diagram. On the
left we present an excerpt of the data type ontology. The data type
category labels (third level) are used as labels for the classifier. We
input the GPT-4 model prompt, data type ontology labels, and
raw data types extracted from the network traffic to the GPT-4
Chat Completions API, which outputs classification results.

its response and ranges from 0 to 2 [80]. For values greater than
1, we observed hallucinatory responses, so we only used values
between 0 and 1 in increments of 0.25. Additionally, we prompted
GPT-4 to output a confidence level along with each output to serve
as a confidence threshold for our final labels. Due to the nature
of network traffic data, there are input texts that will be unclear
to the model, as well as to humans doing manual labeling, such
as unknown acronyms or seemingly random characters that have
internal meaning known only to the app developers, and we do not
want to include such low confidence guesses in the dataset. See
Appendix B for details about the model prompt.

Considering the inherent nondeterminism of GPT-4, we build
a majority-vote model where we take the majority label assigned
across all the different temperature models and assign that majority
label as the final label to attempt to balance model creativity, accu-
racy, and nondeterminism. For the majority-vote model confidence
score threshold, we either compute the accuracy and number of
inputs labeled based on the maximum confidence score among the
models that assigned the majority label, or we can use the average
confidence score of the scores given by the models that assigned
the majority label.

We also experimented with other labeling methods, namely
fuzzy string matching with TF-IDF and BERT embeddings [66] and
both zero- and few-shot classification with transformers [45, 63],
but such approaches achieved poor accuracy when validated on a

manually-labeled sample of our dataset (see next section). Specifi-
cally, we utilized the library PolyFuzz [66] for fuzzy string matching,
which enables customizable fuzzy string matching with Hugging
Face transformers as well as word embedding methods such as
TF-IDF and BERT. For the zero-shot classification approach, we
used the zero-shot classification pipeline [45] provided by Hug-
ging Face with bart-large-mnli [44], which is based on the BART
model [74]. Finally, for the few-shot classification approach, we uti-
lized SetFit [63], which is a few-shot learning framework. Overall,
the raw network traffic includes a myriad of string formats, such
as those that directly relate to their meaning (e.g., “email”, “user-
name”), acronyms and abbreviations of well-defined terms (e.g.,
“os”, “rtt”), and well-defined terms concatenated with other text
and/or punctuation (e.g., “pers_ad_show_third_part_measurement”,
“IsOptOutEmailShown”). GPT-4 is better equipped to extract the
context and meaning compared to previously used methods and
thus achieves greater accuracy. Additionally, we do not require prior
knowledge of user identifiers, allowing for a much more flexible
approach.

To validate and parameterize our models, we require labeled data
to serve as the ground truth so we can analyze the performance. Our
dataset is unlabeled as it is composed of keys from the key-value
pairs in the network traffic, and the task is to classify them using
our ontology data type categories. Thus, two researchers indepen-
dently and manually labeled a random sample of 10% (n=397) of
the entire dataset of extracted network traffic data types using our
classification categories. The two researchers originally had 84%
agreement in their labeling, but came to a consensus after discus-
sion and merging of their labels. Thus, the resulting labeled sample
data was used as the ground truth for model validation. We ran each
of the classification approaches and computed the accuracy based
on this manually-labeled sample. Besides GPT-4, the best perform-
ing alternative was fuzzy string matching with TF-IDF embeddings
at 31%, and the rest achieved even lower sample accuracy scores
(zero-shot at 4%, few-shot at 16%, and fuzzy string matching with
BERT at 18%). We present in detail the sample accuracy results and
coverage counts at different confidence levels for each GPT-4 model
in Table 3. The GPT-4 models perform significantly better than the
other classification approaches mentioned, and the majority-vote
approaches perform better than the individual temperature GPT-4
models when taking into account the confidence thresholds. To
maximize accuracy while maintaining reasonable coverage, we use
the labels resulting from the majority-average approach at the 0.8
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confidence threshold in our final labeling scheme, resulting in 2,807
out of the 3,968 (70%) keys from the traffic included in the final
labeled dataset.

Overall, this data type classification approach offers flexibility in
its design through the confidence thresholds and options regarding
single temperature-based models or majority-vote models, depend-
ing on the users’ preferences w.r.t. coverage, accuracy, and cost.
Additionally, our method produces a set of labeled network traffic
payload data that can be used to train smaller models that can be
run locally instead.

3.2.3 Destinations. To complete the data flows, we also post-
process the packet destinations. To determine the fully qualified
domain name (FQDN) destination for each request, we extracted
the FQDN from the destination URL in each packet in the HAR
and PCAP traces. Then, we extracted the effective second level
domain (eSLD) using the tldextract library [53]. Based on the eSLD,
we determine the parent organization owner of this domain, us-
ing whois [94] and the DuckDuckGo Tracker Radar dataset [19]
if possible. The Tracker Radar dataset consists of the most com-
monly contacted third-party domains and has information about
ownership, classification, and behavior, such as fingerprinting.

We categorize the domains as first parties if we can match it
to the name of the service (i.e., roblox.com) or if we identify that
the parent owner of the domain is the same as that of the service.
Otherwise, we categorize the domain as a third party. Furthermore,
we identify which domains are likely to be advertising and tracking
services (ATS) using ATS block lists [105] based on the FQDN, as
prior works have also done [9, 50, 92, 111]. If any of the block lists
results in a block decision for a particular domain, we label that
domain as an ATS and store that information in a separate label,
which we use in our data flow analysis. Overall, we identify whether
each domain is a first party, a first party labeled as an ATS, a third
party, or a third party labeled as an ATS.

4 Results

In this section, we analyze the results of our audits and discuss
the findings. Section 4.1 discusses data flows observed for each
service, including for the logged-out traces and per-age data flows,
and compares the behaviors against each service’s privacy policy.
Section 4.2 presents the data linkability results.

4.1 Differential Data Flow Auditing

Table 4 shows the data flows observed across all network traces per
service, with account creation and logged-in traces merged together.
“Collect” indicates data sent to first parties, and “share” indicates
data sent to third parties. The table indicates with different symbols
whether data flows were observed on web, mobile, both, or neither,
as shown in the caption. Recall that we were not able to collect all
the network traffic in clear-text on the mobile apps, so the seeming
lack of data flows unique to mobile is likely due to this difference.

Since there are 19 data type categories observed out of the 35 pos-
sible categories, as shown in Table 2, we only show the abstracted
categories (level 2 from ontology) due to space, resulting in six
data type categories shown in Table 4. For the purposes of auditing
against COPPA and CCPA, the six abstracted categories suffice as

they represent the categories that are covered in the laws, as shown
in the full ontology in Table 5 in Appendix A.

We analyzewhether there are differences between the age-specific
and the logged-out traces to determine whether the data processing
is changing as we expect and whether it is appropriate for these
categories. For the child category, if we observe any data flows
among these law-protected categories either being collected or be-
ing shared (i.e., all the collect and share columns in Table 4) that
are not clearly disclosed in the privacy policy, those data flows
would raise concerns and necessitate further investigation, such as
by regulators. For the adolescent trace category, if we observe any
data flows among these law-protected categories being shared with
third parties, particularly ATS domains that indicate non-functional
data flows, without clear disclosure in the privacy policies, those
data flows would raise concerns. Next, we will discuss the logged-
out (pre-consent) category data flows, auditing results for each
individual service, and data flow differences observed between the
services hosted on different platforms (i.e., web, mobile, or both).

4.1.1 Logged-Out Traces. Across Table 4, we observe many data
flows in the logged-out category across all services. All the data type
categories except for geolocation were observed being collected
by first party domains while logged-out across all services (only
Roblox did not collect geolocation). Additionally, many of the other
data types were either collected by first party ATS, shared with third
parties, or shared with third party ATS. For example, we observed
device identifiers and user communications data being shared with
third party ATS for all services except YouTube. Additionally, we
observed data flows containing all data type categories being shared
with third party ATS for Roblox, Duolingo, and Quizlet.

It is concerning that personal information and identifiers are
collected and/or shared prior to the user informing the service of
their age and prior to giving consent through the account creation
procedure, particularly for the child and adolescent users for whom
services must obtain opt-in consent. General audience services
should wait until they are informed of user age and receive the
appropriate consent so that they proceed with the appropriate data
collection and sharing for the age category.
Key Takeaways: All of the services engaged in data collection
and/or sharing prior to consent and age disclosure, which is prob-
lematic for child and adolescent users for whom these services must
obtain opt-in consent. All but one of the services (YouTube) was
observed sharing identifiers and personal information with third
party ATS while logged out.

4.1.2 Age-Specific Traces & Privacy Policy Analysis. Next,
we will discuss the data flows observed for each individual service
under audit based on Table 4 in addition to details about what data
flows were disclosed in each service’s privacy policy at the time of
data collection (fall 2023).
Duolingo: We observed that all the listed data type categories,
including personal and device identifiers, personal characteristics,
geolocation, user communications, and user interests and behaviors,
were collected by first parties and shared with third party ATS
across all age categories. This is alarming both regarding the lack
of difference between age groups and the data sharing particularly
to third party ATS in the child and adolescent traces.
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Table 4: Data Flows Observed by Age Category for Website and Mobile Platforms. Data flows are indicated by the presence of a
symbol in the grid between a data type category and destination. The age-specific flows are merged from the account creation and logged-in
traces. “Collect” indicates data sent to first parties. “Share” indicates data sent to third parties.
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Personal Identifiers • — W • • — W • • — W • • — — I
Device Identifiers • — • • • — • • • — • • • — • •

Duolingo Personal Characteristics • — W • • — W • • — W • • — W •
Geolocation • — — • • — — • • — — • • — — I
User Communications • — • • • — • • • — • • • — • •
User Interests and Behaviors • — • • • — • • • — • • • — • •
Personal Identifiers • • I — • • I — • • I I I W — —
Device Identifiers • • • • • • • • • • • • • • W •

Minecraft Personal Characteristics • • • • • • • • • • • • • W W •
Geolocation • W W I W W W I • W W I I W — I
User Communications • • • • • • • • • • • • • • W •
User Interests and Behaviors • • W • • • • • • • W • • • W •
Personal Identifiers • — • W • — • • • — • • W — • •
Device Identifiers • — • • • — • • • — • • • — • •

Quizlet Personal Characteristics • — • • • — • • • — • • • — • •
Geolocation W — • • W — • • W — • • W — • •
User Communications • — • • • — • • • — • • • — • •
User Interests and Behaviors • — • • • — • • • — • • • — • •
Personal Identifiers • • I W • • I W • • I W W W — W
Device Identifiers • • • • • • • • • • • • • • W W

Roblox Personal Characteristics • • • • • • • • • • • • • • W W
Geolocation W — — W W — — • W — — W — — — W
User Communications • • • • • • • • • • • • • • W W
User Interests and Behaviors • • • • • • • • • • • • • W W W

Personal Identifiers W W — — W W W — W W W I W W — —
Device Identifiers • • W I • • W I • • W I • W W I

TikTok Personal Characteristics W W W — W W W — W W W I W W W —
Geolocation W W — — W W — — W W — I W W — —
User Communications • • W I • • W I • • W I • W W I
User Interests and Behaviors W W W — W W W I W W W I • W W —
Personal Identifiers W — — — • W — — W W — — W — — —
Device Identifiers W W — — • W — — • W — — W W — —

YouTube Personal Characteristics W W — — W W — — W W — — W W — —
Geolocation W — — — • W — — W W — — W W — —
User Communications W W — — • W — — • W — — W W — —
User Interests and Behaviors W W — — • W — — • W — — W W — —

• : data flow observed on both website and mobile — : data flow not observed on either platform
W : data flow observed only on website platform I : data flow observed only on mobile platform

According to Duolingo’s privacy policy, for users under 16 “ad-
vertisements are set to non-personalised” and “third-party behav-
ioral tracking is disabled” [21]. However, we observed several data
types being sent to third party ATS for both the child and adoles-
cent groups that suggest personalized ads and behavioral tracking,
including both personal and device identifiers, personal characteris-
tics, geolocation, and user interests and behaviors. We question the
purpose of these data flows to third party ATS if not for behavioral
tracking and personalized ads. Also, the same data type categories

were shared with third party ATS for the adult trace, which further
casts doubt upon the purpose of these data flows.
Minecraft: For all the age-related traces, we observed that all listed
data type categories were collected by first parties (ATS and non-
ATS) and shared with non-ATS third parties. For the child and
adolescent traces, we observed all listed data type categories ex-
cept personal identifiers being shared with third party ATS, which
means device identifiers, personal characteristics, geolocation, user
communications, and user interests and behaviors about users un-
der 16 were observed being shared with third party ATS. The only
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difference between the adult and child/adolescent traces is that
personal identifiers were not shared with third party ATS for the
latter, otherwise they contain the same categories of data flows.

The privacy policy provided byMicrosoft, which ownsMinecraft,
stated the following: “we do not deliver personalized advertising to
children whose birthdate in their Microsoft account identifies them
as under 18 years of age” [72]. Since we observed data flows with
identifiers and personal information shared with third party ATS in
both the child and adolescent traces, we question the consistency
of these behaviors and the privacy policy disclosure, since ATS are
known to be related to personalized advertising. Additionally, it is
interesting that we observed sharing of all listed data type categories
except personal identifiers with third party ATS for users under
16, but for the adult trace, personal identifiers were included. We
are skeptical that simply removing the personal identifiers would
result in de-identified data under CCPA, considering the other data
types shared, and we question whether this was the intention.
Quizlet: We observed that all listed data type categories were
collected by first parties, shared with third parties, and shared with
third party ATS for all age traces. The lack of differentiation between
the age traces and these collection and sharing behaviors overall
are highly concerning for both the child and adolescent traces. We
also observe the same behaviors for the logged-out trace, including
all data type categories being shared with third party ATS, which
raises concerns regarding their privacy policy disclosures.

The Quizlet privacy policy states the following for child users:
“We may use aggregated or de-identified information about chil-
dren for research, analysis, marketing and other commercial pur-
poses” [90]. Thus, when consent is given for child users, they may
share some personal information with third party ATS, which we
have observed. However, we observed the same data type cate-
gories being shared with third party ATS while the user is logged
out, which is problematic under COPPA and CCPA. While they
may assert these data are de-identified and shared in aggregate, we
observed all data type categories being shared and are skeptical
that they are de-identified.
Roblox: The data flows for Roblox were largely the same across
traces. The child, adolescent, and adult traces revealed all six listed
data type categories being collected by first party non-ATS and
shared with third party ATS. Additionally, all of the categories
except geolocation were shared with third parties for all age-related
traces. The only difference for the logged-out category compared
to the age-related traces is that personal identifiers were not shared
with non-ATS third parties and geolocation was not collected by
non-ATS first parties. Thus, it seems this service is not significantly
altering their behaviors by age or while the user is logged out.

Roblox’s privacy policy at the time these data were collected does
not fully explain what we have observed. The child and adolescent
data types shared with third party ATS are particularly concern-
ing. Roblox stated the following in their privacy policy: “We may
share non-identifying data of all users regardless of their age” for
purposes such as marketing, reporting requirements, and service
analytics [96]. However, for the child and adolescent traces, we
observed data types such as personal identifiers being shared with
third party ATS, and we are skeptical that these data shared are
“non-identifying” and are being used for the stated purposes consid-
ering the destinations include known third party ATS. Additionally,

related to CCPA regulations, they stated that they “have no actual
knowledge of selling or sharing the Personal Information of minors
under 16 years of age” [96]. It is also important to note that at the
time of data collection, we did not encounter any parental consent
process when creating the child accounts for this service, which
means parental consent was not obtained for the data processing we
observed. Considering what we have observed, we remain skeptical
of these behaviors and policy disclosures.
TikTok: For the child and adolescent categories, we observed that
all data type categories were collected by first parties, both non-
ATS and ATS. Also, for both the child and adolescent traces, data
flows including device identifiers and user communications were
shared with both non-ATS and ATS third parties. The adolescent
category also included data flows to third party ATS containing
user interests and behaviors data. Comparing across age categories,
the adult category contains more data flows to third parties, but
overall the three age groups’ observed data flows are very similar.

Considering the data types shared with third party ATS for the
child and adolescent users, including device identifiers, user com-
munications, and user interests and behaviors, TikTok’s privacy
policy stated the following: “We may share the information that
we collect with our corporate group or service providers as nec-
essary for them to support the internal operations of the TikTok
service” [107]. However, we are skeptical that “service providers”
would include third party ATS, which are known to be related to
non-functional advertising and tracking purposes. Additionally, the
policy stated, “TikTok does not sell information from children to
third parties and does not share such information with third par-
ties for the purposes of cross-context behavioral advertising” [107].
These statements lead us to question whether these observed prac-
tices of sharing data with third party ATS are for cross-context
behavioral advertising or monetary consideration, since we ob-
served both identifiers and personal information being shared with
third party ATS. Also, it is important to note that at the time of
data collection, we did not encounter any parental consent process
when creating the child accounts for this service, and thus parental
consent was not obtained for the data processing we observed.
YouTube:Both the regular YouTube service (i.e., for adolescents and
adults) and YouTube Kids are included in the YouTube category, and
the child trace in Table 4 corresponds to YouTube Kids specifically.
We observed that all listed data type categories were collected by
non-ATS first parties, and we observed no data flows to any third
parties. Since Google owns YouTube and many ATS domains, it is
understandable that we did not see any other third party domains
contacted. The data flows in the table for the adolescent and adult
groups were the same, with all listed data type categories collected
by first party ATS. For the child trace, we observed that all listed
data types except for personal identifiers and geolocation were
collected by first party ATS.

In contrast with the other services discussed, YouTube’s privacy
policies seem to be consistent with the behaviors we observed. For
example, the YouTube Kids privacy policy stated that they collect
information including device type and settings, log information,
and unique identifiers from users for various reasons, such as “inter-
nal operational purposes”, “personalized content”, and “contextual
advertising, including ad frequency capping” [33]. It appears the
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observed behaviors are in line with the data collection and purposes
disclosed for young users.
Platform Differences: Table 4 also shows whether each data flow
was observed on the mobile app, website, neither, or both plat-
forms for each service. Since we were able to collect more clear
text traffic on the websites compared to the mobile apps, it is un-
derstandable that we see far more website-only data flows than
mobile-only, but we do see many data flows that were observed
on both platforms. We observed data flows unique to the mobile
platform only for Roblox, TikTok, Minecraft, and Duolingo, and
these mobile-only data flows largely involved sharing data with
third parties, including some third party ATS, such as personal and
device identifiers, personal characteristics, geolocation, user com-
munications, and user interests and behaviors. We observed many
data flows unique to the website platform for all services and across
all data types. These results suggest some potential development
differences in mobile apps and their website counterparts that could
lead to differences in what data is collected/shared about users on
each platform.
Key Takeaways: All but one of the services engaged in behaviors
that raise concern for young users’ privacy, including collecting
and sharing both identifiers and personal information with third
party ATS domains, which were often unclear and/or undisclosed
in the services’ privacy policies, while logged in and out. No service
exhibited significantly different data processing treatment of the
child and adolescent users compared to the adult users.

4.2 Data Linkability

We also investigate data linkability in the observed data flows per
age group and while logged out. Data linkability refers to data types
that are sent to the same third parties, including both ATS and non-
ATS, that could be linked and used for tracking and profiling of
users, as discussed in an SoK by Powar et al. [54]. In our case, data
linkability could occur if data flows containing at least one data
type from both the identifiers and personal information categories
are sent to the same third party (e.g., a device hardware identifier
and app/service usage data).

Across the entire dataset (not just linkable data flows), we found
that the observed domains correspond to at least 212 companies (for
some domains, we could not determine the owner). Based on our cat-
egorization of first/third parties and ATS domains, the destinations
contacted include 320 first parties (e.g., tiktok.com, roblox.com, and
duolingo.com), 33 first party ATS (e.g., clarity.ms, metrics.roblox.com,
and browser.events.data.microsoft.com), 150 third parties (e.g., cloud-
front.net, googleapis.com, and vimeocdn.com), and 485 third party
ATS (e.g., google-analytics.com, amazon-adsystem.com, and dou-

bleclick.net).
Figure 3 shows the counts of third parties that were specifically

sent linkable data types based on the observed network traffic per
service and per trace category. We observe that Quizlet had the
highest counts of third parties to whom they sent linkable data
for all categories except for the child trace, and YouTube has the
least (all counts are zero), as YouTube only contacted first parties in
our traces. We also observed a trend in the counts of third parties
when comparing the age groups, with most of the services shar-
ing linkable data types with a smaller number of third parties for
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Figure 3: Counts of Third Parties Sent Linkable Data Types

Per Service and Trace Category. Counts include third party
domains, both ATS and non-ATS, that were sent linkable data types
from each service per trace category (i.e., child, adolescent, adult,
and logged out).
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Figure 4: Sizes of Largest Sets of Linkable Data Types. A set of
linkable data types is defined as all the data types that were shared
with third party domains, including both ATS and non-ATS. The
graph shows the size of the largest set of linkable data types shared
by each service per trace category (i.e., child, adolescent, adult, and
logged out).

the child category compared to that of the adolescent and adult
categories. However, we observed high counts for the adolescent
category similar to those of the adult across services (e.g., 219 for
adolescent vs. 234 for adult in Quizlet).

We also analyze the sets of linkable data types transmitted by
the services, and we show the sizes of the largest sets per trace and
service in Figure 4. The largest set of linkable data types out of the
entire dataset was shared by Quizlet in the adult trace, which in-
cluded 13 (out of 19 total observed in the entire dataset) data types:
network connection information, language, device information,
app or service usage, service information, products and advertising,
account settings, aliases, name, login information, location time,
device software identifiers, and reasonably linkable personal iden-
tifiers. The most common set of linkable data types shared across
the entire dataset included 5 data types: network connection infor-
mation, language, device information, app or service usage, and
service information.

To give context for the particular ATS with whom these services
shared linkable data per trace category, Figure 5 shows an alluvial
diagram of the most contacted third party ATS domains per service,
mappedwith the organizations that own those domains, with whom
linkable data was shared. Due to space, we only show the top 10
most contacted ATS per service and per category, since there are
over 190 third party ATS domains. The bar widths indicate the
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Adjust GmbH
Exponential Interactive
Braze, Inc.
Tapad, Inc.
ProfitWell
Integral Ad Science
ClickTale
OpenX Technologies
Snap Inc.
Index Exchange
Crownpeak Technology
OneTrust
NSONE Inc
Functional Software
Microsoft Corporation
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Figure 5: Most Frequent Third Party ATS Domains Sent Link-

able Data Types. Alluvial diagram visualizes the top-10 most con-
tacted third party ATS, shown based on their organizations, that
were sent linkable data types by each service per trace category
(i.e., child, adolescent, adult, and logged out).

frequency of contact with those domains, demonstrating the relative
difference in frequency of linkable data flows between services, with
Quizlet contacting the most ATS domains with linkable data flows
most frequently, and TikTok contacting the least for both. The 32
organizations shown include Google, Pubmatic, Amazon, Adobe,
and Microsoft.
Key Takeaways: All services except one sent linkable data types to
third party domains, including ATS and non-ATS, for all age groups
and while logged out. These services sent multiple linkable data
types to many of the same third party domains, demonstrating a
lack of differentiation between age groups and while logged out, as
well as risky linkable data sharing behaviors overall.

5 Discussion

5.1 Privacy Implications

All the services we investigated in this work with DiffAudit col-
lected and/or shared personal information about child and ado-
lescent users in such a way that raises concerns with respect to
COPPA and CCPA. When comparing between the child, adolescent,
and adult trace data flows with our differential analysis approach,
we found that these services do not appear to be altering their data
collection and sharing practices as much as is expected for child
and adolescent users. Every service also collected and/or shared
information about users prior to knowing their age and obtaining
consent (i.e., while logged out), including with third party ATS,
which is inappropriate under COPPA and CCPA regulations. Gen-
eral audience services should wait until they are informed of user

age and receive the appropriate consent so that they proceed with
the appropriate data collection and sharing for the age category.
Also, all but one of the services shared data with third parties that
could enable data linkage of children and adolescent users. Finally,
all but one of the services had privacy policies that were inconsis-
tent with the data flows we observed for the child and adolescent
traces.

Our findings complement the work of Reyes et al. [47], which
is the closest work to our study. Reyes et al. investigated COPPA
compliance of Android apps for children and found that a majority
of children’s apps studied had potential COPPA compliance issues
largely because of third-party SDKs used in the apps. Also, 19% of
the apps they studied collected identifiers and personal informa-
tion through SDKs. However, as we discussed in Section 3.2.2, our
work identifies considerably more data types (up to 35 based on
our ontology), whereas [47] focused on a smaller set of data types
(e.g., device identifiers, contact information, and geolocation). Ad-
ditionally, we are able to explore a richer set of data collection and
sharing practices because we study both mobile apps and websites
in context of COPPA and CCPA, further advancing our knowledge
about how online services handle children’s and adolescents data.

5.2 Recommendations

Based on our observations, children’s and adolescents’ online pri-
vacy are not being adequately protected. General audience services
need to improve their practices to protect their young users and
ensure they are compliant with COPPA and CCPA. We urge ser-
vice providers to scrutinize every piece of data being collected
and shared before and after users log in to their service. Service
providers should also be more transparent in their privacy policies
and correctly disclose their data collection and sharing behaviors
to ensure users and parents are able to provide informed consent.

5.3 Limitations & Future Directions

Labeling. One bottleneck that exists in machine learning-based
approaches for data type labeling is the size and quality of the
ground truth dataset. In this work, we relied on human experts
to manually label a sample of our dataset to validate our final
models. Future directions can include automated approaches for
labeling ground truth datasets [42], crowdsourcing labeling, and
using additional datasets as they become available. Additionally,
our GPT-4-based labeling method can be used to train smaller
models using the labeled data produced by our GPT-4 data type
classification (i.e., teacher-student training), and these models can
be applied without the use of APIs, which can be costly depending
on the scale. We will continue to evolve our data type classification
as large language models continue to improve.

Interaction with Apps and Websites. Automating the interaction
with and exploration of apps and websites is a problem on its own
and presents a bottleneck in this type of research. Prior works
have explored different methods for automating this interaction
on different platforms [43, 102, 121]. In this study, we chose to
manually interact with the services to increase the quality and
depth of our dataset. However, even if the interaction with the
services becomes automated for scalability reasons, the DiffAudit
framework can easily be applied. Additionally, due to the limited
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exploration time with each service, there may be more features and
options that become available over a longer period of usage, and
thus there may be more data flows not observed in our dataset. Such
limitations in exploration can be an issue with both manual and
automated interaction methods, though we attempted to mitigate
this by exhaustively exploring all available features during data
collection.

Encrypted Data.When decryption of the network traffic was not
possible, we still included encrypted data in our analyses of the
destinations contacted by the services. There is likely more data
types being collected and shared than we discussed that we could
not observe in the encrypted data.

Privacy Laws. This study is focused on US privacy laws (COPPA
and CCPA). However, the DiffAudit framework can be easily ex-
panded to scale in broader contexts by including other privacy laws
in other jurisdictions, such as the GDPR [28]. This can be accom-
plished by incorporating other privacy laws’ data type definitions
in our data type ontology and conducting compliance analyses
based on their specific regulations. Expanding DiffAudit in this
way can allow auditors to analyze the same services across various
jurisdictions.

Other Applications. At the time of this study, there were only six
general audience services among the top-100 most popular that
fit our criteria: Duolingo, Minecraft, Quizlet, Roblox, TikTok, and
YouTube/YouTube Kids. However, our DiffAudit framework can
be applied to other general audience services, as they become avail-
able in the future, since DiffAudit relies only on the availability of
network traffic. Furthermore, since DiffAudit is platform-agnostic
and relies only on network traffic, it can be applied to audit data
collection and sharing practices of online services for young users
on emerging platforms, such as virtual reality applications, voice
assistants, and smart toys. Our differential analysis approach can
also be re-purposed for other age-based auditing, such as content
analysis and dark patterns.

Using DiffAudit.We envision that DiffAudit can be used by
researchers and regulators to identify potentially problematic be-
haviors and to audit compliance of general audience online services
with COPPA and CCPA.

5.4 Ethics Considerations

We created test accounts on online services and collected network
traffic while the authors interacted with those services. This may
lead to advertisers losing some ad revenue, since adsmay show up as
we use the services in our data collection sessions, but we only use
each service as long as is required to exhaust all the functionalities,
which is not long, thus minimizing our impact. However, no real
users’ data were collected or used. We plan to reach out to the
online service providers and notify them of our observations and
findings (responsible disclosure).

6 Conclusion

In this work, we present DiffAudit, a platform-agnostic auditing
framework for general audience services to investigate privacy
behaviors and regulatory compliance. Within this framework, we
construct data flows from network traffic through destination anal-
ysis and our novel data type classification method with GPT-4 and

our data type ontology, which identifies considerably more data
types than prior work. We conduct differential analyses to investi-
gate the observed data flows generated by child, adolescent, and
adult user profiles. We compare the data flows against regulations
and privacy policies, analyze the data flows while logged in and
out (i.e., before and after consent is given and user age is disclosed),
and investigate data linkability. We apply DiffAudit to popular
online services on mobile and website platforms and find that all
audited services engage in problematic behaviors for children and
adolescents, including collecting and/or sharing data while users
are logged out, inconsistent privacy policy disclosures, and data
flows shared with third parties that enable data linkage for chil-
dren and adolescents. DiffAudit enables auditors to investigate
network traffic through differential analysis, utilizing an automated
and customizable data type classification method, to identify suspi-
cious behaviors in network traffic for any platform with a focus on
children’s and adolescents’ privacy under COPPA and CCPA.

We make DiffAudit’s implementation and datasets available at
https://athinagroup.eng.uci.edu/projects/childrens-privacy/.
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Appendices

A Data Type Ontology

In Section 3.2, we discuss how we label data types according to
our data type ontology categories. In this appendix, we present the
complete data type ontology in Table 5.

B Data Type Classification

In Section 3.2, we discuss data type classificationmethods, including
using OpenAI’s GPT-4 and experiments with alternative methods.
In this appendix, we provide details about the prompt used with
our GPT-4 classification method. Below is the prompt used for data
type classification, and following the below text, we provide the
category labels and data type examples from our ontology as part
of the prompt:

“You are a text classifier for network traffic payload data.
I am going to give you some categories and examples for
each category. Then I will give you text sequences that I
want you to categorize using the provided categories. The
input texts were collected from network traffic payloads.
Try to determine the meaning of the input texts and use
the similarity of the categories and input texts to do the
classification. For text with acronyms and abbreviations,
use the meaning of the acronyms and abbreviations to do
the classification. Provide an explanation for each classi-
fication in 15 words or less. Report a score of confidence
on a scale of 0 to 1 for each categorization. Format your
response exactly like this for each input text: <input text>
// <category> // <score> // <explanation>.”
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Table 5: Data Type Ontology for Data Type Classification based on COPPA and CCPA. Level 3 is used for data type classification
labels. Some labels have been grouped into level 4 due to space. See Table 2 for all 35 labels.

Level 1 Level 2 Level 3 Level 4

Identifiers
[13, 16]

Personal
Identifiers

Name first and last name, user name
Linked Personal Identifiers social security number, driver’s license number, state identification card number,

passport number
Contact Information email address, telephone number, phone number
Reasonably Linkable Personal Identifiers IP address, unique pseudonym/alias
Aliases alias, online identifier, unique personal identifier, unique id, GUID (globally unique

identifier), UUID (universally unique identifier)
Customer Numbers customer number, account name, insurance policy number, bank account number,

credit card number, debit card number
Login Information password, login, authorization, authentication

Device Identifiers
Device Hardware Identifiers IMEI (international mobile equipment identity), MAC (media access control)

address, unique device identifier, processor serial number, device serial number
Device Software Identifiers advertising identifier, cookie, pixel tag, beacon, tracking identifier
Device Information display, height, width, FPS (frames per second), browser, bitrate, ABR (adaptive

bitrate), ABR bitrate map, speed, device, delay, OS (operating system), rate, screen,
sound, memory, history, CPU (central processing unit), buffer, latency, download,
load, frame, depth, download speed, render

Personal
Information
[13, 16]

Personal
Characteristics

Protected Classifications race, skin color, national origin, ancestry, age, language, religion, gender, sexual
orientation, marital status, military or veteran status, medical conditions, genetic
information, disabilities

Biometric Information DNA, images, voiceprint, patterns, rhythms, physical characteristics or descrip-
tions

Personal History Personal History employment, education, financial information, medical information

Geolocation Precise Geolocation GPS (global positioning system) location, coordinates, postal address, latitude,
longitude

Coarse Geolocation city, town, country, region
Location Time time, timestamp, timezone, time offset, date

User
Communications

Communications audio, text, and video communications
Contacts people communication with, contact list
Internet Activity IP addresses communicated with, browsing history, search history
Network Connection Information request, response, DNS (domain name system), TCP (transmission control pro-

tocol), TLS (transport layer security), RTT (round trip time), TTFB (time to first
byte), protocol, client, connection, key, payload, host, referer, telemetry, cache

Sensors Sensor Data audio recordings, video recordings, other sensor data (e.g., thermal, olfactory)

User Interests
and Behavior

Products and Advertising records of personal property, products or services, or those considered, consumer’s
interaction with an advertisement, advertisement/ad engagement, bid, analytics,
marketing, third party, advertiser

App or Service Usage user interaction with an application, user interaction with a website, session,
usage session, content, video, audio, video buffer, audio buffer, play, volume,
avatar, behavior, action, event, data, status, duration, timing

Account Settings account, settings, consent, permission
Service Information server, SDK (software development kit), API (application programming interface),

site, URL (uniform resource locator), domain, version, script, URI (uniform re-
source identifier), application, page, app, CDN (content delivery network), DOM
(document object model)

Inferences user preferences, characteristics, psychological trends, predispositions, behavior,
attitudes, intelligence, abilities, aptitudes, personality, purchase history, purchase
tendency
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