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Abstract—Payment Channel Networks (PCNs) have been pro-
posed as an alternative solution to the scalability, throughput, and
cost overhead problems associated with blockchain transactions.
By facilitating offchain execution of transactions, PCNs signif-
icantly reduce the burden on the blockchain, leading to faster
transaction processing, reduced transaction fees, and enhanced
privacy. Despite these advantages, the current state-of-the-art
in PCNs presents a variety of challenges that require further
exploration. In this paper, we survey several fundamental aspects
of PCNs, such as pathfinding and routing, virtual channels, and

is termed as the blockchain scalability problem. In contrast,
Visa, a company which globally processes transactions using
fiat currencies, processes around 24,000 transactions per
second [4]. Due to the delay in transaction processing caused
by the blockchain scalability problem, blockchain-based
transactions cannot process payments instantaneously.
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the various unresolved challenges in this area. Specifically, this
paper seeks to answer the following crucial question: What are
the various interesting and non-trivial challenges in fundamental
infrastructure design leading to efficient transaction processing in
PCN research that require immediate attention from the academic
and research community? By addressing this question, we aim
to identify the most pressing problems and future research
directions, and we hope to inspire researchers and practitioners to
tackle these challenges to make PCNs more secure and versatile.

Index Terms—Payment channel networks, Layer-2, Routing,
Virtual channels, Tumblers

I. INTRODUCTION

Cryptocurrencies and cryptocurrency based transactions
have become increasingly popular. Currently, the total market
value of all cryptocurrencies in use has surpassed 2.5 Trillion
USD, and the cryptocurrency market is increasing at a rate
of ~ 8.00% every year [l]. This rise in popularity can
be attributed to the following reasons: 1) cryptocurrency
transactions can be carried out without the presence of a
trusted entity, while fiat currency based transactions require
the presence of a trusted financial organization such as a
bank. 2) cryptocurrency transactions do not subject the user
to any limits on the number and type of transactions. Fiat
currency based transactions are limited in their amount and
number, depending on several factors such as the currency,
geographical location, etc. [2].

Each transaction posted to the Bitcoin blockchain takes
around 7 seconds to be validated [3]. The procedure of
validation involves verifying that the transaction posted to the
blockchain contains all the required fields and the signature
of the user creating the transaction tuple is valid. Once the
validation procedure is successfully completed, the transaction
is included in a block that would be mined on the blockchain
at some time in the future. The process of mining the block
successfully takes ~ 2 hours [3] (as of June 13** 2024).
This delay in the transactions and blocks getting confirmed

Figure 1: Payment channel network

As an alternative to processing transactions by posting to
the blockchain, payment channels have been proposed. Two
nodes with the intent of processing payments between them
open a payment channel by creating a transaction tuple called
the funding transaction. This funding transaction contains the
initial deposits from both nodes. These initial deposits are
also called as the initial balances of the nodes in the payment
channel. The sum aggregate of these initial balances is called
the channel capacity. The funding transaction contains the
signatures of both the nodes involved in the payment channel
making it a 2-2 multi signature transaction. This means that the
funds in the funding transaction cannot be spent without the
signatures of both nodes. This funding transaction is validated
and included in a block. Once this block has been successfully
mined and confirmed on the blockchain, the payment channel
is opened between the two nodes. The two nodes can now
be involved in an unlimited number of transactions with each
other as long as the amount of a single transaction does not
exceed their local balances.

The idea of a payment channel that exists between two nodes
can be extended to a number of nodes, creating a network
of payment channels, called a payment channel network or
PCN. A PCN enables users (interchangeably called as nodes
in the paper) that are not connected by a direct payment
channel to make payments between each other in an off-chain
manner. An example PCN is shown in Figure 1. In the figure,
consider Alice who intends to make a payment to Hector,
with whom she does not share a payment channel. The naive
way to process this transaction would for Alice to open a
payment channel with Hector, which involves Alice making
an expensive blockchain write for the channel opening. Each
payment channel opening costs 2.4 USD for blockchain writes
[5]. If Alice intends to send an amount of 1 coin to Hector,
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it may not be economical for her to open a direct payment
channel. Alice can make use of the PCN and make a payment
to Hector by forwarding the payment along the path Alice —
Celia — Michael — Rajiv — Charlie — Garcia — Hector.
This process of using intermediate nodes in a PCN to forward
to the payment to the intended destination is called as routing
in PCNs.

Motivation and timeliness of PCN research: A significant
advantage of PCNs is their capability to facilitate micro-
payment transactions, with minimum amounts as low as 107
BTC [6]. In contrast, the average transaction cost for a single
on-chain transaction on the BTC blockchain is approximately
4.612 USD as of June 2024 [7] regardless of the transaction
amount. This cost can be avoided by using the off-chain PCNss,
which incurs no additional fees. An example of a real-world
PCN is the Lightning Network (LN) on the Bitcoin blockchain
[8], which has a 24-hour trading volume of $63,200 and
a market capitalization of $7 million [9] as of June 2024,
indicating LN’s growth.

Prior work: Prior works by Khojasteh er al. [10] and
Erdin et al. [11] survey the work done only in the area of
pathfinding and routing protocols and their privacy aspects in
PCNs. Whereas, in this paper we cover a broader spectrum of
PCN research: virtual channels and state channels, pathfinding
and routing. Apart from this [10], [11] do not provide any
information about the open problems in PCNs, which we do
in our work. The SoK by Gudgeon et al. [12], surveys several
layer-2 protocols, whereas, we focus exclusively on PCNs.
Furthermore [12] was published in 2020 and does not cover
most of the recent work published in PCNs.

In this SoK, we do not survey the various types of attacks
in PCNs [13]-[19], [19]-[39]. The attacks in PCNs usually
have overlaps in their strategy and execution, and most of
them currently do not have efficient and fully developed
mitigation mechanisms proposed. Our conjecture is that, their
countermeasures might also have design overlaps as and when
they are proposed. Hence, we believe attacks in PCNs and their
countermeasures require their own taxonomy.

We have covered papers in various areas of PCNs during the
time period of 2019-2024 across Tier-1, Tier-2, Tier-3 security
conferences in CS, since the norm for security/privacy research
and computer science research in general is peer-reviewed
conferences.

Contributions:

1) We qualitatively compare the recent work in several as-
pects of building PCNs, viz. pathfinding and routing, virtual
channels, and payment channel hubs using several relevant
properties (metrics).

2) We point out the open problems in all the areas that we
survey and we also discuss why solving those problems is a
hard research challenge.

Outline: In Section II, we start with describing the concept
of pathfinding and routing in PCNs and qualitatively compare
work published in that area. In Section III, we describe virtual
channels which have been proposed to address issues with
multi-hop routing in PCNs, and compare work in this area.
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In Section 1V, we cover payment channel hubs, which are
similar to virtual channels but facilitate single hop payments
to the receiver. In Section V, we present the reader with the
current research gaps in all of the aforementioned areas and
also describe why bridging those gaps is hard and in Section
VI, we conclude the paper.

II. PATHFINDING AND ROUTING

Motivation: One of the areas in PCNs that has garnered
significant attention from the academic community is pathfind-
ing and routing. Pathfinding is defined as the process of
finding a path comprising several nodes from a sender to a
receiver in a PCN along which a payment can potentially be
forwarded, and routing is the process of actually forwarding
the payment along the found path. Intuitively, it may seem
that well-known pathfinding and routing protocols from the
wired and wireless networks domain can be easily applied to
PCNs. Unfortunately, there are several problems with this: 1)
Traditional networks focus on the transfer of data, PCNs on
the other hand, transfer money in a decentralized manner. 2)
Data transfer in traditional peer-peer networks does not alter
the bandwidth, whereas money transfer in PCNs alters the
monetary state of the nodes involved. 3) Cost in traditional
networks is measured in terms of latency, whereas in PCNss, it
involves routing fees, leading to greedy behavior among users
and makes PCNs vulnerable to various attacks [12].

The properties on the columns in Table I represent the
fundamental principles of fiat currency transactions and on-
chain payment mechanisms, which we want reflected in off-
chain payments. These properties are generally agreed upon
in the literature by several works such as [40], [41], [43],
[57]-[59] as common evaluation metrics for pathfinding and
routing protocols in PCNs. Fulfilling these properties while
providing efficient pathfinding and routing is a non-trivial
challenge, and necessitates the design of new pathfinding
and routing protocols. Several elegant pathfinding and routing
protocols have been proposed in the literature. In Table I, we
present a qualitative comparison of these routing protocols
with respect to the properties they achieve. In this paper across
all sections, if any prior work has identified a property as ideal
or has identified a gap in research, we give an appropriate
citation(s). If there is no citation provided, it indicates that the
corresponding property/research gap has been identified by us.

Ideal properties: 1) Concurrency: Concurrency is
achieved when a pathfinding and a routing protocol enables
the nodes to forward more than one payment simultaneously
[60]. 2) Privacy: Privacy is maintained when a node’s real
identity is known only to its immediate neighbors and not to
the entire network. 3) Topology privacy: Topology privacy is
preserved when no single node has knowledge of the entire
network topology. 4) Avoids source routing: Source routing
is avoided when the sender does not determine the path to the
receiver. 5) Decentralization: Decentralization is achieved
when there are no centralized, trusted entities responsible for
constructing paths for senders. 6) Atomicity: Atomicity is
ensured when the payment is routed all the way from the
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Table I: Comparison of Pathfinding and Routing Protocols in PCNs

. Topology Avoids . .. Disjoint
Protocols Concurrency | Privacy . source Decentralized Atomicity Fees Year
privacy routing graphs
SilentWhispers [40] X v v v v X X X 2017
SpeedyMurmurs [41] | v v v v v X X X 2018
Coinexpress [42] v X v v v v X X 2018
Blanc [43] v v v v v v X X 2019
Robustpay [44] X X X X X v X v (flat) 2019
Flash [45] X X X X X v X X 2019
Cheapay [46] X v v v v X X v (flat) 2019
Eckey et al [47) X X v v v v X X 2020
FSTR [48] X X X X X X X X 2020
Spider [49] X X X X X X X X 2020
Vein [50] X X X X X X X V" (dynamic) 2021
Kadry et al. [51] X X X X X X X X 2021
Webflow [52] X v v v v X X X 2021
Robustpay+ [53] X X X X X NV X v (flat) 2021
MPCN-RP [54] X X X X X v X v’ (flat) 2022
Auto tune [55] X X X X X X X v (flat) 2023
Yang et al. [56] v v v v X X X X 2023
RACED [57] v v v v v v v X 2024
Auroch [58] v v v v v v X v (dynamic) 2024
SPRITE [59] v v v v v v X X 2024

sender to the receiver, or the payment is not routed at all.
7) Disjoint graphs: A pathfinding and routing protocol is
considered applicable to disjoint graphs if it functions even
when the network graph consists of islands. A routing protocol
should be able to facilitate transactions between any pair of
nodes irrespective of their location. 8) Fees: Routing fees is
the amount a node charges for forwarding the payment to the
next node along a path from the sender to receiver. This fees
can be charged in two ways. Flat/fixed fees means that the fees
charged for routing payments remains the same irrespective of
the transaction amount being routed. If the fees charged by a
node varies according to the transaction amount, it is referred
to as dynamic fees, typically a percentage of the amount.

As illustrated in Table I, routing protocols for payment
channel networks (PCNs) have evolved significantly over the
years. The two most significant advancements are taking rout-
ing fees into consideration and providing support for privacy.
For instance, LN provides users with two sets of keys, a
long-term keypair and an alias (a temporary identity) helping
to conceal their identities and ensure privacy. Despite these
developments, two overarching research problems remain that
require attention. We discuss them in detail in Section V.

III. VIRTUAL CHANNELS

Motivation: Transactions in PCNs are routed from the
sender to the receiver using a path of intermediate nodes.
Current pathfinding and routing mechanisms require the nodes
along the payment path to be available for a transaction to
be processed. However, nodes can sometimes choose to go
offline or there can be network/service disconnections causing
transaction failures. Furthermore, each node along a payment
path charges its own fees for forwarding the payment, which
is paid by the sender and increases with the path length,
hence the time taken to route a payment grows linearly in
the path length. Virtual channels, which are built on top
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of existing payment channels, solve these problems. Initial
constructions of virtual channels facilitated payments between
a pair of nodes using a single intermediate node [61]. The
intermediate node needs to have individual payment channels
open with the other two nodes. The intermediary and the
pair of nodes lock coins with each other in their respective
payment channels and a virtual channel is established. Upon
establishment of virtual channel, the pair of nodes can be
involved in a unlimited number of payments. These payments
can be processed without the intermediate node being online.
It might be better to use virtual channels from a routing fees
perspective, since unlike routing protocols, nodes in virtual
channels do not charge a routing fee for every transaction.

Alice, Bob, and an intermediary establish a virtual channel
as shown in Figure 2a. Alice locks Y4 coins and the interme-
diary locks Y7 coins in the payment channel a 4. Similarly,
Bob locks Zp coins and the intermediary locks Z; coins in
their channel a.g. The virtual channel V' is created once Alice
locks X 4 coins from her balance in a4 and Bob locks Xp
coins from his balance in avp. Now Alice and Bob can process
payments without the intermediaries’ online presence.

The idea of a virtual channel between a pair of nodes
involving a single intermediary has been extended to es-
tablishing a virtual channel recursively over several hops
involving several intermediaries, leading to the construction
of a recursive virtual channel [65], [67], [68]. An example of
a recursive channel is shown in the Figure 2b. A recursive
virtual channel enables transaction processing between any
pair of nodes, by recursively establishing virtual channels
between several intermediaries, as opposed to Perun [61],
which facilitates virtual channels only between a pair of nodes
connected directly to an intermediary.

A multihop virtual channel is constructed by establishing
a single virtual channel between a pair of users over a
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Figure 2: Different types of virtual channels

Table II: Comparison of Virtual Channel Protocols

Off-chain
Protocol BC Validity Fee Privacy dispute Recursive | Multihop | Year
resolution
Generalized TC Limited X X X v X 2018
state channels
[63]
Eckey et al. | TC Limited X X X v X 2019
[64]
Perun [61] TC Limited X v X X X 2019
Jourenko et al. | UTXO Limited X X X X X 2020
[65]
Aumayr et al. | UTXO Limited v (fixed) X X X X 2021
[66]
Elmo [67] UTXO Unlimited | X X X v X 2021
Donner [68] UTXO Unlimited| v (time based) v X v X 2023
Jia et al. [69] UTXO, Limited v (fixed) X X X X 2023
TC

path comprising of several intermediate nodes. An example
of multihop virtual channel is shown in the Figure 2c. A
multihop virtual channel is an improvement over recursive
virtual channels. In a multihop virtual channel, a single virtual
channel can be established between any pair of nodes which
are separated by several intermediaries.

Virtual channels should not add an unnecessary burden to
users, and should mirror the operations of payment channels
as closely as possible, with the added benefit of no on-
chain transactions at all, while maintaining comparable se-
curity/privacy properties. We now give the properties desired
from an ideal virtual channel, and compare the works in this
area on the extent to which they achieve these properties.

Blockchain terminology: In the rest of the paper BC denotes
a blockchain. TC is a blockchain that supports a Turing com-
plete programming language, such as Ethereum, and UTXO is
a blockchain that supports the UTXO-based scripting mech-
anism such as Bitcoin. In Table II, we present a qualitative
comparison of virtual channel protocols.

Ideal properties: 1) Validity: This determines the validity
of the virtual channel. A limited validity means that the virtual
channel is valid for a predetermined time period (which is
decided by nodes involved in the virtual channel). Unlimited
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validity means that the virtual channel can stay open until the
nodes involved decide to initiate closing [64]. 2) Fee: This
metric determines if the virtual channel takes into account
the fees charged by the intermediate node(s) involved in the
channel’s establishment. The fixed fee model implies that a
predetermined, fixed fee is paid to the intermediate node(s)
which is agreed upon by all the nodes in the virtual channel
before the channel establishment. The time-based fee model
implies that the fee paid to the intermediary depends on the
time for which the virtual channel stays open [64]. 3) Privacy:
In any virtual channel construction, the real identity of a node
should only be known to its immediate neighbor(s) [61]. 4)
Offchain dispute resolution: This metric determines if the
transaction disputes in a virtual channel require a blockchain
write. 5) Support for multihop virtual channels with several
intermediaries: A virtual channel is said to be multihop if
it can facilitate payments between a sender and a receiver
across a path comprising of several intermediate nodes by
constructing a single virtual channel from the sender to the
receiver, without establishing virtual channel between any pair
of intermediate nodes along the path.

The most significant developments in virtual channels over
the years are that newer protocols have incorporated a fees to
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be paid for the intermediary(ies) that lock coins in virtual chan-
nels and virtual channels now offer support for both TC based
and UTXO based blockchains. Despite these developments,
efficient virtual channel protocol design has three overarching
research problems, which are discussed in Section V.

IV. TUMBLERS

Motivation: A payment channel hub (tumbler) is a multi-
party off-chain system where users can establish payment
channels with a central hub, which acts as an intermediary.
It allows multiple users to send payments to each other
without the need for direct payment channels between each
user pair. The hub coordinates payments between different
participants. The intermediary which facilitates payments is
called a tumbler. Though a payment channel hub uses the same
underlying infrastructure as that of PCNs and virtual channels,
each of these constructions have their own use cases. PCNs
are usually used when two nodes Alice and Bob transact on
an infrequent basis. Virtual channels are used if Alice and
Bob transact frequently, e.g., if Bob provides Alice with a
service every month. Payment channel hubs are used when
Alice needs to pay several receivers on a frequent basis and
she does not want the tumbler to know the receivers.

Payment channel hubs can be classified into two types: on-
chain and off-chain. On-chain payment channel hubs suffer
from scalability issues due to having to post each transaction
on the blockchain. Due to space constraints we describe
on-chain hubs in the full version of the paper [80]. The
scalability issues of on-chain payment channel hubs have led
to the development of offchain payment channel hubs for
specific blockchains, e.g., Bolt [70] for Zcash, Nocust [72]
and MixCT [77] for Ethereum. The most general-purpose
payment channel hubs are Tumblebit [71], A%L [74], and
Blindhub [79]. A payment channel hub should be able to
facilitate payments between a sender and receiver, who do
not have a payment channel open between them such that the
hub cannot link a given transaction amount to a particular
sender/receiver pair. Furthermore, the payment channel hub
should also guarantee the fundamental property of atomicity
(ensuring that the payment is sent to the receiver or it does not
go through at all). We now give the properties desired from
an ideal payment channel hub, and compare the works in this
area on the extent to which they achieve these properties. In
Table III, we qualitatively compare several off-chain tumblers.

Ideal properties: 1) Relationship anonymity: It ensures
that the relationship between a sender and a receiver for a
given transaction should not be known to the tumbler [70]. 2)
Privacy against aborts: Tumbler should not be able to deduce
the identities of a sender/receiver in case of a transaction abort,
regardless of which party is responsible for the abort [79].
Aborts can happen due to several reasons such as network
disconnections, power outages, etc. Malicious nodes can also
deliberately abort a protocol. In the case of tumbler protocols,
the nodes whose payments did not succeed can be linked to
each other once the protocol execution completes. 3) Inde-
pendent of time epochs: The tumbler processes transactions
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in discrete fragments of time called epochs, i.e., transactions
only take place during a time epoch [70]. This is not ideal. 4)
Protection against dynamic corruption of nodes: Current
tumbler protocols corrupt nodes at the beginning of protocol
execution and assume that the set of corrupted nodes remains
constant until the protocol execution terminates. Ideally, a
payment channel hub should be able to handle the deviation of
any party from the protocol at any point during its execution.
5) Atomicity: Atomicity is ensured if either the payment is
routed all the way from the sender to the receiver or the
payment is routed at all. 6) Value privacy: Value privacy is
ensured by a payment channel hub, when, given a transaction
amount, the tumbler cannot link it to a sender/receiver pair
[70]. 7) Variable amount: The tumbler should be able to
process transactions of any amount [70].

Over the years, various payment channel hub constructions
have been developed to address specific challenges based on
their unique design goals. However, we have identified three
overarching research problems in payment channel hubs that
require attention. We discuss them in Section V.

There are two other designs which are of fundamental impor-
tance in PCNs: state channels and rebalancing protocols. Due
to space constraints, we discuss them in the full version of the
paper [80].

V. RESEARCH GAPS & OPEN PROBLEMS

In this section, we highlight the gaps in research published
up until now in the areas of pathfinding and routing, virtual
channel construction, and payment channel hubs. The gaps are
described as research questions, denoted by RQ.

RQ1: Why is super node liquidity validation in PCNs
hard? A super node, variously called as a trampoline node,
routing node, routing helper, landmark node, router, etc. [40],
[43], [49], [57], [59] is a highly connected node with numerous
high liquidity channels, that helps in pathfinding and routing
payments. One of the main problems with the super nodes is
that a sender has of knowing whether the super node possesses
enough liquidity on its channels to route a payment. The local
balance of a super node in a given channel (or of any node
in a PCN) is a private value and should not be known to any
node except for its immediate neighbor(s). Currently, if a super
node does not have enough liquidity to route a transaction, the
transaction fails and it has to be retried by the sender. In LN,
one of the most widely used PCN, this is a significant problem.
Sometimes the sender might have to keep retrying for ~ 1 hour
to have a successful payment [81]. The main goal of PCNs
is to facilitate instantaneous payments and these transaction
retries render such payments almost impossible. It will greatly
benefit the sender if there is a mechanism to validate whether a
super node has enough liquidity (balance) to route its payment
without violating any privacy concerns.

RQ2: Why is channel verification in a PCN hard? To be a
part of any PCN, nodes will open payment channels with other
nodes in the network. Two nodes open a payment channel
between them by posting a transaction to the blockchain. This
transaction can be posted on the blockchain or as a function
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Table III: Comparison of Payment Channel Hubs

Privacy against

Independent of

Dynamic Value Variable

Protocol ‘ BC ‘ Relatlons'hlp ‘ > X . Atomicity ‘ . Year ‘
anonymity aborts epochs corruption privacy amount
BOLT [70] TC v X v X v v v 2017
Tumblebit [71] UTXO v X X X v X X 2017
Nocust [72] TC v X X X v X v 2018
Teechain [73] TC v X X X v v v 2019
A?L [74] UTXO, TC v X X X v v X 2021
Accio [75] TC v v v X v v v 2021
Boros [76] TC X X v X v X v 2021
MIXCT [77] TC v X X X v v v 2022
Turbo [78] TC v X X X X X X 2022
Blindhub [79] UTXO, TC v X X X v v v 2023

call to an existing smart contract. In the most popular PCN,
LN, the procedure of verifying whether a payment channel
really exists on the blockchain is very inefficient. A node who
wants to verify a channel needs to request the block in which
the channel opening transaction has been included, verifying
whether the transaction has been successfully executed by the
validator/miner and finally verifying if the channel opening
transaction corresponds to a 2-2 multi signature address on the
blockchain. The verifier performing these steps is inefficient
since all these steps will have already been performed by the
miner. Finding a way to do this without blockchain access and
in a blockchain agnostic manner in a hard research challenge.
RQ3: Why is designing pathfinding protocols for PCNs,
that comprise of several distinct well-connected compo-
nents a hard problem? Though solutions such as [57] exist
that solve this problem to a certain extent by using routing
helpers/trampoline nodes, the aspect that makes it hard is to
quantify the denseness/sparseness of a well-connected compo-
nent. If we assume that we deploy one trampoline node for
each well-connected component, there may be well-connected
components in the PCN which only have a few nodes (i.e.,
islands). Selection of a trampoline node amongst these nodes
is difficult.

RQ4: Why is designing a routing protocol that supports
concurrent payments and is resilient to channel gaming
a hard problem? Processing concurrent transactions requires
the design of a mechanism that allows a node to lock a portion
of its liquidity in a channel with an immediate neighbor for one
transaction while simultaneously using the remaining liquidity
to process another. Though there are protocols that support
concurrency [40], [42], [43], [57]-[59], they are not resilient
to the presence of potentially malicious nodes in the PCN,
which may initiate transactions with the sole intent of locking
liquidity, leading to congestion and disruption in the network.
RQS5: Why is having a well-defined fee structure for virtual
channels hard? The intermediary(s) involved in the virtual
channel construction additionally lock coins in virtual channels
apart from the ones locked in the underlying payment channel.
Currently, nodes get paid routing fees for every transaction
they process. In the case of virtual channels, having a well-
defined fee structure is difficult due to the following reasons: 1)
The fee structure should take into account the amount of funds
and the time for which these funds of the intermediary(ies)
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are locked in a virtual channel. 2) It also needs to take into
account the routing fee an intermediary could have earned by
not locking up the coins in the virtual channel.

RQ6: Why is off-chain dispute resolution in virtual
channels hard? There is no offchain consensus mechanism
for dispute resolution in a PCN, as opposed to the 51%
honest majority assumption that exists among validators on the
blockchain. This honest majority helps resolve disputes in the
transactions posted to the blockchain. Designing such a dispute
mechanism for layer-2 transactions is hard since transactions
are private (not posted to the blockchain), and nodes do not
broadcast their activities to the entire network.

RQ7: Why is providing support for a multihop virtual
channel a hard problem? This is hard since a multi-
hop virtual channel construction should ensure that neither
sender/receiver nor the intermediate nodes should lock coins
in multiple channels at the same time.

RQS8: Why is ensuring privacy in a virtual channel protocol
a hard problem? In a recursive virtual channel, new virtual
channels are constructed on top of existing virtual channels to
facilitate payments. This staggered nature makes it mandatory
to reveal the identity of at least one endpoint node (sender
or receiver). This is because, at least one node among the
sender/receiver is involved in all virtual channels. The solution
to this problem is to design a multihop virtual channel.
RQ9: Why is designing a payment channel hub (PCH)
that is resistant to privacy against aborts and dynamic
corruption a hard challenge? PCHs usually use transaction
mixing for enhancing privacy, which is a process in which
multiple payments from different users are mixed together in
such a way that it is infeasible for the hub to link the sender
and recipient of a specific transaction. This process helps
obscure the flow of funds, providing unlinkability. Designing
a payment channel hub that is resistant to privacy against
aborts is hard because, if a PCH selectively aborts a payment
from a sender/receiver, the counter party whose payment also
failed can be linked. If sender/receiver gets corrupted during
the PCH’s execution, the corresponding transaction has to be
aborted to ensure atomicity, which is why the existing tumbler
constructions assume a static adversary, in which certain nodes
are designated as corrupted before the PCH begins execution.
The trade off here is preserving transaction unlikability during
a corrupted party’s transaction abort.
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VI. CONCLUSION

n this paper, we qualitatively compared the recent work
various foundational areas of PCN research: pathfinding

and routing, virtual channels, and payment channel hubs. We
also discussed the gaps in research in these areas along with
reasons why fulfilling those gaps is non-trivial. We hope that
this paper motivates researchers to build robust protocols that
address these gaps that would go a long way towards building

out

and developing a decentralized financial ecosystem.
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