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Abstract—Before the adoption of Route Origin Validation
(ROV), prefix and subprefix hijacks were the most effective and
common attacks on BGP routing. Recent works show that ROV
adoption is increasing rapidly; with sufficient ROV adoption,
prefix and subprefix attacks become ineffective. We study this
changing landscape and in particular the Autonomous System
Provider Authorization (ASPA) proposal, which focuses on route
leakage but also foils some other attacks.

Using recent measurements of real-world ROV adoption, we
evaluate its security impact. Qur simulations show substantial
impact: already today, prefix hijacks are less effective than forged-
origin hijacks, and the effectiveness of subprefix hijacks is much
reduced. Therefore, we expect attackers to move to forged-origin
hijacks and other post-ROV attacks; we present a new, powerful
post-ROV attack, first-ASN-stripping.

We present extensive evaluations of different post-ROV de-
fenses and attacks. Our results show that ASPA significantly
protects against post-ROV attacks, even in partial adoption. It
dramatically improves upon the use of only ROV or of BGPsec,
Path-End, OTC, and EdgeFilter. BGP-iSec has even better
protection but requires public-key operations to export/import
announcements. We also present ASPAwWN, an extension that
further improves ASPA’s performance. Qur results show that
contrary to prior works [74], [95], ASPA is effective even when
tier-1 ASes are not adopting, hence motivating ASPA adoption
at edge and intermediate ASes. On the other hand, we find that
against accidental route leaks, the simpler, standardized OTC
mechanism is as effective as ASPA.

I. INTRODUCTION

For over three decades, Autonomous Systems (ASes) that
constitute the Internet have relied on the Border Gateway
Protocol (BGP) [69] to facilitate the exchange of routing
information. BGP was developed without security in mind,
leading to a plethora of routing attacks that have proven
difficult to counteract. Extensive research and standardization
efforts have been dedicated to securing BGP (see §X). Among
them, Resource Public Key Infrastructure (RPKI) [17], [49],
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[96] is an IETF standardized approach against prefix/subprefix
hijacks. In these hijacks, an attacker falsely originates a route
to a prefix/subprefix that it is not authorized to announce.
Specifically, the goal of RPKI is to provide precise, reliable,
updated, and authenticated information on IP prefix origins.
RPKI allows the owner of a prefix to identify authorized ASes
that can announce the prefix using a signed Route Origin
Authorization (ROA). Using ROAs, routers can apply Route
Origin Validation (ROV) to detect and discard BGP announce-
ments from unauthorized origins. As a result, RPKI/ROV can
effectively prevent prefix/subprefix hijacks.

The NIST RPKI monitor shows increasing adoption of
ROAs [11]], [65], currently covering nearly 50% of IPv4 ad-
dress space [|65]]. In addition, recent measurements [41[], [52],
[54] show that the adoption of ROV has also been increas-
ing rapidly. In particular, top-tier and upper-level ISPs have
been enforcing ROV to filter invalid announcements, which
can be particularly effective in preventing prefix/subprefix
hijacks [27].

With the current estimated ROV enforcement, are pre-
fix/subprefix hijacks still impactful, or attackers will turn to
post-ROV attacks, i.e., attacks not blocked by ROV? We
answer this question using extensive simulation over an em-
pirical Internet topology. Our results show that, even with a
conservative estimate of ROV enforcement, already now post-
ROV attacks are more effective than prefix hijacks. Subprefix
hijacks are still effective, although much less than before
ROV (§VI); the improved ROV++ [62] would have been
much better against subprefix hijacks, but another defense is to
simply announce only /24 prefixes, which are the most specific
prefixes practically possible, preventing subprefix hijacks. As a
result, we expect future attacks to usually be post-ROV attacks,
i.e., use only ROA-valid announcements and hence evade ROV.

Two general forms of post-ROV attacks are path manip-
ulation and route leaks. In path manipulation, an attacker
forges or modifies the AS-Path for intercepting traffic, while
in route leaks, an AS exports an announcement that conflicts
with its supposed business model in order to attract traffic.

#. Equal contributors.



BGPsec [53] is the IETF standardized protection against
path manipulation attacks. Its deployment, however, faces
formidable obstacles, including high computational require-
ments [9]], [13[I, [47], [67], [89], [101] and limited benefits
in partial adoption [15], [28], [30], [55], [63]. In addition,
BGPsec is not designed to prevent route leaks.

A recently proposed extension to BGPsec, BGP-iSec [63],
improves benefits in partial adoption and includes defenses
against route leaks, but incurs similarly high computational
costs. Another recent defense against route leaks is the Only-
To-Customer (OTC) mechanism (RFC 9234 [5]]). OTC, how-
ever, only addresses unintentional route leaks. As we will
describe in ASes adopting OTC add an OTC attribute to
announcements sent to customers so that if those announce-
ments are later leaked, they will be dropped when a provider
sees them from a customer (since they are forwarded to a
provider, violating the OTC attribute).

Autonomous System Provider Authorization (ASPA) [3]], [84]]
is another recently proposed post-ROV defense, focused on
route-leak prevention. ASPA works by having each AS publish
and sign a list of its providers in the RPKI. Other ASes can
then use this information to validate AS paths, which can
protect against route leaks (both accidental and intentional)
and some forms of path manipulations (see §III). While
ASPA is still an Internet-Draft (I-D), it has gained increasing
attention, with general availability in commercial off-the-shelf
products estimated by 2026 [83].

ASPA appears to be a promising solution to many post-
ROV attacks: it only involves a relatively simple extension to
RPKI, incurs much less computational overhead than BGPsec,
and addresses route leaks. Additionally, unlike OTC, ASPA
provides detection and mitigation of improbable AS paths to
some extent.

A. Contributions

e Evaluation of ASPA adoption scenarios showing that ASPA
is effective—even when tier-1 ASes do not adopt. We simu-
late ASPA under various deployment scenarios and find that
ASPA provides effective defense. We also show that ASPA
is effective even when no tier-1 ASes are adopting, contrary
to conclusions in [74]], [95] (§VII). We explain the reasons
for these differences with prior works in Our findings
motivate adoption of ASPA at edge and intermediate ASes.

e Evaluation of ASPA under the highly effective shortest-path
export-all attack. We show that ASPA is significantly less
effective against the shortest-path export-all attack than the
previously evaluated forged-origin hijack. For ASPA, shortest-
path export-all attack becomes more effective than forged-
origin hijack when the adoption rate approaches 20%, and
the gap is even larger as adoption increases further (§VIII-B).
Hence attackers will turn to shortest-path export-all attacks
under higher adoption rates (beyond 20%), motivating the need
for better defense strategies.

o First-ASN-Stripping attack. We present the first-ASN-
stripping hijack (§V-B), and show that it is highly ef-

fective even when ROV is deployed (see Fig. [§[c)) un-
less it is prevented by neighboring ASes adopting the
enforce-first-AS mechanism. We have notified major
vendors where enforce-first-as is not default or only
applicable globally, and received positive responses from them.

o ASPA with Neighbors (ASPAwN). We propose and evaluate
ASPAwWN, a simple, easy-to-deploy extension to ASPA, de-
signed to address a specific security concern in ASPA, i.e.,
attacks by a provider AS (§IV). We find that this policy is
highly effective at protecting the attacker’s customer cone (see
[Fig. 8(b)). A related extension to ASPA called AS Relation-
ship Authorization (ASRA) [85]] was recently proposed to the
IETF; ASRA was developed independently and in parallel to
ASPAWN]'] We believe that ASPAWN has equivalent or similar
security properties as one ASRA algorithm (Algorithm B),
which has stronger security than the other ASRA algorithm
(Algorithm A).

o Evaluation of the impact of current and future ROV adoption.
We aggregate all published ROV data sources in [14]], [41]],
1520, 1541, 1720, [75], [78]], and use this real-world ROV
data to simulate the impact of prefix and subprefix hijacks
compared to post-ROV attacks (§VII). Our results demonstrate
that attackers will attract more traffic foday using post-ROV
attacks than using prefix hijacks, motivating the need for
effective defenses against post-ROV attacks.

o OTC is as effective as ASPA for preventing accidental
route leaks. We show that, both by simulations (§IX-A) and
analytically (Appendix [B), ASPA and OTC [5]] are identical
in effectiveness against accidental route leaks. OTC is already
deployed in the wild, and we believe that it is easier to deploy
than ASPA. Therefore, our results motivate rapid deployment
of OTC attributes to prevent accidental route leaks.

o Extensive evaluation of ASPA and comparison to other
defenses. We simulate the effectiveness of several defenses
for BGP, under different adoption percentages, against a
variety of path manipulation attacks (forged-origin hijacks,
shortest-path export-all hijacks, edge and transit attackers,
single and multiple attackers), route leaks (from multihomed
and transit ASes), and the aforementioned first-ASN-stripping
hijack (§VII). The defenses include ASPA, ASPAWN, BGP-
iSec, Path-End, EdgeFilter, OTC, and combined mechanisms.
Our results show that ASPA is effective against both path
manipulation and route leaks (malicious and accidental), even
under partial adoption, and even when tier-1 ASes are not
deploying, contrary to the claims in [74], [95].

e New open-source software. We extended the BGPy simula-
tor [23] to include the various defenses and attacks that we
evaluate in this paper. In addition, we create a tool to aggregate
ROV enforcement measurements from data sources that are
publicly available [14], [41], [52], [54], 720, [75], [[78]]. We
open-sourced the BGPy extension and the tool [21], [22].

1. While there were earlier presentations of ASRA in [25], we were not
aware of it until after our submission.



II. ATTACK AND ROUTING MODELS

In this section, we describe attack and routing models. We
discuss our ASPA adoption assumptions in

A. Attack model

For all attack scenarios, we assume that the attacker has
knowledge of the AS topology. We also assume that the
attacker has knowledge regarding which ASes are adopting the
defensive policies, which can be obtained using corresponding
ROA information, ASPA records, etc. We assume that an
attacker can eavesdrop on BGP announcements between other
ASes using services like BGP route collectors [42], [[73]], [[76]]
and looking glass servers. Once an attacker has performed
a successful hijack, they can perform a variety of malicious
activities such as eavesdropping through man-in-the-middle at-
tacks, impersonating legitimate services for phishing purposes,
denial of service attacks, etc.

Attackers are selected from edge ASes (no customers) or
transit ASes (has customers) as defined by [70]. Tier-1 ASes
are a clique of top-tier ASes that have no providers, and we
use the CAIDA AS topology [10]] to determine these ASes.

Attacker ASes. The attacker is assumed to control at least
one malicious AS from which it can send arbitrary BGP
announcements. We also simulate a case where an attacker
controls multiple ASes, such as when a nation-state/country

performs an attack (see §VIII-B).

B. Routing Model

As in other studies [15], [27], [28]], [32], we model the
Internet as an AS-graph and consider two types of relation-
ships: customer-provider (customer pays its provider for the
transit of traffic) and peer-peer (traffic is exchanged between
the two ASes without monetary compensation). Other types of
relationship (e.g., sibling) is not considered, similar to prior
works [62], [63]]. Specifically, we use the following routing
assumptions that are commonly used in existing studies.

Valley-free routing. For a given AS-graph, we assume valley-
free (Gao-Rexford) routing [24]. That is, for any prefix p, an
AS forwards the best announcement that it receives from its
customers to the neighboring ASes (all customers, and some
or all of the providers and peers). If none was received from
customers, then it forwards the best announcement that it
receives from a peer (or from a provider if no announcement
is received from a peer) only to its customers. Following the
above policy, no valley will be formed in the routing path,
and hence the name ‘valley-free’. While this is a simplifying
assumption and does not always hold in practice [1]], [57],
[59], [64], we adopt it for this work (as done in most existing
studies), due to a lack of better models.

Path-selection policy. Each AS has a path-selection policy that
selects the best path to use for each IP prefix. We assume
an AS prefers paths from customers, then from peers, and
lastly providers, i.e., ‘local preference first’, for economic con-
siderations. Second, if two paths have the same relationship,

e.g., both are from a customer, peer, or provider, then the
AS prefers the shorter path. Otherwise, an AS breaks ties
following certain policies (e.g., preferring the one whose next
hop has the lowest AS number).

Export policy. Last, an AS uses an export policy that deter-
mines what routes (if any) to forward to a neighbor. We assume
the widely used and simplifying export-to-all policy. That is,
an AS sends the preferred announcements to all customers;
and if the preferred announcement for a prefix was received
from a customer, then it is sent to all neighbors, including
providers and peers.

III. ASPA AND OTHER POST-ROV DEFENSES

As mentioned earlier, ASPA, currently an Internet-Draft (I-
D) [3]l, appears to be a promising approach against post-ROV
attacks. In this section, we describe the mechanisms of ASPA
and several other post-ROV defenses.

A. AS Provider Authorization (ASPA)

ASPA [3] is a security mechanism designed to provide pro-
tection against route leaks. An ASPA-adopting AS publishes
a Set of Provider ASes (SPAS) to the RPKI that includes only
the ASes authorized to propagate its routes upwards. Using
these sets, an AS can verify that an AS path is valley-free
and reject paths that appear to be route leaks. Specifically,
the verification process ensures that each AS path contains
at most one segment where the route propagates upstream to
providers followed by at most one segment where it propagates
downstream to customers; at the point where the route changes
direction from upstream to downstream, it is allowed to be
propagated laterally to a peer.

The operation of ASPA is illustrated in Fig. [T(a). In this
example, ASes 777, 2, and 3 adopt ASPA. AS 777 is the
legitimate origin for prefix 1.2/16. The SPAS of AS 777
includes AS 2, while ASes 2 and 3 have only AS 0 in them to
indicate they have no providers. AS 13 leaks an announcement
of 1.2/16 that it receives from one provider, AS 2, to another
provider, AS 3. Using ASPA, AS 3 detects the route leak
because AS 13 is not in the SPAS of AS 2.

In addition to foiling most (accidental or malicious) route
leaks, ASPA makes it more difficult for an attacker to an-
nounce forged paths. This is because if an AS is not in the set
of authorized providers for the previous AS, the route cannot
be propagated upward to the attacker’s providers and can only
be sent downward to customers. For example, in [Fig. Tfa),
if AS 13 performs a forged-origin hijack with a path of 13-
777, then it will be rejected by AS 3 because AS 13 is not a
provider of AS 777 (and hence not in the SPAS of AS 777).

Note that ASPA can only validate whether a path is con-
sistent with the published ASPA records. It cannot validate
whether an announcement is actually sent along an AS-Path.
As an example, in Fig. [I(a), if AS 777 has another provider,
AS 4, which does not adopt ASPA, then AS 13 can announce
a shortest-path export-all hijack (described in with an
AS-Path of 13-4-777 to AS 3, and AS 3 will regard it as a
valid announcement since AS 4 is in AS 777’s SPAS, and will
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an intentional route leak, since an attacker can remove OTC attributes. Arrows pointing down indicate a provider to customer relationship
where customers pay providers for traffic. Horizontal lines are peer-to-peer relationships where traffic flows freely.

not be able to detect the fake announcement. This is why it is
so critical that ASPA be evaluated in the context of shortest-
path export-all hijacks, since ASPA does not protect against
forged AS paths which are consistent with ASPA records. For
protection against all kinds of path manipulation, [3]] suggests
using BGPsec; but, as we shall see in BGPsec is
ineffective under partial adoption.

B. Other Post-ROV Defenses

We next present several other post-ROV defenses from
previous works; we later evaluate their performance compared
with ASPA (and ASPAwWN) and explore whether they are com-
plementary to ASPA. These defenses include representatives
of three common approaches: filter-based defenses, defenses
against path manipulation, and defenses against route leaks
(see related work in §X).

Path-End Validation [15]]. Path-End authenticates the first
two ASes (the origin and its immediate neighbors) on an
AS path. It differs from ASPA in that instead of publishing
only providers, an AS publishes the set of all of its neighbors
without indicating the neighbor’s relationship. While Path-End
includes an extension to verify whether any link to/from an
adopting AS on a path is consistent with the Path-End record
for that AS, we only consider verification on the first two
hops (i.e., the origin and its neighbor) since it is the main
mechanism evaluated in [[15]]. In addition, we do not consider
Path-End’s prevention of route leaks since it is very limited
(only applicable to stub ASes).

EdgeFilter. This technique is described in Section 9 of RFC
7454 [|18]. It requires that an AS drops announcements coming
from an edge AS if the edge AS has forged the AS-Path. This
is possible because an announcement originating from an edge
AS should only contain its own ASN. When a provider deploys
this policy, all edge ASes connected to that provider will not
be able to manipulate the AS path to perform any of the attacks
described in this paper.

We believe that EdgeFilter is easier to deploy compared to
prefix filtering, where an allowlist of prefixes is maintained,

and announcements of prefixes outside of this allowlist are
dropped. First, EdgeFilter incurs lower maintenance overhead
and is less error-prone than prefix filtering. In EdgeFilter, the
filter can be set up when an edge AS connects to a provider,
and it is not changed unless due to special events (e.g., when
the edge AS expands and gets customers), whereas with prefix
filtering, the prefix allowlist can change often and failure to
update it accurately can result in loss of traffic. Second, with
the low overhead, the financial incentive for a provider to
deploy EdgeFilter is higher than that with prefix filtering.
We show that EdgeFilter can prevent route leak and path
manipulation attacks from edge ASes at full adoption, and is
generally comparable to other defenses under partial adoption;
see §VIIIL

While EdgeFilter is already recommended, it is not univer-
sally deployed. We do not have public data as to which ASes
use this mechanism. However, from data sources such as [7]],
[58]], we find that route leaks are often by edge ASes, and
that even large transit ASes such as Verizon did not perform
EdgeFilter as recently as 2019 [90].

Only To Customer (OTC) Attributes (RFC 9234 [5]). The
OTC attribute can be added to BGP announcements to indicate
that an announcement should only be sent to customers. If an
AS receives an announcement containing an OTC attribute
from an unexpected AS such as their customer, the AS can
know that the announcement was accidentally leaked and drop
it. The operation of OTC attributes is shown in Fig. [T[b).
In this case, ASes 2 and 3 adopt OTC. AS 2 adds an OTC
attribute OTC5 when sending the announcement to AS 13.
AS 3 can detect the route leak from leaker AS 13 because it
sees the OTC,, attribute added by AS 2.

OTC can only foil accidental route leaks, since for malicious
route leaks, a leaker can simply remove the OTC attribute,
making OTC ineffective. We see OTC attributes have been
deployed in the wild in our investigations into the RIPE and
RouteView RIB dumps [73], [[76] using bgp-kit [99], but only
by a few ASes that were not well connected.

BGPsec (RFC 8205 [53]]). BGPsec is designed to authenticate



the contents of the AS_PATH attribute in a BGP Update
message. Preventing route leaks is not a design goal of
BGPsec; it only aims to ensure the integrity of the AS path.
BGPsec is not deployed in the wild, and we show in our
simulations that it has limited effectiveness in partial adoption
scenarios, consistent with results in [[15], [28], [30], [55], [63].
We assume that the BGPsec path preference is being placed
after the AS-Path length preference (also known as security-
third) since this is the preferred choice by most network
operators (see survey [29]]). As described in [63]], BGPsec is
vulnerable to downgrade attacks. Specifically, even if an entire
network deployed BGPsec, an attacker could simply not attach
BGPsec signatures to their announcement, and all ASes would
treat it like a normal BGP announcement, only preferring
signed announcements (after AS-Path length preference [29]).
This severely limits BGPsec’s effectiveness.

BGP-iSec [63]]. BGP-iSec is a recent design that builds upon
BGPsec, but improves its support for incremental deployment
and adds defenses against route leakage. It introduces four
mechanisms: transitive signatures, protected OTC, UP at-
tributes, and ProConlID. Transitive signatures extend BGPsec
signatures to allow partial path verification. Protected OTC
uses signed OTC attributes to prevent intentional route leaks.
UP attributes use hash preimages to detect route leaks. Pro-
ConlD allows adopting ASes to specify the nearest adopting
ASes in their provider cone, preventing many shortest-path
export-all hijacks, including route leaks. BGP-iSec has a
similar computational overhead to that of BGPsec, and can
benefit from techniques that address the high computation
requirements of BGPsec [9]], [66], [89], [101]. Due to the
ProConID mechanism, BGP-iSec requires manual curation of
the adopting ASes within the provider cone.

IV. ASPA WITH NEIGHBORS (ASPAWN)

The ASPA I-D identifies a security concern, where a
provider can announce to its ASPA-adopting customer a
corrupt announcement, including a route leak or a forged-
origin hijack, without this being detected (see Section 12 in
[3] and Section 9.2 in the latest version (version 19) [4]]).
This is because ASPA records do not include information on
customers or peers, only providers.

The ASPA I-D states that such attacks would be rare, and
if they occur, legal ramifications should be used to prevent the
attack from reoccurring. While rare, attacks from transit ASes
do happen such as in [35], and settling security vulnerability
exploitation with legal disputes, especially across borders, may
be sub-optimal when compared to alternative secure solutions.
Furthermore, non-adopting providers may propagate corrupted
announcements that they receive from their customers.

We now present ASPAWNEL an extension to ASPA that we
designed to mitigate such vulnerabilities. ASPAWN extends
both the ASPA record and the ASPA policy. In the ASPAWN
record, the AS can also specify its non-provider neighbors,
i.e., customers and peers. Let us now explain the ASPAWN
verification policy.

The verification procedure of ASPAWN is applied as fol-
lows. Suppose an ASPAwN adopting AS, say AS z, receives
an announcement. If the AS-path contains an ASPAwN adopt-
ing AS, say AS y, preceded or succeeded by another AS, say
AS z, and z does not appear in the ASPA or ASPAWN records
of AS y, then the path is invalid. If no such invalid pair of
ASes, vy, z, is found in the AS-path, then AS z uses the ASPA
verification mechanism to further verify the path; if ASPA
validation is also successful, then the announcement passed
ASPAWN validation. For example, in when the attacker
announces 666-777 to its customers, the announcement will be
dropped by customers adopting ASPAwWN since AS 666 is not
listed as a neighbor of AS 777.

The ASPAwWN policy is especially helpful to protect the
ASes in the attacker’s customer cone (see §VIII-B). Addi-
tionally, as we shall see, even if only edge ASes announce
their customers and peers, then attackers will be forced to
announce an AS path of at least length 3, and ASPAWN will
be at least as strong as Path-End. This matters because for edge
and stub ASes, publishing a list of neighbors will be within
their financial interests. Also, since they have no customers
(and stub ASes will also have no peers), this will be easy and
yet make the attacks more difficult, even if transit ASes do
not partake in this optional extension.

V. POST-ROV ATTACKS

In this section, we present several well-known and one new
post-ROV attacks; the newE] attack is first-ASN-stripping. We
further describe the actions of the various post-ROV defenses
presented in §T]] against these attacks. All of these attacks are
considered post-ROV attacks because ROV does not detect
them, and thus ROV adoption has no effect on them.

A. Well-known Attacks

Forged-origin Hijack. This attack is also referred to as /-hop
attack [15]], [77]. It is an aggressive path manipulation attack
where an attacker sets the AS path to be the legitimate origin
followed by that attacker’s AS, and sends the announcement
to all neighbors. Since the first AS in the AS path is the
legitimate origin, the announcement is ROV-valid. In §ITI} we
show that for an adopting origin, ASPA can foil this attack
when the announcement is sent to a provider, while it fails
when the announcement is sent to a customer or bilateral peer.
In contrast, ASPAwWN foils this attack in both cases. Path-End
can foil this attack since an adopting AS declares a set of valid
neighbors (“next hops”).

2. After submitting this paper, we learned of a closely related extension
of ASPA called ASRA (AS Relationship Authorization) 23], [26], [85], with
two verification algorithms, ASRA-Alg. A and ASRA-Alg. B. We believe that
ASPAWN is simpler than these two algorithms, while has the same or very
similar security benefits as ASRA-Alg. B, and significantly better security
benefits than ASRA-Alg. A. Our work was developed independently and
concurrently with ASRA.

3. Some people may have been aware of or suspected the first-ASN-
stripping attack, e.g., the ASPA I-D recommends defenses which may be
designed to prevent it, but we did not find previous publication on this attack.



() Adopting AS

<3> (O Attacker
l Defense Relationship Forged Path

@<

9 ROV Any 666-777
OTC Any 666-777

BGPsec Any 666-777

Path-End Any 666-2-777

@ ASPA Providers 666-3-2-777
ASPA Peers 666-3-2-777

16‘;%;‘;“3‘“ ASPA Customers 666-777
ASPAWN Any 666-3-2-777

Fig. 2: Example shortest-path export-all attacks against
different defenses. If the receiving AS does not apply
enforce—first—AS, then the attacker can further remove

its own ASN (666) from the path; see [§VIII-C

Shortest-Path Export-All. In this attack, an attacker exports,
to all of its neighbors, the shortest AS path that will not
be dropped by ASes adopting the defense mechanism(s) in
use, including the defenses being evaluated (with different
adoption percentages). This effective attack has been evaluated
in several works [33]], [63]. When the defense is adopted by
only a small percentage of the ASes, shortest-path export-all
may be less effective than an aggressive attack that ignores
the defense mechanism. Indeed, we found that before ASPA
adoption reaches about 20%, forged-origin hijack is more
effective. However, as adoption further increases, shortest-path
export-all becomes more effective (see §VIII).

The AS path exported by the attacker in the shortest-path
export-all may depend on the specific defense mechanism
being evaluated. We demonstrate a few of these options in
In this example, AS 777 is the legitimate origin. It
has a provider, AS 2, which has a provider, AS 3. For ASPA,
since AS 777 and AS 2 adopt ASPA, while AS 3 does not
adopt it, AS 666 will have to announce an AS path of 666-3-
2-777 to its providers, faking as if it is a provider of AS 3, to
avoid detection by any ASPA AS within the attacker’s provider
cone. When sending to peers and/or customers however, the
attacker only needs to send an AS path of 666-777, since
ASPA records do not contain information regarding peers or
customers, so a forged-origin hijack is all that is needed to
circumvent ROV (which we assume all ASes deploy for this
work). This intuitively also motivates ASPAWN (see §IV)),
since the attacker will have to send an AS path of 666-3-2-777
to its peers and customers to evade detection.

Path-End, on the other hand, only validates the next hop
from the origin. Therefore, the attacker just needs to use an AS
path of length three, containing the legitimate origin (victim),
the legitimate origin’s provider, and its own ASN, to evade
detection. In the attacker merely needs to announce
666-2-777 to avoid detection by Path-End ASes.

For BGPsec, shortest-path export-all is the same as forged-
origin hijack, since BGPsec allows announcements without
signatures, e.g., if the announcement is passed via a non-
adopting AS.

Route Leak. While a route leak can be announced maliciously,
often route leaks are accidental misconfigurations [5]. As
mentioned earlier, ASPA can foil route leaks (both accidental
and malicious), while OTC can only foil accidental route
leaks. Therefore, we compared (in the effectiveness of
ASPA and of OTC in preventing (only) accidental route leaks.
We found that ASPA and OTC achieve identical performance
for accidental route leaks for non-adopting leaking ASes; we
prove this property in Appendix

BGPsec is not designed to prevent route leaks, while BGP-
iSec has multiple mechanisms to defend against route leaks.
Path-End only has a very limited mechanism against route
leak, which we do not consider in this work. EdgeFilter is
effective in defeating route leaks for a leaker that is at the
edge and the providers of the leaker adopt EdgeFilter.

B. First-ASN-Stripping Attack

When AS x sends an announcement to AS vy, it should
prepend its own ASN to the AS-path in the announcement.
Correspondingly, when AS y receives an announcement from
AS =z, it should verify that x is the first ASN in the
AS-Path received from xz; this validation is referred to as
enforce-first—-AS. However, not all BGP routers per-
form enforce—-first—AS validation; in fact, it is often not
even the default (at least not by default; see [Table TJ).

In the first-ASN-stripping attack, an attacker exports an
announcement with an AS path that contains the legitimate
origin ASN, without prepending its own ASN, when exporting
to an AS that does not perform enforce-first-AS val-
idation. The AS path may contain only the origin ASN, like
in the regular prefix hijack, or it may contain the shortest AS
path which suffices to prevent dropping by ASes adopting the
evaluated defense, like in the shortest-path export-all attack.
To the best of our knowledge, the first-ASN-stripping attack
is novel, i.e., it has not been presented in prior publications.

The first-ASN-stripping hijack attack results in a shorter
AS-Path, and hence a higher chance of attracting traffic. For
instance, in where for regular shortest-path export-all
hijack, the attacker (AS 666) sets the AS path to 666-3-2-
777 to its provider to bypass ASPA, the attacker will instead
announce a shorter AS path, 3-2-777, with first-ASN-stripping
hijack. Similarly, for a regular forged-origin hijack, AS 666
sets the AS path to 666-777, but with first-ASN-stripping
hijack, it will simply use 777 as its AS path.

We believe that first-ASN-stripping hijack is often feasible,
since the option to check for the neighbor AS is typically con-
figurable in routers, as the enforce-first—AS option [2],
[20], [46], [94]. ASes may turn this option off when they
remove their own ASN from the AS-Path to shorten the path
and attract more traffic [39]. They also do this by default
when peering to transparent route servers. In fact, transparent



TABLE I: Default behaviors and per-neighbor enforcement features
of several popular router vendors for enforce-first—-AS. Cisco
does not support per-neighbor enforcement of the first ASN [12],
meaning if the setting is disabled to connect to a route server, it is
disabled for all other BGP neighbors.

Enforce 1st AS  Per-Neighbor

Vendor by Default Enforcement
Cisco Y N
Juniper N Y
Arista Y Y
BIRD N Y

route servers do not prepend their own ASN to the AS path
(defined in [435]]), so this attack can be done by transparent
route servers, and may be feasible also to their customers. This
is because when an AS is peered to a transparent route server,
they must turn off enforce-first-AS for the peering (see
Section 2.2.2.1 in RFC 7947 [45])).

We have found that the enforce-first-AS is not
enabled by default on all routers. Specifically, we have seen
that this option is disabled by default on BIRD routers [19]
and Juniper routers [39]], while it is enabled by default on
both Cisco and Arista routers. On Cisco routers, although it is
enabled by default, it is a global setting, meaning that a router
that is connected to a transparent route server must have this
setting turned off for all of its other neighbors. The global
scope of the enforce-first—AS setting has been an open
issue for Cisco for over 10 years, last updated in 2023 [[12]]. It
is also important to note that a motivated attacker could simply
seek out a provider that would be vulnerable to this attack.
While there is no readily available data for us to quantify how
many ASes do not enforce this option, we know at a minimum
that all Cisco routers connected to a transparent route server
have this setting turned off [|12]], so all ASes connected to those
routers could launch this attack. We present an upper bound
of the impact of this attack in and summarize the
vulnerabilities in We have notified all major vendors
that do not have enforce-first—AS as the default option,
as well as Cisco about how their open vulnerability can be
exploited.

The vulnerability of not enforcing the first-AS is, to some
extent, attributable to the requirement language in Section 6.3
of RFC 4271 [71]. It states “the local system MAY check
whether the leftmost (with respect to the position of octets
in the protocol message) AS in the AS_PATH attribute is
equal to the autonomous system number of the peer that sent
the message.” This language allows ASes to not deploy the
enforce-first—-AS mechanism, and thus become vulnera-
ble to first-ASN-stripping hijack. In the ASPA I-D, it is pointed
out that the attacker may remove themselves from the AS-Path
to attract more traffic, and the requirement is amended to say
MUST instead of MAY. However, ASPA does not require that
the enforce-first—-AS option be used with route servers
(Section 6 in ASPA I-D) [3].

VI. SIMULATION SETUP

Our simulations extend BGPy [23]], a thoroughly tested,
open-source BGP simulator, used in previous works [62]], [63]].
We have extended BGPy to include all the attacks and defenses
described in this paper, and open source our extensions at [21].

Our evaluation uses CAIDA’s Internet-scale AS topology
(April 2024) with relationships marked as peer-to-peer or
customer-to-provider [10]. We assume ROV is deployed at
all ASes. For each defense policy, we assess partial adoption
scenarios, varying adoption from 1% to 99%, while the rest
of the network runs BGP/ROV. Following prior works [62],
[63]], we categorize the ASes into tier-1, edge, and other transit
ASes. For a certain adoption percentage of a defense policy,
unless otherwise stated, we assume uniform random adoption
across all ASes. Each setting is tested with 1000 trials, and
results are presented with 95% confidence intervals.

In each simulation run, the victim (i.e., the legitimate origin
of a prefix) is selected from the edge ASes (stub or multihomed
ASes). We also assume that the victim/legitimate origin always
announces a ROA for their prefix. The attacker (or attackers in
the multi-attacker case) is an edge AS or transit AS. Attacker-
victim pairs remain consistent across the percent adoptions,
and attacker-victim pairs are selected randomly for each trial.

Since we attempt to evaluate the effects of the security
policy, we assume the victim AS (i.e., the legitimate origin)
always adopts the security policy. This is because if the victim
did not adopt the security policy, then the security policies such
as ASPA and Path-End would have no effect and we would
be evaluating BGP rather than the desired security policy.
Additionally, for simplicity, ASes that adopt ASPA in our
simulations both filter using ASPA and publish ASPA records;
similarly for ASPAWN.

For this work, we focus on attacker success rate, i.e., the
percentage of ASes in the overall topology that route back
to the attacker on the data plane. We investigate the data
plane (the actual paths for the data packets) rather than the
control plane (the existence of a prefix in the routing table)
since control plane metrics can significantly underestimate the
effectiveness of certain attacks [62].

While we also measured disconnections and successful
victim connections, we observed that the disconnection rate
is close to zero, and hence the victim’s successful connection
rate is the complement of the attacker’s success rate, and thus,
we did not include these results.

VII. THE NEED FOR POST-ROV DEFENSES

Recent measurements [[14]], [41]], [52]], [54], [[72], [[75], [ 78]
show that ROV enforcement has increased significantly in the
past several years, particularly in tier-1 and upper-level ISPs.
We have aggregated these data sources in a tool that we open
source to the community [22]. In this section, we use various
data sources to evaluate the impact of ROV enforcement on
prefix and subprefix hijacks, as well as post-ROV attacks. For
the first time, we now find that with current ROV adoption, the
post-ROV attacks that we evaluated are already more effective
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Fig. 3: ROV deployment based on measurements from existing
studies [14], [41], [52], [54], (721, [75], [78]. Each bar represents
the results from one existing study, where the number on top of the
bar represents the number of ASes likely adopting ROV estimated
from that study; the leftmost bar represents the aggregate from all the
studies (it represents the number of unique ASes, and hence is lower
than the total sum from the individual studies). For the study of [41]
(marked as ‘Friends’), we use stacked bars to show the numbers
of ASes in the multiple categories defined there (corresponding to
different levels of evidence of ROV enforcement).
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Fig. 4: ROV deployment status for the ASes in categories 3, 6, and 7
from [41]. Only the ASes in the CAIDA topology [10] are considered,
and hence the total number of ASes is 595 (marked with ‘all’), lower
than the corresponding value in[Fig. 3] For each type of ASes, the bar
represents the percentage of ROV adopting ASes of all the ASes in
that type in the CAIDA topology, where ‘all’ represents the aggregate
of all AS types, including stub, multihomed, and transit ASes (tier-1
is a subset of transit). The number on top of each bar represents the
number of ASes corresponding to the bar.

than prefix hijacks, i.e., post-ROV defenses such as ASPA are
already needed.

A. Methodology

For the results of this section, i.e., the need for post-ROV
defenses, we evaluate the defenses provided by the current
ROV enforcement against three types of attacks: (i) prefix
hijack, where an attacker announces the same prefix as the
legitimate origin of a valid announcement, (ii) subprefix hijack,
where an attacker announces a subprefix of the prefix used by
the legitimate origin of a valid announcement, and (iii) forged-
origin hijack, where an attacker sets the AS-path to be the
legitimate origin followed by itself to avoid being detected by
ROV (also discussed in [§V).

Subprefix hijacks are significantly more effective than prefix
hijacks since there is no competing subprefix. However, for
prefixes of length /24, an attacker can only use prefix hijack,
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Fig. 5: Attacker success rate with current and future ROV deploy-
ment. The x-axis marks the percent of additional adoption relative to
the current ROV deployment estimated from [41].

since most ASes do not allow prefixes longer than /24 and so
a subprefix attack would be dropped in such cases [91]].

ROV foils both prefix and subprefix hijacks by identifying
the attacker’s announcement as invalid. On the other hand, a
forged-origin hijack avoids ROV detection by appending the
legitimate origin to the AS-Path. While this attack does have
a longer AS-Path than a prefix hijack, it is unaffected by the
percentage of ROV adoption (since it evades ROV detection)
and thus becomes the most effective of the three attacks when
ROV adoption exceeds a threshold.

B. Impact of ROV Adoption

We detail the number of ASes deploying ROV from existing
studies in While existing measurements all show
significant ROV enforcement, they use different methodologies
(see [41]], [78]), and their results are not always comparable.
For example, RoVista [54] assigns a probability to each AS,
whereas [41]] assigns each AS to a category.

To be conservative, we only look at the datasets individually
(rather than merging them). In the following, we present the
results using the data from [41], one of the latest studies
on ROV enforcement. While the study in [41] classifies
ASes into several categories, we choose only the categories
with strong evidence of ROV enforcement, i.e., category 3
(“strong depreference of ROV invalid”), category 6 (“direct
positive evidence of ROV™), and category 7 (“strong positive
evidence of ROV”). Appendix |A| discusses the results from
other datasets, which show similar trends.

[Fig. 4] plots ROV deployment by AS type as defined in [70]
using the above three categories of data from [41]. We see
that 60% (i.e., 12 out of 19) tier-1 ASes adopt ROV, which
can greatly reduce the impact of prefix and subprefix hijacks;
other studies in [14], [54] show even more enforcing tier-1
ASes.

In we present attacker success rate with the current
and future ROV deployment under the three types of attacks,
i.e., subprefix, prefix, and forged-origin hijacks. Specifically,
0% on the x-axis represents the current state of ROV deploy-
ment according to [41]]; additional percentages of future ROV
deployment (10%, 20%, 50%, 80%, and 99% more future
ROV adopting ASes) are also plotted. We observe that, while



subprefix hijack is the most effective attack under the current
ROV deployment, at around 50% of additional ROV adoption,
even subprefix hijack will be less effective than forged-origin
hijack.

For /24 prefixes, an attacker cannot perform a subprefix
hijack since ASes will drop prefixes that are more specific
than /24. In this case, the attacker can use a prefix hijack or
a forged-origin hijack, and as can be seen in a forged-
origin hijack is already more effective than prefix hijack.

Therefore, even under such conservative estimates, attackers
will start using forged-origin hijacks to avoid ROV detection
when attacking /24 prefixes. According to the NIST RPKI
validator [65], there are currently 13 million prefix-origin
pairs containing a /24 prefix. For subprefix hijacks to shorter
prefixes (shorter than /24), deaggregating such prefixes to /24
prefixes is a recommended defense [77], which can also be
hijacked by a forged-origin hijack.

This issue of forged-origin hijack is critical, because the
percentage of ROV adoption does not affect the attacker
success rate of a forged-origin hijack. Indeed, as shown in
this hijack attracts traffic from approximately 30% of
ASes regardless of the ROV adoption. We must look to post-
ROV defenses like ASPA to protect against these post-ROV
attacks, and these defenses are needed foday rather than in
some far-off distant future.

VIII. SECURITY EVALUATION

In this section, we evaluate the effectiveness of the various
post-ROV defenses (§ITI) against the post-ROV attacks (§V)),
namely path manipulations and route leaks.

A. Forged-origin Hijack

Contrary to prior works [74]], [95], we find that, ASPA
performs very well against forged-origin hijack under partial
adoption, even when none of the tier-1 ASes adopts ASPA. In
the following, we first present the results when the adoption
of defense mechanisms is uniform random among the ASes
(Fig. 6[a)), and then the results for ASPA under various
adoption scenarios (Fig. 6(b)).

In[Fig. 6{(a), we plot the attacker success rate from all ASes
with various defenses against an edge AS attacker. The results
for BGP-iSec, BGPsec, EdgeFilter, ASPA, and Path-End while
increasing the percentage of adoption are shown in the figure.
The horizontal line marked with ‘ROV’ shows the results when
ASes adopt ROV and no additional defense is used. This is
a horizontal line since post-ROV attacks are not detected by
ROV, and thus it serves as a baseline for the scenario when
ASes are deploying no defense against post-ROV attacks.

We see that BGPsec provides the least impact among all
post-ROV defenses, even under a high adoption rate, consistent
with results in earlier studies [15]], [28], [30], [55], [63] and
described in

ASPA performs slightly worse than Path-End and BGP-
iSec. This is because ASPA ASes that receive the forged-
origin hijack from a provider will not consider the hijack
invalid (see one example in [Fig. 12). BGP-iSec and Path-End

perform identically and perform slightly better than ASPA.
Typically BGP-iSec checks every hop along the AS-path,
whereas Path-End checks only the origin and the next hop.
However, since forged-origin hijacks only have one forged
hop in the AS-Path, both BGP-iSec and Path-End perform
identically. EdgeFilter can only drop the hijack announcement
when all direct providers of the attacker adopt EdgeFilter
(and drop the hijack announcement) and hence has worse
performance than ASPA, Path-End, and BGP-iSec.

We also evaluated the impact of using EdgeFilter together
with other policies. Adding EdgeFilter to ASPA does not lead
to additional benefits, since EdgeFilter is only effective if
all providers of an edge attacker adopt EdgeFilter, and for
a forged-origin hijack, the effect will be the same if these
providers adopt ASPA (they will also drop the announcement
based on ASPA records). [Fig. 6[a) shows that EdgeFilter
and EdgeFilter+BGPsec are visually indistinguishable, due to
the low impact of BGPsec under partial deployment. Similar
trends can be seen for transit AS attackers in Appendix

Impact of ASPA in various adoption scenarios. We next
evaluate ASPA in several scenarios to compare against prior
works. [Fig. 6[b) plots the results of three ASPA adoption
scenarios: only edge ASes adopt ASPA, no tier-1 AS adopts
ASPA, and tier-1 ASes adopt first (i.e., the rest of the adopters
are chosen randomly from the non-tier-1 ASes). The results
for uniform random adoption that we presented earlier are
also presented in the figure for comparison. In contrast to
prior works [[74]], [95]], we see that ASPA is effective against
forged-origin hijack, even when none of the tier-1 ASes adopts
ASPA. As expected, tier-1 ASes adopting first leads to the
lowest attacker success of all the scenarios. On the other hand,
ASPA still is highly effective under random adoption and no
tier-1 adoption. Therefore, our results motivate the adoption
of ASPA at intermediate and edge ASes. The results when
only edge ASes adopt ASPA are only slightly better than that
of ROV, which is expected, since these adopting edge ASes
receive hijack announcements from their providers most of the
time, which ASPA does not protect against.

B. Shortest-Path Export-All Hijack

The shortest-path export-all attack was not evaluated against
ASPA in [74], while [95] states that it was no more effective
than a forged-origin hijack. Our results disagree with this and
show that shortest-path export-all attack becomes significantly
more effective than forged-origin hijack when adoption in-
creases; it has some advantage already at 20% adoption, and
at 50% the advantage is quite dramatic (comparing [Fig. 6{a)
and[Fig. 7(a)). This is because when many ASes deploy ASPA,
attacks that bypass ASPA (such as the shortest-path export-all
hijack) outperform attacks that ASPA prevents (such as the
forged-origin hijack).

For this attack, we consider edge and transit AS attackers.
Since this is a more powerful attack than a forged-origin hijack
when the adoption rate is high, we present results for both
single and multiple (ten) edge attackers. For transit attackers,
where ASPA has known vulnerability (see §[V), we further
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Fig. 6: Impact of different defenses against forged-origin hijack from an edge AS attacker. In (a), the results for BGP-iSec and Path-End
are visually indistinguishable, and also visually indistinguishable from their results when combined with EdgeFilter. Similarly, the results of
EdgeFilter (alone) are visually indistinguishable from EdgeFilter+BGPsec. In (b), in contrast to prior works [74], [95]], we show ASPA is
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Fig. 7: Results of various defenses against shortest-path export-all attacks from edge AS attackers. The legend for (b) is the same as that

for (a) and is omitted.

present the results of ASPAWN, our proposed extension to
ASPA, to address this vulnerability. As mentioned in §M for
BGPsec, the forged AS-Path in the shortest-path export-all
hijack is the same as the forged AS-Path in the forged-origin
hijack. We hence omit BGPsec from the following graphs to
avoid cluttering them.

Single edge attacker. [Fig. 7(a) presents the results of various
defenses against shortest-path export-all with a single attacker
at the edge of the network. For Path-End, the attacker will
announce an AS path of length three to evade detection. As a
result, the hijack rate is a flat line, independent of the adoption
percentage. At a low adoption rate, this attack leads to longer
AS paths, and hence a lower hijack rate than forged-origin
hijack (which has an AS path of length two). For example,
when only a single AS adopts Path-End, the hijack rate under
shortest-path export-all is 11% lower compared to forged-
origin hijack (see the leftmost point in [Fig. 7(a) and that in
[Fig. 6(a).). As the adoption rate increases, the hijack rate under
shortest-path export-all becomes higher than that of forged-
origin hijack, i.e., an attacker will be more motivated to use
shortest-path export-all rather than a forged-origin hijack.

We see from [Fig. 7(a) that ASPA performs similarly to Path-
End in early (<50%) adoption. This is because, in this case,
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for both defenses, an edge AS attacker will announce a path
of length three to its providers in order to avoid detection. For
a higher adoption rate, ASPA outperforms Path-End, since,
unlike Path-End, increased ASPA adoption will eventually
force an attacker to use a longer path. Specifically, if the
legitimate origin and all of its providers have adopted ASPA,
then the attacker must search the origin’s providers’ providers
for a non-adopting AS, making the AS path at least length
four. In this way, as ASPA adoption increases, the length of
the AS path in the shortest-path export-all attack also increases
and attacker success decreases, eventually reaching 0% at full
adoption of ASPA when no more plausible paths exist that
the attacker can use without detection. BGP-iSec outperforms
ASPA+EdgeFilter slightly here due to its stronger security

guarantees (see [SIII)).

In [Fig. 7(a), as expected, EdgeFilter leads to a 0% attacker
success rate at full adoption against an attacking edge AS. At
50% adoption, it performs in line with Path-End and ASPA,
and afterwards slightly outperforms both ASPA and Path-End.
This is because as the adoption increases, it is more likely that
all providers of the attacker adopt EdgeFilter, and hence the
hijack announcement will more likely be dropped. Note that
EdgeFilter can be deployed easily today by most ASes. On the
other hand, attackers may find some AS that does not adopt



EdgeFilter and become its customer, circumventing EdgeFilter.

Last, when EdgeFilter is combined with Path-End or ASPA,
both of these combined policies perform better than all other
defenses, with EdgeFilter+ASPA performing slightly better
than EdgeFilter+Path-End above 50% adoption.

Multiple edge attackers. We next consider multiple edge
attackers, e.g., larger-scale attacks that can be performed by
nation-states. [Fig. 7(b) plots the results of various defenses
when using ten (10) attacking edge ASes that are randomly
selected from the network. Compared to the results with a
single edge attacker in |[Fig. 7(a), it is clear that 10 edge
attackers lead to a significantly higher hijack rate. For example,
with a single adopter (i.e., the leftmost point in [Fig. 7(b)),
the hijack rate is increased by around 26% with 10 attackers
compared to having a single attacker for all policies that force
an initial shortest path length of three (e.g., ASPA, Path-End);
for ROV and EdgeFilter, the increase is 30%.

The effect of EdgeFilter defense against ten (10) attacking
ASes is significantly reduced compared to its effect against a
single edge attacker. This is expected, since the probability of
having all the providers of the 10 attackers deploy EdgeFilter
is significantly lower than that with a single attacker. For the
other policies, the trend with 10 attackers is similar to that
with a single attacker. On the other hand, the gap between
ASPA and Path-End when there are 10 attackers is larger than
that with a single attacker, indicating larger benefits of ASPA
over Path-End with multiple edge attackers. The same is true
when comparing BGP-iSec to ASPA, and the same is true for
ASPA+EdgeFilter versus Path-End+EdgeFilter.

In the shortest-path export-all attack, the attacker must
announce a long path to compete with the existing prefix
from the legitimate origin in order to evade detection by
the defense policy. Due to the length of this AS-Path, the
attacker typically only wins the traffic from their provider
cone, since announcements from customers are preferred over
announcements from peers and providers. Multiple attackers
will have significantly more ASes contained within their
respective provider cones and thus will win significantly more
traffic than a single attacker.

Transit attacker. While intuitively it is not common for transit
ASes to launch hijacks (since it would erode trust and hurt
their business model), such hijacks can happen [35]. We next
consider shortest-path export-all by a transit AS, which is
randomly selected among all transit ASes, excluding tier-1
ASes, since it is very unlikely that a tier-1 AS would perform
such hijacks.

[Fig. 8(a) and (b) present the results. EdgeFilter has no effect
in this case, and hence the results of EdgeFilter and ROV
coincide with each other. We again see that the hijack rate in
[Fig. 8[a) is higher than that with a single edge AS attacker
(see[Fig. 7(a)). In addition, ASPA has a similar performance as
Path-End at a low adoption rate and then outperforms Path-
End despite its vulnerability in protecting customers of the
transit attacking AS. ASPAwN has a minimal effect on the

11

overall internet since it is specifically focused on the attacker’s
customer cone, and thus this line is visually indistinguishable
from ASPA. BGP-iSec outperforms ASPA by a significant
margin due to its stronger security guarantees (discussed in
).

[Fig. §(b) presents the results for the customer cone of the
attacking transit AS. That is, the hijack rate is obtained only
considering the ASes in the customer cone of the attacker. In
this case, not surprisingly, ASPA has a higher hijack rate than
Path-End. This is because ASPA does not protect against these
types of path manipulations against customers (see §IV).

On the other hand, ASPAWN results in a significantly lower
hijack rate than both Path-End and ASPA. Note that even when
the adoption rate is 100%, the hijack rate under ASPAwWN and
BGP-iSec remains above 40%. This is unavoidable since it
is due to ‘doomed ASes’, i.e., those customers of the transit
AS that have no other ways of routing the traffic beyond the
transit AS. BGP-iSec performs similarly to ASPAwWN since
it checks transitive signatures at every hop along the AS-
Path. The above shows that ASPAWN is effective in resolving
ASPA’s vulnerability to attacks from transit ASes against their
customer cones.

C. First-ASN-Stripping Attack

We now present the results under first-ASN-stripping attack
from an edge attacker. While we believe that this attack can
be launched by a large number of ASes and all transparent
route servers (see [§V-B| and [Table 1)), we do not have actual
data on which ASes are vulnerable to first-ASN-stripping. For
simplicity, we assume that all the ASes are vulnerable, which
is clearly an overestimate, and hence our results present an
upper bound on the impact of this attack. While we select
the attacker randomly from edge ASes, it is important to note
that a motivated attacker could simply seek out and become a
customer of one of the ASes or IXPs that are vulnerable, i.e.,
those that do not apply enforce-first-AS.

In the first-ASN-stripping attack, when the defense is only
ROV (.e., no other post-ROV defenses), to attack a legitimate
origin, z, the attacker a will simply set the AS path to be z,
instead of a-x (i.e., instead of using a forged-origin hijack);
this suffices to evade ROV. [Fig. 8[c) compares the results
of these two cases (i.e., ROV with first-ASN-stripping and
forged-origin hijack). We see that first-ASN-stripping hijack
leads to a 20% higher hijack rate compared to forged-origin
hijack when assuming no enforce-first-AS, i.e., first-
ASN-stripping attack can be performed. The above results in-
dicate that the first-ASN-stripping attack can have a significant
impact on routing security.

We further evaluate the impact of the first-ASN-stripping
attack with ASPA, BGP-iSec, and Path-End defenses. In all
cases, we assume that the attacker does shortest-path export-all
hijack, but removes itself from the AS path. For Path-End, this
leads to a path length of two, the same path length as that under
forged-origin hijack with ROV defense. We see in [Fig. §|c)
that the hijack rate under Path-End is visually indistinguishable
from that under forged-origin hijack with ROV. For ASPA and




100 100

—— ROV -+~ ROV, first-ASN-stripping
" -+~ Path-End - . - <% Path-End, first-ASN-stripping
g 80 ok ASPA/ASPAWN o 80 g 8 —— ROV, forged-origin
g —4— BGP-iSec g g —d— ASPA, first-ASN-stripping
g 60 g 60 g 60 —— BGP-iSec, first-ASN-stripping
< i~ <
g F 4+ rov 3 oo | .
< < K < 40
L O + + £ o ASPA 2
g ) ) ) " | 3 -+~ Path-End ]
S 20 ATk 8 20 ASPAWN & 20
¥ —— BGP-iSec
Doomed ASes
0 0 0
0 20 40 60 80 100 0 20 40 60 80 100

Percent Adoption

(a) From a transit AS (not tier-1) attacker.

Percent Adoption

(b) Results for the attacker’s customer cone.

Percent Adoption

(c) Results under first-ASN-stripping hijack.
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against forged-origin hijack for comparison.

BGP-iSec, the hijack rate decreases with the adoption rate and
eventually reaches zero at full adoption.

D. Accidental Route Leaks

Preventing route leaks is stated as a major goal in the
ASPA specifications. We next compare ASPA and OTC under
accidental route leaks, since OTC can only prevent accidental
route leaks, and most route leaks are believed to be uninten-
tional [87]. As such, a leaker does not manipulate the AS
path and path attributes when leaking a route (so the OTC
attribute is not dropped). In addition, we assume the leaker
does not adopt OTC or ASPA, and leaks a route due to
misconfigurations. We only consider route leaks in the form
of violating valley-free routing, i.e., leaking a route from a
non-customer (provider or peer) to another non-customer.

In the following, we consider two scenarios with a single
leaker: when the leaker is a multihomed AS, and when it is a
transit AS. We do not simulate route leaks from a stub AS (i.e.,
has a single provider) since its provider should drop any route
leaks due to the loop prevention mechanism in BGP. In our
simulations, when selecting a leaker, the legitimate origin is
chosen as an edge AS that is not within the leaker’s customer
cone. In that way, the leaker always receives the announcement
that it is leaking from a peer or a provider and leaks the best
announcement received in its local RIB to providers and peers.

Leak from a multihomed AS. [Fig. 9(a) plots the results from
a multihomed AS. Again, contrary to prior works [74], [95]
we find that ASPA performs well under random adoption.
Since Path-End and BGPsec do not defend against route
leaks, their results coincide with that of ROV. Since BGP-
iSec uses a signed OTC attribute, its results are equivalent
to OTC. We also observe that the attack success rates under
ASPA and OTC are identical. In fact, we prove that they
provide equivalent protection in the settings we simulate in
Appendix |B| EdgeFilter performs slightly worse than ASPA
and OTC. Additionally, OTC+EdgeFilter, ASPA+EdgeFilter,
and ASPA+OTC+EdgeFilter are visually indistinguishable, all
better than using ASPA or OTC alone. The benefit of using
EdgeFilter with ASPA or OTC is that if the provider of the

leaker that receives the leaked route adopts EdgeFilter, it will
discard the leaked announcement, while this will not happen
if this provider adopts ASPA or OTC (recall we assume that
the leaker does not adopt ASPA or OTC).

ASPA adoption scenarios with a multihomed AS leaker.
We now evaluate ASPA under different adoption scenarios.
[Fig. 9(b) plots the results with a multihomed AS leaker under
four adoption scenarios: only edge ASes adopting, no tier-1
AS adopting, tier-1 AS adopting first, and uniform random
adoption. Contrary to prior works [74], [95], we find that
ASPA performs well even when none of the tier-1 ASes
adopts ASPA. Of course, when tier-1 ASes adopt first, ASPA
performs better than other scenarios, as expected. However,
random adoption of ASPA also performs only about 5%
worse and reduces the hijacks considerably when compared
to the baseline scenario (i.e., only using ROV). Even when
no tier-1 ASes adopt ASPA, ASPA still performs well. While
edge AS adoption is also impactful, as quantified by the
random adopting ASes, they must be coupled with transit ASes
adopting, or else they will be unable to detect the hijack, and
thus the results are the same as the baseline results (when only
using ROV).

Leak from a transit AS. For the accidental route leak from a
transit AS, we compare the performance of ASPA, OTC, BGP-
iSec, and ASPA+OTC. We do not consider EdgeFilter since
the route leak is by a transit AS. Additionally, since it is not
possible to leak an announcement to customers, the customer
cones of transit ASes are not considered in the resulting
metrics. The results are presented in [Fig. 9(c). We see that
once again, ASPA, OTC, BGP-iSec, and their combinations
all provide identical results.

IX. DISCUSSION
A. Defending against Route Leaks: ASPA vs. OTC

We have observed from our simulations that ASPA and
OTC are equally effective at preventing accidental route leaks.
In Appendix we present an analysis that shows that if
adopting ASes would not perform (accidental) route leaks,
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then ASPA and OTC are indeed equally effective. Even
without this assumption, our simulations show that ASPA
performs only negligibly better than OTC (their results are
visually indistinguishable). Hence, against accidental route
leaks, adopting OTC already provides benefits equal to what
will be provided by adopting ASPA.

However, ASPA has further advantages over OTC. Most
significantly, ASPA protects against intentional route leaks,
where OTC attributes will be stripped by the attacker, and
have no impact. ASPA also prevents many path manipulation
attacks as shown in this paper (see §IX-C). Additionally,
the study in [40] shows that a small fraction of ASes may
remove transitive attributes such as OTC attributes, foiling
OTC. Furthermore, adding OTC attributes slightly increase
the size of the announcements, whereas announcing an ASPA
record does not change the size of announcements.

B. Adoption of EdgeFilter
As can be seen in [Fig. 6] [Fig. 7] and [Fig. 9] the simple

EdgeFilter mechanism is very effective at preventing numerous
path manipulation attacks and misconfigurations. EdgeFilter
is a recommended security practice [[18] which is already
deployed in multiple ASes, although it is not yet universally
deployed (§III). It would be best if EdgeFilter is universally
deployed, and in particular, deployed in conjunction with other
security mechanism(s). Note that attackers may selectively use
providers that do not perform EdgeFilter; further research is
required to study the viability and impact of chosen-location
attackers, i.e., attacks where the attacker can choose among
multiple possible locations for its AS in the Internet. This is
also very relevant for the first-ASN-stripping attack.

C. ASPA vs Alternatives against Path Manipulation Attacks

We compared, using simulations, ASPA, ASPAwN, Path-
End, BGP-iSec, and BGPsec as defenses against (intentional)
post-ROV attacks. BGPsec was standardized since 2017 [53]
and yet is still not deployed. As can be seen in [Fig. 6, when
assuming BGPsec is deployed security third [29] (discussed
in IM), BGPsec barely improves on the performance of
BGP/ROV, and both ASPA and Path-End significantly out-
perform it.
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While BGP-iSec significantly improves upon the security
of BGPsec and is the most secure policy we tested against
intentional hijacks, it has the same deployment challenges as
BGPSec along with additional operational overhead from the
ProConID mechanism. There have been works on optimizing
BGPsec and reducing overhead from signature verification,
and further research should apply these techniques and ad-
ditional techniques to reduce the computational overhead of
BGP-iSec.

On the other hand, BGP-iSec may have additional bene-
fits in real-world scenarios, since, like previous works, our
simulations assume that if an announcement is exported to a
provider, then it is exported to all providers. Further research
should use measurements to perform more realistic simulations
using realistic AS export policies, possibly by measuring and
identifying the export policies of the ASes on the Internet. In
such simulations, we expect BGP-iSec to provide additional
security benefits over ASPA, since ASPA only checks for
plausible paths (based on AS relationships), whereas BGP-
iSec requires attackers to abuse existing, real-world paths.

We presented ASPAWN, an extension of ASPA. ASPAWN
provides advantages over ASPA, especially in the case of
the attacker’s customer cone, where it performs significantly
better. We believe that ASPAWN has similar security properties
as ASRA Algorithm B [85]], which was developed indepen-
dently and in parallel. Further research is required to confirm
this and evaluate the different options among the two ASRA
algorithms, ASPAWN, and other variants.

We also presented the first-ASN-stripping hijack, a powerful
post-ROV attack. We recommend that routing software enables
the enforce-first—AS option by default to prevent abuse
by ASes, and this option should be set per neighbor, rather than
globally. We note that this will not prevent transparent route
servers from launching this attack, and similar to EdgeFilter,
a motivated attacker may simply avoid providers that enable
this enforce-first—-AS option. Note that this further
motivates ASPA since, as shown in[Fig. 8|c), ASPA effectively
defends against this attack.



X. RELATED WORK
A. Contrasting Results to Prior Works

Two recent studies [74], [95] evaluated the effectiveness
of ASPA using simulations. Compared to them, our work
provides a more comprehensive evaluation, covering a wider
range of attack scenarios (path manipulation, accidental route
leaks, edge and transit attackers, as well as single vs multiple
attackers). Most importantly, we believe that our findings may
help to avoid possible misleading conclusions that could be
drawn from [74], [95]. Let us explain.

Both [74]], [95] come to the conclusion that ASPA is
ineffective when not deployed at tier-1 ASes; [95] also states
that deploying ASPA in intermediate ASes has no benefit.
The results of our extensive simulations, e.g., [Fig. 6(b) and
[Fig. 9(b), contradict these conclusions, and support the state-
ment in the ASPA I-D [3] that ASPA “offers significant
benefits to early adopters”.

Many of the differences between our results and those of
[74], [95] seem to be due to differences in methodology or
simulation approaches. For example, the study in [95] assumed
that only the target/victim AS (and no other ASes) issues
ASPAs, limiting ASPA’s effect at intermediate ASes. They also
only evaluated about 500 ASes in Japan and included a single
tier-1 AS, instead of working with the full AS topology. We
believe these limitations account for the differences in their
conclusions and lead to overlooking the benefits of deploying
ASPA in intermediate ASes.

The study in [935] also states that the shortest-path export-all
attack (which they call ASPA-aware attacks) is equivalent to
a forged-origin hijack. This difference likely also comes from
the decision to have only the target/victim AS (and no other
ASes) issue ASPAs. If only a single AS issues ASPAs, the
shortest-path export-all hijack has almost the same AS-Path
length as a forged-origin hijack, making their effectiveness
similar. However, as can be seen in our results in once
ASPA adoption reaches 20%, shortest-path export-all attacks
perform significantly better than forged-origin hijacks since
shortest-path export-all attacks go undetected by ASPA.

In the simulations of [74]], a random set of ASes are selected
to adopt ASPA, which may or may not include the victim AS.
When the victim AS does not adopt ASPA (not issue ASPA
records), ASPA would have no effect. We believe this blunted
the effectiveness of ASPA in [74] and led to the conclusion
that ASPA is only effective when tier-1 ASes deploy ASPA
first. Additionally, when comparing with the same simulation
settings, [[74] finds that accidental route leaks have a success
rate of only 1% when no defenses are deployed, whereas our
work and prior works [[15]], [|63[] find this to have an attacker
success rate over 10%.

B. Other Related Work

Filtering-based defenses. Several works review the practices
of prefix filtering of edge ASes [31]], [33]], [56]. These papers
discuss at length how defensive filtering using allowlists of
prefixes are both nearly as effective as cryptographic defensive
protocols in partial deployment and are much simpler to
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deploy. However, these papers also note extensive limitations
associated with prefix filtering, such as the significant burden
of needing to maintain a prefix allowlist.

Defenses against path manipulations. Before ASPA, many
techniques have been proposed to defend against path manip-
ulations (see surveys [8[], [38]], [44], [61], [81]). Specifically,
these defenses include S-BGP [50] soBGP [97], psBGP [68]],
pgBGP [48], IRV [34], SPV [43]], and Listen and Whisper [92],
many others that predate BGPsec, and even BGPsec extensions
such as BGP-iSec [[63]. In this paper, we particularly compare
ASPA with several techniques, including BGPsec, BGP-iSec,
and Path-End against path manipulations, since BGPsec is
currently an IETF standardized approach, BGP-iSec is a recent
extension, and Path-End can be regarded as a variant of ASPA.

Defenses against route leaks. Existing practice against route
leaks includes using filtering rules at routers (e.g., [88]),
Peerlock and Peerlock-lite [S1]], [|60]], [82]. These approaches
often involve manual efforts and hence are not scalable. Other
approaches have been proposed, some are cryptographic-based
(e.g., [86], [93]), and some are based on inspecting route
information logs to detect route leaks [36], [37], [80], [98],
[100]. In this paper, we compare ASPA with OTC since OTC
is recent IETF proposal and has seen deployment in practice.

Other ASPA related works. After our submission for publica-
tion, a preprint evaluating ASPA was accepted for publication
which agrees with our conclusions that ASPA is effective at
preventing forged-origin hijacks [[6]]. Even though ASPA is still
an Internet-Draft, several ASes are already deploying ASPA
[16] and ASPA has already prevented a route leak [79].

ASRA. As mentioned earlier, a recent proposal, ASRA [25]],
[85]], extends ASPA and allows for the publication of other re-
lationships such as customers and peers. We believe ASPAWN
provides equivalent or similar benefits as ASRA-Alg. B.

XI. CONCLUSION

In this paper, using recent real-world ROV measurements,
we have shown that post-ROV attacks are already stronger
than prefix hijacks, and hence it is important to address post-
ROV attacks even today. We then evaluated ASPA and several
alternatives for defending against post-ROV attacks. Contrary
to prior works [74], [95], we showed that ASPA is effective
against both forged-origin and shortest-path export-all attacks
under partial adoption, even when none of the tier-1 ASes
adopts ASPA. Our findings motivate ASPA adoption at edge
and intermediate ASes. On the other hand, our results show
that ASPA is not more effective than OTC at preventing
unintentional route leaks.

We further presented, ASPAwWN, as an extension to ASPA to
prevent ASes from hijacking their customers, and first-ASN-
stripping hijack, a powerful post-ROV attack. Further work
is required to evaluate the feasibility and impact of chosen-
location attacks on BGP, as well as the usage and impact of
selected-provider export policies.
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APPENDIX A
OTHER ROV DEPLOYMENT RESULTS

In addition to the dataset in [41], we used measurements
from several other datasets. Results from all the datasets show
similar trends: most of the tier-1 ASes adopt ROV, and forged-
origin hijack is already more effective than prefix hijack.
We next only present one additional result, obtained using
the dataset from [14]; the results for other datasets can be
reproduced using [22]. plots the percentage of ROV
adoption for each type of ASes, and shows the attacker
success rate under the current and future ROV adoption based
on the dataset from [14].
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Fig. 10: ROV deployment status for the different types of ASes
(obtained using measurements in [14]).
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0 100

APPENDIX B
PROOF THAT OTC IS EQUIVALENT TO ASPA FOR
ACCIDENTAL ROUTE LEAKS

Definition 1 (Adopting AS). We say an AS is adopting ASPA if
they both publish their set of provider ASes (SPAS) to the RPKI
and also validate paths of incoming announcements based on
other ASPA records. An AS that is adopting OTC both adds
OTC attributes when appropriate and drop any announcements
that OTC attributes indicate as leaks.

Definition 2 (Accidental Route Leak). For the purposes of
this analysis, we consider an accidental route leak to be any
violation of valley-free routing where no path manipulation has
occurred. In other words, when an AS exports an announce-
ment received from one of its providers or peers to another
provider or peer, it does not modify any attributes, including
the AS path.

Definition 3 (Visible Route Leak). We consider a route leak
to be OTC-Visible if it has an OTC attribute and is propagated
to a provider or peer. We consider a route leak to be ASPA-
Visible if the ASPA verification procedure can detect the leak.

Theorem 1. ASPA and OTC provide equivalent protection
against accidental route leaks from non-adopting ASes, as-
summing that adopting ASes do not (accidentally) leak routes.

Proof. Consider an accidental route leak that would be
ASPA-Visible but not OTC-Visible with the same set of
adopting ASes. We look at the following two directions where
this might be detected.
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Case 1: Upstream (received from customers or peers).
An adopting AS can identify a route leak traveling upstream
if it has previously been announced by an adopting AS to a
non-provider. Both OTC and ASPA detect this trivially.

Case 2: Downstream (received from providers). An AS
that adopts OTC will not validate paths traveling downstream,
i.e., received from a provider, however, an ASPA AS will. For
downstream detection to occur, an adopting AS would have to
receive an AS path from a provider where it can observe an
upward segment of the path followed by a downward segment
and another upward segment. Any observable upward segment
after the downward segment would require an adopting AS to
leak the announcement, while, based on our assumptions, it
would not do so because it is adopting. Since all ASes that
would leak an announcement must be non-adopting, then this
means the route leak would not be visible at all. O

Justifying the non-leaking adopters assumption. In the
proof above, we assume that adopting ASes are not acci-
dentally leaking routes. We make this assumption because an
AS that adopts route leak prevention mechanisms has already
devoted substantial efforts towards preventing route leaks. The
likelihood of an AS adopting such mechanisms accidentally
leaking routes should be much lower than ASes that have
not gone through the efforts to adopt route leak prevention
mechanisms.

Of course, the proof does not hold true when adopting ASes
are also leaking accidentally. However, we have simulated
this case, and found that the results from ASes deploying
ASPA are nearly identical to those of ASes deploying OTC
attributes (with less than 0.1% difference in attacker success
rate). The results are visually indistinguishable when compared
to [Fig. 9(a) and [Fig. 9(b), so we omit them. We do however
open source our scripts to generate these results in [21].

APPENDIX C
ASPA ORIGIN HIJACK PROTECTION FROM PROVIDERS

o] (2
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Fig. 12: Despite all non-attacker ASes adopt ASPA, an attacker (AS
666) can still announce a forged-origin hijack to its own customers
without being detected. ASPAWN prevents this attack because AS 666
is not listed as a neighbor of AS 777. In this example, the attacker
can win traffic from AS 3 regardless by simply forwarding the valid
path; we show another example in [Fig.

An example of how attackers can bypass ASPA when
announcing to customers (motivating ASPAwWN) is shown in
In this example, all ASes except for the attacker (AS



666) adopt ASPA. In this case, the attacker can make a forged-
origin hijack (with prefix 1.2/16 and AS-path 666-777) to its
customer, AS 3, without being detected by AS 3.

Origin
1.2/16

Fig. 13: Diagram showing an odd case where ASPA adopting AS 3
receives a forged-origin hijack from their customer (666) and rejects
it, but then accepts the same forged-origin hijack from their non-
ASPA provider (AS 2).

Another example that motivates ASPAWN is in In
this case, AS 666 attempts to hijack AS 3 with a forged-
origin hijack. AS 3 receives an AS path of 2-666-777 from
its customers, and rejects the AS path. However, AS 3 also
receives a hijack for the same prefix, also including the
attacker AS from its providers, and it accepts the hijack. This
is because for the downstream verification of ASPA, AS 3
receives the AS path of 2-666- 777. It is possible that all
of those ASes are a contiguous chain of customers from AS
777. It is subpar for ASPA AS 3 to reject the hijack from its
customers, but then accept the same hijack from its providers.
This behavior can easily be mitigated using ASPAWN. If AS
777 announced its neighbors as a set (in this case, only AS 2),
then whether the hijack comes from a customer or a provider,
AS 3 could reject this hijack, since AS 666 is not in AS 777’s
set of valid neighbors.

APPENDIX D
FORGED-ORIGIN HIJACK FROM A TRANSIT AS
plots the results for various defenses under forged-

origin hijack from a transit AS attacker (not tier-1). The results
show similar trend as (for an edge AS attacker).
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Fig. 14: Results under forged-origin hijack from a transit AS attacker
(not tier-1).
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