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Abstract—Shared memory system-on-chips (SM-SoCs)
are ubiquitously employed by a wide range of computing
platforms, including edge/IoT devices, autonomous systems,
and smartphones. In SM-SoCs, system-wide shared memory
enables a convenient and cost-effective mechanism for making
data accessible across dozens of processing units (PUs), such as
CPU cores and domain-specific accelerators. Due to the diverse
computational characteristics of the PUs they embed, SM-SoCs
often do not employ a shared last-level cache (LLC). Although
covert channel attacks have been widely studied in shared
memory systems, high-throughput communication has previously
been feasible only by relying on an LLC or by possessing
privileged or physical access to the shared memory subsystem.

In this study, we introduce a new memory-contention-based
covert communication attack, MC

3, which specifically targets
shared system memory in mobile SoCs. Unlike existing attacks,
our approach achieves high-throughput communication without
the need for an LLC or elevated access to the system. We
explore the effectiveness of our methodology by demonstrating
the trade-off between the channel transmission rate and the
robustness of the communication. We evaluate MC

3 on NVIDIA
Orin AGX, NX, and Nano platforms and achieve transmission
rates up to 6.4 Kbps with less than 1% error rate.

I. INTRODUCTION

Mobile system-on-chips (SoCs) house multiple types of

processing units (PUs), including general-purpose CPU cores

and domain-specific accelerators (DSAs), such as GPUs

and deep learning accelerators. With the proliferation of

integrated DSAs, modern SoCs can provide cost-effective and

energy-efficient execution, making them ideal candidates for

in-the-field computing in many areas (mobile phones [36],

smart home environments [16] and autonomous systems [25]).

An emerging architectural feature of modern SoCs (e.g.,

NVIDIA’s Orin [25], Apple’s M3 [2], Qualcomm’s Snap-

dragon [29]) is a shared main memory where the data is stored

for access by all PUs. The use of shared physical memory (SM)

in commodity SoCs is motivated by the goal of reducing the

chip area and production costs. It can also provide additional

performance benefits by minimizing data transfer overhead

between the CPU and the DSAs [8], [7]. However, several

studies [37], [15], [6] revealed that when running multiple

workloads concurrently, PUs in SM-SoCs can experience sig-

nificant slowdown caused by shared memory contention.

Over the years, security researchers have shown that having

a shared hardware component with a predictable performance

slowdown leaves a unique fingerprint. Using this fingerprint,

various attacks have exploited cache [21], memory [39],

storage [17], temperature [13], and power [33]. Covert channel

communication attacks targeting vulnerabilities in the memory

subsystem can be categorized into three: (1) Cache-based,

high-throughput attacks which leverage the LLC between CPU

cores [21], [38], [12], [20], [5], between multiple GPUs [10]

and between a CPU and a GPU [9]. (2) Low-throughput attacks

targeting directly the DRAM rely on memory performance

attacks [31], memory deduplication [4], [35], bus snooping [39]

and monitoring of DRAM power consumption [27]. (3) Attacks

requiring elevated privileges or hardware access [28], [22],

[31], [30]. None of these studies have shown how to build

a fast, memory-contention-based covert channel without the

need for privileged access (See Section III).

Constructing a fine-grained, low-noise, and high-throughput

memory-contention-based covert channel attack on mobile SM-

SoCs presents several challenges: (i) SM-SoCs generally lack a

shared LLC to avoid complex design requirements. The trojan

(i.e., transmitter) needs to generate sufficient memory pressure

that is observable by the spy (i.e., receiver). CPU-based work-

loads in resource-limited SM-SoCs often fail to fully utilize

the memory bandwidth even when all cores are used [37].

Therefore, accelerators with higher memory demands, such as

GPUs, should be employed. Meanwhile, the generated memory

pressure should be low enough to minimize the risk of being

detected by system defenses. (ii) The total memory pressure

exerted cumulatively by the spy and the trojan must be reliably

high. Memory accesses satisfied by the caches can artificially
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Fig. 1: Block diagram for NVIDIA’s Xavier AGX SoC embedding a
CPU, GPU, deep learning accelerator (DLA) and shared memory.

increase perceived bandwidth, hence, they should be minimized

to achieve a reliable access stream reaching the DRAM. This

is also crucial to maximize the capacity of the communication

channel. (iii) Without external synchronization mechanisms,

reliable and high-throughput data transmission over SM

becomes challenging, as the trojan and the spy may operate at

different magnitudes of memory operations, particularly when

located on different types of PUs (e.g., CPU cores and GPU).

(iv) Finally, these requirements should be achieved without

elevated privileges and hardware access, and the attack should

function under single-user and multi-application environments.

Our proposed work addresses all four challenges listed above.

In this paper, we introduce a new memory contention-based

covert communication attack, MC3, targeting shared memory

SoCs on mobile platforms. Our attack exploits the underlying

vulnerability with software-only mechanisms, requiring neither

direct hardware access nor super-user privileges. MC3 is

designed to achieve a balance between the communication

accuracy and the transmission rate (i.e., capacity) of the covert

channel. To increase the transmission rate and improve the

efficiency of our attack, we further propose a CPU+GPU

version of the receiver and the transmitter. We demonstrate

that MC3 achieves transmission rates of up to 6.4 Kbps with

an error rate below 1% in CPU-to-GPU communication. Our

implementation is available at https://github.com/hypesys/MC3.

Our work makes the following contributions:

• We unveil a new attack vector that leverages the slowdown

in memory accesses due to shared use of system memory.

The attack vector is achieved through software-only measure-

ments and does not require privileged access to the system.

• We present a novel covert channel attack that targets shared-

memory SoCs without a last-level cache between its process-

ing units. Our attack considers both CPU-GPU and CPU-

CPU placements of the transmitter and the receiver.

• We evaluate MC3 on NVIDIA Orin AGX, Nano, and NX

SoCs and achieve a channel capacity of up to 6.4 Kbps

with 95% accuracy. The accuracy reaches 99.99% when the

capacity is capped at 1.3 Kpbs.

II. BACKGROUND

A. Shared Memory SoCs (SM-SoC)

Modern SoCs, such as NVIDIA’s Xavier and Orin architectures

(as depicted in Fig. 1) integrate different types of accelerators,

such as GPUs and DSAs, and each is optimized for specific

computations. Unlike larger-scale systems where each accelera-

tor has a dedicated primary memory, SM-SoCs share a common

DRAM-based memory such as DDR4. Each PU has access to
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Fig. 2: Threat Model

memory via a shared memory bus and a centralized memory

controller (MC). Due to their inherent architectural heterogene-

ity, SM-SoCs often lack a shared LLC. Modern SoCs benefit

from shared memory design because it reduces production costs

and improves the data transfer overhead between CPU, GPU

and other PUs.

B. Additional Related Work

Denial of service (DoS) attacks [24], [38] exhaust the memory

subsystem and greatly increase memory access latency. Com-

monly implemented memory controller (MC) scheduling poli-

cies, such as fairness control [11] and adaptive scheduler [19],

are typically designed to maximize system performance. Al-

though MC schedulers that prioritize security [32], [34] miti-

gate memory performance attacks with limited overhead, they

cannot fully eliminate the threat. Our work, however, focuses

on covert-channel communication, which demands far higher

precision than DoS attacks require.

Additional studies have shown how to create architectural

covert channels in the cloud [39], [38], HPC servers [10], and

desktops [23], [14]. Similar studies also used temperature [33],

[13] and power [18], [33] as a covert communication channel.

Our work focuses on the vulnerabilities stemming from shared

memory use.

III. THREAT MODEL

Figure 2 depicts our threat model which involves running

two (or more) applications on an SM-SoC (as explained in

Section II-A). The transmitter (i.e., trojan) is an application that

has access to sensitive or private user data. The receiver (i.e.,

spy) is an application running on the same SM-SoC but does

not have access to the same data. Applications running in the

system (including the receiver and transmitter) are not allowed

to communicate with each other. Both transmitter and receiver

can run on the CPU or GPU (in no specific order) without

elevated execution privileges —meaning they cannot access

protected OS facilities or performance counters. The attack is

designed to be executed remotely and attacker’s presence or

active engagement is not required. The attacker is assumed to

have no physical access to the hardware components (e.g., for

measuring power consumption and electromagnetic emissions).

IV. SHARED MEMORY CONTENTION AS ATTACK VECTOR

Our proposed methodology relies on the vulnerability that we

discover in shared-memory SoCs and has the potential to be

exploited on mobile and autonomous SoCs for a variety of

attacks that do not require privileged access. A programmer

can develop an adversarial transmitter application that leaves a

distinct signature via purposeful shared memory accesses. This

https://github.com/hypesys/MC3
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Fig. 3: Raw traces for CPU-to-GPU and CPU-to-CPU communication

signature can be used to leak crucial information that can be

encoded in binary form.

Although this attack strategy seems similar to other types of

covert channel attacks, there are unique challenges to efficiently

and reliably designing shared memory contention channels:

• Sufficiently observable contention: While fully stressing

memory resources to maximize contention is technically

possible by the use of accelerators, the attack should

generate sufficiently enough contention for the transmitter

and receiver to communicate with each other. This will

allow the attack to remain undetected by countermeasures

deployed by the OS while maximizing the channel capacity

of the attack. We deal with this challenge by creating

contention that only targets shared memory resources and

bypasses the private cache hierarchy of CPUs.

• Reliable and efficient contention: Achieving reliable

contention generation necessitates a careful characterization

of the channel’s behavior. While reliability can be increased

by repeatedly performing contention for a long time to

transmit a bit, the practicality of the attack often requires

minimizing the repetition. We overcome these challenges by

thoroughly analyzing the contention behavior and using fine-

grained time intervals for the receiver and the transmitter.

• Synchronizing transmitter and receiver: Unlike traditional

cache attacks, where the effects of a cache hit-or-miss can be

clearly observed in the order of nanoseconds, the slowdown

caused by the memory contention becomes visible in the or-

der of microseconds. This requires synchronized transmitter

and receiver operation. Additionally, considering the differ-

ences in computational capabilities and clock rates of the

CPUs and GPUs, the design of attack vectors on two diverse

PUs requires the synchronization to be done without using

any external resources. We overcome this challenge by devel-

oping a precise contention generator and sleep procedure for

the transmitter and adapting them to the receiver accordingly.

Feasibility of shared memory contention-based covert channel:

To demonstrate how the memory contention behavior affects

the observed memory bandwidth of an application, we run the

transmitter app on the CPU and the receiver on both the CPU

and the GPU of an Orin NX SoC. Fig. 3 shows two raw

traces of the varying average bandwidth (BW) perceived on

the receiver side. Regardless of whether the receiver runs on

the CPU or the GPU, the perceived BWs for the receiver have

clear drops in the traces, which correspond to the ‘1’s sent by

the transmitter. This experiment demonstrates the feasibility of

building covert channels with shared memory contention.

V. MC3: SHARED MEMORY CONTENTION-BASED

COVERT CHANNEL COMMUNICATION

A. Overall Mechanism

Fig. 4 illustrates the communication protocol between the

transmitter and receiver for transmitting bits (i.e., 0 or 1)

through shared memory contention. The transmitter conveys

bits by performing buffer copy operations on memory while the

receiver continuously performs another buffer copy operation

to detect the transmitted bit.

The transmitter is responsible for sending the bit by modu-

lating the level of memory contention. As shown in the upper

part of Fig. 4, to transmit a bit ‘0’, the transmitter sleeps

for a predefined time interval of Tn. To send a bit ‘1’, it

performs continuous copy operations to access DRAM. The

receiver continuously operates its own buffer copy function,

then measures the duration of the buffer copy operation, and

finally calculates the average BW over the duration, which will

be used to decode the bit.

The lower part of Fig. 4 illustrates the case where the

receiver can perform more copy operations with lower

latency (i.e., higher memory BW) while the transmitter is

sleeping. Multiple copy operations per time interval Tn can

also be utilized to have more reliable data transmission (see

Sec. V-G). In contrast, when the transmitter induces contention

by performing a copy operation, the receiver’s throughput

decreases (i.e., lower memory BW) because memory latency

increases due to shared memory contention.

While it is possible to run the receiver non-stop, we instead

opt to start the receiver slightly earlier (e.g., one second) than

the transmitter at a predetermined epoch. This design decision

eliminates the need for continuous operation of the receiver,

thus minimizing the chances of our attack being detected

under real-world conditions. The early start allows the receiver

to collect BW information (i.e., latency per copy operation)

without any interference from the transmitter, which can be

used as a baseline during the data analysis stage. Although

other applications on the device may use shared memory —

potentially introducing noise into the receiver’s average BW

measurements— the pattern of zeros and ones can be detected

using heuristic history-based signal processing approaches.

Table I lists our test devices with varying computational

capability and memory BW capacity. We use Jetpack 5.1 on

all devices. It is worth noting that all devices have TrustZone

Trusted Execution Environment (TEE) and OS-protection re-

gions in the memory subsystem.

B. Attack Vector

Our attack leverages a memory-contention channel to stealthily

transmit data between two processes.
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TABLE I: Targeted platforms

Device Orin AGX Orin Nano Orin NX

CPU 12-core A78 6-core A78AE 8-core A78AE

GPU 2048 core Ampere 1024 core Ampere 1024 core Ampere

DRAM
& BW

64 GB 256-bit
204.8 GB/s

8 GB 128-bit
68 GB/s

8 GB 128-bit
102 GB/s

Our transmitter algorithm, described in Alg. 1, is responsible

for encoding the data and transmitting the encoded data

bitstream over the memory-contention channel. It loops through

the input data bitstream, either running the memory contention

kernel (i.e., data copy operation) for the specified duration T
if the current bit is a 1, resulting in memory contention, or

sleeping for the same duration T (if not set differently) if the

current bit is a 0, resulting in near zero memory contention.

Our receiver algorithm, described in Alg. 2, is responsible

for receiving the encoded data from the memory-contention

channel and decoding it. It continuously runs the memory

contention kernel over the duration T —the T value should

be the same as the transmitter’s. Then, it normalizes the BWs

based on a global average (i.e., subtract each BW sample from

the overall average observed BW) [39]. Then, this normalized

BW is thresholded with hysteresis, which we experimentally

determined to be much more resistant to noise. Finally, the

result of this thresholding is converted directly into the received

bitstream, where the values above the threshold become 0
(which corresponds to a higher measured BW in the receiver,

as a result of the transmitter not simultaneously generating

memory contention) and the values below the additive inverse

(i.e., −1×) of the threshold are 1 (which corresponds to

a lower measured BW in the receiver, as a result of the

transmitter simultaneously generating memory contention).

Algorithm 1 Transmitter

Input: data bitstream B and its length n, time interval T
for i ← 0 to n− 1 do

if B[i] is 1 then CONTEND_FOR(T ) ▷ Generate contention
else SLEEP_FOR(T ) ▷ Remain idle

Algorithm 2 Receiver

Input: hysteresis threshold γ, run length n, time interval T
B ← [] ▷ Output bitstream (starts empty)
b ← 0 ▷ Hysteresis state
β̄ ← 0 ▷ Average BW
for i ← 0 to n− 1 do

βraw ← CONTEND_FOR(T )

β̄ = β̄·i+βraw

i+1
▷ Use simple global average

βnormalized = βraw − β̄
if βnormalized > γ then APPEND(B, 0)

b ← 1
else if βnormalized < (−1 · γ) then APPEND(B, 1)

b ← 0
else APPEND(B, b)

return B

C. Cache-less Memory Access

Throughout the development of the memory-contention kernel,

we observed that CPU caches are used to access the data and

artificially inflate the memory BW measurements by using data-

streaming kernels. Although sufficient contention generation

using data streaming kernels is also possible, it makes our BW

TABLE II: Precise ‘contention’ and ‘sleep for’ durations

Operation
Expected
duration

Mean
Error

Minimum
Error

Maximum
Error

Std. dev.
Error

Sleep for 100 ms 46 ns 5 ns 314 ns 41 ns

Contention 100 ms 12 µs 5 ns 767 µs 65 µs

measurements unreliable and introduces substantial noise into

the communication channel.

To alleviate this, our implementation employs memory in-

structions with non-temporal hints, specifically ldnp/stnp

(Load/Store Pair Non-Temporal) Arm64 instructions. This hint

signifies that the data being loaded or stored is unlikely to be

reused soon, prompting the system to bypass the cache hierar-

chy [1]. By doing so, we ensure that our memory operations

access DRAM directly, enhancing the reliability of our BW

measurements and increasing the efficiency of the attack. It

is worth noting that we also observed sufficient contention

generation with data streaming using regular data streaming

without non-temporal instructions.

D. Precise Contention Duration and Precise Sleep

In order to maximize performance, the sleep and data copy

operations require high temporal precision (i.e., sleep or run for

the desired duration as accurately as possible). We implemented

a precise sleep mechanism by utilizing an OS-provided function

(i.e., std::this_thread::sleep_for) until near the

desired end time and finally spinning (i.e., while loop with

an empty body) until the desired end time is reached [3]. To

implement CONTEND_FOR(T), used in both algorithms, our

data copy operation first runs the memory-contention kernel for

a small, fixed amount of data (i.e., taking nearly one second) to

estimate the currently achievable memory contention BW (β0).

Using the total desired duration (T ), it estimates the amount of

data the kernel needs to run for (d∗, where d∗ ∝ βi ·T ). Using

this estimate, it splits this total data estimate up (e.g.: di =
1

100
· d∗), runs the memory-contention kernel (for di amount

of data), collects βi, updates d∗ and di, and repeat. When it

gets close to the desired end time, it further splits the estimate

(e.g.: di =
1

1000
· d∗) to reduce the amount of under/overshoot.

In Table II, we report the results for 100 ms execution, demon-

strating our average error rate of 4 and 7 orders of magnitude

lower for sleep and contention generation, respectively.

E. Transmitter and Receiver Design

Our attack hinges on the transmitter generating sufficient

memory pressure to create noticeable contention, which the

receiver must detect. Essentially, the transmitter needs to gen-

erate enough memory access requests to contend with the

receiver, and the receiver must be sensitive enough to observe

the difference between the transmitter’s sleep and data copy

operations. To evaluate this, we conducted experiments on an

Orin Nano using three CPU cores for both the transmitter and

receiver. We send 1024 bits of information, evenly distributed

with bits ‘0’s and ‘1’s, with the slowdown results illustrated

in Fig. 5.a. We design varying buffer sizes of data copy for

transmitter (from 0.6 MB to 128 MB) and receiver (from 1

MB to 100 MB). Overall, we observe an increasing pattern

of average slowdown on the receiver side as we increase

transmitter buffer sizes. For example, with a 1 MB buffer size

for the receiver, the transmitter requires at least a 2 MB buffer
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Fig. 5: (a) [Left] Average slowdown in the perceived BW depending on the transmitter buffer size. (b) [Middle] Average perceived high BW
(H) and low BW (L) for bits ‘0’ and ‘1’, respectively, for varying receiver buffer sizes. (c) [Right] MC utilization per transmitter buffer size.

(i.e., at least 20% MC utilization) to achieve a minimum of

10% slowdown.

Although we observe a slowdown while transmitting bit

‘0’, we also need to clearly distinguish the BW differences

between bit ‘1’ and bit ‘0’ on the receiver. To demonstrate

this, we measure and analyze the average BW perceived on

the receiver side while the transmitter is running, with a 4 MB

buffer size sending ‘0’ (higher perceived BW) and ‘1’ (lower

perceived BW) bits. Fig. 5.b depicts the distribution (including

outliers) of the BW perceived by the receiver while sensing

‘0’s (light colors) and ‘1’s (dark colors). Although buffer

sizes of 1.6 MB and 1.0 MB have clear differences in terms

of perceived BW, lower buffer sizes for the receiver fail to

distinguish the differences between bit ‘0’ and ‘1’ by looking

at perceived BW. While outliers create noise if accuracy is

calculated solely with average-based methods, history-based

methods (which compare the current trace with the previous)

clearly identify the changes. Although the transmitter with 0.8

MB buffer has approximately 10% MC utilization, contention

may not be enough to distinguish bit ‘0’s and ‘1’s.

F. Trade-off between Copy Duration and Contention Amount

The channel capacity intuitively depends on the size of the

transmitter’s buffer that is being copied. Assuming that, to

transmit bit ‘1’, transmitter copy operation with a fixed buffer

size will be performed once during time interval Tn, there exists

an inverse relationship between the transmitter buffer size and

the channel capacity, as demonstrated in Eq. 1. As we increase

the transmitter buffer size, thus the time T imeTra to copy the

buffer, and account for the average slowdown SlowdownRec

perceived by the receiver, the channel capacity decreases.

Channel Capacity = 1 / (T imeTra ∗ SlowdownRec) (1)

Ideally, we aim to use the smallest possible transmitter buffer

size to maximize the channel capacity of our covert channel.

On the other hand, there is a lower limit to how much we

can decrease the buffer size to generate observable contention.

To demonstrate the trade-off between channel capacity and

buffer size, we vary the transmitter buffer size and report the
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results in Fig. 5.c. We observe that increasing the transmitter

buffer size leads to a near-linear decrease in channel capacity.

For example, with transmitter buffer sizes of 0.5 MB and 0.6

MB, we achieved channel capacities of up to 25 Kbps, yet the

receiver was unable to detect the transmitter’s activity since the

transmitter’s MC utilization was nearly zero.

G. Reducing Noise

Synchronizing transmitter and receiver is essential for accu-

rately sensing BW differences. Since direct communication

between the transmitter and receiver is not allowed (which

would otherwise defeat the point of a covert channel), we

must statically decide the time intervals. However, as depicted

in Fig. 5.b, due to contention generation being inherently

noisy, the accumulation of outlier-induced errors can lead to

desynchronization. If we aim to operate in the worst-case

scenario, then many contended regions may complete earlier

than anticipated.

We illustrate and compare the expected (i.e., ideal) and

observed (i.e., actual) copy operation durations in Fig. 6.

R/T denotes the ratio of copy epochs (or iterations) that the

(R)eceiver performs for every bit ‘1’ sent by the (T)ransmitter.

When R/T = 1, the receiver perceives the contention from the

transmitter with a delay, causing a drop in observed BW and

increasing in noise Conversely, when the transmitter sends bit

‘1’ across multiple epochs (i.e., R/T > 1), the receiver will

capture at least one or more fully contended regions. This

substantially improves transmission accuracy, while reducing

the communication capacity of the covert channel.

VI. IMPROVING CHANNEL CAPACITY WITH GPUS

Mobile and autonomous SoCs often embed GPUs which are

designed to enable massive parallelism. This results in better

utilization of the memory subsystem compared to the CPUs.

A. Receiver on the GPU

The receiver must generate sufficiently high BW to accurately

distinguish between a ‘0’ bit and a ‘1’ bit. To achieve better

accuracy, we run the receiver on the GPU and the transmitter

on the CPU. We implement the memory copy operation with
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Fig. 8: Average BW observed by the receiver while receiving a "Hello, World" message.

cudaMemcpy using CUDA [26]. Fig. 7.a shows the average

receiver slowdown for the ‘0’ (i.e., high) and ‘1’ (i.e., low) bits

using a buffer size of 1 MB on an Orin AGX. For receiver

buffer sizes from 2MB to 8MB, we observe a clear distinction

between ‘0’s and ‘1’s. However, buffer sizes of 0.5MB and

1MB fail to sense the contention, whereas buffer sizes of

16MB and beyond may result in a misalignment of the copy

epochs as explained in Sec. V-G. We also experimented with

configuring the transmitter on the GPU and the receiver on

the CPU. However, unlike the case where the receiver is on

the GPU, placing the transmitter on the GPU did not improve

the distinction of ‘1’ and ‘0’ bits. These results were omitted

because of space limitations.

B. Channel Capacities for Receivers on the GPU and CPU

To further understand the relationship between channel capacity

and the slowdown observed when the receiver is placed on CPU

and GPU, we perform an experiment on Orin AGX where we

gradually increase receiver buffer sizes and report the results

in Fig. 7.b. We observe that we can achieve channel capacities

of up to 14 Kbps and 5 Kbps on GPU and CPU, respectively,

with 9% and 7% slowdowns observed in the measured BW.

As we increase buffer sizes, we typically observe less channel

capacity but more sensible contention on both CPU- and

GPU-based receivers. It is worth noting that, when the receiver

runs on GPU, we can map the transmitter to 11 cores out

of the 12 available CPU cores. This mapping significantly

increases the contention generation capacity of the transmitter.

Overall, the GPU-based receiver achieves approximately 3× –

5× higher channel capacities on Orin AGX (and 2× – 4× on

Orin Nano) compared to the CPU-based receiver.

C. Hello World Transmission

To assess our design’s performance with longer messages, we

transmit a 100 Kb text message on Orin Nano and observe

how the perceived BW changes over time. The results are

depicted in Fig. 8. The y-axis shows the rolling average of

perceived BW during each time interval, whereas the x-axis

represents the time progression in milliseconds. The initial
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Fig. 9: The trade-off between accuracy and channel capacity for
varying (a) transmitter [left] and (b) receiver buffer sizes [right].

portion of the message is transmitted and received with 100%

accuracy while the entire message is delivered with 99.02%

accuracy at a channel capacity in excess of 4 Kbps.

D. Channel Capacity vs. Transmission Accuracy

As the final overarching experiment, we vary the transmitter

and buffer sizes and observe the resulting trade-off between

channel capacity and transmission accuracy when the receiver

is run on the GPU and the transmitter on the CPU of Orin AGX.

In Fig. 9.a, we varied the transmitter buffer sizes while keeping

the receiver buffer size fixed at 1 MB. We increase the channel

capacity by varying the number of copy epochs/iterations of the

buffer copy operation per time interval from 1 to 10, and adjust-

ing the receiver accordingly. In general, our results demonstrate

that MC3 achieves either up to 6.4 Kbps channel capacity or

up to 99.99% transmission accuracy. As the transmitter buffer

size and the number of copy iterations per interval increased,

we observe higher accuracy but reduced channel capacity. Some

notable data points are:

• The 2MB transmitter buffer size achieves 99. 1% accuracy

at 3.5 Kpbs channel capacity and a near-perfect accuracy of

99.99% at 1.3 Kpbs.

• The 1MB transmitter buffer size maximizes channel capacity

up to 6.4 Kpbs while achieving a decent 94.9% accuracy.

In Fig. 9.b, we increase receiver’s buffer size and buffer copy

operation iterations per interval, but keep the transmitter buffer

size constant at 1 MB. Overall, increasing the receiver buffer

size (with a constant transmitter copy iteration) improved

accuracy with minimal impact on channel the capacity. It is

worth noting that increasing the receiver size degrades the

accuracy since R/T ratio becomes unbalanced once the buffer

size is 5 MB and beyond. Similar to the observations in Fig. 9.a,

increasing the channel capacity by decreasing the transmitter

copy operations per interval leads to a decrease in accuracy.

VII. CONCLUSION

In conclusion, we demonstrate a novel and efficient covert

channel attack that exploits shared-memory contention in SM-

SoCs. The proposed attack does not require privileged access to

the system and achieves a channel bandwidth of up to 6.4 Kbps

with accuracy rates that reach 99.99%. We unveil an important

vulnerability that could be used to leak private data in modern

mobile and autonomous systems.
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