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ABSTRACT

Quantum copy protection, introduced by Aaronson [1], enables
giving out a quantum program-description that cannot be mean-
ingfully duplicated. Despite over a decade of study, copy protection
is only known to be possible for a very limited class of programs.

As our first contribution, we show how to achieve “best-possible”
copy protection for all programs. We do this by introducing quan-
tum state indistinguishability obfuscation (gsiO), a notion of obfus-
cation for quantum descriptions of classical programs. We show
that applying gsiO to a program immediately achieves best-possible
copy protection.

Our second contribution is to show that, assuming injective
one-way functions exist, qsiO is concrete copy protection for a
large family of puncturable programs — significantly expanding
the class of copy-protectable programs. A key tool in our proof is
a new variant of unclonable encryption (UE) that we call coupled
unclonable encryption (cUE). While constructing UE in the standard
model remains an important open problem, we are able to build cUE
from one-way functions. If we additionally assume the existence of
UE, then we can further expand the class of puncturable programs
for which gsiO is copy protection.

Finally, we construct gsiO relative to an efficient quantum oracle.
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1 INTRODUCTION

A copy-protected program is one that can be evaluated by a user
on arbitrary inputs, but not duplicated into a second, functionally
equivalent program. Since copy protection is impossible to achieve
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with classical information alone, Aaronson [1] proposed leveraging
quantum information as a way to achieve provable copy protection.

Despite significant research, constructions of copy protection
remain elusive. Even defining copy protection is often quite subtle,
with the right definition depending on the class of programs being
copy protected. On the positive side, we know that copy protection
can be achieved in either black-box models or for special classes
of programs like pseudorandom functions and point functions [2,
6, 8, 16, 17]. On the negative side, it is immediate that learnable
programs cannot be copy protected [1], and it is also known that
there exist unlearnable programs that cannot be copy protected
[8]. Outside of these extremes, the landscape of copy protection
remains poorly understood. For instance, our current understanding
does not address copy protection for complex non-cryptographic
software, e.g. video games. In general, the input/output behavior of
a video game has almost no formal guarantees, so it seems difficult
to achieve provable copy protection. This leads us to ask,

When are non-cryptographic programs copy protectable? (1)

A useful answer to this question should include conditions that
can be heuristically verified in order to determine whether a given
program is plausibly copy protectable.

Of course, even if a program can be copy protected, it is not in
general clear how to copy-protect it. We would additionally like to
know,

Is there a principled strategy for (2)

copy-protecting programs in general?

In this work we introduce quantum state indistinguishability obfus-
cation (qsiO), which allows us to make progress on both of these
questions. To address Question (2), we show that gsiO is optimal
copy protection for every class of programs. Therefore, assuming
gsiO exists, Question (1) reduces to determining which programs
are actually copy protected by gsiO. We provide a partial answer to
this question by showing that, roughly, copying a gsiO obfuscation
is at least as hard as “filling in” the program on an input that has
been redacted from the program description.

Quantum state indistinguishability obfuscation (qsiO). An obfus-
cator is an algorithm that takes as input a circuit C and outputs an
“unintelligible” program C’ with the same functionality as C [9].

The most immediate generalization of this to the quantum set-
ting is an obfuscator that takes as input a (classical description
of) a quantum circuit Q and outputs a (classical description of) a
functionally equivalent quantum circuit Q’.

However, in this work we will be interested in encoding function-
alities (classical or quantum) in quantum states. In more detail, if Q is
a quantum circuitand p is a quantum state, then we say that (Q, p) is
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a quantum implementation of a function f if Pr[Q(p, x) = f(x)] =1
for all x in the domain of f.

Several prior works have studied the question of whether ob-
fuscators that are allowed to output quantum implementations
are more powerful than obfuscators that can only output classical
information, i.e. whether they can obfuscate a larger class of func-
tionalities [4, 5, 8, 10, 11, 14]. However, all of these works consider
obfuscators with classical input (and only the output is possibly a
quantum state).

In contrast, a quantum state indistinguishability obfuscator Obf
takes as input a quantum implementation of some function f, and
outputs another quantum implementation of f. We say that Obf
is a quantum state indistinguishability obfuscator if, for any pair
of quantum implementations (Q1, p1) and (Qsz, p2) of the same
function f,

Obf(Q1, p1) = Obf(Qz, p2)

(where denotes computational indistinguishability). Note that
we only consider obfuscation for (Q, p) that implement some func-
tion f. In general, one could consider obfuscation for arbitrary
quantum functionalities, but this is outside of the scope of our
work.

«_»

1.1 Our Results

Best-possible copy protection. The connection between qsiO and
copy protection becomes clear through the observation that qsiO is
best-possible copy protection in the following (informal) sense: if a
program f can be copy protected, then obfuscating it using qsiO will
copy-protect it. This follows from the fact that the gsiO obfuscation
of a program is indistinguishable from the qsiO obfuscation of any
copy-protected version of the program. Therefore, assuming qsiO
exists, Question (1) reduces to determining which qsiO obfuscations
result in copy protection.

This result also directly addresses Question (2) by providing a
universal heuristic to achieve copy protection. Furthermore, when
using gsiO one does not need to worry about the subtleties that arise
when defining copy protection for a particular class of programs;
we are guaranteed that qsiO will achieve the best possible kind of
copy protection as well.

A construction of qsiO relative to a quantum oracle. In order to
support the plausibility of qsiO, we describe a proof-of-principle
construction relative to an efficient quantum oracle. It is unclear
how this quantum oracle can be heuristically instantiated — how-
ever, it is often the case that such oracle constructions are the
precursors to simpler instantiable constructions, or standard model
constructions.

Copy protection for puncturable programs. The fact that gsiO is
best-possible copy protection suggests that we should try to prove
that it is copy protection for certain classes of functions. We find
that exploring conditions under which gsiO is copy protection
sheds new light on Question (1) as well.

Assuming injective one-way functions, we show that gsiO copy-
protects:

(A) Any puncturable program with “indistinguishability” at the
punctured point.
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(B) Any puncturable program with “non-reproducibility” at the
punctured point, under the additional assumption that un-
clonable encryption exists.

The idea of puncturing, along with techniques for how to use
it, comes from [22] where it is used extensively to build appli-
cations of classical iO. For convenience, we refer to puncturing
with indistinguishability and non-reproducibility at the punctured
point as decision and search puncturing, respectively. A punctur-
ing procedure for a class of programs ¥ is an efficient algorithm
Puncture that takes as input a description of a program f € ¥
and a point x € Domain(f), and outputs the description of a
new program fy. This program should satisfy fi(z) = f(z) for
all z € Domain(f) \ {x} as well as an additional security property:

e For decision puncturing, we require (f, f(x)) ~ (fx, f(x"))
for arandom x’. In [22] it was shown that one-way functions
imply the existence of decision puncturable pseudorandom
functions.

For search puncturing, we require that no efficient adversary
can compute from fy any output y such that Ver(f, x,y) =1,
for some efficient (public or private) verification procedure
Ver. For example, if f is a signing function with a hard-coded
secret key or a message authentication code, Ver(f, x,y)
would use the verification key to check that y is a valid sig-
nature or authentication tag for x. In [12] it was shown how
to build search puncturable signing functions from indistin-
guishability obfuscation and one-way functions.

These results highlight some generic properties of programs
that imply copy protectability, making progress on Question (1):
if a program can be described on all but one input (i.e. it can be
punctured), then in order to copy a qsiO obfuscation of the original
program one must spend a comparable amount of work to that
required to fill in the program’s value at the missing point.

Techniques for the use of qsiO. One of the main contributions
of this work is a technical toolkit for the use of qsiO. The reader
familiar with classical indistinguishability obfuscation (iO) will re-
call that it is often used in conjunction with puncturing to obtain
interesting applications. For gsiO, we identify unclonable encryp-
tion [15, 19] as the key primitive that, alongside puncturing, unlocks
applications to copy protection. Informally, unclonable encryption
is a secret-key encryption scheme where ciphertexts are “unclon-
able”.

As a key technical tool in our proof of (A), we introduce a new
variant of unclonable encryption which we call coupled unclonable
encryption. Whereas constructing (full-fledged) unclonable encryp-
tion in the standard model remains an important open problem, we
are able to build our variant from one-way functions,' and we show
that it suffices for (A). Given the notorious difficulty of building
unclonable encryption in the standard model, we believe that our
variant is of independent interest.

To further showcase our techniques, we show that assuming in-
jective one-way functions and unclonable encryption, qsiO achieves

!If one is satisfied with encrypting messages of a fixed polynomial length, then cUE
exists unconditionally. This is a simple corollary of our result. However, in our appli-
cations of cUE, the messages are potentially much longer than the secret keys, and we
therefore require a pseudorandom generator.
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a strong notion of copy protection for point functions which is be-
yond the reach of existing techniques.

1.2 Comparison to Previous Work

Two works are particularly related to ours: [2], which also studies
copy protection for general programs; and [16], which considers
provable copy protection for specific functionalities that are similar
to some of the ones we consider here.

[2] takes a very different approach than ours to copy protection
for general programs. By moving to a black-box model, they are able
to build copy protection for all unlearnable programs. However, it
is known that there exist unlearnable programs that cannot be copy
protected [8], so the black-box construction of [2] does not address
Question (1) about which programs could be copy protectable. In
contrast, gsiO could plausibly exist in the standard model for all
programs. Furthermore, we are able to identify specific properties
that differentiate programs for which gsiO is copy protection.

While the black-box construction of [2] does naturally suggest
a heuristic copy protection scheme for arbitrary programs (by re-
placing black-box obfuscation with iO), there is no “best-possible”
guarantee comparable to qsiO. There may exist programs that can
be copy protected, and yet this heuristic construction nonetheless
fails to copy-protect them. In order to address Question (1), [2] give
a non-black-box construction of copy detection for any watermark-
able program, assuming public-key quantum money. They interpret
this construction as evidence that copy protection might exist for
watermarkable programs as well.

[16] does not directly consider the problem of copy protection
for general functionalities. Instead, one of the main results (under
an information-theoretic conjecture that was later proven to be
true in [18]) is that punturable pseudorandom functions can be
copy protected using iO, assuming sub-exponentially-secure LWE.
Compared to our provable copy protection results, the advantage
of [16] is that iO is much more well-studied than qsiO.> However,
their result is limited to puncturable pseudorandom functions (and
does not seem to extend further), while our results are applicable to
a much broader class of puncturable functionalities. Additionally,
our results do not rely on “structured” assumptions like LWE.

1.3 Technical Overview

Definitions. Throughout this technical overview, we will fix a
universal quantum evaluation circuit Eval. Instead of considering
implementations as circuit-state pairs (C, p), we will assume that
the description of C is included in p. Therefore we will view qsiO
schemes as acting only on the quantum part, p.

As in the introduction, we say that p implements a function f if,
for all x, Pr[Eval(p, x) = f(x)] = 1 (or is negligibly close to 1). An
obfuscator Obf is a qsiO scheme if it satisfies:

o (Correctness) if p implements f, then Obf(p) implements f,
and
e (Security) if p, p” both implement f, then Obf(p) ~ Obf(p’).

We will write qsiO(p) to refer to a qsiO obfuscation of p.

?Despite significant research though, a construction of post-quantum iO from well-
founded assumptions is still not known.
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Best-possible copy protection. With the definition of qsiO in hand,
it is not difficult to prove that qsiO(f) is best-possible copy protec-
tion for any functionality f. Here is a sketch of the argument; for a
more complete treatment see the full version.

Let ¥ be any class of programs for which some copy protec-
tion scheme CP exists. That is, CP is an efficient quantum algo-
rithm such that for f € #, CP(f) outputs a quantum state p such
that Eval(p, x) = f(x) for all x € Domain(f), and there is some
guarantee of “unclonability” on p. It turns out that the fact that
gsiO is best-possible copy protection is not sensitive to the the
precise definition of “unclonability” — whatever definition of un-
clonability is satisfied by CP, gqsiO achieves the same guarantee.
The key observation is that any adversary who wins the unclonabil-
ity game for qsiO(f) must necessarily win the unclonability game
for qsiO(CP(f)) as well, or else it would break the gsiO security
guarantee! Since we can efficiently apply qsiO to CP(f) to prepare
qsiO(CP(f)) = gsiO(f), it follows that qsiO(f) is at least as secure
as CP(f).

Construction of qsiO relative to a quantum oracle. Our construc-
tion of gsiO relative to a quantum oracle is simple, although the
security proof is fairly involved. On input a quantum implemen-
tation p of some function f, gsiO samples a uniformly random
Clifford unitary C and outputs the state 5 = CpCT, alongside an
oracle implementing the unitary Gc = C'EvalC, where Eval is a
universal circuit. In other words, gsiO applies a Clifford one-time
pad to the input state p; the oracle G¢ undoes the one-time pad,
evaluates the function f, and then re-applies the one-time pad.

The “Clifford twirl” is sufficient to argue security against adver-
saries that make a single query, but a more careful argument is
required to handle general adversaries. This argument makes use
of the “admissible oracle lemma” from [20].

Unclonable encryption. As is often the case with classical iO
[22], we find that gsiO does not by itself yield the applications
we are most interested in. Instead, we combine gsiO with one-
way functions and variants of unclonable encryption to build copy
protection. We describe some background and a new result on
unclonable encryption before discussing copy protection.

Unclonable encryption (UE), formally introduced by Broadbent
and Lord [15], can be viewed as an unclonable version of secret
key encryption. A UE scheme consists of a generation algorithm
that samples a classical secret key sk, an encryption algorithm Enc
that outputs a quantum state, and a decryption algorithm Dec that
outputs a message. The security guarantee says that, without the
secret key, an adversary given Enc(sk; m) cannot prepare two states
which can later be used to decrypt the message m (when provided
the secret key sk). We require UE schemes to have semantic security
— that is, the two states cannot both be used to learn non-negligible
information about the message. Formally, a UE scheme (Enc, Dec)
is secure if no efficient adversary can win the following security
game with probability noticeably greater than 1/2:

UE-Expt(A):

3The notion was informally put forward by Gottesman in [19], who left constructing
it as an open question. Broadbent and Lord [15] formalized the notion, and achieved
the first provably secure construction. We remark that Broadbent and Lord refer
to what we call unclonable encryption as unclonable encryption with “unclonable
indistinguishability”
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(1) The adversary sends the challenger a message m.

(2) The challenger samples a challenge bit ¢ « {0,1} and a
secret key sk « {0, 14

(a) If ¢ = 0, the challenger samples a random message r of the
same length as m and sends Enc(sk;r) to the adversary.
(b) If ¢ = 1, the challenger sends Enc(sk; m) to the adversary.

(3) The adversary splits into two non-communicating parties A
and B.

(4) The challenger sends each of A and B the secret key sk.

(5) A outputs a bit a’ and B outputs a bit b’. The adversary wins
ifa' =b =c.

The first provably secure construction of UE was proposed in
[15], and it satisfied a “search-based” notion of security in the
quantum random oracle model (QROM). Subsequent work [6, 7]
achieved the “decision” version of UE that we consider here, still
in the QROM. We conjecture that UE for single-bit messages can
be built (for general messages) in the standard model, assuming
one-way functions.

One of the key insights of Broadbent and Lord [15] is to link
the “search-based” notion of UE to the following “monogamy of
entanglement” result from [23], which says that no (unbounded)
adversary can win the following security game with probability
noticeably greater than 0:

Search-Expt(A):

(1) The challenger samples x,6 «— {0, 1}* and sends |x?) to
the adversary. Here, |x?) is shorthand for HY |x), where H?
denotes Hadamard gates applied to the qubits where the
corresponding bit in 6 is 1.

(2) The adversary splits into two non-communicating parties A
and B.

(3) The challenger sends each of A and B the basis 6.

(4) A and B output strings x4, xg. The adversary wins if x4 =
XB = X.

The reason that this result does not immediately yield UE (by
using x as a one-time pad for the message) is that the adversaries
are required to guess all of the message in Search-Expt, whereas
the adversaries in UE-Expt are merely required to learn anything at
all about the message. For instance, if the adversary simply passes
the first half of the qubits of |x9) to A and the second half to B,
then both A and B can learn half of x. It is natural to attempt to
evade this issue by using a randomness extractor. For a single-bit
message m, we could use the following as a candidate unclonable
encryption:

|xe),m€Bu~x (2)
where x, 0, u — {0,1}*, and the dot product u - x is taken over Fy.
The secret key is sk = (6, u), and the decryption algorithm simply
reads x, computes u - x, and removes the one-time pad on m.

Intuitively, it would seem that an adversary needs to learn all of
x in order to guess u - x. This is typically proven using the quantum
Goldreich-Levin reduction [3, 13]. Given a single quantum query to
a predictor that successfully guesses u - x with probability 1/2 + ¢
(over a random choice of u), the quantum Goldreich-Levin reduction
produces a guess for the entire string x with probability poly(1)(e).
Since an adversary that wins UE-Expt must have both parts A and
B guess u - x correctly, we can run the quantum Goldreich-Levin
reduction to show that each of A and B has at least a poly(1)(¢)
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probability of guessing x. However, there is no guarantee that they
guess x correctly simultaneously, so this reduction might never win
Search-Expt!

We do not know how to prove that the candidate UE scheme of
Equation (2) is secure. Instead, we relax the requirement of UE so
that a similar reduction works. This results in a variant of UE that
we call coupled unclonable encryption (cUE). In cUE, a ciphertext
encrypts two messages under two independent secret keys. Each
secret key alone works to decrypt the corresponding message. In
the security game, A receives one secret key, and B receives the
other. Our cUE encryption scheme for single-bit messages m4, mp
is:
®)
where x,0,u,0 « {0,1}*. The secret keys are sk, = (6,u) and
skg = (6,v). Now that u and v are independent, it is possible to
prove that the above reduction works. Indeed, as we were work-
ing on this manuscript, similar “simultaneous” Goldreich-Levin
theorems were proven in [7, 21]. However, both of these works
leave open the question of running a similar reduction for many-bit
messages. Specifically, in [21], the authors ask whether one can
use many inner products to encrypt many bits, noting that their
techniques do not extend to this setting. We answer this question
in the affirmative, by carrying out a version of a “hybrid argument”
on quantum operators.

This result is crucial for our copy protection applications, which
require cUE for many-bit messages. Formally, the security guaran-
tee of cUE states that an adversary cannot win the following game
with probability noticeably greater than 1/2:

cUE-Expt(A):

(1) The adversary sends the challenger two messages ma, mp.

(2) The challenger samples two challenge bits a, b < {0, 1}, two

|x6>,mAeBu-x, mgp®uv-x

secret keys sk, skg < {0, 1}1, and two random messages
ra, rg of the same lengths as m4, mp, respectively.
(3) Let m% = my, m% = mp, and m}i =ra, mg = rg. The chal-
lenger sends Enc(sk, skg; mffl, mg) to the adversary.
(4) The adversary splits into two non-communicating parties A
and B.
(5) The challenger sends sk, to A and skg to B.
(6) A outputs a bit a’ and B outputs a bit b”. The adversary wins
ifa’ =aand b’ =b.
For general (many-bit) messages my4, mpg, our cUE encryptions are
essentially?

Ix?), mg ® PRG(Ux), mg @ PRG(Vx). )

where U, V are wide Fp matrices of appropriate dimensions, Ux, Vx
denote matrix-vector products, and PRG is any pseudorandom
generator with appropriate stretch. Since the lengths of Ux and Vx
are fixed as a function of A, but the adversary can choose m4, mp of
whatever length it wishes, we need to use pseudorandom generators
to potentially stretch Ux and Vx to the proper lengths.

We divide the proof of security for Equation (4) into two steps
(which we carry out in the full version of the paper). First, we
show that one of Ux and Vx is completely unpredictable to the

4This construction does not technically satisfy the syntax of cUE-Expt, because the
secret keys (0, U) and (6, V') are not independent. This minor issue is resolved in the
full version.
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corresponding pirate; we call this property unclonable randomness.
This is the core of the cUE proof and perhaps the most technical part
of this work, requiring a new and delicate argument that resolves
the aforementioned open question of [21]. Second, we invoke the
security of the PRG to see that the cUE scheme is secure. Thus,
assuming only the existence of one-way functions, there exists a
cUE scheme that encrypts messages of arbitrary polynomial length.

We then show that cUE suffices to show that qsiO copy-protects
puncturable programs with indistinguishability at the punctured
point.

REMARK 1. In [6], the authors discuss “issues with using extrac-
tors.” The proposal for UE in Equation (2) falls within the category of
extractor-based schemes that they are referring to, so the issues with
natural proof techniques discussed there apply. However, the security
of the UE scheme described above is not ruled out by their impossibil-
ity result (Theorem 1.3). Furthermore, our constructions of single-bit
and general cUE in Equations (3) and (4) are also extractor-based
schemes in a similar sense, and we are nonetheless able to prove them
secure. Therefore, we hope that our insights for constructing cUE may
eventually be useful for constructing UE, as they may evade some of
the barriers discussed in [6].

Finally, we show that one can generically add a functionality
that we call key testing to any UE or cUE scheme, using gsiO and
injective one-way functions. Key testing means that there is an
algorithm Test which determines whether a given string z is a valid
key for a given encryption o. Key testing turns out to be crucial
for our proofs of copy protection from gsiO. The main idea to
upgrade a UE or cUE scheme to one with key testing is to append
to the ciphertext a qsiO obfuscation of the program Js (which
is zero everywhere except at sk). Intuitively, this allows one to
check the validity of a secret key, while at the same time preserving
unclonability thanks to the properties of gsiO.

Copy protection for PRFs. Armed with cUE, we can apply gqsiO
to achieve copy protection for certain classes of functions. For the
purposes of the technical overview, we will only describe how gsiO
copy-protects pseudo-random functions (PRFs). This description
highlights some of the main ideas behind our proof technique for
the more general results in the full version. The basic idea of the
proof technique is to use the gsiO guarantee to replace the PRF with
a punctured version, where the values of the PRF at the challenge
points are hard coded under a cUE encryption.

We explain this more precisely. Suppose that ¥ is a family of
puncturable PRFs with domain {0, 1}* and range {0, 1}”(’1). It was
shown in [22] that puncturable PRFs can be built from any one-
way function. We will prove that gsiO is a secure copy protection
scheme for ¥, via a sequence of hybrids, beginning with the PRF
copy protection security game:

CP-Expt-PRF(1):

(1) The challenger samples f « 75, a,b < {0,1}, x4, xp <
{0,1}*, and ¥y — {0, 13 Let yh = f(xa) and yj =
f(xB).

(2) The challenger sends the adversary qsiO(f).

(3) The adversary splits into two non-communicating parties A
and B.

(4) The challenger sends x4,y4 to A and xp, yg to B.

1007

STOC ’24, June 24-28, 2024, Vancouver, BC, Canada

(5) A outputs a bit a’ and B outputs a bit b’. The adversary wins
ifa’ =aand b’ =b.
In other words, in this security game, the parties A and B are trying
to decide whether they received a pair (x,y) where y = f(x) or
where y is uniformly random.
Let fi, xz be f punctured at x4, x, let Enc be a cUE scheme
with key testing, and let

o = Enc(xa, xB; f(xa), f(xB)).

Our first hybrid uses the qsiO guarantee to replace qsiO(f) with
qsiO(P| fx,,xp> 01), Where P[fy, xp, 0] is a program (formally a
quantum implementation of a program) that does the following on
input z:

(1) Use key testing to check whether z is a valid key for o. If

not, terminate and output fx, x5 (2).

(2) Otherwise, use z to decrypt o and output the result.
Since P[ fi x5, 0](2) = f(2) for all z, we have qsiO(P[ fi, x5, 0]) =
qsiO(f). Therefore, the adversary’s success probability in the game
CP-Expt-PRF(A) does not change if the challenger instead sends
qsiO(P| fx,,xp> 0]) instead of qsiO(f) in step 2. Call this modified
experiment Hybrid; (4).

Now, the pseudorandomness of f at the punctured points implies
that

(feaxps f(xa).f (xB), Enc(xa, xB; f(xa). f(xB)))
~ (fo,XB: g}@ g%;) EnC(.X'A, XB; g}y gé))

where g}‘, g}s are random strings from the range of f. Therefore,
the adversary’s success probability is again preserved if we replace
f(xa), f(xp) with g}‘, g}s in Hybrid; (1). We also rename yg, y%
(introduced in step 1 of the original experiment) to gg, g% for con-
venience of notation. Then, Hybrid, (1) is the following.

Hybrid,(A):

(1) The challenger samples f «— ¥, a,b « {0,1}, x4, xp «

{0,134, and 79, %, 34, 7% « {0. 13"V
(2) The challenger prepares 6 = Enc(x4, xB; gi‘, gé) and sends
the adversary qsiO(P| fx x5, 1)
(3) The adversary splits into two non-communicating parties A
and B.
(4) The challenger sends x4, 74 to A and x, y~g to B.
(5) A outputs a bit a’ and B outputs a bit b’. The adversary wins
ifa’ =aand b’ =b.
Our last hybrid, Hybrids (1), will be the same as Hybrid, (1) ex-
cept that the challenger sends the adversary qsiO(P[f, 6]) instead
of qsiO(P|fx x5, 6]) in step 2. The adversary’s success probabil-
ity is negligibly close between Hybrid,(4) and Hybrids;(A) be-
cause P[f, 6] and P|fx, x5, 6] are functionally equivalent, and so
4510 (P[ fisxp: 51) ~ qsiO(PLf, 51).

Finally, notice that Hybrids (A1) is now quite close to the cUE
experiment cUE-Expt(A)!It’s not difficult to see that there is a direct
reduction from cUE-Expt(A) to Hybrids;(4), because qsiO(P[f, 5])
can be generated from ¢ by sampling f « ¥ ;.
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