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Abstract—Traditional adversarial attacks typically aim to alter
the predicted labels of input images by generating perturba-
tions that are imperceptible to the human eye. However, these
approaches often lack explainability. Moreover, most existing
work on adversarial attacks focuses on single-stage classifiers,
but multi-stage classifiers are largely unexplored. In this paper,
we introduce instance-based adversarial attacks for multi-stage
classifiers, leveraging Layer-wise Relevance Propagation (LRP),
which assigns relevance scores to pixels based on their influence
on classification outcomes. Our approach generates explainable
adversarial perturbations by utilizing LRP to identify and target
key features critical for both coarse and fine-grained classifica-
tions. Unlike conventional attacks, our method not only induces
misclassification but also enhances the interpretability of the
model’s behavior across classification stages, as demonstrated by
experimental results.

Index Terms—Adversarial attacks, Explainability, Hierarchical
classifiers, Layer-wise relevance propagation.

I. INTRODUCTION

The remarkable success of neural networks across diverse
domains, from image recognition to natural language process-
ing, has led to their widespread adoption in critical applica-
tions such as autonomous driving [1], [2], healthcare [3], and
security systems [4] . Despite these advancements, deep neural
networks (DNNs) remain vulnerable to adversarial attacks,
where imperceptible perturbations to input data can lead to
incorrect predictions [5], [6], [7], [8].

Traditional attack methods, such as the Fast Gradient Sign
Method (FGSM) [9] and Projected Gradient Descent (PGD)
[10], have been designed to generate small perturbations
within an ¢; ball that alter the model’s prediction while
remaining imperceptible to human observers. While these
attacks expose the vulnerability of neural networks, they
provide limited insight into the reasoning behind the model’s
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decision changes, thus lacking explainability. This limitation
also applies to hierarchical classifiers, which make decisions
across multiple stages. While a few works, such as [11] and
[12], have explored traditional attacks in hierarchical settings,
to our knowledge, no research has addressed explainable
attacks in this context.

Explainability and interpretability have gained significant
attention in recent years [13]. Methods like Layer-wise Rel-
evance Propagation (LRP) [14], [15], GradCAM [16], LIME
[17] and SHAP [18] provide various mechanisms for expla-
nations by identifying the key features or regions of an input
that most influence a model’s output.

However, research on explainable adversarial attacks re-
mains limited, even for single-stage classifiers, with only a few
studies such as [19], [20] and [21], which focus on single-stage
universal attacks. The exploration of such methods for coarse-
to-fine (C2F) classifiers, where understanding the decision-
making process across multiple stages is crucial, remains
largely unexplored.

In this paper, we study explainable adversarial attacks on
C2F classifiers by introducing an approach that leverages LRP
to guide the generation of interpretable adversarial pertur-
bations. Unlike traditional attacks that solely aim to change
the output label, our method targets key features identified at
both the coarse and fine classification stages, as highlighted
by LRP-generated heatmaps. By focusing on perturbing these
critical features, we generate attacks that not only fool the
model but also provide insights into the features the model
relies on at each stage of the classification process.

We evaluate the effectiveness of our approach through
experiments on a C2F classifier architecture, using benchmark
datasets like ImageNet [22]. Our results show that the gen-
erated perturbations successfully mislead the models at both
stages of classification, while highlighting a key trade-off be-
tween explainability and perceptibility. Compared to the other



methods, we allow for greater perturbation, while keeping it
imperceptible and achieving enhanced explainability.

II. BACKGROUND
A. Coarse-to-Fine Model Formulation

Consider a pre-trained hierarchical classifier structured in
a C2F hierarchy, where an initial coarse-level classifier pro-
vides a broad classification, which is then further refined by
subsequent finer classifiers.

Each data point x € X C RY is assigned a coarse label
i € [M], where M denotes the total number of coarse labels
and [M] := {1,2,..., M}. Additionally, there is a fine label
I € [M;], where M, represents the number of fine classes
associated with the i-th coarse label. Let C': RN — [M] be
the coarse classifier function that assigns x to a coarse class.
For classifier C', we assume the existence of M discriminant
functionals, C;(z) : RV — R for i € [M], which are used for
coarse classification such that

C(z) = argmax; ¢y Ci(2). (1)

For each coarse label i € [M], let F'* represent the i-th fine
classifier function. Similar to the formulation in (1), we define
Fi(x) : RN — R for j € [M;] as the discriminant functions
used to determine the finer class of coarse label 7, such that

Fi(z) = arg Max; e ;) Fl(x). (2)
B. Layer-wise Relevance Propagation

Layer-wise Relevance Propagation (LRP) is a technique to
explain the decisions made by neural networks, determining
the contribution of each parts of the input data to the final
decision [14]. To interpret the network’s prediction for a
specific class ¢, we propagate relevance scores R from the
output layer L back to the input layer, using the activations
and network weights. For the output layer, relevance is defined
by:

R} =6ic, 3)

where §; . is the Kronecker delta, which selects the relevance
for class ¢ by setting RX = 1 when i = ¢ and RF = 0
otherwise. The relevance scores are then propagated back
through all layers except the first using the z+ rule [15]:
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where (W!)* denotes the positive weights of the I-th layer
and a' is the activation vector of the I-th layer. Finally, the

relevance scores at the input layer are calculated using the z3
rule [15]:
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where [; and h; are the lower and upper bounds of the input
domain, respectively. For simplicity, we henceforth use the
notation LRPg(x;c) to indicate the relevance scores at the
input layer of a classifier G, for an input image x and label c.
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III. LRP ATTACK FORMULATION

Unlike the methods in [6], [10], and [23] that directly use
the gradients of the DNN’s outputs and inputs to generate per-
turbations, the attacks we propose herein target the heatmaps
produced by the LRP method. By assuming that the LRP
interpretation indicates the DNN’s attention, our algorithm is
designed to create perturbations by disrupting this attention.

A. Fooling the Coarse Level

In this attack, the goal is to generate imperceptible additive
perturbations to fool the coarse-level classification, satisfying
the requirement C(x + n) # C(x). To formalize this, let
Tog = C(x) and 7,4y = C(x + 1) represent the original
and adversarial coarse labels, respectively, where these labels
correspond to the coarse categories with the highest prediction
probability for the input image x and the perturbed image
x + n. The attacker selects r,qy as

Tady = argMaX;e )\ r,, Ci(2) (6)

the coarse label with the second-highest probability after 7.

To achieve the objective of redirecting the coarse classifier’s
attention from 74y 10 7,9y, We define a loss function based
on the £,-norm of the positive and negative relevance scores
produced by LRP with respect to these labels. The loss
function is designed to decrease all positive relevance scores
and increase all negative relevance scores of the heatmap
LRPc(x + 1;rorg), While simultaneously increasing all pos-
itive relevance scores and decreasing all negative relevance
scores of LRP¢(x+1n; ruay). Thus, we define the loss function
for the LRP Coarse-Level Attack (LRPC):

|ILRP: (2 + 15 magy) T 1
~ |ILRPo(2 + 0 o) [l + ILRPe (2 + 0 7aa) [y - (7)

Here, we set p = 1, calculating the /;-norm of the heatmaps.

B. Fooling the Fine Level

In this scenario, the goal is to create perturbations that alter
the finer classification while keeping the coarse prediction
unchanged. Specifically, we aim to ensure that C'(xz + ) =
C(x) = Torg, While F"=(x + 1) # F=(z). The coarse label
is first determined and used as a prerequisite to identify the
corresponding fine label. Similar to the coarse level attack, the
attacker selects faqy as:

faaw = argmax;e s, g, £ () ®)

where fors := F"=(x) and fu is the fine label with the
second-highest probability.

We apply the same approach at the fine level by defining the
loss function similarly, based on the ¢;-norm of the positive
relevances produced by LRP for the r,-th fine classifier, ',
with respect to the fine-level labels. Thus, the loss function for
the LRP Fine-Level Attack (LRPF) is defined as:

Lp=|LRPpros( +1; forg) " llp— | LRPrro(x + 5 faae) "llp

- ||LRPFT‘"E (*T +n; forg)_ ||p + ||LRPFT‘"§ (CU +n; fadv)_ ||p
9
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Fig. 1.
adversarial coarse class (rygy:

LRP visualizations before and after LRPC and DFC attacks. (a;) LRP of the original coarse class (7org:

“vehicle”) before the attack. (a;) LRP of the

“clothes”) before the attack. (a3) Benign image. (cy, di, €;) LRP of 7oy after LRPC attack for e = 10, 20, 40, compared to

(by) for DFC. (cp, da, e7) LRP of r,qy after LRPC attack for € = 10, 20, 40, compared to (b,) for DFC. Perturbations generated with LRPC (e = 10, 20, 40)
are shown in (c3, d3, e3), and for DFC in (b3). LRP norms and prediction scores are displayed below the respective cases.
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Fig. 2. Example of LRP visualization of a;) the original fine class (forg) and
ap) the adversarial fine class (fyqy) before attack. az) Benign image. by, c;)
LRP of forg after LRPF attack with € = 10,40. by, ¢3) LRP of f.qy after
LRPF attack with € = 10, 40. LRP norms for each case are displayed below
the respective heatmaps. bz, c3) Perturbation with LRPF for ¢ = 10,40 and
perturbed image. The prediction scores for each case are displayed below the
respective images. rorg: “bird”, forg: “bunting” and fuqy: “jay”.

Algorithm 1 describes our approach. The perturbation is
initialized to zero at the beginning of the attack. At each
iteration, the perturbation 7 is clipped by min(e, n), where €
is the maximum permissible /,,-norm. 7 is then added to the
benign images to create perturbed images, which are clipped
again to maintain pixel values within the range [0, 255]. Both

benign and perturbed images are fed into the pre-trained model
to obtain the original and adversarial labels. The adversarial
labels could change with each iteration, as the goal is to gener-
ate small perturbations that progressively move the perturbed
image toward the nearest labels at each step. The gradient-
descent algorithm is used to minimize the loss function as
defined in (7) and (9) and optimize the perturbation 1 via the
loss gradients aaﬁn and BBL—WF for LRPC and LRPF, respectively.
Depending on the attack type, the optimization process termi-
nates either when the coarse label changes (LRPC) or when the
fine label changes while maintaining coarse label consistency
(LRPF), ensuring effective perturbation generation.

IV. EXPERIMENTAL RESULTS

We evaluate our attack on the C2F architecture using
ImageNet [22] and compare it to other attacks, such as PGD
[10] and DeepFool [6]. Since these two methods were designed
for single-stage classifiers, we adapted them for the C2F
setting by applying separate attacks at both the coarse and
fine levels. We refer to these adapted versions as DFC and
DFF for DeepFool’s coarse and fine attacks, and PGDC and
PGDF for PGD’s coarse and fine attacks, where perturbations
in DeepFool are measured using the ¢3-norm, and PGD is im-
plemented with p = co. We calculate the average perceptibility

of the attack as:
P
padv | D| Z

where D is the dataset, and 7 is the adversarial perturbation
corresponding to input . Additionally, we analyze the fooling
ratio, defined as the proportion of images whose labels are
changed by the attack relative to the total number of images.

(10)
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Algorithm 1 LRP-based Attack for Coarse-to-Fine Classifiers
1: Input: Pre-trained coarse model C' and fine models F;,
input image x, ground truth labels (y, z), max iterations

K, step size Ir, clip parameter €, attack={LRPC, LRPF}

2: Initialize perturbation 1 <— 0, k < 0

3: Compute labels 7org, Tadvs forg and fady

4: while £ < K do

5. Calculate LRPs for both labels

6:  Compute Loss £ according to (7) or (9)

7. Update perturbation 1 <—n — Ir - g—ﬁ

8: 1<« clip(n; —¢,¢€)

9:  Update adv label for z + n

10: k+k+1

11:  if attack==LRPC then

12: if 7oy # y then

13: Increment fooling count and break loop
14: end if

15:  else if attack==LRPF then

16: if fory # 2 and 7o, = y then

17: Increment fooling count and break loop
18: end if

19:  end if

20: end while
21: Output: perturbation

Coarse-to-fine classification framework. We have introduced
a C2F classifier with a total of M = 8 coarse labels for
the hierarchical classification of the ImageNet dataset. The
classification occurs in two stages: a coarse classifier C assigns
input images to one of eight broad categories: {fish, bird,
reptile, clothes, food, vehicle, electrical device, dog}, which
are further classified by separate fine-level classifiers F within
each coarse category into fine-grained labels.

Dataset. Our dataset is sourced from the ImageNet dataset,
which contains 1000 distinct labels. However, only 393 of
these labels were used in our model, distributed across the 8
coarse categories. We randomly selected 80% of the training
set from the 393 classes of the ILSVRC2012 train dataset
for training the classifiers, with the remaining 20% used for
validation. We evaluate our attack on the VGG-16 network
[24], which has an accuracy of 96% for the coarse classifier
and 78%-90% for each of the fine classifiers.

Explainability-perceptibility tradeoff. Fig. 1 illustrates LRP
results before and after the coarse attack for LRPC with
varying perturbation levels. The heatmaps highlight regions
contributing to coarse-level predictions, showing how the
LRPC attack shifts the model’s attention from the car to the
person inside, which leads to misclassification from “vehicle”
to “clothes.” Both positive and negative relevance scores for
the original and adversarial classes are manipulated, with
reduced relevance for car pixels (c;, dj, e;) and increased
relevance for the person (c;, dy, €;). As perturbation increases
(via higher ¢€), explainability improves, revealing a tradeoff be-
tween explainability and perceptibility. Our results clarify this

relationship, both quantitatively (by illustrating the tradeoff
between perceptibility and relevance scores), and qualitatively
(by progressively emphasizing key regions while reducing
attention on others as perturbation increases). In contrast, the
DFC attack (b;, by, bs) scatters the perturbation, whereas
our attack concentrates it on critical image regions. Fig. 2
demonstrates that our algorithm is also explainable at the finer
level, although the features are very similar in this stage. In
this example, the attack shifts the model’s attention from the
eye and body of the “indigo” to areas typically associated
with a “jay”, such as the beak and tail feathers, leading to
misclassification.

Performance. We evaluate the performance of our attack for
both coarse- and fine-level attack algorithms. Table I shows
Phivs Plies PSS, and fooling ratio for LRPC, DFC, and PGDC,
tested on the first 1000 RGB images of the validation set.
LRPC achieves perceptibility comparable to PGDC in both
¢1 and {..-norms. Moreover, for ¢ = 10, the ¢, ,-norm
is on par with DFC, while the fooling rate remains high.
Table II provides the fooling ratio and perceptibility values for
the fine-level attack algorithms. LRPF achieves high fooling
rates even with smaller perturbations, indicated by lower €
values. This demonstrates that LRPF can maintain competitive
fooling rates while effectively controlling perceptibility. We
emphasize that our approach prioritizes explainability rather
than asserting quantitative superiority in metrics like fooling
ratio or perceptibility.

V. CONCLUSION

We developed an approach for explainable adversarial at-
tacks on coarse-to-fine classifiers by leveraging Layer-wise
Relevance Propagation (LRP) to generate interpretable per-
turbations. Our method targets critical features identified at
both classification stages, providing insights into the model’s
decision-making process while successfully misleading the
model and outperform traditional methods in providing clearer
interpretations without compromising attack imperceptibility.

TABLE I
FOOLING RATIO AND PERCEPTIBILITY OF COARSE-LEVEL ATTACKS.
. LRPC LRPC LRPC
Algorithm c=10 e=20 e—40 DFC PGDC
pfdv 0.0294  0.0323  0.0405 0.0045 0.0262
pidv 0.0216  0.0174 0.0195 0.0031 0.0224
P 0.0399  0.0778  0.1557  0.0408  0.0101
Fooling(%) 87.1 92.5 99.3 100 100
TABLE II
FOOLING RATIO AND PERCEPTIBILITY OF FINE-LEVEL ATTACKS.
. LRPF LRPF LRPF
Algorithm e=10 €=920 e—40 DFF PGDF
pfdv 0.0127  0.0145 0.0151  0.0020  0.0078
p&dv 0.0084  0.0079  0.0066  0.0013  0.0092
P 0.0241  0.0542  0.0819 0.0029 0.0035
Fooling(%) 98.7 100 100 100 95.7
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