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Abstract —This paper describes the activities and results of a
George Washington University — USA Department of Defense
Cyber Scholarship Program capacity building project during the
2022 academic year. In particular, the report provides
information about the design and development of the GapApp,
an application based on the outcome recommendations of the
May 2021 conference. The GapApp is intended to streamline and
to make accessible the multitude of competing information
streams for careers, especially in the high demand field of cyber
security to active women military nearing separation from the
service. The existing workforce role and skill taxonomies in cyber
security and military were studied, a technique for mapping one
to another and evaluating the match was proposed. A working
pilot application on a platform that can be ported to a mobile
phone was successfully demonstrated.

Keywords —career transition, cyber security, computer security,
women’s issues, military operational specialties, cyber work role,
mobile applications

I. INTRODUCTION

“Closing the Gap: A Department of Defense (DoD)
Conference on Reentry for Women Veterans into
Cybersecurity Careers” [1] addressed the crucial need to fill the
exponentially growing cyber security gap (whether it is a talent
gap of skilled cyber security workers or a gap in the time
between jobs in the military and the cyber workforce), as well
as to address the gender imbalance in the field. In order for the
USA to remain a world leader in various fields of science and
technology, a robust and educated cyber workforce is required.

A. Literature Review

The Center for Strategic and International Studies (CSIS)
notes in [2] that “a recent CSIS survey of IT decision makers
across eight countries found that 82 percent of employers
report a shortage of cyber security skills, and 71 percent
believe this talent gap causes direct and measurable damage to
their organizations.” The report refers to CyberSeek, an
initiative funded by the National Initiative for Cybersecurity
Education (NICE), which estimated the shortage of almost
314,000 cyber security professionals as of January 2019 in the
USA, while the country’s total employed cyber security
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workforce was just 716,000. “According to data derived from
job postings, the number of unfilled cyber security jobs has
grown by more than 50 percent since 2015. By 2022, the
global cyber security workforce shortage has been projected to
reach upwards of 1.8 million unfilled positions.”

While others [3] have indicated possible cohorts to fill
these positions, such as under-represented minorities or green
card holders, women veterans may be better positioned to fill
this gap. Compared to the general population, veterans bring
extensive technical skills to the marketplace [4]. Women, who
have taken time off from their careers for family, military or
personal reasons, are an under-looked, yet ready population
positioned to enter or re-enter a high-tech career [5, 6, and 7].

B. “Closing the Gap” Conference

We hosted over 80 participants at the conference
throughout the day (Fig. 1). By profession those included 13
academics, 10 government employees, 18 industry
representatives, 3 members of the military and 11 veterans, 9
members of various non-profit organizations, 4 researchers,
and 12 individuals who noted themselves as “other”. Of equal
importance is the distribution of participants by gender: 59
females, 14 males and 7 who either chose not to identify or
whose responses were incomplete.

There are three key observations from the conference:
1) the value that women veterans bring to the table is not
promoted by the women themselves by underselling
themselves and not understood by the recruiter/employer,
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Figure 1. Conference attendance by profession.
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2) the transition phase needs to be pre-transition, during
transition, and post-transition, and 3) a wealth of information
and resources is available to help women veterans.

There are many efforts by different organizations, on
different administrative levels, but an effort needs to be made
to evaluate the current resources, how well they are working,
and how suitable they are to the cyber security field. The USA
federal government needs to take the lead in creating a
consolidated platform for the many resources available. Such a
platform needs resources, a roadmap, and guidance for the
specific career path. This latter observation led the research
team to consider developing an accessible application for the
target audience i.e. the woman veteran.

C. Methodology

New research problems benefit from brainstorming
sessions to ensure the inclusion of a variety of ideas on how to
proceed. A designathon was scheduled for students, veterans,
and visiting faculty interested in a project intended to be
accessible on a mobile device, targeting women and/or related
to military veterans. Unlike a hackathon, whose goal is to
create functioning software or hardware by the end of the
event, the goal of our low-tech and high-level designathon was
to generate ideas on what a mobile app would look like, what it
might include, and how it might flow or function without being
caught up in the programming details.

The designathon provided a jumpstart in both a plethora of
ideas and a deeper understanding of the challenges, not the
least of which was the December deadline imposed by the
remaining timeframe on the grant. What evolved were
conceptual, semantic, technological, and human design
challenges to creating the GapApp.

Two teams were organized, led by faculty/seasoned
researchers and including two students each: Data Resources
team and Technical Analysis team. The former provided the
latter team with appropriate data tables in order to design and
implement the application.

D. Team Selection

A goal of the project, in addition to creating the GapApp,
was to engage students in authentic research problems. A call
was posted indicating the opportunity to work on a funded
research project until December 2022, with the primary effort
commencing after spring term finals. Requirements included
strong technical skills and coding experience. We specifically
chose female students for this project as they reflected, in some
ways, the target audience.

Two computer science students were selected for the
Technical Analysis team and one student who had worked on
the original conference grant and one biomedical engineering
student who expressed strong interest in data collection and
representation were selected for the Data Resources team.

Given the travel and location sites for our team, except for
the designathon, all events were held on Zoom with most
meetings recorded. The entire team and the focused sub-teams
met in alternate weeks to maintain a steady workflow between
newly assigned tasks and reported progress.

II.  ANALYSIS AND DESIGN

As part of the initial analysis, the Data Resources team
studied the existing workforce role and skill taxonomies in
cyber security and military.

A. Databases

One of the most common ways for a veteran to describe the
skills and tasks related to their military roles is for them to use
the Military Occupational Specialties (MOS) [8]. Each branch
of the military has its own set of codes and descriptors. The
Marine Corps alone have 80 possible fields describing the
qualifications and opportunities for assignment [9].

For example, “Information Assurance Technicians
(MOS 0689) are now called Cyber Security Technicians and
are responsible for the security of all information systems and
its integrity, authentication, and confidentiality” while the
Army Cyber Operations Specialists (MOS 17C) are tasked
with safeguarding Army intelligence and information. They
safeguard information by protecting digital data, maintaining
security measures like firewalls, and introducing new cyber
security.

The National Institute of Standards and Technology (NIST)
has undertaken to codify the careers and positions with cyber
security in the NICE [10]. The workforce framework for cyber
security work roles [11] is organized by category, specialty
area work role and work role definition a sample of which is
shown in Table 1.

The MOS and NICE databases provide thorough
descriptions of possible cyber security positions. It would be
optimal for a veteran to be able to enter their MOS role into the
GapApp and be pointed to a series of possible cyber security
careers for which they have had pertinent training or
experience.

The biggest limitation to the design of the GappApp is that
there is no direct, or even modestly direct, route to matching
between the two.

The NICE tables use English sentences or phrases to
identify the tasks and operations for each work category. The
MOS database on the other hand typically uses 3-4 word
phrases to describe skills and full English sentences to describe
summaries of the specialty. If the databases could be made
more equitable using the same terms and same short phrases to
define the tasks one would do in a specific job.

B. Mapping and Matching

Therefore, the Data Resources team had three tasks to
resolve: 1) create a database from the MOS skills that could be
mapped to NICE work roles, 2) resolve the NICE formulation
into similar phrases, and 3) develop a technique for mapping
from one database to another and evaluating the match. For
example if a user entered a specific MOS, the GapApp would
return an ordered list of possible matches for the veteran to
pursue toward a career in cyber security.
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TABLE L. A SAMPLE NICE WORK ROLE AND TASKS DEFINITION

NICE . -
Work Role Network Operations Specialist
Work Rol
ork ot OM-NET-001
ID
Task ID Tasks
T0035 Configure and optimize network hubs, routers, and switches
(e.g., higher-level protocols, tunneling).
T0065 Develop and implement network backup and recovery
procedures.
T0081 Diagnose network connectivity problem.
To121 Implement new system design procedures, test procedures, and
quality standards.
TO125 Install and maintain network infrastructure device operating
system software (e.g., IOS, firmware).
T0126 Install or replace network hubs, routers, and switches.
T0129 Integrate new systems into existing network architecture.
T0153 Monitor network capacity and performance.
TO160 Patch network vulnerabilities to ensure that information is
safeguarded against outside parties.
Provide feedback on network requirements, including network
T0200 . .
architecture and infrastructure.
Test and maintain network infrastructure including software and
T0232 .
hardware devices.

The Data Resources team spent many hours reviewing the
content and formulation of both databases. In order to make the
project viable, only three MOSs and five work roles were
selected as a proof of concept challenge (Fig. 2).

The decision for the mapping match was as follows: Let T’
be the set of all possible tasks, hence T = {1, 5, t;, ... tn}, Where
N is the maximum task index. We observe that every MOS and
work role can be described as a subset of the 7. Consider
MOS[i] = {ti, t, t3, ... tw}, where n > 0 is always true, also
WorkRole[j] = {ti1, tp2, 43, ... im}, where m >0. A simple naive
matching function would look like

|MOS[i] N WorkRole[j]| / |WorkRole[j]|, (1)

where XNY denotes conjunction or intersection of sets X and ¥,
and |X| denotes the size or number of elements in a set X.

C. Tool Selection

The challenges for the Technical Analysis team was to
identify a tool that could be used to rapidly design, implement,
and launch the GapApp. The tool requirements included a
simple learning curve which meant avoiding new programming
languages, database support, easy user interface design, easy
incorporation of graphics, a ready technical support community
to help answer implementation questions, easy work sharing to
enable the team members to work jointly, but remotely, on the
application, and no subscription or user fees. The team

reviewed Crowdbotics, SWIFT, AppCode, AppyPie, Flutter
(with Firebase) and Xcode, among others, and settled on
FlutterFlow'-the drag and drop version of Flutter.

III.  GAPAPP IMPLEMENTATION

With the teams selected, each team moved into solving its
own core problems. The Technical Analysis team, as noted
above, moved forward with FlutterFlow and its allied database,
Firebase, as the tool with most of our required characteristics.
While Flutter had a good drag and drop methodology and a
series of model apps, the team was challenged to move deeply
into the technical structure. Firebase is not the typical SQL
database with which students had become familiar. The
presence of online videos helped as FlutterFlow and Firebase
documentation.

Implementing the MOS search for the proper NICE job
categories was expedited by the Data Resources team’s
decision to use only a subset of the available data. The pilot
version (Fig. 3) was completed with additional efforts on the
look and feel of the user interface, the addition of visuals and
the linkages to available online content and videos.

A. Successes and Challenges

One of the early challenges for the Technical Analysis team
was the lack of pre-existing roadmaps. The students were more
used to a well-defined problem where such classroom
assignments are often partially or completely structured.
Solving the problem often means using a programming
language you know, building on techniques you’ve learned,
and solving the problem. In the case of GapApp, no one had
“been here before”. The students were often frustrated without
the roadmap and the faculty leading the technical team was as
new to the use of the chosen tools as the students. The process
often shook the students’ confidence in their own ability, but in
the end, success was that students experienced solving a
problem they had never seen before, one with dead end alleys
and one that ultimately was completed.

The algorithm for identifying which MOS is related to
which NICE job categories is a simple matching algorithm that
compares the tasks of a given MOS with the tasks of each
NICE work role stored in our database. This ability is
dependent on terminology.

NICE has defined tasks with associated task IDs for each
work role, however, the military has yet to publish a similar
standardized structure describing each MOS. Furthermore, the
terminology for cyber security-specific civilian work roles and
military work roles drastically differ. For the prototype, our
Data Resources team manually compared each NICE task with
the descriptions of a MOS (provided by the associated branch
website, American Council on Education Military Guide?,
National Cybersecurity Training&Education Center’-published
occupation description, etc.) and assigned task IDs of the task
that best matched the MOS descriptions.

! https://flutterflow.io/
2 https://militaryguide.acenet.edu/
3 https://www.ncyte.net/faculty/faculty-resources/mos-pathways
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Figure 2. Mapping and matching evaluation technique.

The problem with this method is it is subjective and takes
time, meaning low replicability and high labor cost. This
algorithm will be better streamlined if the military standardizes
MOS descriptions and assigns tasks that utilize NICE work
role terminology to allow for more accurate comparison.

IV. CONCLUSION AND FUTURE WORK

The project revealed that the DoD and NIST classification
databases consistently use varying terminology or wording for
very similar career positions within their respective branches of
the government. Not only did this limit the development of the
GappApp, it limits the ability of anyone transitioning from the
military to seek comparable placement in the cyber security
field.

One intuitive suggestion would be to work on harmonizing
these two frameworks. This would require the full participation
of both the military and NIST leadership to come together in
support of using the same terminologies and phrasing for both
plans.

The current matching algorithm, described above, uses a
model that considers all tasks equally important, so extension
could be a representation of a work role as a set of pairs of
task-importance {(#1,i), (t2,ir2),... (tnim)}, Where all i's would
sum up to / or /00%. If both work role and MOS use the same
representation, then an alternative matching function (1) could
be the sum of all 7's in the work role description iterated over
the tasks in the intersection set. Another variation would be to
use the sum of minimums of each pair of i's from the matched
MOS and work role iterated over the tasks in the intersection
set.

An interesting approach would be to apply natural language
processing algorithms to automate the mapping that is
matching virtually the same categories that are listed in
different databases. This would also be useful for improved
recommendation of job vacancies or industrial training
opportunities that match the user profile.

With the proof of concept accomplished, there are several
future pathways to pursue, including a request for
supplementary funding to continue app expansion and utility,
as well as creation of focus groups to review the Gap App pilot
version.
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Figure 3. The Gap App pilot version user interface.

Many ideas produced as the result of the designathon
during the initial ideation stage were prioritized for the future
stages of potential expansion.

For example, the GapApp could use the initial veteran
information (as limited as, for example, date of birth, MOS,
and target state) to recommend job or training opportunities
from respective open databases. Using gamification methods
could help with motivating users in their journey towards a
successful career in cyber security. While designing the pilot
product the backend was deliberately removed from the
architecture. However, with anonymized data collected
securely appropriate learner algorithms would help make better
recommendations, share motivating success cases among the
same cluster of users, such as veterans of the same MOS or
same age group.
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