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A bstr a ct — F e d e r at e d L e a r ni n g ( F L) is a wi d el y a d o pt e d
dist ri b ut e d m a c hi n e l e a r ni n g t e c h ni q u e w h e r e cli e nts c oll a b-
o r ati v el y t r ai n a m o d el wit h o ut s h a ri n g t h ei r d at a. A c riti c al
c o m p o n e nt of F L is cli e nt s el e cti o n, w hi c h i n v ol v es c h o osi n g t h e
n e c ess a r y n u m b e r of cli e nts f o r e a c h t r ai ni n g r o u n d. C u r r e nt
cli e nt s el e cti o n al g o rit h ms f o r wi r el ess F L r el y o n t h e c o n diti o ns
of wi r el ess c h a n n els b ut d o n ot a c c o u nt f o r v ul n e r a biliti es f r o m
att a c ks o n t h es e c h a n n els, s u c h as c h a n n el st at e i nf o r m ati o n
( C SI) f o r g e r y att a c ks. I n t his p a p e r, w e i nt r o d u c e Air Tr oj a n ,
a n o v el att a c k v e ct o r t h at t a r g ets cli e nt s el e cti o n i n F L. O u r
k e y i nsi g ht is t h at si n c e t h e c h a n n el st at e c a n b e m a ni p ul at e d
b y att a c k e rs, a n att a c k e r c a n a dj ust t h ei r p r o b a bilit y of b ei n g
c h os e n as a p a rti ci p a nt. Ai r Tr oj a n e n h a n c es t h e f e asi bilit y of
a d v e rs a ri al att a c ks o n F L, w hi c h us u all y ass u m e t h at m ali ci o us
cli e nts a r e al w a ys s el e ct e d as p a rti ci p a nts. We d e m o nst r at e t h e
eff e cti v e n ess of Ai r Tr oj a n b y s h o wi n g h o w it c a n dis r u pt cli e nt
s el e cti o n a n d f a cilit at e m o d el p ois o ni n g att a c ks o n F L. O u r
w o r k hi g hli g hts t h at it is u r g e nt t o a d d s e c u rit y c o m p o n e nts t o
cli e nt s el e cti o n p r o c ess es i n wi r el ess F L.

I. I N T R O D U C T I O N

F e d er at e d L e ar ni n g ( F L) h as e m er g e d as a v ers atil e s ol u-
ti o n f or tr ai ni n g m a c hi n e l e ar ni n g m o d els w h e n s a m pl es ar e
distri b ut e d at r e m ot e n o d es. As ill ustr at e d i n Fi g. 1, t h e gl o b al
m o d el of a n F L s yst e m is tr ai n e d t hr o u g h a n it er ati v e pr o c ess.
I n e a c h it er ati o n, P ar a m et er S er v er ( P S) of a n F L s yst e m
s el e cts a s u bs et of cli e nts, s e n ds t h e m t h e c urr e nt gl o b al
m o d el, a n d fi n all y a g gr e g at es l o c al m o d els f or u p d ati n g t h e
gl o b al m o d el. Si n c e o nl y l o c al m o d els r at h er t h a n l o c al d at a
ar e a g gr e g at e d t o P S, F L is a d v o c at e d f or n ot o nl y i m pr o vi n g
tr ai ni n g s et di v ersit y b ut als o pr ot e cti n g d at a pri v a c y [ 1]. As
a r es ult of t h e distri b ut e d n at ur e, m ost c urr e nt F L s yst e ms ar e
d e pl o y e d as a wir el ess o n e i n w hi c h r e m ot e cli e nts c o n n e ct t o
t h e c e ntr al s er v er t hr o u g h wir el ess c h a n n els li k e Wi Fi/ 5 G/ 6 G.

Wit hi n t h e fr a m e w or k of 5 G/ 6 G st a n d ar ds, M ulti- Us er
M ulti pl e I n p ut M ulti pl e O ut p ut ( M U- MI M O) s yst e ms h a v e
b e e n est a blis h e d as a c or n erst o n e t e c h n ol o g y [ 2]. T h es e
s yst e ms e n a bl e m ulti pl e us ers t o c o m m u ni c at e si m ult a n e-
o usl y t h us i m pr o vi n g b ot h t h e c a p a cit y a n d ef fi ci e n c y of
wir el ess n et w or ks. T o a c hi e v e s u c h a g o al, M U- MI M O r eli es
o n C h a n n el St at e I nf or m ati o n ( C SI) f or eff e cti v e c h a n n el
esti m ati o n a n d r es o ur c e all o c ati o n [ 3] –[ 6]. I n ess e n c e, C SI
c arri es k e y c o m p o n e nts i n cl u di n g c h a n n el g ai n, p h as e s hift,
a n d si g n al-t o- n ois e r ati o, w hi c h ar e i n dis p e ns a bl e w h e n o p-
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Fi g. 1: Ar c hit e ct ur e of wir el ess F L.

ti mi zi n g tr a ns missi o n r at e a n d o v er all c o m m u ni c ati o n p er-
f or m a n c e [ 3], [ 7]. I n t his p a p er, w e ar e m ost i nt er est e d i n
C SI- b as e d cli e nt s el e cti o n f or wir el ess F L s yst e ms d u e t o its
p o p ul arit y.

T o st art wit h, cli e nt s el e cti o n f or a wir el ess F L s yst e m is t o
c h o os e a s u bs et of r e m ot e cli e nts fr o m t h e c a n di d at e p o ol f or
t h e c urr e nt r o u n d. W hil e n o v el cli e nt s el e cti o n m et h o ds [ 8] –
[ 1 0] h a v e b e e n pr o p os e d o v erti m e f or v ari o us p ur p os es s u c h
as l o w eri n g tr ai ni n g c ost, it t ur ns o ut t h at m ost of t h e m h a v e
n ot a d e q u at el y c o nsi d er e d s e c urit y i n t h eir d esi g ns. I n t his
p a p er, w e e x pl or e wir el ess F L s yst e ms usi n g 5 G/ 6 G as t h e
c o m m u ni c ati o n st a n d ar d w hil e w e b eli e v e t h e fi n di n gs h er e
c a n a p pl y t o ot h er s c e n ari os. C o ns e q u e ntl y, w e f o c us o n C SI-
b as e d cli e nt s el e cti o n b e c a us e M U- MI M O w as s el e ct e d as t h e
p h ysi c al l a y er f or 5 G/ 6 G w hil e M U- MI M O w as b uilt o n C SI
f or tr a ns missi o n r at e a dj ust m e nt a n d c h a n n el esti m ati o n.

T hr o u g h o ut t h e p a p er w e stri v e t o a ns w er t h e f oll o wi n g
t w o q u esti o ns. T h e first o n e (Q 1 ) is “ W h at ar e t h e v ul n er a-
biliti es i n C SI- b as e d cli e nt s el e cti o n f or wir el ess F L s yst e ms
usi n g M U- MI M O ? ” T h e a ns w er t o Q 1 h el ps esti m at e t h e
p ot e nti al c o ns e q u e n c es if t h e att a c k er e x pl oit e d s u c h v ul n er-
a biliti es. I n t h e first pl a c e, M U- MI M O is f o u n d t o us e s elf-
r e p ort e d pl ai nt e xt C SI fr o m cli e nts f or c h a n n el esti m ati o n
p ur p os e as r e c ei v er p erf or m a n c e hi g hl y r eli es o n a c c ur at e
a n d r es p o nsi v e C SI. F urt h er m or e, e v e n C SI m e as ur e m e nts
ar e u nr eli a bl e d u e t o m e as ur e m e nt c o m pl e xit y or e xisti n g
a d v ers ar y att a c ks ( e. g., C SI f or g er y att a c ks [ 4]). H e n c e w e
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expect that an attacker can affect CSI-based client selection
by either reporting false CSI measurements or forging false
ones. In effect, we design and demonstrate two attacks on
client selection (see Section IV), i.e., TDoS and Collusion,
which effectively change client rankings hence the final client
selection results. The second one ( ) is “How will attacks
on client selection affect the robustness of global model
against adversarial attacks on FL systems?” The answer
to illustrates the potential severity of vulnerable client
selection. Particularly we investigate the scenario that the
global model is subject to the popular model poisoning
attacks (MPAs) [11]. Considering that almost all state-of-
the-art (SOTA) MPAs skip client selection by assuming the
MPA attacker always participates each FL training round, we
investigate the situation when such an assumption no longer
holds. We believe that this is a more realistic assumption,
i.e., the MPA attacker may not get selected, rendering client
selection critical for MPAs and the corresponding defenses.
As expected, we also investigate the scenario when defenses
against MPAs are in place to better understand the whole
landscape of the impacts of client selection.

In summary, we propose AirTrojan, a novel attack vector
on wireless FL systems that has not been explored before.
We position AirTrojan mainly on CSI-based client selection
for FL systems that adopt MU-MIMO as the physical layer.
Note that the findings here can be extended to other client
selection settings. We start by introducing two attacks on
client selection: TDoS and Collusion. The goal here is to
show that AirTrojan can either increase or decrease a client’s
probability of being selected to participate in the current
round of FL training. We then proceed to investigate the
impacts of AirTrojan on the global model particularly under
MPA scenarios. We summarize our contributions as follows:

We propose AirTrojan, a new attack vector targeting at
practical client selection for wireless FL systems which
has not been identified before.
We design and demonstrate two attack strategies
on client selection: AirTrojan-TDoS and AirTrojan-
Collusion. Moreover, we incorporate them into MPAs
for better characterizing the impacts of AirTrojan on
FL systems.
We evaluate the attack performance of AirTrojan ex-
tensively under different settings. Our evaluations in-
volve three types of SOTA MPAs, seven defenses, and
three popular datasets. Experimental results confirm that
AirTrojan can manipulate client selection results of
MU-MIMO FL systems and affect MPA and defense
performance significantly.

II. BACKGROUND

A. Client Selection in FL

FL involves a process in which remote clients collabo-
ratively train a model while keeping their data local [1].
An essential aspect of FL is the selection of clients that
participate in each round of training. Consider a FL system

comprising a set of clients denoted by C ,
where is the total number of candidates (i.e., clients). In
each training round , a subset consisting of clients S C
is selected for model updates of next FL round based on
the pre-defined criteria such as client availability and data
diversity. After that, each client S computes a model
update from its own dataset, which typically takes the form of
gradient information L . L is the loss function of client

and represents the model parameters. PS then aggregates
these model updates using an aggregation strategy such as
FedAvg [1] or other methods [12]–[15].

B. MU-MIMO and Channel State Information (CSI)

Multi-User Multiple Input Multiple Output (MU-MIMO)
is a wireless communication technology that allows multiple
antennas at both the transmitter and receiver ends to manage
signals from multiple users simultaneously [7], [16]. CSI
is essential in MU-MIMO systems for efficiently directing
signals to multiple users, ensuring optimal communication
by adapting to varying channel conditions and diminishing
interference [4], [17], [18]. CSI is typically denoted as a
matrix , which corresponds to the channel characteristics
between a transmitter and receiver antenna pair. Specifically,
each entry of denotes the channel response (i.e., amplitude
and phase shift) for a transmitter and receiver pair. Consider
a MU-MIMO system with t transmitter antennas and r
receiver antennas serving users. The received signal by
the -th user can be denoted by Here

r is the received signal vector for user ,
r t is the channel matrix denoting CSI between

the transmitter and user , t is the transmitted
signal vector, and is the noise vector. The performance
of MU-MIMO largely depends on the accurate estimation
of CSI, i.e., . Such information is vital for advanced
techniques in MU-MIMO such as beamforming, where the
signal is transmitted toward the intended user to maximize
signal quality and minimize interference.

III. SYSTEM AND ADVERSARY MODEL

A. System Model

FL workflow. Fig. 1 illustrates the workflow of wireless
FL systems investigated. At the beginning, PS randomly
initializes , which is the global model. Then each training
round proceeds as follows: (1) PS selects a subset of clients
from a candidate pool, i.e., client selection, and sends to
the selected clients through the downlink channels. (2) Client

is to initialize its local model using its received , continue
to train using its local training samples and obtain , and
then returns its model update to PS through the uplink
channel. (3) Finally, PS aggregates all s using its adopted
aggregation approach and updates accordingly.

Client selection strategy of wireless FL based on MU-
MIMO. As introduced in Section I, client selection in
wireless FL refers to the process of selecting a subset of
remote clients (e.g., mobile devices) from a pool of
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clients for participating in the current training round [19].
We denote the whole candidate set by
and the selected clients by . Then and

corresponds to the required number of clients
for model training. Here we follow a widely-used client
selection strategy in wireless FL [3], [4] which aims to select
the top- clients that maximize the sum transmission rate
while minimizing inter-channel interference simultaneously.
We want to emphasize that our findings are expected to
apply to other client selection strategies for wireless FL as
well simply because all selection methods rely on a certain
selection criterion that can be vulnerable. In our case, such a
criterion is that CSIs of the selected clients contribute to the
overall system transmission rate in a better way than those
of other clients. Concretely, the sum rate in wireless FL is
formulated as RFL where
is the bandwidth, the set of selected users, and
is the signal-to-interference-plus-noise ratio of .

In an MU-MIMO based wireless FL system, PS acts
as an MU-MIMO Base Station (BS) as well and has
antennas which are to establish reliable wireless channels
with at most clients in one training round. The corre-
sponding CSI between Client and PS can be modelled as

, where denotes the CSI between
and the -th antenna of PS. For simplicity, assuming

PS has selected clients out of candidates, we
construct the channel matrix HMU MIMO for the MU-
MIMO system consisting of one BS (i.e., PS) and clients
as . That is, we concatenate all

together. Therefore, at PS, the received signal can
be computed as HMU MIMO , where is
the transmitted signal from clients, and represents the
Gaussian noise of HMU MIMO itself. Correspondingly,

above can be derived as

(1)

where is the pre-coding matrix for , is the
power allocation vector for , and represents the

signal power of noise. Note that the interference of on
is given by thus the total interference on

would be .
As a result, the maximum sum rate problem from above

can be further derived as
maximize RMU MIMO

subject to (2)

where is the total power budget for wireless transmis-
sion of the MU-MIMO system. The above client selection
problem can be solved by Algorithm 1 which is to iteratively
select the client that gives the highest sum rate contribution
while satisfying the constraint on channel interference.

Algorithm 1: Client selection in MU-MIMO FL
Input: CSI vectors [ ] of

clients.
Output: .
Initialize , ;
for to do

forall do
Compute sum rate RMU MIMO i and the
interference component ;

 RMU MIMO i ;
 ;
 ;

if then
Exit

B. Adversary Model

Attack Assumptions. We mainly adopt the same adver-
sary assumptions as in MUSTER [3]. To start with, our
targeted wireless FL system is based on MU-MIMO and
hence the self-reported policy is used for each node (both
PS and all clients) to publish its CSIs on the network.
Consequently, such a policy makes it possible for an attacker
to accumulate knowledge about other clients’ CSIs so as to
launch attacks on client selection and subsequently the whole
FL outcome. Secondly, literature suggests that an attacker is
able to forge desired CSIs when necessary by launching CSI
forgery attacks such as [4]. In this paper, we adopt the same
CSI setting used in [3], i.e., the self-reported policy in current
deployed MU-MIMO systems (it is already deployed in the
field) and investigate the impacts of such a vulnerability on
client selection and subsequent FL model training.

Attack Goals. The goals of AirTrojan attacks on FL are
straightforward. First of all, the attacker wants to manipulate
the results of client selection, i.e., changing (increasing or
decreasing) the probabilities of a client being selected. Note
that such a client can be a victim client the attacker targets
at, the attacker herself, or client(s) colluding with an attacker.
Particularly, in this paper, we demonstrate two attacks to
manipulate the results of client selection: Targeted Deny-of-
Service (TDoS) attack on a benign client and a Collusion
attack to increase the probability of a colluded client being
selected. Secondly, the attacker wants to exploit AirTro-
jan (either TDoS or Collusion) to facilitate popular model
poisoning attacks [20]–[25] including both targeted and
untargeted attacks. Note that previous MPAs have assumed
that the attacker is always selected for participating each
FL training round, during which the attacker is able to
insert malicious model updates. We anticipate that such an
assumption is unlikely to hold in reality and thus want to
explore how attacks on client selection process like AirTrojan
can escalate existing MPAs to be feasible in practical settings
and potentially other adversarial attacks on FL as well.
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Fi g. 2: Att a c k fl o w of Air Tr oj a n.

I V. D E S I G N O F A I RT R O J A N

A. O v er vi e w

Fi g. 2 ill ustr at es t h e w or k fl o w of o ur pr o p os e d att a c k,
Air Tr oj a n . I n g e n er al, t h e att a c k er l a u n c h es Air Tr oj a n ( T D o S
or C oll usi o n) t o a c hi e v e t h e g o al of m a ni p ul ati n g t h e r es ults
fr o m t h e cli e nt s el e cti o n pr o c ess.

B. Att a c ki n g C SI- b as e d Cli e nt S el e cti o n

1) Air Tr oj a n- T D o S: T D o S att a c k o n cli e nt s el e cti o n i n
F L ai ms t o l a u n c h D o S att a c ks o n a t ar g et e d vi cti m C v ,
i. e., pr e v e nti n g C v fr o m b ei n g s el e ct e d f or p arti ci p ati n g t h e
F L tr ai ni n g pr o c ess. N ot e t h at T D o S att a c k d o es n ot h ar m
Θ , i. e., t h e gl o b al m o d el of F L, dir e ctl y. I nst e a d, T D o S
ai ms t o r e d u c e C v ’s pr o b a bilit y of b ei n g s el e ct e d a n d s er v es
as t h e pr e a m bl e att a c k f or a d v a n c e d o n es s u c h as M P As.
T h e st e alt hi n ess of T D o S att a c k is hi g h as w ell f or t h e
s a m e r e as o n: P S m a y n ot n oti c e t h e att a c k si n c e m o d el
p erf or m a n c e of Θ s u c h as m o d el a c c ur a c y is n ot aff e ct e d. T h e
i nt uiti o n b e hi n d T D o S is t h at fr o m t h e p ers p e cti v e of cli e nt
s el e cti o n at P S, if t h e att a c k er’s C SI off ers a hi g h er c h a n n el
g ai n a n d c o m es wit h a l o w er i nt erf er e n c e w h e n c o m p ar e d
t o t h e c h a n n el g ai n a n d i nt erf er e n c e of C v , P S will s el e ct
t h e att a c k er f or p arti ci p ati n g tr ai ni n g i nst e a d of C v , t h us
si g ni fi c a ntl y l o w eri n g t h e pr o b a bilit y of C v b ei n g s el e ct e d.

B as e d o n t his i nt uiti o n, a T D o S att a c k er a c hi e v es
its g o al t hr o u g h t h e f oll o wi n g st e ps. Ass u m e t h at
H 0 = [ h T

1 , hT2 , . . . , hTv , . . . , hTm − 1 , hTm , hTm + 1 . . . , hTN ]T is
t h e c h a n n el m atri x of t h e M U- MI M O s yst e m f or t h e wir el ess
F L m o d el. h v a n d h v d e n ot e t h e C SIs of t h e vi cti m C v a n d
t h e att a c k er C m , r es p e cti v el y. Firstl y, t h e att a c k er f or g es a n d
r e p orts its C SI as h̃ m = α h v + β e v ,, w h er e h v is t h e vi cti m’s
C SI a n d e v t h e ort h o g o n al c o m p o n e nt of h v wit h r es p e ct t o
t h e ot h er N − 1 c h a n n el v e ct ors i n H . α a n d β ar e t h e t w o
p ar a m et ers t h e att a c k er e n gi n e ers f or a c hi e vi n g T D o S att a c k.
M or e s p e ci fi c all y, α > 1 is a n u p-s c ali n g f a ct or t h at i n cr e as es
t h e att a c k er’s eff e cti v e c h a n n el g ai n, i. e., h̃ m w hil e β < 1
a d o w n-s c ali n g f a ct or t o r e d u c e t h e i nt erf er e n c e fr o m t h e
ot h er N − 1 s el e ct e d cli e nts. T hr o u g h a p air of (α, β ), t h e
att a c k er c a n eff e cti v el y m o dif y t h e c h a n n el m atri x fr o m H 0

t o H ′ = [ h T
1 , hT2 , · · · , hTv , · · · , hTm − 1 , h̃ T

m , hTm + 1 . . . , hTN ]T .
As a r es ult, m ost li k el y P S will s el e ct C m o v er C v si m pl y
d u e t o t h at C m off ers a hi g h er c h a n n el g ai n a n d a l o w er
i nt erf er e n c e t h a n C v d o es. I n S e cti o n V, w e d e m o nstr at e t h at

T D o S c a n a c hi e v e a hi g h s u c c ess r at e of pr e v e nti n g C v fr o m
b ei n g s el e ct e d b y P S.

2) Air Tr oj a n- C oll usi o n: C oll usi o n att a c k o n cli e nt s el e c-
ti o n i n F L ai ms t o i n cr e as e ( or d e cr e as e) t h e pr o b a bilit y
of a c o ns pir at or ( a cli e nt t h at c oll u d es wit h t h e att a c k er)
b ei n g s el e ct e d f or p arti ci p ati n g i n t h e F L tr ai ni n g pr o c ess.
Si mil ar t o T D o S, C oll usi o n att a c k d o es n ot n e c ess aril y h ar m
Θ . I nst e a d, o ur C oll usi o n att a c k o nl y ai ms t o first c h a n g e
(i n cr e as e or d e cr e as e) t h e c o ns pir at or’s pr o b a bilit y of b ei n g
s el e ct e d a n d t h e n f a cilit at e m or e a d v a n c e d a d v ers ari al att a c ks
s u c h as M P As. H er e w e d e n ot e t h e c o ns pir at or b y C c o n . C c o n

is ass u m e d t o b e h a v e as a b e ni g n cli e nt, i. e., C c o n its elf will
n ot c h a n g e its o w n C SIs. I n or d er t o c h a n g e its pr o b a bilit y
of b ei n g s el e ct e d f or F L tr ai ni n g, C c o n will c oll u d e wit h
C m , t h e att a c k er, w h o is c a p a bl e of f or gi n g or s elf-r e p orti n g
t h e d esir e d C SIs s o t h at C m c a n h el p C c o n a c hi e v e its g o al.
F or si m pli cit y, w e ass u m e t h at C c o n w a nts t o i n cr e as e its
pr o b a bilit y of b ei n g s el e ct e d w hil e t h e fi n di n gs h er e a p pl y t o
t h e c as e t h at C c o n w a nts t o d e cr e as e t h e pr o b a bilit y.

As i ntr o d u c e d a b o v e, att a c k er C m w a nts t o i n cr e as e t h e s e-
l e cti o n pr o b a bilit y of h er c o ns pir at or C c o n t hr o u g h C oll usi o n
att a c k. N ot e t h at C c o n is ass u m e d t o h a v e l o w pr o b a biliti es
of b ei n g s el e ct e d f or F L m o d el tr ai ni n g h e n c e i n n e e d of
C oll usi o n att a c k fr o m C m . T h e st e ps of C oll usi o n att a c k
ar e as f oll o ws. First, C m i d e nti fi es a vi cti m cli e nt, C v ,
of w hi c h t h e s el e cti o n pr o b a bilit y is hi g h. F oll o wi n g t h at,
C m i d e nti fi es a n ot h er cli e nt, C µ , of w hi c h t h e s el e cti o n
pr o b a bilit y is hi g h er t h a n t h at of C v . Att a c k er C m is a bl e
t o d o s o b e c a us e all C SIs ar e p u blis h e d o n t h e M U- MI M O
s yst e m h osti n g t h e wir el ess F L m o d el i n v esti g at e d. B as e d o n
t h e a b o v e k n o wl e d g e, C m first l a u n c h es T D o S att a c k o n b y
f or gi n g ( or s elf-r e p orti n g) a pr o p er C SI ˜h m w hil e m a ki n g
s ur e t h at ˜h m c asts l ar g e i nt erf er e n c e t o C v b ut n ot C c o n .
I n all, t h e i m p a cts of t h e a b o v e C oll usi o n att a c k is t o r e d u c e
t h e s el e cti o n pr o b a bilit y of C v a n d C µ wit h o ut h urti n g C c o n ’s
c h a n n el q u alit y. As a r es ult, t h e r a n ki n g of C c o n is e x p e ct e d
t o b e es c al at e d t h o u g h C c o n is n ot g u ar a nt e e d t o b e s el e ct e d
y et. I nt uiti v el y, if C c o n is cl os e t o b ei n g s el e ct e d f or F L
m o d el tr ai ni n g, C oll usi o n att a c k f or C c o n is li k el y t o s u c c e e d
w hil e t h e att a c k w o ul d f ail if ori gi n all y C c o n is f ar a w a y fr o m
b ei n g s el e ct e d.

I n eff e ct, C m a n d C c o n first c h o os e a pr o p er C v

wit h a hi g h pr o b a bilit y of b ei n g s el e ct e d a c c or di n g t o
ar g m a x v ∈ ω s e l

{ P (v ∈ ω s el, k |ω s el, k − 1 )} (v ≤ N ), w h er e
P (v ∈ ω s el, k |ω s el, k − 1 ) is t h e c o n diti o n al pr o b a bilit y t h at C v

is s el e ct e d i n t h e k -t h r o u n d (i. e., ω s el, k ) pr o vi d e d t h e s et of
s el e ct e d cli e nts, i. e., ω s el, k − 1 , i n t h e pr e vi o us r o u n d. As a
r es ult, C m c a n f urt h er l o c at e C µ , w hi c h is o n e of t h e cli e nts
t h at h a v e a hi g h er r a n k t h a n C v . N e xt, C m f or g es ˜h m s o
t h at ˜h m c asts a T D o S att a c k t o C µ w hil e i ntr o d u ci n g l ar g e
i nt erf er e n c e t o C v a n d m u c h l o w er i nt erf er e n c e t o C c o n . N ot e
t h at d e p e n di n g o n h o w cl os e C m is fr o m b ei n g s el e ct e d, t h e
C oll usi o n att a c k m a y f ail d u e t o a si g ni fi c a nt g a p ( C c o n is
ass u m e d n ot t o b e a bl e t o c h a n g e h c o n .)

A ut h ori z e d li c e n s e d u s e li mit e d t o: P ur d u e U ni v er sit y. D o w nl o a d e d o n M a y 2 5, 2 0 2 5 at 1 7: 5 3: 1 4 U T C fr o m I E E E X pl or e.  R e stri cti o n s a p pl y. 



C. AirTrojan for Model Poisoning Attacks

Model Poisoning Attacks (MPAs) arise as one type of
critical attacks on FL due to their low cost and high effec-
tiveness. In MPAs, an attacker acts as a client of FL and
uploads malicious model updates into the global model to
achieve attack goals. Specifically, untargeted MPAs are to
degrade overall model performance such as model accuracy
and targeted MPAs are to insert backdoors into the trained
global model so that the poisoned model outputs targeted
wrong predictions when fed with backdoored samples. Al-
though a lot of MPAs and defenses have been proposed (see
Section V), by default one of the key assumptions is that
the MPA attacker(s) will participate every FL training round,
which clearly does not hold in practice.

In this paper, we thus aim to answer the following two
questions: (1) “How would SOTA MPAs perform when
assuming that practical client selection is used during model
training rather than that the MPA attacker is selected all the
time?” and (2) “Would AirTrojan (either TDoS or Collusion
attack) help escalate MPA performance even with practical
client selection in place?” The answers to the above questions
allow us to build a more realistic understanding of the
importance of client selection and the severity of MPAs on
FL. We further consider the scenarios when PS adopts SOTA
defenses against MPAs as well. Given that client selection is
indispensable for FL, we conjecture that our findings from
studying MPAs here can extend to other advanced adversarial
attacks on FL as well such as adversarial example attacks
[26]–[28].

V. PERFORMANCE EVALUATION

A. Experimental Setup

Datasets and model architecture. We evaluate AirTrojan
on three popular datasets in the literature: MNIST, Fashion-
MNIST (F-MNIST), and CIFAR-10. In our experiments,
all clients were configured as i.i.d. as in [1]. This means
that the data at each client was a random sampling from
the overall dataset, ensuring a uniform data distribution
across different clients. For MNIST and F-MNIST, we use
LeNet [29] as the backbone and VGGNet [30] for CIFAR-
10. We implement AirTrojan in Pytorch and run all the
evaluations on a server with an Intel(R) Core(TM) i9-
10900X CPU @ 3.70GHz and two NVIDIA RTX 3090.
We have made the source code for AirTrojan available at
https://github.com/CCS2o23/AirTrojan.

FL Settings. The MU-MIMO wireless FL system investi-
gated has a candidate pool of 100 clients. The wireless chan-
nel for an arbitrary transmitter-receiver pair is assumed to be
standard i.i.d. Rayleigh fading channel, i.e., CN ,
which has been widely adopted for modeling CSI [9], [31],
[32]. The client selection algorithm is to select clients from
the candidate pool. For local training, local model updates
are trained using the Adam optimizer with a learning rate
of 0.001. For FL aggregation methods, we consider 7 of

them in total: FedAvg [1], Krum [33], MKrum (i.e., Multi-
Krum), T-Mean (i.e., Trimmed Mean) [34], Median [34],
Bulyan [35], and FLTrust [12]. FedAvg has been the
default aggregation method of generic FL systems but it is
vulnerable to most MPAs. All of the above aggregation meth-
ods except FedAvg have been proposed as defenses against
different MPAs. Particularly, Krum, MKrum, T-Mean, and
Median are defenses against MPAs based on Byzantine
failure while FLTrust and Bulyan are against stealthy
MPAs in [23].

MPAs. We evaluate AirTrojan for three types of SOTA
MPAs to demonstrate its impacts. The first type is
Untargeted MPAs including Krum-Attack [22] (MPA
on Krum) and Trimmed-Attack [22] (MPA on Trimmed
Mean), which are to manipulate model weights for degrading
the model accuracy. The second is Stealthy Targeted
MPA in [23] which is to subtly insert backdoors into the
global model by crafting malicious model updates resembling
benign ones so that they are very likely to be merged into
the global model. The third type is Semantic Backdoor
Attack in [24] which is to leverage inherent data patterns
of training samples (such as the colors in a sample image)
for triggers rather than using synthetic patterns proposed in
the first two types of MPAs.

Performance metrics. We mainly use attack success rate
(ASR) as performance metric across all experiments. For
TDoS, ASR denotes the ratio of successful attack runs over
all runs, i.e., when is not selected for FL training due to
TDoS attacks. We use the same definition of ASR on Col-
lusion attack except that a successful Collusion attack refers
to that is selected for participating FL training due to
Collusion attacks. For MPAs, we use the same performance
metrics as in [22]–[24]: model accuracy for untargeted MPAs
and ASR for targeted MPAs, i.e., the ratio of successful
targeted predictions among all backdoored testing samples.

B. Impacts on Client Selection & Model Performance

TABLE I: ASR(%) of AirTrojan on client selection.

Ranking 20 40 60 80 100
TDoS-10 100.00 100.00 100.00 100.00 100.00
TDoS-15 100.00 100.00 100.00 100.00 100.00
TDoS-20 100.00 100.00 100.00 100.00 100.00

Collusion-10 100.00 79.70 63.70 10.96 0.70
Collusion-15 100.00 79.82 65.60 11.90 0.80
Collusion-20 100.00 81.00 68.70 13.80 1.20

Attacks on client selection. Table I summarizes the re-
sults of launching AirTrojan (including TDoS and Collusion
attack) on the client selection step when training a generic
FL model. Note that the settings of dataset and backbone do
not affect the attack results here. Let denote the number
of clients to be selected from the candidate pool consisting
of 100 clients. TDoS- corresponds to the scenario when
launching TDoS attack to client selection of out of 100
clients (the same as in Collusion- ). For TDoS attacks, we
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assume there is only one attacker in the candidate pool. For
Collusion attack, we assume there is one attacker and one
conspirator, i.e., the colluded client, in the candidate pool.
For TDoS attack, the entries in the ranking row correspond
to the ranking of the attacker while for Collusion attack, the
entries correspond to the conspirator’s ranking.

For TDoS, was assumed to be between 1.0 and 1.2,
which translated to that the channel gain of , i.e., the
attacker, was not ridiculously high. Similarly, was as-
sumed to be between 0 and 0.5 for practicality ( is
unlikely to introduce arbitrarily large interference to other
clients).Therefore,we set to 1.2 and to 0.5 provided
a realistic attacker capability in evaluation.When evaluating
TDoS attacks, we chose (thus ) that ranked between
20th and 100th among all candidates meaning that would
not be selected without AirTrojan attacks. Table I shows
that TDoS attacks achieved 100% ASR under all s across
10,000 client selection runs. The results suggest that an
attacker can launch TDoS attacks to sabotage the targeted
client effectively regardless of the original ranking of the
attacker.

Table I also shows the attack performance of Collusion
attack. Similarly, we chose (thus ) that ranked
between 20th to 100th among all candidates meaning that

would not be selected if there was no Collusion attacks.
Compared to TDoS attacks, ASR of Collusion attacks highly
depends on the original ranking of . Specifically, for
Collusion-10 (i.e., client selection is to choose 10 clients
from the candidate pool consisting of 100 clients), if
ranks around 20th among all clients, Collusion attacks can
achieve nearly 100% ASR. However, if ranks 40th or
even worse, ASR of Collusion attacks would drop signifi-
cantly. Similar results were observed for Collusion-15 and
Collusion-20. Such findings suggest that Collusion attacks
require that the conspirator herself has a relatively high
ranking before the attacker may be able to further escalate
her ranking so as to be selected.
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Fig. 3: Testing accuracy of the global model.

Impact on model accuracy of FL models. As we
mentioned in Section IV and shown in Fig. 3 ( ),
AirTrojan will not harm the model accuracy of a trained
global model in wireless FL directly because AirTrojan
focuses on manipulating the results of client selection (i.e.,
which clients are selected by PS).

C. Impacts on Untargeted MPAs

We adopt the following settings for client selection at PS.
(1) Legacy 1: One MPA attacker is to participate all FL train-
ing rounds. (2) Legacy 2: Two colluded MPA attackers are
to participate all FL training rounds. (3) w/o AirTrojan: PS
uses CSI-based client selection (see Algorithm 1) while there
are two MPA attacks among the 100 clients in the candidate
pool. (4) TDoS: The same settings as in (3) while the two
MPA attackers launch TDoS attacks on client selection step.
(5) Collusion: The same settings as in (3) while the two MPA
attackers launches Collusion attacks on client selection step
to escalate the rankings of two conspirators.

Table II lists model accuracy under Krum-Attack and
Trimmed-Attack with 7 aggregation methods over three
datasets. The observations are as follows. Firstly, under the
settings of Legacy 1 and Legacy 2, untargeted MPAs either
Krum-Attack or Trimmed-Attack were highly effective as the
global model under attack only achieved low model accuracy.
Specifically, Krum-Attack is quite effective on FedAvg and
Krum while Trimmed-Attack on FedAvg and T-Mean. Sec-
ondly, under the settings of w/o AirTrojan meaning that PS
adopts client selection while PS is not under the proposed
AirTrojan attack, untargeted MPAs became less effective as
the global model under MPA attacks could achieve much
higher accuracy compared to Legacy 1 and Legacy 2. This
indicates that client selection step can significantly affect
the attack performance of adversarial attacks on FL such as
untargeted MPAs here. Lastly, under the settings of TDoS
and Collusion meaning that the client selection at PS was
under TDoS attacks or Collusion attacks, untargeted MPAs
were able to achieve comparable attack performance as under
Legacy 1 and Legacy 2 settings. This further suggests that
client selection is critical and adversarial attacks on FL
should not take it for granted that the attacker(s) would be
selected all the time.

Table II shows that different MPAs are effective on certain
aggregation methods rather than all of them. Examples are
that Krum-Attack is effective on FedAvg and Krum but
not other aggregation methods while Trimmed-Attacks on
FedAvg and T-Mean but not other aggregation methods.
Aggregations methods like MKrum, Median, Bulyan, and
FLTrust are feasible defenses against the two untargeted
MPAs explored here, which aligns with the conclusions
in [23], [36].

D. Impacts on Targeted Stealthy MPA

Fig. 4 shows ASRs of stealthy model poisoning
(StealthyMP) on three datasets when four aggregations were
deployed as the defense. Due to space limit, we cannot
include results from all 7 aggregation methods. The main
conclusions are consistent from those from untargeted MPAs.
Particularly, when client selection was assumed to be perfect
for MPA attackers, i.e., an attacker was guaranteed to par-
ticipate every traing round of FL, StealthyMP achieved the
highest ASRs. However, the situation changed significantly
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TABLE II: Model accuracy (%) under untargeted MPAs. w/o: Client selection without AirTrojan.

Krum-Attack Trimmed-Attack
Defenses Dataset Client Selection Defenses Dataset Client Selection

Legacy1 Legacy2 w/o TDoS Collusion Legacy1 Legacy2 w/o TDoS Collusion
MNIST 10.09 9.58 91.56 14.57 15.12 MNIST 17.34 9.58 93.90 23.08 10.28

FedAvg F-MNIST 22.13 15.61 72.04 11.34 9.75 FedAvg F-MNIST 10.75 9.07 77.16 9.91 9.45
CIFAR-10 9.59 9.76 51.79 9.94 9.38 CIFAR-10 23.35 15.84 50.64 22.10 10.83

MNIST 13.01 12.86 95.92 12.87 12.80 MNIST 95.66 95.57 95.59 95.57 95.29
Krum F-MNIST 10.00 9.96 75.22 9.93 10.08 Krum F-MNIST 77.65 77.24 77.68 77.00 76.82

CIFAR-10 32.38 26.43 49.27 42.59 29.15 CIFAR-10 48.95 48.48 49.24 49.91 49.16
MNIST 83.43 77.98 96.12 86.44 69.09 MNIST 91.98 90.70 95.92 92.42 90.85

MKrum F-MNIST 56.27 43.59 75.45 55.34 32.27 MKrum F-MNIST 77.30 77.15 77.48 77.41 77.26
CIFAR-10 33.05 29.27 46.82 34.30 26.57 CIFAR-10 50.91 51.27 50.18 50.16 51.51

MNIST 96.44 83.04 96.53 95.89 80.27 MNIST 43.98 11.17 96.52 53.27 10.09
T-Mean F-MNIST 77.64 51.67 77.59 76.97 35.27 T-Mean F-MNIST 28.36 23.12 77.63 26.88 8.80

CIFAR-10 51.34 40.91 51.36 48.53 43.96 CIFAR-10 17.49 10.12 51.34 16.63 8.67
MNIST 96.35 96.48 96.38 95.91 96.54 MNIST 96.32 96.39 96.49 95.89 96.27

Median F-MNIST 77.56 77.57 77.64 77.23 77.05 Median F-MNIST 77.65 76.82 77.68 77.00 76.16
CIFAR-10 51.11 51.79 51.39 49.23 51.85 CIFAR-10 51.34 50.98 51.37 48.93 50.98

MNIST 96.15 96.37 96.43 96.27 96.32 MNIST 96.17 96.26 96.40 96.28 96.19
Bulyan F-MNIST 75.33 73.50 77.44 75.15 73.86 Bulyan F-MNIST 77.06 77.08 77.56 77.51 77.10

CIFAR-10 51.41 51.04 51.48 50.53 51.07 CIFAR-10 49.78 50.04 51.62 50.38 50.87
MNIST 96.31 96.35 96.70 96.48 83.76 MNIST 96.32 96.33 96.71 96.46 96.25

FLTrust F-MNIST 77.29 77.71 77.65 77.56 77.37 FLTrust F-MNIST 77.36 77.61 77.53 77.38 76.65
CIFAR-10 51.69 51.48 51.60 51.96 51.32 CIFAR-10 51.75 51.42 51.68 51.78 50.96
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Fig. 4: Impacts of AirTrojan on StealthyMP.

when assuming that PS deployed client selection such as the
CSI-based method (see Algorithm 1), which holds more often
in practice. Specifically, client selection at PS can effectively
affect (decrease) the probability of the MPA attacker(s) being

selected thus significantly reduce ASR of StealthyMP. The
results from Fig. 4 suggest that StealthyMP achieved only low
ASRs (lower than 10%) and thus became almost ineffective
under w/o AirTrojan setting. Finally, when combined with
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TABLE III: ASR(%) of SemanticMP with and without AirTrojan.

Dataset Setting FedAvg Krum MKrum T-Mean Median Bulyan FLTrust
Legacy 1 99.25 99.28 99.17 96.28 97.64 92.52 91.55
Legacy 2 99.23 99.20 99.06 96.49 97.88 92.75 91.42

MNIST w/o AirTrojan 15.61 9.76 6.83 6.58 10.05 9.89 2.25
TDoS 99.18 99.22 98.87 96.56 97.16 92.78 94.58

Collusion 99.26 99.24 99.52 96.78 97.37 92.92 97.19
Legacy 1 93.17 93.06 93.12 92.08 93.08 92.98 90.64
Legacy 2 92.98 92.98 93.08 92.14 93.16 92.93 91.04

F-MNIST w/o AirTrojan 11.37 9.38 3.58 4.60 11.29 6.79 8.67
TDoS 93.14 93.03 93.10 92.10 93.14 92.01 90.28

Collusion 92.93 92.99 93.05 91.79 93.21 91.65 91.89
Legacy 1 86.11 85.08 85.92 85.60 85.16 85.61 85.46
Legacy 2 86.06 85.25 86.00 85.52 85.38 85.54 85.39

CIFAR-10 w/o AirTrojan 9.94 10.11 6.09 8.92 9.33 7.15 10.03
TDoS 85.93 85.86 85.85 85.49 85.19 85.51 85.53

Collusion 86.05 85.95 85.98 85.34 85.30 85.42 85.63

the proposed AirTrojan attacks, StealthyMP was able to
achieve similar attack performance as under Legacy 1 and
Legacy 2, i.e., the ideal assumption that an MPA attacker was
guaranteed to be selected for model training. In conclusion,
client selection is critical for StealthyMP while AirTrojan can
escalate StealthyMP by attacking client selection at PS.

E. Impacts on Targeted Semantic MPA

Table III lists the ASRs of the semantic backdoor at-
tack (SemanticMP) across different aggregation methods and
datasets, which shares similar observations with those of
StealthyMP. The key conclusion is that SemanticMP became
almost ineffective when we move from the ideal assumption
that an MPA attacker is always selected for model training
(such as under Legacy 1 and Legacy 2 settings) to the more
realistic setting where PS deploys client selection and an
MPA attacker can no longer be selected all the time. With
AirTrojan, MPA attackers can increase their probabilities of
being selected for model training.

VI. COUNTERMEASURES

Our evaluations have shown that the robustness of CSI-
based client selection is essential in wireless FL. Simple
solutions like encrypting CSI feedback offer enhanced se-
curity with minimal changes at the base station but can
introduce additional overheads and latency [37]. Meanwhile,
the authors in [3] proposed reciprocal consistency checking to
protect client selection while [38] explored machine learning
for detecting CSI inconsistency. In general, further research
is still needed for securing client selection in FL.

VII. RELATED WORK

Client selection in FL. Different client selection algo-
rithms have been proposed for different goals. In [31], the
authors proposed a joint problem of both model convergence
time and data communication latency in practical wireless
networks. In [39], POWER-OF-CHOICE was proposed to
select clients in a biased manner based on local losses in order
to reduce training iterations. In [32], the authors proposed to
fine-tune client selection particularly under realistic resource
constraints such as spectrum, data availability, etc. Another

direction for client selection is to design a score system
for local nodes and select the ones with high score for
participating training [40], [41].

Attacking CSI. Attacks particularly eavesdropping on
CSI-based applications have been seen frequently. In [5],
[18], the authors demonstrated the feasibility of eavesdrop-
ping on transmitted data such as private photos via attacking
CSI. Recently in [4], researchers further showed that eaves-
dropping attacks on nodes in wireless networks not only were
feasible but also offered fine-grained control of which node(s)
and what packets to attack. MUSTER [3] is the first to attack
client selection in MU-MIMO systems.

MPAs on FL. MPAs have been shown as a formidable
threat to distributed FL system, including untargeted and
targeted attacks. Untargeted MPAs broadly aim to degrade
the overall model performance, thereby compromising the
efficiency of the learning process [21]. In targeted MPAs
including backdoor attacks, the compromised global model
is manipulated to produce specific outputs chosen by the
attacker [23], [24], [42]. Note that in existing MPAs, it
is assumed that malicious clients will participate in every
training round. However, when FL systems are deployed in
real-world scenarios like under wireless systems, oftentimes
such an assumption will not hold [10].

Byzantine aggregation in FL. Byzantine aggregation
in FL was proposed for tackling unreliable or malicious
participants during the model update process. In this context,
researchers have developed several aggregation algorithms,
minimizing the negative impact of such participants through
outlier detection [12], [35]. However, they were known to fail
when facing persistent participation from malicious attackers
or more stealthy MPAs in FL training as in [43], [44].

Differences in AirTrojan. AirTrojan is the first work to
investigate how to attack client selection in FL. We also
explore how such attacks impact model performance and
other adversarial attacks on FL assuming no client selection.

VIII. CONCLUSION

In this paper, we proposed AirTrojan to undertake a
pioneering empirical study of the vulnerabilities from client
selection in wireless FL. Our evaluations demonstrate that
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AirTrojan can manipulate client selection results through
TDoS and Collusion attacks and is necessary for advanced
attacks on FL such as MPAs to succeed. Our findings indicate
that client selection is a key step and requires dedicated
research focus in FL regardless of attacks on FL or corre-
sponding defenses.
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