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Abstract—This research-to-practice paper reports students’ per-
ceptions on using a teaching framework called authentic learning
to learn about information flow analysis. Using information
flow analysis, practitioners find the flow of data across one or
multiple programs. Information flow analysis is helpful for mul-
tiple software engineering activities, such as detecting software
bugs and developing software fuzzing techniques. Despite being
helpful in practice, learning about information flow analysis
remains an impediment for students, which in turn prevents them
from reaping the benefits of using information flow analysis.
Therefore, an application of a teaching framework can aid
students in learning about information flow analysis. To that end,
we systematically investigate if authentic learning—a teaching
framework that emphasizes on providing hands on experience
for a practically relevant topic—is helpful for students to learn
about information flow analysis. Upon conducting the exercise,
students are asked to participate in a survey where they report
perceptions about the conducted exercise. We analyze data from
170 students who were introduced to information flow analysis
through an authentic learning-based exercise.

From our analysis, we observe: (i) majority of the students to
have little to no knowledge about information flow analysis prior
to conducting the authentic learning-based exercise; (ii) 74.1%
of the 170 students find the authentic learning-based exercise
helpful to learn about information flow analysis; and (iii) student
perceptions to vary for the three components of the authentic
learning-based exercise. We conclude our paper by describing
the implications of our findings for instructors and researchers.
For example, instructors should consider the education level
of students while designing activities for individual authentic
learning components to educate students on information flow
analysis. Furthermore, researchers can devise strategies on
how instructors can allocate their efforts for each authentic
learning component through empirical studies. These studies
may investigate the correlation between reported helpfulness and
socio-technical factors, such as education level of students.

Index Terms—authentic learning, exercise, experience report,
information flow analysis, perception, static analysis

I. INTRODUCTION

Information flow analysis is the technique of tracking the flow
of data or execution across one or multiple computer pro-
grams [1], [7]. Information flow analysis enables practitioners
to understand and utilize how value of a program entity, e.g. a
variable, changes across a program. Information flow analysis
has helped practitioners to detect bugs in software source
code [4], [24], [27], develop automated software fuzzing
techniques [6], and develop software applications that monitor

privacy violations in smartphones [11]. According to Mathis et
al. [22], information flow analysis is“central in assessing the
security of applications”. The helpfulness of information flow
analysis has motivated instructors to incorporate education
materials related to information flow analysis in courses
related to software engineering [25].

Despite being used in course curriculum, dissemination of
information flow analysis amongst students poses a challenge.
In recent work, Rahman et al. [25] found students to under-
perform in exercises related to information flow analysis.
While describing their experiences of conducting exercises
related to software engineering, Rahman et al. [25] found
students to “to perform the worst” for the exercise related
to information flow analysis. They [25] advocated for inte-
gration of teaching frameworks to help students learn about
information flow analysis.

One approach to educate students on information flow analysis
can be development of exercises using authentic learning.
Authentic learning is a teaching framework that emphasizes
on providing students hands-on experience on a topic that has
practical relevance [19], such as information flow analysis.
Collection and analysis of students’ perceptions is pivotal in
this regard, as prior research [9], [31], [32] shows teaching
frameworks can improve by accounting for students’ per-
ceptions. Struyven et al. [32] mentioned that collection and
analysis of student perceptions is often neglected, and “cannot
be neglected if full understanding of student learning is the
purpose of our educational research and practices”. Through
an empirical study we can characterize student perceptions
of authentic learning components, which in turn can yield
recommendations for instructors on how to adopt authentic
learning for teaching information flow analysis. While prior
research has investigated students’ perceptions for bot-based
teaching frameworks [33], blended learning [8], and cyberse-
curity [25], [26], similar endeavors remain under-explored for
teaching students about information flow analysis.

Accordingly, we answer the following research questions:

e RQI: What are the student perceptions of an authentic
learning-based exercise to learn about information flow
analysis?



e RQ2: What are the student perceptions of individual
components of an authentic learning-based exercise to
learn about information flow analysis?

In our paper, we describe our experiences in conducting an
authentic learning-based exercise for students to learn about
information flow analysis. We quantify the perceptions by an-
alyzing data from 170 students enrolled at Auburn University
(AU). We apply ordered logistic regression [15] to quantify
the correlation between students’ outcomes and students’
perceptions. Next, we analyze students’ perceptions of the
components used for the authentic learning-based exercise.
Dataset, source code, and instruments to conduct the exercise
is available online [5]. We abide by all guidelines provided
by the Internal Review Board (IRB) at AU while conducting
this research study.

Contribution: We list our contributions as follows:

« An evaluation of perceived helpfulness of authentic learning
to learn about information flow analysis; and

« A publicly available replication package that contains the
dataset, source code, and survey questionnaire necessary for
conducting the empirical study.

II. RELATED WORK

Our paper is related with prior publications that have in-
vestigated teaching frameworks to educate students on top-
ics related to software quality assurance. Valle et al. [13]
found game-based learning to be helpful for learning software
testing. Aniche et al. [2] investigated how the ‘pragmatic’
technique can be helpful for instructors to teach software
testing by analyzing feedback reports and survey responses.
Richardson et al. [30] applied and quantified the effectiveness
of problem-based learning to educate students on software
quality assurance. Jacchery and Letizia found industry inter-
actions to be helpful in educating students on software quality
assurance.

Our paper is also related to prior research that have used au-
thentic learning. For example, Qian et al. [23] used authentic
learning to develop web security education modules. Lo et
al. [18] used authentic learning to develop module related to
mobile application development. Hermann and Popyack [14]
used authentic learning to educate non-CS students introduc-
tory level programming concepts. Rahman et al. in separate
publications found authentic learning to be useful for teaching
concepts related to infrastructure as code [28] and white-box
testing [29].

We observe a plethora research that have studied frameworks
to effectively disseminate software quality assurance in the
classroom but a lack of research that focuses on teaching
frameworks to foster the teaching process of information
flow analysis. We address this research gap by conducting
an empirical study where we quantify students’ perceptions
on authentic learning for learning information flow analysis.

III. METHODOLOGY

A. Background Information on Authentic Learning

We provide necessary background information in this section.
1) Background on Authentic Learning: Authentic learning is
a teaching framework that emphasizes on exposing students to
real-world problem-based activities [19]. Curriculum modules
developed using authentic learning practices include certain
characteristics [21]: (i) focusing on hands-on exercises that
have relevance to the real-world, (ii) allowing for students to
have a diverse set of perspectives for the same exercise, and
(iii) facilitating availability of resources to solve the exercises.
An authentic learning-based exercise consists of three compo-
nents: first, as part of pre-lab content dissemination, prior to
the conducting the exercise necessary background is provided
to students. Second, as part of in-class experience, students
are provided hands-on experiences within a classroom setting,
so that students gain necessary hands-on experience by work-
ing on a problem that has real-world relevance. Finally, as
part of the post-class activity, after the in-class experience
is complete, students are asked to solve a problem that is a
variant of the in-class problem.

Figure 1 summarizes the main components of authentic learn-
ing. Each of the three components of an authentic learning-
based exercise is mapped to a pedagogical step. The pre-
lab content component is mapped to ‘Initiate’, the in-class
experience component is mapped with ‘Engage’, and the
post-class component is mapped to ‘Apply’. The ‘initiate’
step is expected to initiate discussion amongst students about
information flow analysis. The °‘engage’ step is expected
to trigger enthusiasm and engage students about the topic.
The ‘apply’ step is expected to get students apply their
obtained knowledge a relevant problem. As shown in Figure 1,
as the steps change, the students are expected to obtain
a specific mindset. The transition from pre-lab content to
in-class experience is expected the students to be at an
‘engagement’ mindset, whereas, the transition from post-class
activity will put the students in an ‘extension’ mindset, where
the students are expected to use their knowledge from the
authentic learning-based exercise to extend and enhance the
topic of interest.

2) Background of the Instructor: The authentic learning-
based exercise was deployed in three iterations of a course
titled ‘Software Quality Assurance’ at AU in Fall 2022, Spring
2023, and Fall 2023. ‘Software Quality Assurance’ is a cross-
listed course, i.e., a course that includes students enrolled in
the Bachelors of Science and Masters of Science program.
We refer to the Bachelors and Masters of Science students
respectively, as B.Sc. and M.Sc. students throughout the paper.

The instructor of the course is an assistant professor with
five years of teaching experience in an academic setting.
The instructor’s research interest is in the area of software
quality assurance. The instructor also comes with seven years
of professional industry experience. Prior to conducting the
exercise the instructor provided these background information.
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Fig. 1: An overview of the pedagogical steps of an authentic
learning-based exercise.

3) Background on Exercise Related to Information Flow
Analysis: We apply authentic learning [19] to construct an
exercise for students to learn about information flow analysis.
Graduate students, as well as undergraduate students in their
senior or junior year with a CGPA of >= 3.4 can enroll in
this course. The exercise of interest focuses on information
flow analysis, which consists of three activities:

1) Pre-lab content dissemination: As part of this activity, the
instructor provided detailed background on information
flow analysis and parse trees. The instructor also described
their experiences in using information flow analysis in an
industry and academic setting. The instructor explained
how parse trees can be leveraged to extract necessary
information about a computer program. Next, the instructor
used the Python program presented in Listing 1 to show-
case the flow of variable v1, and how it is used by variable
res.

2) In-class experience: As part of this activity, the instructor
conducted a live demonstration on how to develop a
Python program so that the variable v1 can be tracked
within the function simpleCalculator automatically.
As part of the live demonstration, using the ‘ast’ li-
brary [3], the instructor wrote a function that extracts
variables, and the assigned values to those variables. Upon
execution the program printed out vl->res showcasing
that v1 is used by res.

3) Post-class activity: As part of this activity, the stu-
dents are asked to develop a program that prints
100->vall->vl->res for the program listed in List-
ing 2. The students were allowed to use the computer
program developed as part of the in-class activity. Upon
completion of the assignment, students are asked to submit
their code. The students are also asked to complete the sur-
vey. We have described the construction and deployment
process of the survey in Section III-B.

Once the deadline is over the instructor grades the exercises.
Each student is assigned any of the following grades: °‘A’,
‘B’, ‘C’, ‘D’, and ‘F’, where ‘A’ is the highest. The instructor

1def simpleMethod(vl):
2 res = vl * 10
3 return res

Listing 1: Python code snippet used for pre-lab content
dissemination.

1def simpleCalculator(vl, v2, operation):

2 res = 0

3 if operation=='+":

4 res = vl + v2

5 elif operation=='-"':

6 res = vl - v2

7 elif operation=="x"':

8 res = vl x v2

9 elif operation=="'/"':

10 res = vl / v2

1 elif operation=='%'":

12 res = vl % v2

13 return res

14

15

6cif _ name_ =='_ _main__ ':

17 vall, val2, op = 100, 1, '+'

18 data = simpleCalculator(vall, wval2, op)

19 print ('Operation:{}\nResult:{}"'.format (
-~ op, data ) )

Listing 2: Python code snippet used for the post-class activity.

assigns ‘A’, ‘B’, ‘C’, ‘D’, and ‘F’ respectively, for completion
of 85-100%, 61-84%, 41-60%, 15-40%, and less than 15% of
the assigned tasks.

B. Survey Construction and Deployment

We use an online survey to collect feedback from students
on the helpfulness of the authentic learning-based exercise.
We describe the construction and deployment of the survey
respectively, in Sections III-B1 and III-B2.

1) Survey Construction: For our survey, we ask three cate-
gories of questions that are related with: (i) students’ back-
ground, (ii) students’ experience on authentic learning, (iii)
and students’ perceptions of the authentic learning compo-
nents used for the exercise.

Questions related to the students’ background: We ask
three questions that are related to the students’ background:
(1) “What is your education level?”; (ii) “How would you
rate your experience related to software quality assurance
activities, such as debugging and testing?”; and (iii) “How
would you rate your experience with information flow analysis
prior to the workshop?”. For the first question, we provide
the following options: ‘Graduate - M.Sc.’, ‘B.Sc. - Senior’,
and ‘B.Sc. - Junior’. We provide these options as only junior
or senior year undergraduate students and M.Sc. graduate
students are allowed to enroll in this course. For the second
question we use a five-item Likert scale question following
Kitchenham’s recommendations [17]: ‘Expert’, ‘Somewhat
expert’, ‘Knowledgeable’, ‘Little knowledge’, and ‘No knowl-
edge’.



Questions related with students’ experiences on authentic
learning: We ask “Did the authentic learning-based workshop
help you to learn about information analysis?”, which is a
five-item Likert scale question with the following items: ‘Very
helpful’, ‘Helpful’, ‘Somewhat helpful’, ‘Little helpful’, and
‘Not at all helpful’.

Questions related with students’ perceptions of authentic
learning components: We also ask students about their
perceptions of the three authentic learning components: pre-
lab content dissemination, in-class experience, and post-class
activity. We assume that by analyzing students’ responses to
these questions, we can quantify whether or not each compo-
nent of the authentic learning-based experience is helpful to
learn about information flow analysis. We ask the following
questions that correspond to each of the three components: (i)
“How helpful was the pre-lab content dissemination to learn
about information flow analysis?”, (ii) “How helpful was the
in-class experience to learn about information flow analysis?”,
and (iii) “How helpful was the post-class activity to learn
about information flow analysis?”. Following Kitchenham’s
recommendations [17], for all of these questions we use a
five-item Likert scale question with the following items: ‘Very
helpful’, ‘Helpful’, ‘Somewhat helpful’, ‘Little helpful’, and
‘Not at all helpful’.

2) Survey Deployment: Prior to deployment of the survey
we seek approval from the IRB authority at AU. As per
IRB guidelines, we do not collect personal information of
students. We use a unique identifier with Qualtrics so that
student responses remain anonymous. We also agree to not
release the individual grades of students.

Students of the course pursued the survey after completing the
exercise. Instructor of the course deployed the survey using
the online Qualtrics platform !. Prior to participation each
survey participant was asked for consent.

C. Analysis

We use survey responses to answer our research questions:
1) RQI: What are the student perceptions of an authen-
tic learning-based exercise to learn about information flow
analysis?: We answer RQ1 by first reporting the students’
responses for the question: “Did the authentic learning-based
workshop help you to learn about information flow analysis?”
Next, we use quadratic ordinal logistic regression (OLR) [20]
to quantify if authentic learning is correlated with students’
outcomes for the exercise. We use OLR because it quantifies
correlations between dependent and independent variables,
where dependent and independent variables are ordinal factor
variables [15]. Using OLR, we construct a model where the
dependent variable is an ordinal variable that corresponds to
students’ obtained grades for the exercise, i.e., ‘A’, ‘B’, ‘C’,
‘D’, and ‘F’.

In our model, the independent variables are:

Thttps://qualtrics.com/

1) Helpfulness of authentic learning reported by the students
(‘Authentic Learning’): For helpfulness of authentic learn-
ing, the answers are recorded using a five-item Likert-
scale: ‘Extremely helpful’, ‘Helpful’, ‘Moderately helpful’,
‘Little helpful’ and ‘Not helpful at all’.

2) Students’ level of education (‘Education Level’): Students’
education level is a binary variable with two values:
‘BSC’ and ‘MSC’, which respectively, corresponds to the
undergraduate and graduate level.

3) Students’ experience in information flow analysis (‘Ex-
perience in IFA’): In the case of students’ experience in
information flow analysis, the Likert items are: ‘Expert’,
‘Somewhat expert’, ‘Knowledgeable’, ‘Little knowledge’.
and ‘No knowledge’.

4) Students’ experience in software quality assurance (‘Ex-
perience in SQA’): In the case of students’ experience in
software quality assurance, the Likert items are: ‘Expert’,
‘Somewhat expert’, ‘Knowledgeable’, ‘Little knowledge’.
and ‘No knowledge’.

For the OLR model, we report: (i) p-value for each indepen-
dent variable. We determine a variable to have a correlation
with obtained grades if the p-value for that metric is < 0.05;
(ii) coefficients and sum of square errors for each indepen-
dent variable [16], [20]; and (iii)) McFadden R2 [34] of the
constructed OLR model.

2) RQ2: What are the student perceptions of individual com-
ponents of an authentic learning-based exercise to learn about
information flow analysis?: RQ2 focuses on analyzing stu-
dents’ perceptions of individual components of the authentic
learning-based exercise. As part of our analysis, we report
the percentage of students who have reported the helpfulness
for each component using the five-item Likert scale: ‘Very
helpful’, ‘Helpful’, ‘Somewhat helpful’, ‘Little helpful’, and
‘Not at all helpful’.

IV. RESULTS

We collect responses from 170 students at AU who submitted
code for the exercise and completed the survey. Of the
170 students, 33 are graduate students enrolled in M.Sc. in
Computer Science. The remaining 137 students are senior year
undergraduate students enrolled in B.Sc. in Computer Science.
All of the enrolled B.Sc. students are in their final year of their
degree.

We provide data related students’ reported experience in infor-
mation flow analysis and software quality assurance respec-
tively, in Figures 2 and 3. We observe nuances with respect
to students’ reported experience for information flow analysis
and software quality assurance. In the case of information
flow analysis, we observe 70.8% of the B.Sc. students to have
‘little” or ‘no’ knowledge about information flow analysis. For
information flow analysis, we observe 51.6% of the M.Sc.
students to have ‘little’ or ‘no’ knowledge about information
flow analysis. In the case of software quality assurance, we



observe 58.4% of the 137 B.Sc. students reported to have
‘little’ or ‘no’ knowledge. We observe 39.4% of the 33 M.Sc.
students to have °‘little’ or ‘no’ knowledge about software
quality assurance. We observe that students’ reported software
quality assurance experience is higher than that of information
flow analysis. We also observe, the proportion of M.Sc.
students to have more knowledge on information analysis and
software quality assurance compared to that of B.Sc. students.

A. Answer to RQI1: What are the student perceptions of an
authentic learning-based exercise to learn about information
flow analysis?

We report the students’ perceptions of the authentic learning-
based exercise in Figure 4. From Figure 4a, we observe 71.5%
of the B.Sc. students to find the exercise ‘Helpful’ or ‘Very
helpful’, whereas, from Figure 4b we observe 84.9% of the
M.Sc. students to find the exercise ‘Helpful’ or ‘Very helpful’.
Based on our analysis, we observe the authentic learning-
based exercise to be helpful more for M.Sc. students even
though their reported experience is higher than that of B.Sc.
students. From Figure 4c we observe 74.1% of all 170 students
to find the authentic learning-based exercise to be ‘helpful” or
‘very helpful’ to learn about information flow analysis.

We report the students’ obtained grades in Figure 5. Ac-
cording to Figure 5a, 93.5% of the B.Sc. students obtained
the highest grade (‘A’). As shown in Figure 5b, 97% of the
M.Sc. students obtained the highest grade (‘A’). Overall, from
Figure 5c we observe 94.7% of the 170 students to obtain a
grade of ‘A’.

From Figure 4 we observe majority of the students to find
the authentic learning-based exercise helpful to learn about
information flow analysis. Also, from Figure 5 we observe
majority of the students to obtain the highest possible grade
suggesting a correlation between perceived helpfulness and
learning outcomes as measured by grades.

With logistic regression, we further investigate if there is
a quantitative relationship between perceptions of authentic
learning and learning outcomes. The logistic regression results
are available in Table I. The p-value is < 0.01, which confirms
the correlation between perceived helpfulness for the authentic
learning-based exercise and obtained outcomes. The McFad-
den R2 is 0.3. A McFadden R2 value between 0.2 and 0.4 is
a good indication of well-fitted model [34]. The highlighted
cells in green show which of the independent variables show
correlation with obtained grades. We find perceptions related
to authentic learning (‘Authentic Learning’) and knowledge
in software quality assurance activities (‘Experience in SQA’)
to correlate with obtained grades.

From Table I, we also observe experience in software quality
assurance activities (‘Experience in SQA’) to show correlation
with obtained outcomes, where the coefficient estimate is
higher than that of perceived helpfulness of authentic learning
(‘Authentic Learning’). One possible explanation is that the
students who reported to be knowledgeable about software

TABLE I: Answer to RQI1: Authentic Learning and Its Cor-
relation with Learning Information Flow Analysis (All)

Independent Variable Coeff. Estimate  Error p-value
Authentic Learning 12.4 0.8 < 0.001
Experience in IFA 0.62 0.6 0.7
Education Level -0.04 0.9 0.9
Experience in SQA 14.0 0.5 < 0.001

quality assurance are also familiar with information flow
analysis informally through software engineering activities,
such as debugging and testing in other academic courses
that are taught at AU. With activities, such as debugging
and testing, practitioners read and comprehend source code,
which in turn aids them in understanding the flow of data and
control within source code programs [10], [12], [35]. Another
possible explanation is related to students’ professional ex-
perience related to information flow analysis that informally
involved information flow analysis through full-time and part-
time professional opportunities. Through these experiences
students may have gained practical knowledge that enabled
them to learn about information flow analysis.

Students’ statements also supports our quantitative evidence
reported in Table I. For example, one student stated: “Very
useful workshop, didn’t know what this [information flow
analysis] was prior. Always nice to learn a new facet of
software engineering. Definitely increased the extent of my
knowledge within software engineering.” Another student
remarked: “Never seen this concept before. Very interesting!”.
In summary, we observe quantitative and qualitative evidence
of an authentic learning-based exercise to be helpful for
students to learn about information flow analysis. Our logistic
regression-based results reported in Table I confirms the
correlation between perceptions related to authentic learning
and outcomes as measured by grades. Students’ experience in
software quality assurance activities is also correlated.

B. Answer to RQ2: What are the student perceptions of
individual components of an authentic learning-based exercise
to learn about information flow analysis?

The perceptions of the pre-lab, in-class, and post-class com-
ponents of the exercise is respectively, shown in Figures 6, 7,
and 8. We observe the perception-related trends for pre-lab,
in-class, and post-class components of the exercise is similar
to that of overall perceptions of the authentic learning-based
exercise.

From Figure 6 we observe M.Sc. students to find the pre-lab
component of the exercise more helpful than that of B.Sc.
students. For example, 75.8% of the M.Sc. students found the
exercise to be ‘helpful’ or ‘very helpful’, whereas, the number
is 62.8% for B.Sc. students. Similar trends are observant
for the in-class component of the exercise as well where
the in-class component is perceived to be more helpful for
M.Sc. students compared to that of B.Sc. students. According
to Figure 7, of the 33 M.Sc. students, 72.8% perceive the
in-class component to be ‘helpful’ or ‘very helpful’. The
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Fig. 3: Reported experience of students in software quality assurance.
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Fig. 4: Students’ perceptions of the authentic learning-based exercise.
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Fig. 5: Outcome from the authentic learning-based exercise as measured by grades.



percentage is lower for B.Sc. students: 70.1% of the 137
B.Sc. students find the in-class component to be ‘helpful’ or
‘very helpful’. According to Figures 7a, 8a, and 6a across
all three components, the in-class component of the exercise
received the highest proportion of positive perceptions from
B.Sc. students: 70.1% of the B.Sc. students found the in-
class component of the exercise ‘helpful’ or ‘very helpful’, as
shown in Figure 7a. On the contrary, the post-class component
is perceived as most helpful by M.Sc. students, where 84.8%
of the M.Sc. students found the post-class component of the
exercise ‘helpful’ or ‘very helpful’.

According to Figure 8, considering all 170 students the
proportion of positive perceptions is highest for the post-class
component of the exercise. As shown in Figure 8c, 71.7%
of the students find the authentic learning-based exercise
as ‘helpful’ or ‘very helpful’ to learn about information
flow analysis, compared to 65.3% and 70.6% that we have
respectively, observed for the in-class and pre-lab components
in Figures 6¢ and 7c. The proportion of students who found
the post-class component of the exercise ‘helpful’ or ‘very
helpful’ is 68.6% and 84.8% respectively, for B.Sc. and M.Sc.
students.

In summary, we observe student perceptions to vary for the
three components of the authentic learning-based exercise.
B.Sc. students tend to perceive the in-class component more
positively compared to that of the other two components. The
post-class component enjoys more positive perception than
the other two components in the case of M.Sc. students.

V. DISCUSSION

We discuss the findings of our paper as follows:

A. Usefulness of Authentic Learning

Obtained grades from Figure 5 showcases majority of the
students to perform well for the exercise. Furthermore, accord-
ing to Figure 4 after completing the exercise 74.1% of 170
students found authentic learning ‘very helpful’ or ‘helpful’ in
learning information flow analysis. All of this shows how an
authentic learning-based exercise can be helpful for students
to learn information flow analysis. Such conclusions can be
further substantiated by the findings reported in Table I,
where we observe perceived helpfulness to have a significant
correlation with obtained outcomes.

Implication#1: Authentic learning-based exercises are helpful for

students to learn about information flow analysis.

B. Implications for Instructors

While results reported in Section IV-A demonstrate the help-
fulness of authentic learning, students have nuanced perspec-
tives of the authentic learning-based exercise. For example,
as discussed in Section IV-A, we observe M.Sc. students
to perceive authentic learning to be more helpful compared
to that of B.Sc. students. We also observe M.Sc. students

to find post-class activity to be more helpful compared to
that of B.Sc. students. Majority of the B.Sc. students found
in-class experience to the most helpful amongst the three
authentic learning components. All of this evidence showcases
differences in perceptions when it comes to the helpfulness
of authentic learning components.

The differences in component-related perceptions between
B.Sc. and M.Sc. students have implications for instructors.
In the case of an undergraduate-only course, the instructor
should allocate substantial amount of time on in-class activity
for an authentic learning-based exercise. The instructor can
further consider aligning the exercises demonstrated as part
of the in-class experience and post-class activity. In the case
of a graduate-only course, instructors can consider allocating
more time on the post-class activity, as according to Figure 8b,
M.Sc. students tend to appreciate post-class activity more.

Implication#2: Instructors should consider the education level of
students while designing activities for individual authentic learning

components to educate students on information flow analysis.

C. Implications for Researchers

Results reported in Section IV-B show another perspective of
students perceptions about the authentic learning-based exer-
cise for learning information flow analysis. We observe not all
components of authentic learning to be equally perceived as
helpful for students. B.Sc. students found in-class activity to
be more helpful compared to that of M.Sc. students. Unlike,
B.Sc. students, M.Sc. students found post-class activity to be
the most helpful amongst the three components of authentic
learning. One possible explanation is that education level can
have an implicit correlation with perceived helpfulness of each
authentic learning component. Another possible explanation is
the exercise of post-class activity is more challenging than the
in-class activity for which M.Sc. students navigated with more
success compared to that of B.Sc. students. As part of future
research, researchers can support or refute these explanations
with empirical studies.

Implication#3: Researchers can devise strategies on how instruc-
tors can allocate their efforts for each authentic learning component
through empirical studies. These studies may investigate the cor-
relation between reported helpfulness and socio-technical factors,

such as education level of students.

VI. THREATS TO VALIDITY

We discuss the limitations of our paper as follows:

o Conclusion Validity: Our findings are limited to the sur-
vey responses we collect from the course. The count of
survey respondents is 170, which might be limiting. Our
derived analysis for RQ2 is based on student perceptions
of authentic learning components, which is prone to bias.
We mitigate this limitation by using a five-item Likert-item
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survey following Kitchenham’s guidelines [17]. Results
reported in Table I is susceptible to conclusion validity
as other confounding factors related to learning experience
may have not been included.

« Internal Validity: As the survey was conducted as part of
an exercise for the course, students’ biases and expectations
related to the survey might impact the conducted analysis.
We mitigate this limitation by not recording any personal
information. Further, following the IRB protocol, we seek
approval from each student prior to sending the survey.

« External Validity: Our findings might not generalize for
students who are enrolled in other courses where informa-
tion flow analysis is taught. If the authentic learning-based
exercise is conducted at a different university, our results
reported in Section IV may not generalize.

VII. CONCLUSION

Despite being perceived as an interesting topic, students face
challenges when learning about information flow analysis. We

have investigated if authentic learning is helpful for students
to learn about information flow analysis. By deploying an
authentic learning-based exercise with 170 students, we have
observed authentic learning to be perceived as helpful by
students. We observe perceived helpfulness for the authentic
learning-based exercise to positively correlate with obtained
grades. Based on our findings, to educate students about
information flow analysis, we recommend instructors to: (i)
develop authentic learning-based exercises, and (ii) consider
the education level of students while designing individual
components for authentic learning-based exercises.
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