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Introduction

Trust in automation/autonomy1, defined as “the attitude that 
an automated or autonomous agent will help achieve an indi-
vidual’s goals in situations characterized by uncertainty and 
vulnerability” (Lee & See, 2004), has attracted increasing 
attention across various fields, including human-computer 
interaction, human factors, and engineering. Numerous factors 
have been recognized as antecedents of trust, encompassing 
system-related aspects like automation reliability, level and 
stage of automation, and transparency, personal factors such as 
personality, culture, and prior experiences, and environmental 
factors including task type and complexity (Hancock et  al., 
2011, 2021; Hoff & Bashir, 2015; Kaplan et al., 2023).

Among many aspects, significant research has been 
devoted to exploring the impact of personal factors on trust 
in automation. These studies have revealed that human-
related factors, such as cultural values, attentional control, 
mood, personality, propensity to trust, and expectations 
toward autonomous systems, significantly influence trust 
(Cai et  al., 2022; Merritt et  al., 2013; Sharan & Romano, 
2020; Stokes et al., 2010; Zhou et al., 2020). This suggests 
that an individual’s trust may vary based on personal charac-
teristics, even when interacting with the same automation 
system under identical conditions. Insights from these stud-
ies have steered our focus toward predicting individuals’ 
trust in automation using personal characteristics.

Also, an expanding body of research is examining the 
dynamic nature of trust, acknowledging that an individual’s 
trust can evolve throughout their interaction with autono-
mous technologies. Recent studies have identified distinct 
trust dynamics exhibited by different individuals. For 
instance, McMahon et al. (2020) identified two clusters, fol-
lowers and preservers, based on trust-dependent behaviors, 
with followers showing a greater inclination to trust and fol-
low group displayed higher initial trust, slower trust erosion 
after violations, and quicker trust recovery. Guo et al. (2020) 
and Guo and Yang (2021) recognized three trust dynamics 
patterns in episodic tasks: Bayesian decision-makers, oscil-
lators, and disbelievers, each with unique trust adaptation. 
Bhat et al. (2023) found similar patterns in a sequential task 
setting and further suggested associations between personal 
characteristics and trust dynamics types.

Despite extensive research on the effects of personal fac-
tors on trust and the identification of distinct trust dynamics 
clusters, developing a model to predict trust dynamics using 
personal factors has received limited attention. Given the 
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substantial empirical evidence that personal factors are sig-
nificant antecedents of trust, this represents a notable research 
gap. To bridge this gap, building upon the study by Chung 
and Yang (2024), we aim to see how the key personal charac-
teristics identified in the previous research could work to 
predict the type of trust dynamics that the user would exhibit. 
By using the data collected from the previous study (Chung 
& Yang, 2024), we have tested multiple different classifica-
tion models to see how personal characteristics can be used 
to predict the trust dynamics type. After some experiments, 
we have concluded that the random forest classifier outper-
forms in performance and explainability. In sum, the primary 
aim of this study is to develop a predictive model using key 
personal characteristics.

Methods

Data used for analysis

In this study, we referred to the data collected from Chung 
and Yang (2024). In this previous work, a human-subject 
experiment involving 130 participants was conducted, where 
the participants had to perform a simulated surveillance task 
aided by an imperfect threat detector. They had to engage in 
recommendations, in contrast to preservers who showed 
lower levels of trust. Liu et al. (2021) differentiated skeptical 
from confident participants, noting that the confident 1To be 
consistent with early literature, we use the two terms auto-
mation and autonomy interchangeably in this paper while 

acknowledging the difference between the two (Endsley, 
2017). Two different tasks simultaneously: the tracking task 
and the detection task. The threat detector assisted the par-
ticipants with the detection task by producing alarms (Figure 
1). If it identified a threat, it provided a red display with the 
sound “Danger”; otherwise, if it did not identify any threat, 
the alert signal was green with the sound “Clear.” Each par-
ticipant performed a total of 100 trials in an experiment. The 
reliability of the automated threat detector, which indicates 
the probability of it producing the correct alarm, ranged 
between 62% and 70%.

The authors collected a wide range of personal character-
istics and trust dynamics data, which were measured during 
the experiment for a total of 100 times. Using the trust 
dynamics data, the authors identified three types of trust 
dynamics: Bayesian decision-makers, disbelievers, and 
oscillators. The Bayesian decision-makers are characterized 
as updating their trust in a Bayesian manner and showing a 
relatively higher level of trust throughout the 100 trials 
(Figure 2a). Conversely, the disbeliever group is marked by 
consistently exhibiting lower trust in the automated threat 
detector (Figure 2b). Lastly, the oscillator group is named as 
such because they show highly fluctuating and oscillating 
changes in their trust ratings, making it challenging to accu-
rately predict their real-time trust level (Figure 2c).

Subsequently, they conducted ANOVAs (Analyses of 
Variance) to determine the differences in personal character-
istics across the clusters. As a result, they identified seven 
dimensions of personal characteristics that show significant 

Figure 1.  Alerts from an automated threat detector: (a) detector giving “DANGER” alert and (b) detector giving “CLEAR” alert.
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differences across the three cluster groups: masculinity (from 
the measures of culture), positive affect (from the measures 
of mood), extraversion, neuroticism, and intellect (from the 
measures of personality), performance expectancy (from the 
measures of expectancy toward autonomous systems), and 
high expectations (from the measures of the perfect automa-
tion schema). The oscillator group showed the highest rat-
ings for masculinity, positive affect, and extraversion. On the 
other hand, the disbeliever group had the highest average rat-
ing for neuroticism, but the lowest ratings for intellect, per-
formance expectancy, and high expectations. For more 
details of the study protocol and the results, please refer to 
Chung and Yang (2024).

We used a subset of the data collected from 130 partici-
pants, specifically ratings for the seven personal characteris-
tics (Table 1), which will be used as input variables in 
developing a prediction model. For the target variable, we 
used the cluster group to which each participant was assigned. 

There are three classes for this target: Bayesian decision-
maker (BDM), disbeliever, and oscillator.

Prediction model

Using the data collected from the aforementioned study, we 
have conducted experiments to validate the key personal 
characteristics that have been found to be significantly dif-
ferent across the three clusters. Our goal was to test whether 
these can be good predictors of the type of trust dynamics. To 
accomplish this, we tested the data using multiple existing 
classification algorithms: Random Forest, multinomial logis-
tic regression, Support Vector Machine (SVM), XGBoost, 
and Naive Bayes.

Before fitting the data, we first scaled the input vari-
ables using the standard scaling method. Following that, 
we divided the data into training and test sets in an 80:20 
split. Since the cluster distribution is imbalanced, when 

Figure 2.  Three distinct clusters of trust dynamics: (a) BDM, (b) disbeliever, and (c) oscillator.
Note. The figures are copied from Chung and Yang (2024).
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dividing the data, we performed stratified random sam-
pling to maintain the class distribution of the original data-
set in both the training and test datasets. Within the training 
set, we conducted hyperparameter tuning using a five-fold 
cross-validation method, aiming to identify hyperparame-
ters that would maximize model performance. In all algo-
rithms, the seven personal characteristics dimensions 
served as the input variables, and the output variable was 
the cluster type, which included a total of three classes. In 
the end, we comparatively evaluated the average accuracy 
of the five-fold cross-validation, accuracy on the test data-
set, and the confusion matrix that resulted from the model 
prediction.

Results

The primary goal of this study was to develop a classification 
model that predicts the type of trust dynamics using seven 
key personal characteristics. We tested with five different 
classification algorithms, and Table 2 tabulates the cross-
validation scores and prediction accuracy for the test dataset 
for each algorithm.

From the results (Table 2), we confirmed that personal 
characteristics features can be used to predict the type of 
trust dynamics. Among the four algorithms, considering both 
the average accuracy for the five-fold cross-validation and 
the accuracy on the test dataset, the Random Forest, multino-
mial logistic regression, and SVM models seem to outper-
form the other two. Subsequently, we comparatively 
evaluated the confusion matrices of the different models. 
This evaluation was crucial because, given the imbalanced 
distribution of the dataset, being able to accurately predict 
the minority classes is an important criterion when choosing 
the final model. Figure 3a to c present the confusion matrices 
of the Random Forest, multinomial logistic regression, and 
SVM model, respectively.

As we compared the confusion matrices of the Random 
Forest Classifier, multinomial logistic regression, and SVM, 
we found that the Random Forest Classifier outperforms the 
others in terms of predicting the disbelievers and oscillators. 
Among 25 actual disbelievers, it correctly identified 20; among 
14 actual oscillators, it correctly predicted 12. The results of the 
multinomial logistic regression (Figure 3b) and SVM (Figure 
3c) show that both of the classifiers predominantly predict the 

Table 1.  List of Personal Characteristics Used as Predictor Features.

Feature Definition Reference

Masculinity One dimension of cultural value that examines the extent 
to which one’s cultural beliefs support traditional views of 
masculine and feminine traits

Cultural Values Scale (Yoo et al., 2011)

Positive affect One dimension of mood that measures the degree of one’s 
positive emotions, such as cheerfulness, enthusiasm, and 
energy

Positive and Negative Affect Schedule 
(Watson et al., 1988)

Extraversion One dimension of personality that measures a trait of being 
outgoing and energetic

Mini-International Personality Item Pool 
(Donnellan et al., 2006)

Neuroticism One dimension of personality that measures the tendency 
to experience negative emotions such as anxiety, anger, 
and frustration

Mini-International Personality Item Pool 
(Donnellan et al., 2006)

Intellect One dimension of personality that measures the trait of 
having broad interests and being imaginative

Mini-International Personality Item Pool 
(Donnellan et al., 2006)

Performance expectancy One dimension of expectancy toward autonomous 
systems that measures the degree to which one expects 
that utilizing the autonomous system will lead to 
improvements in work performance

Unified Theory of Acceptance and Use of 
Technology (Venkatesh et al., 2003)

High expectations One dimension of the perfect automation schema that 
measures one’s belief that the automation will perform 
with near-perfect reliability

Perfect Automation Schema (Merritt et al., 
2015)

Table 2.  Algorithm Performance.

Algorithm Average accuracy (five-fold cross-validation) Accuracy on test dataset

Random Forest 0.749 0.731
Multinomial Logistic Regression 0.760 0.731
SVM 0.750 0.731
XGBoost 0.673 0.692
Naïve Bayes 0.731 0.731
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majority class, the BDM group. Consequently, we conclude 
that, given the dataset, the Random Forest Classifier is the most 
appropriate classifier for predicting the trust dynamics type 
using personal characteristics. Figure 4 shows the feature 
importance scores in descending order.

Discussion

This study aimed to develop a classification model capable 
of predicting the type of trust dynamics a user would exhibit 
based on personal characteristics. Building upon the data and 
results derived from a previous study (Chung & Yang, 2024), 

we utilized seven personal characteristics (masculinity, posi-
tive affect, extraversion, neuroticism, intellect, performance 
expectancy, and high expectations) to develop the model. 
Subsequently, we comparatively evaluated the classification 
performance of different models.

Our results demonstrated that, considering overall accu-
racy and the ability to discern minority groups (i.e., disbe-
lievers and oscillators), the Random Forest Classifier would 
be the most appropriate approach. Additionally, this classi-
fier is superior in terms of explainability, as it allows for a 
deeper understanding of which features play more signifi-
cant roles in classifying users (Figure 4). In this study, neu-
roticism and performance expectancy, the dimensions in 
which disbelievers scored lower, recorded the highest fea-
ture importance scores. Following these two, positive affect 
and extraversion, the personal characteristics dimensions in 
which oscillators scored higher, also had high feature 
importance scores.

The performance levels observed in this study suggest 
the potential to predict the type of trust dynamics an indi-
vidual may exhibit by administering a set of questions 
about personal characteristics. This indicates the possibil-
ity of developing personalized trust prediction algorithms 
for each trust dynamics type, which could ultimately facil-
itate the creation of trust-aware agents. In essence, our 
classification model can initially identify individuals 
likely to exhibit specific trust patterns, allowing for 
adjustments in automation to accommodate their unique 
characteristics.

Figure 3.  Confusion matrix: (a) Random Forest, (b) Multinomial Logistic Regression, (c) SVM, (d) XGBoost, and (e) Naive Bayes.

Figure 4.  Feature importance scores.
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To elaborate, depending on the prediction results, system 
developers could infer users’ initial trust levels and how they 
might adjust their trust levels as they interact with automated 
systems. Subsequently, based on these predictions, appropri-
ate system designs that support trust calibration could be 
implemented. For instance, if a person is expected to be a 
disbeliever, yet the system is demonstrably reliable, the agent 
could provide additional prompts to encourage more active 
use of the automation, thereby preventing disuse. Conversely, 
if a user is expected to be a Bayesian decision-maker, yet the 
system is prone to unreliability, extra measures should be 
taken to prevent overtrust in the automation.

Moreover, the results from this study could be utilized to 
enhance the algorithm for predicting temporal trust in real-time. 
Although Guo and Yang (2021) and Guo et al. (2020)’s Beta 
random prediction model has proven effective in many cases, 
the oscillator group has been identified in multiple studies (Bhat 
et  al., 2023; Chung & Yang, 2024; Guo et  al., 2020; Guo & 
Yang, 2021). This group is characterized by a group of people, 
whose trust is challenging to predict due to their fluctuating pat-
terns. Now that the classification model proposed in this study 
provides a method to predict this group of people beforehand, 
the trust prediction algorithm for this particular group can be 
improved by incorporating personal characteristics.

The study is open to further improvements. Additional 
efforts in model tuning and enhancement using ensemble 
methods could improve overall model accuracy. In addition, 
if these classification models are specifically aimed at identi-
fying certain groups, such as oscillators, more work should be 
done to avoid overlooking these groups. The Balanced 
Random Forest Classifier could be a suitable alternative in 
this case. Unlike the classic Random Forest Classifier, it 
draws a bootstrap sample from the minority class and samples 
an equivalent number from the majority class with replace-
ment. This approach may not necessarily yield high accuracy 
since it may focus on classifying minority classes and could 
misclassify many BDMs as other groups. Nonetheless, it 
could be highly successful in recalling all minority classes 
(i.e., disbelievers and oscillators). Consequently, if missing a 
minority group is a significant concern, the balanced classi-
fier would be preferable to the classic one.

Overall, our study offers comprehensive insights into the 
diverse trust dynamics exhibited by different individuals, 
emphasizing the importance of specific personal characteris-
tics as significant predictors of trust dynamics.
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