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Abstract

The C language is ubiquitous and insecure. Tag-based security policies offer a flexible
toolkit for runtime protection, including policies that mitigate the effects of unde-
tected programming bugs and those that enforce security properties of the program
logic. But tag policies can be difficult to define, and the protection that they offer
can be difficult to specify and to prove.

This dissertation builds from an assembly-level specification of stack safety, en-
compassing the essential control-flow structure of C and other high level languages,
to a C source-level policy definition framework called Tagged C. Tagged C includes
a variant C semantics parameterized by a user-defined tag policy, and an interpreter
that provably implements that semantics. It is flexible enough to define a wide range
of security policies, including memory safety, compartmentalization, and secure infor-
mation flow. Finally, introduces a novel compartmentalization policy, CluMPS, with
a formal specification and an implementation in Tagged C, verified by mechanized

proof in Coq.
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1 Introduction

The computing infrastructure that underpins the world is insecure. Code written
in unsafe languages (e.g., C) may hide any number of programming bugs that go
uncaught until they are exploited in the wild, especially memory errors. Even in safe
languages, code might contain logic errors (SQL injection, input-sanitization flaws,
etc.) that subvert its security requirements.

Although static analyses can detect and mitigate many insecurities, an important
line of defense against undetected or unfixable vulnerabilities is runtime enforcement
of security policies using a reference monitor [5]. A security policy restricts the be-
havior of the system, typically by halting a badly-behaved process, termed “failstop
behavior.” A policy can be any kind of runtime check, from a simple assertion (“at
line X, variable Y should have value Z”) to a sophisticated temporal logic formula.

This dissertation focuses on a class of policies that can be specified in terms of flow
constraints on metadata tags. A tag annotates a value with information like type,
provenance, ownership, or security classification, and a tag-based policy is defined
solely in terms of the interaction of tags, without reference to the values that they

are attached to. Notable policies that can be implemented in this way include:

e Memory safety, which restricts programs in memory unsafe languages to obey
the spatial and/or temporal constraints of the language, turning unchecked

errors into checked ones;



2
e Information flow control (IFC), in which data identified as being secret or sen-

sitive is preventing from leaking on an external channel;

e Compartmentalization, in which programs are divided into components (com-

partments) with restricted access to data and other resources;

e Mandatory access control, which identifies “subjects” (possibly compartments,
but also non-code entities such as users) and explicitly restricts their access to

resources.

Policies defined using tags are well-suited to efficient hardware enforcement, and a
number of important security concepts can be enforced in this style. Policies covered
in this dissertation are not tied to a specific hardware implementation, or necessarily
to hardware at all, but examining an exemplar will help us understand the power and
limitations of potential implementations. I take as my exemplar the PIPE! (Processor
Interlocks for Policy Enforcement) ISA extension [8,9], a proposed hardware back-end
for tag-based policies that has been realized in FPGA form.

PIPE is a programmable hardware mechanism that associates large (word-sized)
metadata tags with every word of memory and every register. At each step of ex-
ecution, while the ALU processes the operands of the current instruction, the tags
associated with those operands are processed by a module called the “tag manage-
ment unit” (TMU). The TMU, implemented in hardware as a cache or lookup table
into a set of software-defined rules, consults those rules to (1) determine whether the

operation should proceed, sending an interrupt if not, and (2) compute updated tags

Wariants of PIPE have been called PUMP [27] or SDMP [67] and marketed commercially under
the names Dover CoreGuard and Draper Inherently Secure Processor.
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to associate with the outputs of the operation. These rules collectively define a state
machine operating on the tags in the system, which is termed a “micro-policy” [9], a
concrete instantiation of the sorts of policies mentioned above.

PIPE is a good exemplar because it is very flexible. Because PIPE tags are so large,
they can encode complex data structures. It is even feasible to layer multiple policies
on top of one another by taking the Cartesian product of their tags. And because
tags are inaccessible to normal execution, tag policies in a PIPE implementation are
protected from subversion by application code.

However, PIPE also exemplifies the challenges in the definition, specification, and
verification of tag policies. Tag policies are challenging to write due to their very
flexibility and because they must currently be written with deep knowledge of the
machine code to which they are attached.

Since subtle errors might enable a policy to be compromised, it is vital that policies
be validated. But first they must be specified. What does the policy actually set out
to do? What protection does it offer? In many cases, there is no standard specification
for the kind of security that a policy hopes to enforce. Even in cases where there is
a proposed formal specification, such as memory safety [10], a given policy may not
precisely match it. Once defined and specified, the policy can be validated either by
testing or formal verification. Verification rules out the possibility of bugs too subtle
to show up in testing. But randomized property-based testing can increase confidence
in a policy when proof is infeasible.

This dissertation contains novel policy definitions, specifications, and verification
work. It also aims to make the tasks of defining, specifying, and verifying policies

easier with a powerful new source-level policy-definition framework, Tagged C.



1.1 Tag Policies By Example

Here we walk through two example policies implemented in a PIPE-style system to
understand how they are written, why doing so is challenging, and why defining
policies at the source level is a big step forward.

The first, a simplified “spatial” stack safety policy, protects the data of suspended
stack frames from being accessed by other function activations. This prevents assem-
bly code from breaking the source-level abstraction that a function’s local variables
are isolated from other calls. The second is an “information flow control” (IFC) policy.
Unlike stack safety, IFC is not concerned with assembly code breaking a source-level
abstraction, but with a property of the source program itself: that observing its
execution cannot reveal some information of interest.

The goal is not to introduce these policies on a deep techical level, but to give an
intuition for how they might be attached to an assembly program and why this is a
complex process. Both examples are defined at the assembly level as micro-policies,
as is typical in the state-of-the-art [8,37,67], even though IFC would be more natural
to express at the source level.

In brief, a micro-policy consists of a collection of rules, each associated with a
family of opcodes. Almost all policies need to distinguish individual special instruc-
tions via tags on their values in memory, since many opcodes can play different roles
that need to be treated differently in the policy. Defining a micro-policy in this style
requires knowledge of both the assembly language of the host ISA and the behav-
ior of the compiler, so that the policy designer can identify which instructions serve

special purposes. Some policies require the binary to be rewritten with additional



instructions whose primary purpose is moving and manipulating tags.

Example: Spatial Stack Safety Figure shows how a single function entry
sequence must be modified to support a (simplified) spatial stack safety policy. The
purpose of this policy is to prevent loads and stores to stack frames other than that
of the active function. The policy is conceptually simple: each location in a stack
frame is identified by the depth of the frame, and the stack pointer is tagged with
the depth of the current function. Loads and stores of stack addresses must use a
pointer that matches that of the location, i.e., the current stack pointer or a pointer
derived from it. For simplicity, this version does not attempt to protect deallocated
frames (which may share the depth of the active frame), so it only offers spatial and
not temporal protection.

Figure|l.1a]shows a typical entry sequence in assembly for a function whose frame
(including saved return address) is sixteen bytes. It simply allocates those bytes by
decreasing the stack pointer, then stores the return address to the stack. Later it
will attempt to store data elsewhere in the frame, then load it. Figure gives a
sense of how this code might be instrumented with tags, and Figure [1.1¢ describes
some of the rules that act on these tags. The entry sequence is given special tags to
enforce that it runs from beginning to end and only following a call, and instructions
are added to initialize tags on the stack frame.

A significant subset of the policy’s rules are dedicated to bookkeeping, in this
case mostly for purposes of ensuring that the entry sequence executes in order (red).
Only the lines in blue deal with the main focus of the policy: tagging the frame

and the stack pointer with the current depth of the call stack, and enforcing that



0: sub sp 16 sp Allocate sixteen bytes 0: sub sp 16 sp @ HeAaD(0)
8: store ra sp Save return address 8: store ra sp @ HeaD(1)
16: store 0 (sp+8) @ HEAD(2)
32: store 42 (sp+8)  Store to stack in body 24: nop @ ENTRY
64: load r0 (sp+8) Load from stack in body 48: store 42 (sp+8) @ NORMAL
(a) Initial generated code 80: load r0 (sp+*8) @ NORMAL

(b) Tagged and expanded for policy

When executing sub imm r@QHEAD(0):
- Preceding instruction must have tag CALL
- Tag on r must be DEPTH(n) for some n
- Set tag on r to DEPTH(n + 1)
When executing store imm (r+x)@HEAD(n):
- Preceding instruction must have tag HEAD(n — 1)
- Tag on r must be DEPTH(m)
- Set tag at r’s target to DEPTH(m)
When executing load - (r+x) QNORMAL
- If tag on r’s target is DEPTH(m), then tag on r must be tagged DEPTH(m)

When executing store r1 r2@QHEAD(1):
- Preceding instruction must have tag HEAD(0)
- Set tag at r2’s target to RETPTR

When executing _ QENTRY

- Preceding instruction must have tag
HEAD(16)

When executing store _ (r+x) @NORMAL
- If tag on r’s target is DEPTH(m), then tag on r must be tagged DEPTH(m)

(c) Associated policy rules

Figure 1.1: Example: Adding Stack Safety policy at call

a stack address can only be written through the stack pointer at the same depth.
Yet they must all work together with precision, or any security guarantees may be
compromised.

And which guarantees are those? Stack safety is commonly thought of as “tem-
poral,” that is, also protecting deallocated data from future accesses. But in the
interest of simplicity, this example only offered spatial safety. If this is meant to be
more than an illustrative example, spatial stack safety should be formally defined so
that the policy can be shown to enforce it. Then it will be up to the user whether that
level of security is sufficient. A more realistic policy might not sacrifice protection for

simplicity, but it still might do so for performance reasons.
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Example: IFC The example in Figure[l.2]illustrates another scenario that requires
the assembly to be rewritten. This is an information flow control (IFC) problem, in
which x is a secret and y is a public variable. The goal is that an observer who can
see the value of y during execution not be able to deduce anything about the initial
value of x. The assignment at line 3 of Fig. would reveal to an observer that x
is 42! To prevent this, an IFC policy might track when execution is in a state that
depends on a secret value, which in this case lasts until line 5. That control-flow
dependency is tracked by a tag on the program counter itself, the PC' tag.

The policy uses a binary tag with values H (high security/secret) and L (low
security /public), and uses the operator - U - to take the higher of two tags. When
control flow depends on a secret, the policy sets the PC tag to H; since the plan is to
later restore it to its current level, that level has to be saved with an extra instruction,
the sub at line 16 of Fig.[1.2c. Now r2 is storing the old PC tag. Then, suppose the
policy designer determines that join point of the expression is at line 40. They insert
an add instruction to restore the tag on r2 to the program counter tag.

All the policy designer really needs to know to define this policy is that the PC
tag is saved at the split point and is available to be restored at the join point. But
they are forced to consider how the PC tag is saved, in which register, whether that
register is in use, which instruction to use to restore it, and so on.

These assembly transformations can be automated, given relevant annotations
from the compiler, but the process amounts to an ad hoc compiler pass. It would
be better to do it at the source level. Then the compiler (or interpreter) can handle
most of the bookkeeping, leaving the policy developer free to focus on the rules that

are relevant to the policy at hand.



1: int x, y; 0: load r0 (sp+8) Load x 0: load r0 (sp+8) @ NORMAL

2: if (x ==42) { 8: add zero 42 ri1 Constant 42 8: add zero 42 ri1 @ NORMAL

3: y=0; 16: bne r0 r1 16 Branch past if 16: sub pc pc r2 @ SAVETAG

4: } 24: store 0 (sp+16) Storetoy 24: bne r0 r1 16 @ SpLIT

5: x =0; 32: store 0 (sp+8) Store to x 32: store 0 (sp+16) @ NORMAL

(a) Source code . 40: add r2 pct pct @ JoiN
(b) Initial generated code 48: store 0 (sp*8) @ NORMAL

(c) Tagged and expanded for policy

When executing sub rl r1 r2@QSAVETAG

- Set tag on r2 to the tag on rl When executing bne r1 r2 QSPLIT
When executing add rl r2 r2@QJoOIN - Let t1 be the tag on r1 and tg on r2
- Set tag on r2 to tag on ri - Let pct be the PC tag
- Set tag on program counter to pct Uty Ut

Figure 1.2: Example: Adding IFC policy at if statement

Moving the task of policy definition to the source level has benefits for specification
and validation of policies like IFC that aim to enforce security concepts expressible
at the source level. Some policies are much easier to express at the source level. IFC
is one example: the if statement that Fig. relies upon is a source-level construct,
and in a more realistic context the inputs and outputs that the policy is concerned
with will be more natural to reason about in the source code. Another example is
heap safety, since the heap does not exist in assembly. A source-level heap-safety
specification can refer to the source semantics’ notion of a heap.

As for validation, it is hard to prove properties of assembly code, even for ISAs that
have formalizations. Many features of the source language are lost in assembly, such
as structured control flow, function arguments and returns, and type information. In
the case of IFC, it matters that the code in question is a compiled if statement rather
than a hand-written assembly branch, because a bne instruction is not guaranteed
to reach any future instruction the way the if statement is. Proofs about assembly

programs are also non-portable across architectures and compilers.



1.1.1 Towards Source-level Tags

As these examples illustrate, much of the complexity of hardware tagging lies in ad
hoc, non-portable assembly modifications and bookkeeping, which also contribute
to challenges in specification and validation. The natural solution is to lift tags to
the level of a source language wherever possible. In this dissertation that source
language is C, and the instrumented variant is Tagged C. Figure |1.3| sketches an
idealized outline of such a system. The source language (blue) has semantics that are
parameterized by a policy definition. Tagged C works by annotating the semantics
with a selection of control points: locations in the semantics where execution checks
a specific tag rule, each serving a single purpose. This empowers policy designers to
write tag rules knowing exactly how it will affect the program without needing to
disambiguate common opcodes.

The source language might compile to tag-aware assembly code (red), be executed
by an interpreter (top green), or be compiled into instrumented code as part of a more
complex toolchain. Any back-end needs to provide a minimal degree of protection
for the abstractions of the source language. Since this work focuses on C, the key
abstraction that needs to be protected is that of function calls and returns. In other
words, the “baseline policy” is stack safety, which might be enforced by an assembly-
level micro-policy, the implicit guarantees of a software implementation, or some other
mechanism entirely. Other assembly-level policies might be attached as well.

A compiler should be proven not only to produce correct code, but to preserve
the behavior of any source policy, while an interpreter should also be proven sound

and complete with respect to the source semantics.
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Figure 1.3: A Source-Level Tag Ecosystem

The green boxes represent important technical components of this system. The
interpreter enables actual running of programs portably, not being reliant on actual
tagged hardware or even on a compiler backend for the target architecture. Any
given policy needs both a specification and to be validated against that specification,
ideally with a source-level proof or, at the assembly-level, with proof or testing.

Tagged C approximates this idealized system, instantiating the semantics and
interpreter for the C language. This dissertation also contains the specification for a
family of assembly-level policies, stack safety, and the specification and verification of
a source-level compartmentalization policy. The Tagged C compiler is out of scope,

as is any work with real hardware.
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1.2 Overview

This dissertation is about tag-based policies for C. It begins at the assembly level,
where I confront a challenging specification problem: what is stack safety, exactly?
After all, “the stack” is not a clearly defined language concept, but a loosely specified
component of a system’s ABI that is relied on by many different higher-level abstrac-
tions. I identify a specific stack safety property as an underlying assumption for all
of my source-level work.

The second and largest part of this dissertation is Tagged C, a source-level specifi-
cation framework that allows engineers to describe policies in terms of familiar C-level
concepts. Tagged C allows policies to be defined at the source level via a fixed inter-
face that never requires rewriting code or thinking about assembly. Where assembly
instructions can serve different roles and must be distinguished for tag purposes, each
Tagged C control point serves one clear role. The policy designer needs little knowl-
edge of how Tagged C might be compiled, and need not deal with portions of a policy
that would be colored red in Figure 1.1}

Finally, I put Tagged C to the test in performing source-level specification and
verification of a novel compartmentalization policy. I specify compartmentalization in
the form of an abstract semantics that is compartmentalized by construction, where
compartments’ local data are isolated entirely in separate address spaces, each of
which behaves the same as Tagged C’s memory model. I prove a simulation property
between the abstract semantics and Tagged C with the appropriate policy, mechanized

in Coq [74].
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1.2.1 Topics and Contributions

Chapter [2| introduces related work and discusses how Tagged C fits into the larger
runtime monitoring ecosystem. Chapters 3-7 are the body of the dissertation, and
Chapter |§| concludes. The rest of this section breaks down the three topics in more

detail, my contributions to each, and where they can be found in the dissertation.

Specifying Stack Safety In Chapter [3]1 propose new formal characterizations of
stack safety using concepts from language-based security, in the form of collections of
trace properties at increasing levels of complexity.

The simplest model of stack safety is elegant and illustrates the core concepts,
but does not account for many higher-level language features. At the other extreme,
I sketch a stack safety model that takes into account a high-level view of pointer
provenance: so high-level that it is better implemented at the source level. In the
middle, a straightforward “public-private” data protection scheme is just right for the
baseline protection of Tagged C.

These stack safety properties also capture the behavior of the “lazy” stack safety
policies studied by Roessler and DeHon [67], which permit functions to write into
one another’s frames (intuitively a violation) but taint the written locations so that
their owner cannot access them later. Laziness is a performance optimization which
security implications were previously unclear; no prior characterization of stack safety
can express this style of safety.

My contributions are:

e A novel characterization of stack safety as a conjunction of security properties:
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confidentiality and integrity for callee and caller, plus well-bracketed control-
flow. The properties are parameterized over a notion of external observation,

allowing them to characterize lazy enforcement mechanisms.

e An extension of these core definitions to describe a realistic setting with argu-
ment passing on the stack, callee-saves registers, and tail-call elimination. The

model is modular enough that adding these features is straightforward.

e Validation of a published enforcement mechanism, Lazy Tagging and Clearing,
via property-based random testing; I find that it falls short, and propose and

validate a fix.

This chapter was first published as:

It is a joint work with Roberto Blanco, Leonidas Lampropoulos, Benjamin Pierce,
and Andrew Tolmach. I developed and formalized the properties from scratch. This
work required significant pedagogical effort to make the properties comprehensible,
which was shared by the full team. The initial testing framework was mostly written
by Leonidas, and covered caller integrity in the simplest program model. Roberto and
I worked jointly on the extension to confidentiality and various advanced program

features.

Tagged C In chapter [4] I introduce Tagged C, a C variant whose semantics are
parameterized by an arbitrary tag-based policy. Tagged C takes the form of a variant

C semantics parameterized by tags attached to its data and rules triggered during
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execution at a set of predefined control points. Control points correspond to significant
execution events, such as function calls, expression evaluation, and pointer-based
Memory accesses.

Chapter 5| expands on Tagged C by exploring a handful of useful policies written
in it, and chapter [6] digs deeper into the details of the Tagged C design.

The current implementation of Tagged C is an interpreter based on that of Com-
pCert C [49]. This is sufficient to test small programs. Ultimately I expect for
Tagged C to be compiled to a PIPE target by injecting the source policy’s tag rules
as a payload into a predefined assembly-level policy that handles the bookkeeping.

The Tagged-C semantics (also based on CompCert C) gives a formal definition
of what each control point does. This means that properties of a policy may be
proven in terms of how source programs behave when run under it. Such proofs are
much easier than their assembly equivalents, and portable across architectures and
implementations.

My contributions are:

e The design of a comprehensive set of control points at which the C language
interfaces with a tag-based policy. These expand on prior work by encompassing
the full C language while being powerful enough to enable a range of policies
even in the presence of C’s more challenging constructs (e.g., goto, conditional

expressions, etc.).

e Tagged C policies enforcing: (1) compartmentalization; (2) memory safety, with
realistic memory models that support varying kinds of low-level idioms; and (3)

secure information flow.
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e A full formal semantic definition for Tagged C, formalized in Coq, describing
how the control points interact with programs, and an interpreter, implemented

and verified against the semantics in Coq and extracted to OCaml.

This work is primarily mine. Chapters[4] and [5| were originally published as a joint

work with Andrew Tolmach and Allison Naaktgeboren:

Some technical details related to how Tagged C might be compiled are also pub-
lished in Chhak et al. [16], and some details of Tagged C’s baseline memory model in
Tolmach et al. [76], both joint works with CHR Chhak and Andrew Tolmach. The
original content is updated to reflect further development, and Chapter [6] contains a

detailed discussion of the design decisions that inform the current development.

Compartmentalization Finally, Chapter [7| presents a novel compartmentaliza-
tion policy and its specification. Both are novel, and improve upon the state-of-
the art in tag-based compartmentalization by allowing objects to be shared between
compartments via passed pointers, without the overhead of protecting every object
individually. The policy definition, its specification, and its proof are all concrete
contributions on their own, and together they serve to demonstrate that Tagged C is
a suitable setting in which to perform the entire define-specify-validate cycle.

My contributions are:

e A formal model of C compartmentalization in the form of an abstract machine
that supports sharing between compartments while keeping their memories iso-

lated by construction.
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e A novel compartmentalization policy for Tagged C that supports cross-compartment
sharing with fewer constraints on available tags than similar systems from the

literature.

e A proof that the compartmentalization policy is safe with respect to the abstract

semantics.

This work is not yet submitted for publication.
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2 Runtime Enforcement with Tags and Beyond

Insecure computer systems are a ubiquitous and intractable problem, which has
spawned a host of solution approaches with varying degrees of rigor and practicality.
The security industry at large is built around a “find-and-fix” approach: engineers
study systems from the perspective of an attacker, find vulnerabilities, and report
them to the system’s owner or maintainer to be fixed. This creates the fundamental
structural problem that software is vulnerable to attack by any bad actor who finds
an exploitable bug before it is fixed.

Various forms of static analysis can mitigate this risk by detecting code that
deviates from a standard set of practices before that code is put into production.
But static analysis is inherently imprecise, and may identify code that violates the
standard but is not actually vulnerable. Especially in large legacy codebases, it may
be prohibitively expensive to update potentially vulnerable code to follow secure
practices unless the risk is clear and immediate. Any significant changes to legacy
code can risk regression. And static analysis is of limited use against a vulnerability
that involves poor security logic implemented in perfectly safe code.

Runtime enforcement is a last line of defense against undetected or unfixable vul-
nerabilities. This chapter reviews the broader field of runtime security enforcement,

especially with hardware accleration.
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2.1 Runtime Verification and Aspect-oriented Programming

Tagged C originates as a tool to improve usability of a family of secure hardware
mechanisms, but it also has connections to the field of runtime verification (RV).
An RV system monitors the runtime behavior of a program against some external
specification. In an RV system the user supplements a program’s source code with
a list of pointcuts, which define a set of program events, such as “when the program
calls £ with argument 42”7 or “when the program reads input from a file with a name
matching the regex foo*.txt.” The user then defines some constraint on the traces
of events that the system should produce. Early RV systems define these constraints
in terms of temporal logic formulae (e.g., Chabot et al. [15]), regular expressions
(e.g., Ball and Rajamani [11]), or context-free grammars. Of these, temporal logic
is the most expressive, but not intuitive for programmers. Later systems allow the
user to write arbitrary state machines that respond to trace events, for example the
C verification system RMOR [35].

More recent systems borrow concepts from aspect-oriented programming (AOP) [43].
An AOP language distributes join points' throughout its semantics, and the program-
mer separately writes advice in the form of additional code that should execute before
or after various join points according to a pointcut specification. The compiler or run-
time weaves the advice together with the main code. Adding AOP to an RV context
allows RV state machines to be programmed in an AOP style [36].

Tagged C can be understood as such a system that supports very low-level and

fine-grained events (e.g., individual arithmetic operations and casts). This granularity

'Not to be confused with the control-flow graph join points discussed in Section
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gives Tagged C much more power to define policies related to the internal behavior of
a program: memory safety, information flow, etc. The RV and AOP approaches are
generally better suited to specifications of externally visible behavior, although some
systems support very general forms of event definition based on matching syntactic
patterns in code, and might be able to achieve a similar level of granularity [30].

Tagged C also has a small, fixed set of control points, as opposed to arbitrary
point cuts, and specifies a monitoring action (perhaps a no-op) for every potential
join point. This is a side-effect of how tags work, but it hopefully reduces the burden
on the user, who no longer needs to define pointcuts at all.

Unlike most AOP and RV systems, Tagged C’s tag rules are constrained to inspect
only tags, not arbitrary parts of program state, which limits their expressiveness.
Also, tag rules are evaluated separately from the system being monitored and so
cannot be used to “correct” bad behavior; all they can do is cause a failstop. These

limitations follow from the ultimate goal of implementing Tagged C using efficient

PIPE hardware.

2.2 Safer Cs

A number of systems use compiler techniques to enforce heap safety for C, espe-
cially spatial safety, in which live objects are only accessed through valid pointers.
These include C Cured [20], Safe ANSI C [64], and Softbound [62], each of which
combine static analysis to rule out most illegal memory accesses with runtime checks
on those accesses that cannot be statically guaranteed safe. Some, like CETS, from

Nagarakatte et al. [63], go further and enforce temporal safety, in which objects that
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have been freed are not accessed afterward (i.e., no “use after free” errors are possi-
ble.) Such “Safer Cs” also includes works like Cyclone [40] and Checked C 73|, which
modify the C semantics or even syntax to create a memory-safe dialect for C.

In all cases, runtime enforcement is necessary. While various compiler techniques
have been used to keep this as efficient as possible, it is a significant overhead, leading
more recent work to focus on hardware acceleration. Architectures aiming at sup-
porting these compilers include HardBound [26], Watchdog [60] |[61], and the current
state-of-the-art, CHERI [79]. CHERI can be used for more than just accelerating

bounds checking, as can PIPE, as discussed below.

2.3 General-purpose Hardware Enforcement

The current state of the art in hardware enforcement has two active research areas:
tagged architectures and capability machines. Tagged architectures such as PIPE [2§]
and ARM memory-tagging extension (MTE) |31] are generally similar or identical to
normal ISAs, but with the addition of hardware tags that carry metadata used by
the processor to track security information and potentially halt execution (or enter a
privileged recovery mode). Capability machines directly provide architectural support
for capabilities: unforgeable tokens of authority that encode both the location of the
memory they point to, and the permissions to access it (and no memory beyond it.)

Y

These often take the form of “fat pointers,” as in CHERI [79], where a pointer carries
bounds information to the object that it points to, and the hardware automatically

checks those bounds before allowing it to be dereferenced.
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Memory Safety and Related Policies in PIPE PIPE has targeted memory
safety from very early on, including concrete policies that are not expressly related
to any particular source semantics [1]. By contrast, Azevedo de Amorim et al. 9]
define correctness of a memory safety micro-policy according to the C standard as
formalized in CompCert [49], a verified C compiler that also provides the state-of-
the-art formalization of the standard. This is an instance of tags being used to target
a specific semantics, in this case a fairly strict one. More theoretically, Azevedo de
Amorim et al. [10] use PIPE as a back-end in their analysis of memory safety as a
property, not tied to any particular language, but consistent with CompCert. Memory
safety is important enough that it has warranted dedicated work in optimizing its
performance, such as Li et al. [52], who devised a system for reclaiming the tags used
to uniquely identify allocations.

The definitive PIPE-based work on Stack Safety is from Roessler and DeHon [67].
They propose a number of variations on stack safety, protecting both the control
stack and stack-allocated memory, but do not support safe passing of pointers to
stack objects. In Tagged C, the control stack is implicitly protected. But address-
taken locals, including large arrays, are not. My memory safety policies will protect
stack objects, including applying the same notion of provenance to their pointers that

applies to heap objects.

Compartmentalization in PIPE Compartmentalization is another of the micro-
policies implemented by Azevedo de Amorim et al. [9]; in this case, a low-level
dynamic compartmentalization system. Their micro-policy is parameterized by com-

partment information and by restrictions on how compartments should interact (Manda-
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tory Access Control) and does not permit memory to be shared between compart-
ments. Meanwhile Roessler et al. [66] implement a form of static low-level com-
partmentalization informed by typical behavior of a program during recorded test
runs, which does allow memory-sharing between compartments if that sharing occurs
during the test runs. In both cases, compartments are sets of instructions, with re-
strictions on how control may transfer between compartments and which addresses a
given compartment may access.

The more similar style of compartmentalization to that discussed in this paper has
been implemented primarily as part of secure compilation work. Secure compilation
is often presented in terms of separate compilation and linking — there is a compo-
nent that is compiled by the (hopefully) secure compiler, linked against an adversarial
context that might come from anywhere. This gives it a close relationship with com-
partmentalization, which is made explicit in Juglaret et al. [41] as secure compart-
mentalizing compilation. Their target machine has compartmentalization built-in,
explicitly referencing Azevedo de Amorim et al.’s tag-based implementation as a pos-
sible back-end.

In turn, tag-based compartmentalized back-ends play a crucial role in Abate et
al. [3], which defines and proves a secure compilation property for components that
may contain undefined behavior (UB), and therefore become compromised dynami-
cally, and in El Korashy et al. [29], who prove secure compilation in the presence of

compartments that share memory by passing pointers.

ARM MTE Outside of PIPE, there is ARM memory-tagging extension (MTE) [31],

which has only four-bit tags, and is intended to be used for a memory safety policy
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in which allocations repeat colors, but adjacent allocations are always tagged dif-
ferently. This protects against classic buffer overflows, but may not protect against
more targeted attacks — or, at least, may be probabilistically vulnerable. Four bits
provides only sixteen unique colors, which is very restrictive, so optimizations that
safely reduce the number of tags are much more important. And the tag bits are
not themselves protected, leaving the risk that what security there is can itself be
undermined without careful handling [53]. MTE is not a suitable alternative to PIPE

in general.

CHERI and Capability Machines CHERI [79] is the state-of-the-art capability
machine. In addition to normal capabilities, CHERI supports object capabilities that
associate data and control permission, such that jumping to their entry point is the
only way to access the associated data. Object capabilities give CHERI a degree of
generality because they can ensure that arbitrary code sequences are executed prior
to accessing certain data. This has been used to implement both stack safety and
compartmentalization [79]. Tt also allows for privileged code that tracks capabilities
and revokes them when their objects are freed in order to handle temporal safety [80].

However, efficient revocation of capabilities in the CHERI model is challenging, as
evidenced by the complexity of enforcing stack safety in CHERI. Because capabilities
into the stack might be stored anywhere in the stack, and could later be used to
subvert temporal stack safety, the entire empty part of the stack must be cleared
on each return [70]. This challenge is the source of ongoing development of novel
capability types: linear capabilities |71], which may be infeasible to implement in

hardware, and capabilities with various restrictions on their storage or use [32]. This
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is a natural consequence of the design decision that there is no security information
attached to objects in memory; only to their capabilities, which may persist after the
object is long gone.

An early application of the CHERI architecture provided an incrementally de-
ployable compartmentalization model that was a hybrid of the CHERI back-end and
MMU-based enforcement [79]. This is a different sort of flexibility than what Tagged
C intends to offer: in the hybrid CHERI setting, the security being enforced (the
equivalent of a policy) remains constant, and the hybridization is between two distinct
back-ends. By contrast, Tagged C uses a common back-end, but can explore trade-offs
between different policies. Despite this, it would be worth exploring whether a useful

subset of Tagged C’s control points could be implemented by a CHERI back-end.

System Assumptions Tagged C does not require hardware support, let alone any
particular implementation of PIPE. But it is meant to be compatible, which means
that it should have an efficient compilation path when targeting PIPE-like hardware.

I make the following assumptions about potential hardware back-ends for Tagged C:

e Tags are not limited to pointers. There is a tag on the program counter, each
register, and every word in memory. Tags on instructions are important as a
means of parameterizing their behavior to match their corresponding meaning

in the source.

e Tags are large. Tagged C does not restrict the size or complexity of tags, though
a Tagged C compiler would. Specific policies might still be recommended based

on their reduced usage of the tag space, placing fewer constraints on hardware,
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but this is not built into the language.

e Tags are separate from the primary data, and cannot be directly modified.

In their work on compiling an early precursor to Tagged C, Chhak et al. pose the
question of whether it can be safe to optimize away tag checks that are unnecessary
for a given policy [16]. In this work I assume that this is plausible, so the checks built

into Tagged C can cause overhead if necessary to complete their purpose.
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3 Formalizing Stack Safety as a Security Policy

Functions in high-level languages (and related abstractions such as procedures, meth-
ods, etc.) are units of computation that invoke one another to define larger computa-
tions in a modular way. At a low level, each function activation manages its own local
variables, spilled temporaries, etc., as well as information about the caller to which
it will return. The call stack is the fundamental data structure used to implement
functions, aided by an Application Binary Interface (ABI) that defines how registers
are shared between activations. In this chapter, I offer a novel specification of stack
safety: what does it mean to protect the stack from attack? !

From a security perspective, attacks on the call stack are attacks on the function
abstraction itself. Indeed, the stack is an ancient |4] and perennial [1838]/57,58,/72,[77]
target for low-level attacks, sometimes involving control-flow hijacking via corrupting
the return address, sometimes memory corruption more generally.

The variety of attacks on the stack is mirrored in the range of software and hard-
ware protections that aim to prevent them, including stack canaries [21], bounds
checking [26,/62,63], split stacks [44], shadow stacks [22,69], capabilities [17}33}70,
71,81], and hardware tagging [34,/67]. But enforcement mechanisms can be brittle,
successfully eliminating one attack while leaving room for others. To avoid an endless

game of whack-a-mole, we seek formal properties of safe behavior that can be proven,

! This chapter was originally published as joint work with Roberto Blanco, Leonidas Lampropou-
los, Benjamin Pierce, and Andrew Tolmach. As such I have retained the use of “we” throughout.
Chapter 1| gives a breakdown of who did what.
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or at least rigorously tested. Such properties can be used as the specification against
which enforcement can be validated—even enforcement mechanisms that do not fulfill
a property can benefit from the ability to articulate why and when they may fail.

Many of the mechanisms listed above are fundamentally ill-suited for offering
formal guarantees: they may impede attackers, but they do not provide universal
protection. Shadow stacks, for instance, aim to “restrict the flexibility available in
creating gadget chains” [69], not to categorically rule out attacks. Other mechanisms,
such as SoftBound [62] and code-pointer integrity [44], do aim for stronger guarantees,
but not formal ones. To our knowledge, the sole line of work making a formal claim
to protect stack safety is the study of secure calling conventions by Skorstengaard et
al. [71] and Georges et al. [33].

Some of the other mechanisms listed above should also be amenable to strong
formal guarantees. In particular, Roessler and DeHon [67] present an array of tag-
based micro-policies for stack safety that aim to offer universal protection. But the
reasoning involved can be subtle: they include two micro-policy optimizations, Lazy
Tagging and Lazy Clearing (likely to be deployed together, and the combination of
which we hereafter refer to as Lazy Tagging and Clearing, or LTC). LTC allows
function activations to write improperly into one another’s stack frames, but ensures
that the owner of the corrupted memory cannot access it afterward. This serves
as an alternative to clearing the stack frame every time it is popped, which can be
quite expensive. Under this policy, one function activation can corrupt another’s
memory—just not in ways that affect observable behavior. Therefore, LTC would
not fulfill Georges et al.’s property (adapted to the tagged setting) [33]. But LTC

does arguably enforce stack safety, or as Roessler and DeHon describe it informally,



28
a sort of data-flow integrity tied to the stack. A looser, more observational definition
of stack safety is needed to fit this situation.

We propose here a formal characterization of stack safety based on the intuition
of protecting function activations from each other and using the tools of language-
based security [68] to treat function activations as security principals. We decompose
stack safety into a family of properties describing the integrity and confidentiality
of the caller’s local state and the callee’s behavior during (and after) the callee’s
execution, together with the well-bracketed control flow (WBCF) property articulated
by Skorstengaard et al. [71].

Our properties are stated abstractly in the hope that they can also be applied to
other enforcement mechanisms besides LTC. However, it does not seem feasible to give
a universal definition of stack safety that applies to all architectures and compilers.
While many security properties can be described purely at the level of a high-level
programming language and translated to a target machine by a secure compiler,
stack safety cannot be defined in this way since “the stack” is not explicitly present
in the definitions of most source languages but rather is implicit in the semantics
of features such as calls and returns.? But neither can stack safety be described
coherently as a purely low-level property; indeed, at the lowest level, the specification
of a “well-behaved stack” is almost vacuous because the ISA is not concerned with
such questions as whether a caller’s frame should be readable or writable to its callee.
Those are the purview of high-level languages built atop the hardware stack.

Thus, any low-level treatment of stack safety must begin by asking: which high-

2Contrast Azevedo de Amorim et al.’s work on heap safety [10], where the concept of the heap
figures directly in high-level language semantics and its security is therefore amenable to a high-level
treatment.
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level features are supported in a given setting using the stack, and how does their
presence influence the expectation of well-bracketed control flow, confidentiality, and
integrity? We begin with a simple system with very few features, then move to a
more realistic one supporting tail-call elimination, argument passing on the stack,
and callee-save registers. Our properties are factored so that the basic structure of
each of our five properties remains constant while the presence or absence of different
features leads to subtler differences in how they behave.

We demonstrate the usefulness of our properties for distinguishing between correct
and incorrect enforcement using QuickChick [23,45], a property-based random testing
tool for Coq. Indeed, we find that the published version of LTC is flawed in a way that
undermines both integrity and confidentiality. After correcting this flaw, however,
LTC satisfies all of our properties. Further, we modify LTC to protect the features
of our more realistic system and apply random testing to validate this extended
protection mechanism against the extended properties.

In summary, we offer the following contributions:

e We give a novel characterization of stack safety as a conjunction of security
properties—confidentiality and integrity for callee and caller—plus well-bracketed
control-flow. The properties are parameterized over a notion of external obser-

vation, allowing them to characterize lazy enforcement mechanisms.

e We extend these core definitions to describe a realistic setting with argument
passing on the stack, callee-saves registers, and tail-call elimination. The model

is modular enough that adding these features is straightforward.

e We validate a published enforcement mechanism, Lazy Tagging and Clearing,
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via property-based random testing, find that it falls short, and propose and

validate a fix.

The following section offers a brief overview of our framework and assumptions. Sec-
tion walks through a function call in a simple example machine, discusses infor-
mally how each of our properties applies to it, and motivates the properties from a
security perspective. Section [3.3]formalizes the machine model, its security semantics,
and the stack safety properties built on these. Section describes how to support
an extended set of features. Section gives an (untested) proof-of-concept formal-
ization of a more sophisticated, heap-like sharing model based on pointer provenance.
Section [3.6] describes the micro-policies that we test, Section [3.7]the testing framework
itself, and Section [3.§ related work.

The accompanying artifact 3 contains formal definitions (in Coq) of our properties,
plus our testing framework. It does not include proofs, since we use Coq primarily for
the QuickChick testing library and to ensure that our definitions are unambiguous.

Formal proofs are left as future work.

3.1 Framework and Assumptions

Stack safety properties need to describe the behavior of machine code, but they
naturally talk about function activations and stack contents—abstractions that are
typically not visible at machine level. To bridge this gap, our properties are defined in
terms of a security semantics layered on top of the standard execution semantics of the

machine. The security semantics identifies certain state transitions of the machine as

3https://github.com/SNoAnd /stack-safety
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security-relevant operations, which update a notional security context. This context
consists of an (abstract) stack of function activations, each associated with a view
that maps each machine state element (memory location or register) to a security
class (active, sealed, etc.) specifying how the activation can access the element. The
action of a security-relevant operation on the context is defined by a mapping that
characterizes how the operation’s underlying machine code ought to implement the
function abstraction in terms of the stack and registers.

Given the security classes of the elements of the machine state, we define high-
level security properties—integrity, confidentiality, and well-bracketed control flow—
as predicates that must hold on each call. These predicates draw on the idea of variant
states from the theory of non-interference, plus a notion of observable events, which
might include specific function calls (e.g., system calls that perform I/0), writes to
special addresses representing memory-mapped regions, etc. For example, to show
that certain locations are kept secret, it suffices to compare executions starting at
machine states which vary at those locations and check that their traces of observable
events are the same. This structure allows us to talk about the eventual impact of
leaks or memory corruption without reference to internal implementation details and,
in particular, to support lazy enforcement by flagging corruption of values only when
it can actually impact visible behavior.

We introduce these properties by example in Section and formally in Sec-
tion [3.3] In the remainder of this section we introduce the underlying semantic

framework in more detail.
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Machine Model We assume a conventional ISA (e.g., RISC-V, x86-64, etc.), with
registers including a program counter and stack pointer. We make no particular as-
sumptions about the provenance of the machine code; in particular, we do not assume
any particular compiler. If the machine is enhanced with enforcement mechanisms
such as hardware tags [28,134] or capabilities [81], we assume that the behavior of
these mechanisms is incorporated into the basic step semantics of the machine. For
any given mechanism we suppose an abstract notion of “compatible” states; in tagged
hardware, two states are “compatible” if their memories and registers have identical
tags, even if their values differ. In general, compatible states should have identical
security behavior under the particular enforcement mechanism. Failstop behavior by
enforcement mechanisms is modeled as stepping to the same state (and thus silently

diverging).

Security Semantics A security semantics extends the core machine model with
additional context about the identities of current and pending functions (which act
as security principals) and about their security requirements on registers and mem-
ory. This added context is purely notional; it does not affect the behavior of the
core machine. The security context evolves dynamically through the execution of
security-relevant operations, which include calls, returns, and frame manipulation.
Our security properties are phrased in terms of this context, often as predicates on
future states (“when control returns to the current function, X must hold...”) or as
relations on traces of future execution (hyper-properties).

Security-relevant operations abstract over the implementation details of the ac-

tions they take. Since the same machine instruction may be used by a compiler for
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different purposes, we assume that the compiler or another trusted source has pro-
vided labels to identify the security-relevant purpose of each instruction, if any. For
instance, in the tagged RISC-V architecture that we use in our examples and tests,
calls and returns are conventionally performed using the jal (“jump-and-link”) and
jalr (“jump-and-link-register”) instructions, but these instructions might also be
used for other things.

These considerations lead to an annotated version of the machine transition func-
tion, written m K m/, where m and m are machine states, e is an optional externally
observable event, and v is a list of security-relevant operations—necessarily a list be-
cause a single step might perform multiple simultaneous operations. This is then
lifted into a transition between pairs of machine states and contexts by applying a
transition function parameterized by the operation. We decompose this function into
rules associated with each operation and introduce them as needed. The most im-
portant of these rules describe call and return operations. A call pushes a new view
onto the context stack and changes the class of the caller’s data to protect it from
the new callee; a return reverses these steps. Other operations signal how parts of
the stack frame are being used to store or share data, and their corresponding rules
alter the classes of different state elements accordingly.

Exactly which operations and rules are needed depends on what code features we
wish to support. The set of security-relevant operations (W) covered here is given
in Table [3.1] A core set of operations covering calls, returns, and local memory is
introduced in the example in Section [3.2] and formalized in Section An extended
set covering simple memory sharing and tail-call elimination is described in Section

and tested in Section The remaining operations are needed for the capability-
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Operation 1) € ¥ | Parameters Sections
call target address, argument registers 3.2[13.3]
stack arguments (base, offset & size)
return
alloc offset & size 3.2]
public flag
dealloc offset & size
tailcall (same as for call) 3.4
promote register, offset & size E
propagate source register/address g
destination register/address 315
clear target register/address 3.5

Table 3.1: Security-relevant operations and their parameters, with the sections where
they are first defined or used. Entries in light grey do not appear in our examples,
but are part of our testing. Dark grey entries are not tested.

based model in Section [3.5

Views and Security Classes The security context consists of a stack of wiews,
where a view is a function mapping each state element to a security class—one of
public, free, active, or sealed.

State elements that are outside of the stack—general-purpose memory used for
globals and the heap, as well as the code region and globally shared registers—are
always labeled public. We place security requirements on some public elements for the
purposes of the well-bracketed control flow WBCF property, and a given enforcement
mechanism might restrict their access (e.g., by rendering code immutable). But, for
integrity and confidentiality purposes, they are considered accessible at all times.

When a function is newly activated, every stack location that is available for use

but not yet initialized is free. From the perspective of the caller, the callee has no
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obligations regarding its use of free elements.

Arguments are marked active, meaning that their contents may be used safely.
When a function allocates memory for its own stack frame, that memory will also be
active. Then, on a call, active elements that are not being used to communicate with
the callee will become sealed—i.e., reserved for an inactive principal and expected to

be unchanged when it becomes active again.

Instantiating the Framework Conceptually, the following steps are needed to
instantiate the framework to a specific machine and coding conventions: (i) define
the base machine semantics, including any hardware security enforcement features;
(ii) identify the set of security-relevant operations and rules required by the coding
conventions; (iii) determine how to label machine instructions with security-relevant

operations as appropriate; (iv) specify the form of observable events.

Threat Model and Limitations When our properties are used to evaluate a
system, the threat model will depend on the details of that system. However, there
are some constraints that our design puts on any system. In particular, we must
trust that the security-relevant operations have been correctly labeled. If a compiled
function call is not marked as such, then the caller’s data might not be protected from
the callee; conversely, marking too many operations as calls may cause otherwise safe
programs to be rejected.

We do not assume that low-level code adheres to any single calling convention
or is being used to implement any particular source-language constructs. Indeed, if

the source language is C, then high-level programs might contain undefined behavior,
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in which case they might be compiled to arbitrary machine code. In general, it is
impossible to distinguish buggy machine code from an attacker. In examples, we often
identify one function or another as an attacker, but our framework does not require
any static division between trusted and untrusted code, and we aim to protect even
buggy code.

This is a strong threat model, but it does omit some important aspects of stack
safety in real systems: in particular, it does not address concurrency. Hardware and

timing attacks are also out of scope.

3.2 Properties by Example

In this section, we introduce our security properties by means of small code exam-
ples, using a simple set of security-relevant operations for calls, returns, and private
allocations.

Figure gives C code and possible corresponding compiled 64-bit RISC-V code
for a function main, which takes an argument secret and initializes a local variable
sensitive to contain potentially sensitive data. Then main calls another function £,
and afterward it performs a test on sensitive to decide whether to output secret.
Since sensitive is initialized to 0, the test should always fail, and main should instead
output the return value of £. Output is performed by writing to the special global
out, and we assume that such writes are the only observable events in the system.

The C code is compiled using the standard RISC-V calling conventions [65]. In
particular, the function’s first argument and its return value are both passed in aO0.

Memory is byte addressed, and the stack grows towards lower addresses. We assume
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0: addi sp,sp,-20 | alloc (—20,20)
, ) 4: sd ra,12(sp)
vo}atllé 1gt out; 8: sw a0,8(sp)
V01d'ma1n(1nF §ecret) { 12:  sw zero,4(sp)
int sensitive = 0; 16: jal f,ra call e
%nt res = f(); 20: sw a0,0(sp)
if (semsitive == 42) 24: 1w a4,4(sp)
out = secret; 98: 1i a5,42
else 32: bne a4,a5,L1
out = res; 36: 1w a0,8(sp)
} 40: sw aO,out
s _A(s7) 8(sr) 12(s1) L4, 181 1y 20,0(ep)
res [sens| sec | ra; | ras 52: sw a0,out
L2, 56: 1d ra,12(sp)
60: addi sp,sp,20 | dealloc (0,20)
64: jalr ra return

Figure 3.1: Example: C and assembly code for main and layout of its stack frame
(the stack grows to the left).

that main begins at address 0 and its callee £ at address 100. The annotations
in the right-hand column are security-relevant operations, described further below.
The assembly is a simplified but otherwise typical compilation of the source code
into RISC-V; its details are less important than the positions of the security-relevant
operations.

Now, suppose that f is actually an attacker seeking to leak secret. It might do
so in a number of ways, shown as snippets of assembly code in Figure [3.2] Leakage
is most obviously viewed as a violation of main’s confidentiality. In Figure f
takes an offset from the stack pointer, accesses secret, and directly outputs it. More
subtly, even if it is somehow prevented from outputting secret directly, £ can in-
stead return its value so that main stores it to out, as in Figure [3.2bl Beyond simply

reading secret, the attacker might overwrite sensitive with 42, guaranteeing that
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100: 1w a4,8(sp) 100: 1w a4,8(sp)
104: sw a4,out 104: mov a0,ad
108: 1i a0,1 108: nop
112: jalr ra return 112: jalr ra return
(a) Leaking secret directly (b) Leaking secret indirectly
100: 1i ab,42 100: addi ra,ra,16
104: sw ab,4(sp) 104: nop
108: 1i a0,1 108: nop
112: jalr ra return 112: jalr ra return
(c) Attacking sensitive (d) Attacking control flow

100: addi sp,sp,8

104: nop
108: nop
112: jalr ra return

(e) Attacking stack pointer integrity

Figure 3.2: Example: assembly code alternatives for £ as an attacker.

main publishes its own secret unintentionally (Fig. ; this does not violate main’s
confidentiality, but rather its integrity. In Figure [3.2d] the attacker arranges to return
to the wrong instruction, thereby bypassing the check and publishing secret regard-
less; this violates the program’s well-bracketed control flow (WBCF). In Figure [3.2e,
a different attack violates WBCF, this time by returning to the correct program
counter but with the wrong stack pointer. (We pad some of these variants with nops
just so that all the snippets have the same length, which keeps the step numbering
uniform in Fig. [3.3])

The security semantics for this program is based on the security-relevant events
noted in the right columns of Figures and namely execution of instructions

that allocate or deallocate space (specified by an sp-relative offset and size), make a
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call (with a specified list of argument registers), or make a return.

Our security semantics attaches a security context to the machine state, consisting
of a view V' and a stack o of pending activations’ views. Figure shows how the
security context evolves over the first few steps of the program. (The formal details
of the security semantics are described in Section and the context evolution rules
are formalized in Fig. [3.7]) Execution begins at the start of main, with the program
counter (PC) set to zero and the stack pointer (SP) at address 1000. State transitions
are numbered and may be labeled with a security operation, written | 1, between
steps.

The initial view V maps all stack addresses below SP to free and the remainder
of memory to public. The sole used argument register, a0, is mapped to active; other
caller-save registers are mapped to free and callee-save registers to sealed. Step 1
allocates a word each for secret, sensitive, and res, as well as two words for the
return address; this has the effect of marking those bytes active. We use V[...] to
denote updates to V.

At step 5, the current principal’s record is pushed onto the inactive list. The
callee’s view is updated from the caller’s such that all active memory locations become
sealed. (For now we assume no sharing of stack memory between activations; data
is passed only through argument registers, which remain active. In the presence of
memory sharing, some memory would remain active, too.) Function £ does not take
any arguments; if it did, any registers containing them would be mapped to active,
while any non-argument, caller-saved registers are mapped to free. In the current
example, only register a0 changes security class. All callee-save registers remain

sealed for all calls, so if, in the example, we varied the assembly code for main so that



40

PC SP Context se

0 1000 7 ;L a0 a4 ab
e S rrr e o) Bed tf
llalloc (—20,20) o —~ ) . B
[ 471 980 [[ Vi =Vo[980..999 — active], e | T T T T T T 11 01 O
2-4 l free active public
[ 16 [ 980 [[ Vi,e ]
5lcall 100 &
980..999 — sealed - — T T
100 | 080 || o= | [ o | O 1T [T OO0 0O
6-8 Jv free sealed public
[ 112 [ 980 H VQ,[V1] [
9lreturn o
20 [ 930 H Vi e l 4 a0 a4 ab
l L St rrrrerrd s oiy et
free active public

Figure 3.3: Execution of example up through the return from f. In stack diagrams,
addresses increase to the right, stack grows to the left, and boxes represent 4-byte
words.

sensitive was stored in a callee-save register (e.g., s0) rather than in memory, its
security class would still be sealed at the entry to £. At step 9, f returns and the
topmost inactive view, that of main, is restored.

We now show how this security semantics can be used to define notions of confi-
dentiality, integrity, and correct control flow in such a way that many classes of bad

behavior, including the attacks in Figure [3.2] are detected as security violations.

Well-Bracketed Control Flow To begin with, if £ returns to an unexpected
place (i.e., PC # 20 or SP # 980), we say that it has violated WBCF. WBCEF is
a relationship between call steps and their corresponding return steps: just after the
return, the program counter should be at the next instruction below the call, and
the stack pointer should have the same value that it had before the call. Both of

these are essential for security. In Figure the attacker adds 16 to the return
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address and then returns; this bypasses the if-test in the code and outputs secret.
In Figure [3.2¢, the attacker returns with sp’ = 988 instead of the correct sp = 980.

In this scenario, given the layout of main’s frame,

SP | sp’ |

res sens | seCc | ray | ras

main’s attempt to read sensitive may instead read part of the return address, and
its attempt to output res will instead output secret.

Before the call, the program counter is 16 and the stack pointer is 980. So we
define a predicate on states that should hold just after the return: Ret m £ m[pc] =
20 A m[sp] = 980. We can identify the point just after the return (if a return occurs)
as the first state in which the pending call stack is smaller than it was just after the
call. WBCEF requires that, if m is the state at that point, then Ret m holds. This

property is formalized in Table [3.2] line 1.

Stack Integrity Like WBCF, stack integrity defines a condition at the call that
must hold upon return. This time the condition applies to all of the memory in
the caller’s frame. In Figure |3.3| we see the lifecycle of an allocated frame: upon
allocation, the view labels it active, and when a call is made, it instead becomes
sealed. Intuitively, the integrity of main is preserved if, when control returns to it,
any sealed elements are identical to when it made the call. Again, we need to know
when a caller has been returned to, and we use the same mechanism of checking the
depth of the call stack. In the case of the call from main to f, the sealed elements are

the addresses 980 through 999 and callee-saved registers such as the stack pointer.
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Note that callee-saved registers often change during the call—but if the caller accesses
them after the call, it should find them restored to their prior value.

While it would be simple to define integrity as “all sealed elements retain their
values after the call,” this would be stricter than necessary. Suppose that a callee
overwrites some data of its caller, but the caller never accesses that data (or only
does so after re-initializing it). This would be harmless, with the callee essentially
using the caller’s memory as scratch space, but the caller never seeing any change.

For a set of elements K, a pair of states m and n are K-variants if their values
an only disagree on elements in K. We say that the elements of K are irrelevant in
m if they can be replaced by arbitrary other values without changing the observable
behavior of the machine. All other elements are relevant.*

We define caller integrity (CLRI) as the property that every relevant element that
is sealed under the callee’s view is restored to its original value at the return point.
(This property is formalized in Table line 2).

In our example setting, the observation trace consists of the sequence of values
written to out. In Figure[3.2c the states before and after the call differ in the value of
sensitive. Figure [3.4] shows the states before and after the call, which disagree on
the value at sensitive. If we consider a variant of the original return state in which
sensitive is 0 (orange) as opposed to 42 (blue), that variant will eventually output
1, while the actual execution outputs 5. This means that sensitive is relevant.

To be more explicit, similar to WBCF, we define a predicate on states Int such

that Int m holds if all relevant sealed addresses in m have the same values as following

4This story is slightly over-simplified. If an enforcement mechanism maintains additional state
associated with elements, such as tags, we don’t want that state to vary. This is touched on in

Section W



43

res sens sec ra

res sens sec ra

res sens sec ra res sens sec ra

BB -

—out —rout

5 1

Figure 3.4: Integrity Violation: sensitive changed, and if varied, changes future
outputs

the call. Then stack safety requires that Int hold on the state following the matching
return, which is reached by step 9. Here sensitive has obviously changed, but it is

relevant, which makes this a property violation.

Caller Confidentiality We treat confidentiality as a form of non-interference as
well: the confidentiality of a caller means that its callee’s behavior is dependent only
on publicly visible data, not the caller’s private state. This also requires that the callee
initialize memory before reading it. As we saw in the examples, we must consider
both the observable events that the callee produces during the call and the changes
that the callee makes to the state that might affect the caller after the callee returns.

Consider the state after step 5, shown at the top of Figure |3.5, with the attacker
code from Figure and the assumption that secret has the value 5. We take a
variant state over the set of elements that are sealed in V, (orange), and compare

it to the original (blue). During the execution, the value of secret is written to
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res sens sec ra

res sens sec ra res sens sec ra

0 0 5 0 0 1 2 3 4 5
—rout —out
5 % 3
res sens  sec ra res sens  sec ra
0 0 5 0 0 1 2 3 4 5

Figure 3.5: Internal Confidentiality Violation

the output, and the information leak is evidenced by the fact that the outputs do
not agree—the original outputs 5, while the variant outputs 3. This is a violation of
internal confidentiality (formalized in Table line 3a).

But, in Figure [3.2b] we also saw an attacker that exfiltrated the secret by reading
it and then returning it, in a context where the caller would output the returned
value. Figure |3.6| shows the behavior of the same variants under this attack, but in
this case, there is no output during the call. Instead the value of secret is extracted
and placed in a0, the return value register.

At the end of the call, we can deduce that every element on which the variant
states disagree must carry some information derived from the original varied elements.
In most cases, that is because the element is one of the original varied elements and
has not changed during the call, which does not represent a leak. But in the case of
a0, it has changed during the call, and the return states do not agree on its value.
This represents data that has been leaked, and should not be used to affect future

execution. Unless a0 happens to be irrelevant to the caller, this example is a violation
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res sens sec ra

res sens sec ra res sens sec ra

0 0 5 0 0 1 2 3 4 5
a0 a0
res sens _ sec ra res sens  sec ra
0 0 5 0 0 1 2 3 4 5
a0 a0
5 3

Figure 3.6: Return-time Confidentiality Violation

of what we term return-time confidentiality (formalized in Table line 3b).

Structurally, return-time confidentiality resembles integrity, but now dealing with
variants. We begin with a state immediately following a call, m. We consider an
arbitrary variant state, n, which may vary any element that is sealed or free, i.e.,
any element that is not used legitimately to pass arguments. Caller confidentiality
therefore can be thought of as the callee’s insensitivity to elements in its initial state
that are not part of the caller-callee interface.

We define a binary relation Conf on pairs of states, which holds on eventual
return states m’ and n’ if all relevant elements are uncorrupted relative to m and n.
An element is corrupted if it differs between m’ and n’, and it either changed between
m and m’ or between n and n'.

Finally, we define caller confidentiality (CLRC) as the combination of internal and

return-time confidentiality (Table line 3).
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The Callee’s Perspective We presented our initial example from the perspective
of the caller, but a callee may also have privilege that its caller lacks, and which must
be protected from the caller. Consider a function that makes a privileged system call
to obtain a secret key, and uses that key to perform a specific task. An untrustworthy
or erroneous caller might attempt to read the key out of the callee’s memory after
return, or to influence the callee to cause it to misuse the key itself!

Where the caller’s confidentiality and integrity are concerned with protecting spe-
cific, identifiable state—the caller’s stack frame—their callee equivalents are con-
cerned with enforcing the expected interface between caller and callee. Communi-
cation between the principals should occur only through the state elements that are
designated for the purpose: those labeled public and active.

Applying this intuition using our framework, callee confidentiality (CLEC) turns
out to resemble CLRI, extended to every element that is not marked active or public
at call-time. The callee’s internal behavior is represented by those elements that
change over the course of its execution, and which are not part of the interface with
the caller. At return, those elements should become irrelevant to the subsequent
behavior of the caller.

Similarly, in callee integrity (CLEI), only elements marked active or public at the
call should influence the behavior of the callee. It may seem odd to call this integrity,
as the callee does not have a private state. But an erroneous callee that performs
a read-before-write within its stack frame, or which uses a non-argument register
without initializing it, is vulnerable to its caller seeding those elements with values
that will change its behavior. The fact that well-behaved callees have integrity by

definition is probably why callee integrity has not typically been discussed in stack
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safety studies such as Georges et al. [33].

3.3 Formalization

We now give a formal description of our machine model, security semantics, and prop-
erties. Our definitions abstract over: (i) the details of the target machine architecture
and ABI, (ii) the set of security-relevant operations and their effects on the security

context, (iii) the set of observable events, and (iv) a notion of value compatibility.

3.3.1 Machine

The building blocks of a machine are words and registers. Words are ranged over
by w and, when used as addresses, a, and are drawn from the set WW. Registers in
the set R are ranged over by r, with the stack pointer given the special name SP;
some registers may be classified as caller-saved (CLR) or callee-saved (CLE). Along
with the program counter, PC, these are referred to as state elements k in the set
K:={PCc}UWUTR.

A machine state m € M is a map from state elements to a set V of values. Each
value v contains a payload word, written |v|. We write m[k] to denote the value of
m at k and m[v] as shorthand for m[[v|]. Depending on the specific machine being
modeled, values may also contain other information relevant to hardware enforcement
(such as a tag). When constructing variants (see Section this additional infor-
mation should not be varied. To capture this idea, we assume a given compatibility
equivalence relation ~ on values, and lift it element-wise to states. Two values should

be compatible if their non-payload information (e.g., their tag) is identical.
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The machine has a step function m K m'. Except for the annotations over
the arrow, this function just encodes the usual ISA description of the machine’s
instruction set. The annotations serve to connect the machine’s operation to our
security setting: v is a list of security-relevant operations drawn from an assumed
given set W, and e is an (potentially silent) observable event; these are described

further below.

3.3.2 Security semantics

The security semantics operates in parallel with the machine. Each state element
(memory word or register) is given a security class | € {public, active, sealed, free}. A
wiew V' € VIEW maps elements to security classes. For any security class [, we write
[(V) to denote the set of elements k such that V' k = [. The initial view Vi maps
all stack locations to free, all other locations to public, and registers based on which
set they belong to: sealed for callee-saved, free for caller-saved except for those that
contain arguments at the start of execution, which are active, and public otherwise.

A (security) contezt is a pair of the current activation’s view and a list of views

representing the call stack (pending inactive principals), ranged over by o.
ce C = VIEW x list VIEW

The initial context is ¢y = (Vp, €).
Section describes informally how the security context evolves as the system

performs security-relevant operations. Formally, we combine each machine state with
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a context to create a combined state s = (m, c) and lift the transition to = on
combined states. At each step, the context updates based on an assumed given
function Op : M — C — ¥ — (. Since a single step might correspond to multiple

operations, we apply Op as many times as needed, using foldl.

m E) m'  foldl (Op m) c 1 = ¢

(m, ¢) =5 (m/, ¢)

A definition of Op is most convenient to present decomposed into rules for each
operation. We have already seen the intuition behind the rules for alloc, call, and
ret. For the machine described in the example, the Op rules would be those found

in Figure Note that Op takes as its first argument the state before the step.

3.3.3 Events and Traces

We abstract over the events that can be observed in the system, assuming just a
given set FVENTS that contains at least the element 7, the silent event. Other
events might represent certain function calls (i.e., system calls) or writes to special
addresses representing memory-mapped regions. A trace is a nonempty, finite or
infinite sequence of events, ranged over by £. We use “” to represent “cons” for
traces, reserving “::” for list-cons.

We are particularly interested in traces that end just after a function returns. We
define these in terms of the depth d of the security context’s call stack 0. We write
d — s for the trace of execution from a state s up to the first point where the stack

depth is smaller than d, defined coinductively by the rules in Figure
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range v off sz m = {m[r] +i|off <i < off + sz}

Al K = range sp off sz mN free(V) V'=V]a— active | a € K]
o Op m (alloc off , sz) (V,0) = (V',0)
Deall K = range sp off sz m N active(V) =V]aw free | a € K]J
eanee Op m (dealloc off, sz) (V,0) = (V',0)
free itke CLR
V'~ L. public it k € Topys
sealed if k € W and k € active(V)
V(k)  otherwise
Call
(Op m (call aarget Targs) (V.o) = (V',V i1 o)
Ret
e Op m return (_, (V,0")) = (V,0’)
Figure 3.7: Basic Operations
b lo| < d
one & =&
d — (m, (Va U)) =T SimReﬂW SimEvent o 51 - 62. 5
ol 2d d=(m',¢) =
T . &1 =& o & =&
Step (m, (V, O—)) ( ) SlmLeft—T =& Slranght—g1 A
d— (m ,(V,a))—e £

(a) “Produces trace”

(b) Trace Similarity
relation

Figure 3.8: Relations on Traces
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When d = 0, the trace will always be infinite because the machine never halts; in this
case we omit d and just write < s.

Two event traces & and & are similar, written & < &, if the sequence of non-

silent events is the same (Fig. That is, we compare up to deletion of T events.

Note that this results in an infinite silent trace being similar to any trace. So, a trace

that silently diverges due to a failstop will be vacuously similar to all other traces.

3.3.4 Variants, corrupted sets, and “on-return” assertions

Two (compatible) states are variants with respect to a set of elements K if they
agree on the value of every element not in K. Our notion of non-interference involves
comparing the traces of such K-variants. We use this to define sets of irrelevant

elements. Recall that ~ is a policy-specific compatibility relation.

Definition 1. The difference set of two machine states m and m/, written A(m,m’),

is the set of elements k such that m[k] # m/[k].

Definition 2. Machine states m and n are K-variants, written m ~g n, if m ~ n

and A(m,n) C K.

Definition 3. An element set K is irrelevant to state (m, c), written (m, ¢) || K, if
for all n such that m =g n, = (m,c) ~ < (n,c).
When comparing the behavior of variant states, we need a notion of how their

differences have influenced them.

Definition 4. The corrupted set &(m,m/,n,n’) is the set (A(m,m') U A(n,n’)) N
A(m!,n).
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Figure 3.9: Logical Operators

If we consider two execution sequences, one from m to m’ and the other from n to
n', then &(mym/ n,n’) is the set of elements that change in one or both executions
and end up with different values. Intuitively, this captures the effect of any differences
between m and n, i.e., the set of values that are “corrupted” by those differences.

Our “on-return” assertions are defined using a second-order logical operator d 1 P
(Fig. , pronounced “P holds on return from depth d,” where P is a predicate
on machine states. This is a coinductive relation similar to “weak until” in temporal
logic—it also holds if the program never returns from depth d.

Similarly, we give a analogous binary relation for use in confidentiality. We define
f (Fig. so that (m,c) (d + R) (m/,¢’) holds if R holds on the first states
that return from depth d after (m, c) and (m/, ¢’), respectively. Once again, 1 is

coinductive.
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1 WBCF 2(|o’| 1 Ret) (!, (V',0"))

where Ret m” = m'[sp] = m[sP] and m"[Pc] = m[PC] + sz
where sz is the size of instruction at m[pPc]
for all calls (m, (V,0)) = (m/, (V',0"))
2 CLrI &(|o| 1 Int) (m, (V,0))
where Int m’ = m/ || (sealed(V) N A(m,m’))
for all call targets (m, (V,0))
3 CLRC £VYn s.t. m ~ n, where K = sealed(V)
3a o = (m, (V;0)) = |o] = (, (V, )
3b and (m, (V,0)) (o] 1 Conf) (n, (Vo))
where (m/ Conf n') =m/ || &(m,n,m/,n’)
for all call targets (m, (V,0))
4 CLEC =(|o| T CConf) (m,(V,0))
where CConf m' £ m' || (A(m,m') — (public(V) U active(V))
for all call targets (m, (V,0))
5 CLEI £Vn s.t. m ~k n, where K = K — (public(V) U active(V))
52 o] = (m, (V,0)) =~ |o| = (n, (V,0))
5b and (m, (V,0)) (lo| f+ CInt) (n,(V,0))
where (m' CInt n') £ m' || &(m,n,m’, n')
for all call targets (m, (V, o))

Table 3.2: Properties
3.3.5 Properties

Finally, the core property definitions are given in Table arranged to show their
commonalities and distinctions. Each definition gives a criterion quantified over states
s that immediately follow call steps. If an execution includes a transition s’ = s
where call a 7 € 9, then s is the target of a call. As a shorthand, we write that each
property is defined by a criterion that must hold “for all call targets s,” or, in the

case of WBCF, “for all call steps s = s'.”

1. WBCF Given a call step (m, (V,0)) = (m/,(V’,0’)), we define the predicate

Ret to hold on states m” whose stack pointer matches that of m and whose program
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counter is at the next instruction. A system enjoys WBCEF if, for every call transition,

Ret holds just after the callee returns (i.e., the call stack shrinks).

2. CLRI When the call target is (m, (V,0)), we define the predicate Int to hold on
states m’ if any element that is sealed in V' and is in the difference set between m
and m/ is irrelevant. A system enjoys CLRI if, for every call, Int holds just after the

corresponding return.

3. CLRC When the call target is (m, (V, o)), we begin by taking an arbitrary n that
is a K-variant of m, where K is the set of sealed elements in V. We require that two
clauses hold. On line 3a, the behavior of a trace from (m, (V, o)) up to its return must
match that of (n, (V,0)). On line 3b, we define a relation Conf that relates states
m’ and n’ if their corrupted set (relative to m and n) is irrelevant, and require that
it hold just after the returns from the callees that start at (m, (Vo)) and (n, (V,0)).

A system enjoys CLRC if both clauses hold for every call.

4. CLEC We consider the callee’s private behavior to be any changes that it makes
to the state outside of legitimate channels—elements marked active or public. The
remainder should be kept secret, which is to say, irrelevant to future execution. Similar
to CLRI, given a call target (m,(V,0)), we define a predicate CConf to hold on
states m’ if the difference set between m and m/, excluding active or public locations,
is irrelevant. A system enjoys CLEC if, for every call, CConf holds just after the

corresponding return.
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5. CLEI Callee integrity means that the caller does not influence the callee outside
of legitimate channels. The caller’s influence can be seen internally, or in corrupted
data on return, just like the caller’s secrets would be under CLRC. So, for a call
target (m, (V, o)), we take an arbitrary n that is a K-variant of m, where K is the set

of elements that are not active or public. The remainder of the property is identical

to CLRC.

3.4 Extended Code Features

The system modeled in Sections [3.2] and is very simple. It does not permit
functions to pass pointers to stack-allocated data to one another, a feature that is
very common in C code and frequently relied upon by compilers. Realistic systems
also use tail-calls and callee-save registers. Fortunately our framework is designed to
make it easy to add support for more realistic code features.

To support argument passing on the stack, we just add new parameters to the
existing security-relevant operations, and refine how they update the security context.
The remainder of the properties do not change at all. To add tail-calls, we add and
define a new operation, and since it is a kind of call, we add it to the definition of

call targets. The rules for the extended security semantics are given in Figure [3.10]

3.4.1 Sharing Stack Memory

The examples in Section present a vision of stack safety in which the interface
between caller and callee is in the registers that pass arguments and return values.

This is frequently not the case in a realistic setting. Arguments may be passed on
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the stack because there are too many to pass in registers, as variadic arguments, or
because they are composite types that inherently have pass-by-reference semantics.
The caller may also pass a stack-allocated object by reference in the C++ style, or
take its address and pass it as a pointer.

We refine our call operation to make use of the information that we have about
which stack memory locations contain arguments. The new annotation sa is a set
of triples of a register, an offset from the value of that register, and a size. We first
define the helpful set passed sa m, then extend the call operation to keep all objects
in passed marked as active and seal everything else.

Using this mechanism, a call-by-value argument passed on the stack at an Sp-
relative offset is specified by the triple (SP, off, sz). In this case, only the immediate
callee gains access to the argument location. A C++-style call-by-reference argument
where the reference is passed in r is instead specified by the triple (7,0, sz). Such a
call-by-reference argument could be passed through multiple calls, provided that it is
in sa each time.

When the compiler uses the stack to pass arguments, barring the same memory
being shared further down the stack, it is reasonable to assume that only the imme-
diate recipient of the shared memory can access it. But when an object’s address is
taken and escapes, the resulting pointer can legally be passed arbitrarily far down the
stack, stored to memory, and generally treated like any other pointer, save that it will
be deallocated along with the rest of its frame. How much protection is appropriate
for these pointers?

In the extreme, the source language (if any) can tell us exactly how pointers

should or should not behave. If the source language is C, there is an implicit notion
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of pointer provenance that defines a pointer as valid if it is derived from an object’s
base pointer by a series of accepted operations. Loads and stores through invalid
pointers are undefined behavior, which we could turn into failstop behavior. But we
have no guarantee that C is the source language or that the source language even
has a notion of pointer provenance. If it does, then transplanting that notion into
our security semantics could be very complex. Section sketches how the property
would be constructed, by painstakingly tracking step-by-step which registers and
address hold valid pointers. Because the property in question is really a feature of

the source language, simulating it in the target is quite complicated.

Public-private Memory Instead, for purposes of specifying low-level memory pro-
tection without making assumptions about the source language, we prefer a simpler
model in which we simply classify an object as public anytime its address is taken
directly and passed as a pointer, and give it no protection against access by other
functions. We extend the alloc operation with a Boolean flag, where t indicates
that the allocation is public, and f that it is private. If space for multiple objects
is allocated in a single step, that step can make multiple allocation operations, each
labeled appropriately. Public objects are labeled public rather than active, so they
are never sealed at a call.

This is the model that our testing applies to, described in detail in Figure |3.10]
This model generalizes that presented in Figure |3.7, which can be recaptured by
instantiating call with sa as the empty set, and assuming that all instances of alloc

carry the flag f.
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Figure 3.10: Operations supporting tail calls and argument passing on stack.
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3.4.2 Tail Calls

The rule for a tail call is similar to that for a normal call. We do not push the
caller’s view onto the stack, but replace it outright. This means that a tail call does
not increase the size of the call stack, and therefore, for purposes of our properties,
all tail calls will be considered to return simultaneously when the eventual return
operation pops the top of the stack.

Since the caller will not be returned to, it does not need integrity, but it should
still enjoy confidentiality. We set its frame to free rather than sealed to express this.
In Table[3.2] we replace “call targets” with “call or tail call targets” in CLRC, CLEC,
and CLEI.

3.5 Provenance, Capabilities, and Protecting Objects

What if we want to express a finer-grained notion of safety, in which stack objects are
protected unless the function that owns them intentionally passes a pointer to them?
This can be thought of as a capability-based notion of security. Capabilities are un-
forgeable tokens that grant access to a region of memory, typically corresponding to
valid pointers to that region. As such, this capability safety relies on some preex-
isting notion of pointer validity, i.e., pointer provenance. Memarian et al.’s PVT [54]
(provenance via integer) memory model is a good option: it annotates pointers with
the identity of the object they first pointed to, and propagates the annotation when
the pointer is copied and when operations are performed on it. See Section for
more details. This constitutes a substantial addition to the security context, which

is why this enhancement is more speculative than the others, and untested.
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p' = plrast = range Tpase off sz]
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K = passed 5a U T4rgs K' =reach™ K p V' =push V Torgs K’
Op m (call aygrget Targs 56) (V,0,p) = (V', 0,p)

Tailcall

Figure 3.11: Operations supporting provenance-based protection of passed objects

We can model the provenance model as a trio of additional security-relevant oper-
ations: PROMOTE, which declares a register to contain a valid pointer, PROPAGATE,
which transmits the provenance of a pointer from one element to another, and CLEAR,
which clears the provenance (for instance, when a pointer is modified in place in a
way that makes it invalid).

In addition to the normal call stack, our security context will carry a map p from
elements to memory regions, represented as a base and a bound ¢ = (V, o, p). Most
existing operations are extended to preserve the value of p, while the new operations

and the call operation work as seen in Figure [3.11
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This essentially generalizes the above notion of passing: we will consider a caller

to have intentionally passed an object if that object is reachable by a capability that

has been passed to the callee. Reachability includes capabilities passed indirectly,

by being stored in an object that is in turn passed. We define the set of reachable

addresses using reach*, the transitive closure of elements that can be reached from

the arguments of the call. The call operation in this setting will seal only objects that
are not in reachx nor the previously defined passed.

In the resulting property, once an object is sealed (because its capability has not

been passed to a callee), subsequent nested calls can never unseal it. On the other

hand, an object that is passed via a pointer may be passed on indefinitely.

3.6 Enforcement

We implement and test two micro-policies inspired by Roessler and DeHon [67]: Depth
Isolation without lazy optimizations (DI) and with both Lazy Tagging and Lazy
Clearing optimizations (LTC). (The connection between our properties and Roessler
and DeHon’s work is discussed below.) They share a common structure: each function
activation is assigned a “color” n representing its identity. Stack locations belonging
to that activation are tagged STACK n, and while the activation is running, the tag
on the program counter (PC tag) is PC n. Stack locations not part of any activation
are tagged UNUSED.

In DI, n always corresponds to the depth of the stack when the function is called.
A function must initialize its entire frame upon entry in order to tag it, then clear

the frame before returning. During normal execution, the micro-policy rules only
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permit stack-based load and store operations when the target memory is tagged with
the same depth as the current PC tag, or, for store operations, if the target memory
is tagged UNUSED. When a stack object has its pointer taken, the pointer is tagged
the same, and on loads and stores through such a pointer the rules compare the tag
on the base register to that on the target memory, rather than the PC tag.

In LTC, a function neither initializes the frame at entry nor clears it at exit;
instead, it simply sets each location’s tag to the PC tag when that location is written.
It does not check if those writes are legal! If the PC tag is PC n, then any stack location
that recieves a stack-based store will be tagged STACK n. On a stack-based load, the
micro-policy failstops if the source memory location is tagged UNUSED or STACK n
for some n that doesn’t match the PC tag. Once again, stores and loads based on
registers other than the stack pointer behave similarly, but using their base register’s
tag.

To implement this discipline, blessed instruction sequences (seen in Fig. appear
at the entry and exit of each function, which manipulate tags as just described while
performing the usual tasks of saving/restoring the return address to/from the stack
and adjusting the stack pointer. A blessed sequence uses further tags to guarantee
that the full sequence executes from the beginning—mno jumping into the middle.

Outside of blessed sequences, instruction tags are used to denote arithmetic opera-
tions that take the addresses of stack objects. For example, in Figure[3.1] the variable
secret is at 8(SP), so an instruction addi a2,sp,8 would be tagged to indicate that
it is creating a pointer to secret. This corresponds to the promote operation de-
scribed above. The micro-policy’s rules in this case would tag a2 with the current

depth. (A policy aiming to protect individual objects would need to further refine
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the instruction tag to indicate that this instruction specifically generates a pointer to

secret.)

Applicability to Testing Roessler & DeHon [67] Roessler and DeHon (hence-
forward RéD) differentiate between memory safety policies (without lazy optimiza-
tion) and data-flow integrity policies (with lazy optimization). Our properties are
phrased in terms of data flow, and we apply them to both optimized and non-
optimized Depth Isolation. RéD do not attempt to define explicit formal properties,
but they do list the behaviors that they expect their data-flow integrity policies to
prevent, namely: reads from sealed objects (our CLRC); writes to sealed objects if
they are later read (our CLRI); and reads from deallocated objects (our CLEC). They
also note that Lazy Clearing prevents uninitialized reads, which corresponds roughly
to our CLEI.

RE&D note a flaw in Depth Isolation: because function activations are identified
by depth, a dangling pointer into a stack frame might be usable when a new frame is
allocated at the same depth. Our testing does not discover this flaw, because we do
not test address-taken objects, but it discovers a related flaw under Lazy Tagging and
Clearing that does not require an object’s address to be taken. If an activation reads
a location that was previously written by an earlier activation at the same depth,
it will violate callee confidentiality. If that location was in a caller’s frame, it also
violates caller integrity and confidentiality:.

RE&D propose addressing the dangling-pointer issue by tracking both the depth of
the current activation and the static identity of the active function. This would not

eliminate all instances of this issue, but it would require the confidentiality-violating
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activation to be of the same function that wrote the data in the first place, which
is a significantly higher bar. We propose instead tracking every activation uniquely,

which should eliminate the issue entirely—and does in our tests.

Protecting Registers R&D do not need to protect registers, since they include
the compiler in their trusted computing base. But we target threat models that do
not do so. In particular, CLRI requires callee-saved registers to be saved and restored
properly. We extend DI and LTC so that callee-saved registers are also tagged with
the color of the function that is using them. In DI they are tagged as part of the

entry sequence, while in LTC they are tagged when a value is placed in them.

3.7 Validation through Random Testing

There are several ways to evaluate whether an enforcement mechanism enforces the
above stack safety properties. Ideally, such validation would be done through formal
proof over the semantics of the enforcement-augmented machine. However, while
there are no fundamental barriers to producing such a proof, it would be considerable
work to carry out for a full ISA like RISC-V and complex enforcement mechanisms
like Roessler and DeHon’s micro-policies. We therefore choose to systematically test
their Depth Isolation and Lazy Tagging and Clearing micro-policies. We specifically
test a variant that we call Lazy Per-Activation Tagging and Clearing.

We use a Coq specification of the RISC-V architecture [14], extend it with a run-
time monitor implementing a stack safety micro-policy, and test it using QuickChick [45],

a randomized property-based testing framework. QuickChick works by generating
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random programs, executing them, and checking that they fulfill our criteria.

Such testing is sound—it will not produce false positives—but necessarily incom-
plete. We might test a flawed policy but fail to generate a program that exploits the
flaw. Additionally, detecting violations of noninterference-style properties is depen-
dent on choosing appropriate variant states, so it is possible to generate a dangerous
program but have it pass the test due to variant selection. We increase our confidence
in our test coverage by mutation testing, in which we intentionally inject flaws into

the policies and demonstrate that testing can find them.

3.7.1 Test Generation

To use QuickChick, we develop random test-case generators that produce an initial
RISC-V machine state tagged appropriately for the micro-policy (see Section ,
including a code region containing a low-level program. The generators also produce
meta-information about how program instructions map to security-relevant opera-
tions, which would normally be provided by the compiler.

Our generators build on the work of Hritcu et al. [37], which introduced generation
by execution, a technique that produces programs that lead to longer executions—
and hopefully towards more interesting behaviors as a result. Each step of generation
by execution takes a partially instantiated machine state and attempts to generate
an instruction that makes sense locally (e.g., jumps go to a potentially valid code
location, loads read from a potentially valid stack location). The generator repeats
this process for an arbitrary number of steps, or until it reaches a point where the

machine cannot step any more. Each time it generates a call or return, it places the
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appropriate policy tags on the relevant instruction(s) and records the operation.

We extend Hritcu et al.’s technique with additional statefulness to avoid early
failstops. For example, immediately after a call, we increase the probability of gener-
ating code that initializes any stack-allocated variables. To allow for potential attack
vectors to manifest, the generator periodically relaxes those constraints and generates
potentially ill-formed code, such as failing to initialize variables, writing outside of

the current stack frame, or attempting an ill-formed return sequence,

3.7.2 Property-based Testing

Once a test program is generated, QuickChick tests it against a property. A typical
hyperproperty testing scheme might do this by generating a pair of initial variant
states, executing them to completion, and comparing the results. We extend this
procedure to handle the nested nature of confidentiality.

For our setup to naively test the confidentiality of every call, it would need to
create a variant state at each call point, execute it until return, then generate a
post-call variant based on any tainted values. The post-call variant would execute
alongside the “primary” execution until the test is finished. This results in tracking
a number of variant executions that is linear in the total number of calls!

For better performance, we instead maintain a single “corruption variant” (CV)
that tracks all post-return corruption. That is, the first time a function returns,
suppose that K is its corrupted set. We set all components in K; to random values
in the CV and continue. On the second return, with corrupted set K5, we do the

same. The CV potentially differs from the original execution in all of K7 U K5, which
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is more efficient than tracking two separate variant states, one that differs from the
original in K and the other in K5.

This means that at any given time we need only simulate (1) the original execution;
(2) the CV; and (3) one variant execution for each call on the call stack, a total that
is linear in the depth of nested calls. That is much more efficient. This approach
makes it much faster to test longer executions with many consecutive calls, albeit at

the cost of making it harder to identify which call is the source of a failure.

3.7.3 Mutation Testing

To ensure the effectiveness of testing against our formal properties, we use mutation
testing [39] to inject errors (mutations) in a program that should cause the property
of interest (here, stack safety) to fail, and ensure that the testing framework can
find them. The bugs we use for our evaluation are either artificially generated by
us (deliberately weakening the micro-policy in ways that we expect should break its
guarantees), or actual bugs that we discovered through testing our implementation.
We elaborate on some such bugs below.

For example, when loading from a stack location, Depth Isolation needs to enforce
that the tag on the location being read is STACK n for some number n and that the
tag of the current PC is PC n for the same depth n. We can relax that restriction
by omitting the check (bug LOAD_NO_CHECK). Similarly, when storing to a stack
location, the correct micro-policy needs to ensure that the tag on the memory location
is either UNUSED or has again the same depth as the current PC tag. Relaxing that

constraint causes violations to the integrity property (bug STORE_NO_CHECK).
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In addition to intentional mutations, our testing catches errors in our own imple-
mentation of the enforcement mechanism, including one interesting bug where the
initial function’s frame included space allocated for its return address, but this unini-
tialized (and therefore UNUSED-tagged) space was treated as private data but left
unprotected. We added this to our set of mutations as HEADER_NO_INIT.

The original LTC micro-policy, implemented as PER_DEPTH_TAG, fails in testing
when data is leaked between sequential calls. To round out our mutation testing we
also check LOAD_NO_CHECK, equivalent to its counterpart in depth isolation, and a
version where stores succeed but fail to propagate the PC tag, STORE_NO_UPDATE.

Mutation testing is commonly evaluated in terms of mean-time-to-failure (MTTF).
It is expected that tests will fail, but a good property-based testing scheme should find
injected bugs quickly. MTTF for each bug can be found in Table [3.3] along with the
average number of tests it took to find the failure. Note that HEADER_NO_INIT took
significantly longer than most, being a “real” bug and not an intentional mutation.
In general, by generating tests that involve many loads and stores, we find mutations

in a matter of seconds. Experiments were run on a desktop machine equipped with

i7-4790K CPU @ 4.0GHz with 32GB RAM.

3.8 Related Work

The centrality of the function abstraction and its security are behind the many soft-
ware and hardware mechanisms proposed for its protection [17,21}22,26,[33] 34,44,
62,63,67,/69-71,81]. Many enforcement techniques focus purely on WBCF; others

combine this with some degree of memory protection, chiefly focusing on integrity.
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Bug Property Violated | Ave. MTTF (s) | Tests
LOAD_NO_-CHECK Confidentiality 24.2 13.3
STORE_NO_CHECK Integrity 26.9 26
HEADER_NO_INIT Integrity 69.5 76.3
PER_DEPTH TAG Integrity 10.5 82
PER_DEPTH.TAG Confidentiality 16.85 88
LOAD_NO_-CHECK Integrity 8.82 34.3
LOAD_NO_-CHECK Confidentiality 22.55 127
STORE_NO_UPDATE Integrity 6.96 101
STORE_NO_UPDATE | Confidentiality 17.34 11

Table 3.3: MTTF for finding bugs in erroneous micro-policies: DI (top) and LTC
(bottom)

Roessler and DeHon’s Depth Isolation and Lazy Tagging and Clearing [67] both offer
protections corresponding to WBCF, CLRI, and CLRC, though they do not give a
formal description of this. They are generally not concerned with protecting callees.

To our knowledge, the only other line of work that aims to characterize the security
of the stack in a rigorous manner is the StkTokens-Cerise family of CHERI-enforced
secure calling conventions [33,70,71]. The authors of these works define stack safety
using an overlay semantics, which connects the target machine semantics to an ab-
stract machine that is stack safe by construction. They also prove properties of
individual programs, phrased as logical relations.

In their initial paper, Skorstengaard et al. define stack safety informally as the
combination of WBCF and “local state encapsulation” [70]. They describe the lat-
ter as an integrity property, roughly equivalent to CLRI. But when this concept
is formalized as an abstract machine in StkTokens, that machine appears to enjoy
confidentiality as well, and to be equivalent to CLRI and CLRC) [71]. Their over-

lay semantics (1) on call mints new a stack frame from a capability representing the
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available stack space, and (2) on return merges the current frame back into the stack
capability, under the assumption that there are no capabilities left on the stack. This
should prevent callees from reading caller data, but the accompanying unary logical
relation does not capture confidentiality per se.

The later paper from this group, Georges at al. [33], was inspired by the properties
presented in this chapter to extend their formalism to include confidentiality through
a binary logical relation. When checking if our properties applied to their old calling
convention, they noted that it did not enforce CLEC, and made sure that their new
version would in addition to building it into their formalism®. To do so, they redesign
the overlay semantics to actually pop stack frames on return. This demonstrates a
benefit of our choice to explicitly state properties in security terms: specifying security
is hard, and when the spec takes the form of a “correct by construction” machine, it
is easy to neglect a non-obvious security requirement.

In terms of direct feature comparison with Georges et al. [33], with the addition
of confidentiality to their formalism, we are roughly at parity in terms of the ex-
pressiveness of our properties. We have additionally proposed callee-integrity, but it
is probably the least practical of our properties. We extend our model to tailcalls,
which they do not, and to the passing of pointers to stack objects. They discuss stack
objects and the interaction between stack and heap, but their calling convention does
not guarantee safety in the presence of pointer passing without additional checks. We
test a limited degree of pointer passing, which does not guarantee memory safety for
the passed pointer but which does not undermine the security of its frame, and we

offer an untested formalism for memory-safe passing of pointers. On the other hand,

5A. L. Georges, personal communication.
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their properties are validated by proof, while ours are only tested.

3.9 The Wider Context

Although this chapter addresses stack safety at the assembly level, it is haunted
by the spectre of C. Most high-level languages implement their abstractions using
a stack, but C’s lack of memory safety renders it particularly vulnerable to stack-
based attacks. As we add features to the security semantics it increasingly begins to
resemble a model of compiled C rather than raw assembly, culminating with a notion
of pointer provenance that is out of place at this level of abstraction.

Machine code is the wrong level of abstraction to specify what is essentially a
construct of the source language. And while this chapter does not go into much
detail about the micro-policies under test (they are not novel), they did need to be
reimplemented in the test setup. That process was tedious and complex.

There is a better way: decompose the overall security policy into a single common
assembly-level policy, namely the public-private split discussed in Section [3.4.1, and
whatever source-level policy (or policies) are appropriate for a given code base. The
public-private split is the appropriate level of granularity. Objects must be shareable
sometimes, but a restriction on how shareable objects are actually shared and used is
properly a source policy. The next chapter focuses on how best to define those source

policies for the C language.
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4  Flexible Runtime Security Enforcement with Tagged C

Many essential technologies rely on new and old C code. Operating systems (Linux,
Windows, OSX, BSD), databases (Oracle, sqlite3), the internet (Apache, NGNIX,
NetBSD, Cisco 10S), and the embedded devices that run our homes and hospitals
are built in and on C. The safety of these technologies depends on the security of
their underlying C codebases. Insecurity can arise from C undefined behavior (UB)
such as memory errors (e.g., buffer overflows, use-after-free, double-free), from defined
code that contains logic errors (e.g., SQL injection, input-sanitization flaws), or from
larger-scale architectural flaws (e.g., over-provisioning access rights).

C’s ubiquity and insecurity makes it an important target for tag-based enforce-
ment. But PIPE policies can be difficult for a C engineer to write: their tags and rules
are defined in terms of individual machine instructions and ISA-level concepts. In
practice, they depend on reverse engineering the behavior of specific compilers. More-
over, some security policies can only be expressed in terms of high-level code features
that are not preserved at machine level, such as function arguments, structured types,
and structured control flow.

To address these problems, I introduce a source-level specification framework,
Tagged C, which allows engineers to describe policies in terms of familiar C-level
concepts, with tags attached to C functions, variables and data values, and rules
triggered at control points that correspond to significant execution events, such as

function calls, expression evaluation, and pointer-based memory accesses. Control
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points resemble “join points” in aspect-oriented programming, but the “advice” in
this case can only manipulate tags, not data.

Formally, Tagged C is defined as a variant C semantics that instruments ordinary
execution with control points. At each control point, the semantics consults a user-
defined set of tag rules to propagate tags and potentially halt execution. In the
limiting case where no tag rules are defined, the semantics is similar to that of ordinary
C, except that the memory model is very concrete; data pointers are just integers, and
all globals, heap-allocated objects, and address-taken stack objects are allocated in the
same integer-addressed memory space. Pointer arithmetic that would be undefined
in standard C is defined in Tagged C: any properly-aligned integer can be used as
a pointer into the memory space. Out-of-bounds loads and stores might fail, but if
successful they present a consistent view of memory.

I build the Tagged C formal semantics on top of the CompCert C semantics, which
is formalized as part of the CompCert verified compiler [49,50]. Although motivated
by PIPE, Tagged C is not tied to any particular enforcement mechanism. For proto-
typing and executing example policies, I provide a pure software implementation: a
reference interpreter !, also based on that of CompCert, written in the Gallina func-
tional language of the Coq Proof Assistant [12]. Tag types and rules are also written
directly in Gallina.

The choice of control points and their associations with tag rules, as well as the
tag rules’ signatures, form the essence of Tagged C’s design. I have validated this
design on the three classes of policies explored in Chapter |5 and, outside of a few

known limitations related to malloc, structs, and unions (Section [6.4]), I believe it

! Available at https://github.com/SNoAnd/Tagged-C


https://github.com/SNoAnd/Tagged-C
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f psk — 1Quty vty from caller
x — undefQuty vty + InitT

T

1 void f(int psk) {

2 int = k+5; . g
1n' X.'L f psk — 1Quty vtz < LiteralT
3  printi(x); x> (i1 + 5)Quty viy + BinopT(+, vis, vi3)
4y I
printi stdout <4 () « PrintT(vt,)

(a) Example execution showing tag rules and propagation.

BinopT (&, vty, vts) PrintT(vt)

LiteralT] case (vty,vts) of case vt of
T = H|L p ; .
vt ==L (L,L)= ot =1L H = fail
= ot' :=H = ok

(b) Secure Information Flow (pt. 1)

Figure 4.1: Tag Rules and Instantiation

is sufficiently expressive to describe most other flow-based policies, although further

experience is needed to confirm this.

4.1 Metadata Tags and Policies, by Example

Consider a straightforward security requirement for a program that handles sensitive
passkeys: “do not leak passkeys on insecure channels.” This is an instance of a
broad class of secure information flow (SIF) policies. Suppose the code on the left
in Figure is part of such a system, where psk is expected to be a passkey and
printi prints an integer to an insecure channel, so f indirectly performs a leak via
the local variable x. Let’s walk through how a monitor defined in Tagged C could
detect such a leak. (Of course, this particular leak could also be easily found using
static analysis, but more complex ones might not.)

First we’ll consider how the policy works as a whole. In Tagged C, all values carry
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a metadata tag. Whenever execution reaches a control point, it consults an associated
tag rule, to check whether the next execution step should be allowed to continue and
if so, to update the tags. A policy consists of a tag type definition and instantiations
of the tag rules for every control point. For a simple SIF policy like this one, the
tag type is an enumeration containing H (high security) and L (low security). In this
case, the input psk arrives in f with the tag H. This tag will be propagated along
with the value through variable accesses, assignments, and arithmetic, according to
generic rules that are not specific to this program. Finally, a special rule tied to the
library function printi will check if the tag is H and, since it is, cause a failstop.

To understand how Tagged C is parameterized by a policy, we first see in Fig-
ure the policy-independent framework under which tag rules are triggered in this
program: the initial tag on psk (vtg) and the tag given to the literal 5 by LiteralT
are combined via the BinopT tag rule, and the result is passed to PrintT during
the call. Figure maps three points in the execution of f to descriptions of the
corresponding program states, with the input value and all tags treated symbolically.
In each state, the first column (white) shows the active function, the second (gray)
gives the symbolic values and tags of variables in the local environment, and the third
(blue) shows the rules that produce those tags. We write v@ut for the value v tagged
with vt. Identifiers are subscripted with the identifier namespace, e.g. g, is the
function name f. undef denotes an uninitialized value.

The SIF policy described informally above is implemented by instantiating the tag
rules as shown in Figure [4.1b] The resulting behavior is best understood by mentally
“weaving” together the two figures. Suppose f is called with an argument value iQH.

The tag vtz on the constant 5 come from LiteralT, which tags all constants as L. (In
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1 volatile int mm=0: gQP; mm +— pQpt, ptq, vt1, lt1 < GlobalT (mmg;, inty,,)
] ] ’ p: P, vty AI‘gT(Po,ptg, vtg, 0, inttyp)

2 void g(int psk) { psk — 1Quty  Po < CallT(Py, gun)

3 if (psk > 0)

4 “m = 1; | 9QP; mm— pQpt, vtz <+ LiteralT(Ps)

5 ) ) P vtg < BinopT (>, Pa, vta, vit3)

6 psk — iQuty Pz < SplitT (P2, vt4)

9QP3; mm — pQ@pt, vts <+ LiteralT(Ps)

p | 1QutsQlty | Pa, vte, lta < StoreT(Ps, pty, vts, It1)
k — 1Quto

ps

Figure 4.2: Second example showing tag rules and tag propagation.

tag rules, the assignment operator := denotes an assignment to the named tag-rule
output, by convention written as primed metavariables ¢’.) The result of the addition
on Line 2 is tagged by BinopT as the higher of the two inputs, so vty is H. Finally,
inside printi, PrintT is invoked to check if vt, should be printed. It has no output
tags but can still failstop if its argument is H, which is the case in this execution.?
As a second example, Figure steps through the execution of a function g that
introduces two new wrinkles: the policy needs to keep track of metadata associated
with addresses and with the program’s control-flow state. Suppose mm is a memory-
mapped device register that can be read from outside the program, so we want to
avoid storing the passkey there; therefore we need a way to monitor stores to mem-
ory. Furthermore, although this code does not leak the passkey directly, it does so
indirectly: since the store to mm is conditional on testing psk, an outside observer of

mm can deduce one bit of the key (an implicit flow [24]).

2For simplicity, we omit showing tag rules that play no interesting role in this example: AccessT
and AssignT, which are triggered each time a variable is read and assigned, respectively, as well as
ArgT and CallT, which are triggered by the call itself.
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In addition to tags on values, Tagged C attaches tags to memory locations (location
tags, ranged over by [t) and tracks a special global tag called the PC tag (ranged over
by P, and attached to the function name in these diagrams). That makes three types
of tags in total: value tags in the set 7/, location tags in the set 7, and control tags
in 7. Tagged C initializes the tags on mm with the GlobalT rule. Prior to the call to
g, the ArgT tag rule processes the tag on psk, identifying it by its index (0) within
the parameters. Then, as execution enters g, the PC tag at the point of call, Py, is
fed to CallT to determine a new PC tag inside of g. The if-statement consults the
SplitT rule to update the PC tag inside of its branch based on the value tag of the
expression psk < 0. Once inside the conditional, when the program assigns to mm, it
must consult the StoreT rule.

Figure shows an instantiation of these rules that extend the previous SIF
policy. In this case all three tag types are the same, 7 = 7, = 7¢ = {L,H}. The rule
for globals initializes the location tag of mm to L, as a low-security output channel, and
marks all other addresses H. CallT sets the PC tag to L on entry to each function.
Whenever execution branches on a high-tagged value, the PC tag will be set to H. We
modify the previous rules so that all expressions propagate the higher of the PC tag
and the relevant value tag(s). This is shown for the updated BinopT in Figure [4.3|
When an assignment is to a memory location, the store rule will check the tag on
that location against the value being written, and failstop if a high value would be
written to a low location. For this program, SplitT will set the PC tag to H, as it
branches on a value derived from psk; then, at the write to mm, StoreT will fail rather
than write to a low address in a high context. For the purposes of this example, the

context remains high until g returns, though we will discuss an alternative to this
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i’tl,t ?:raéT(P) SpLtT(P, )
case (P,ut) of S:coreT(P;pt, vt, It)

GlobalT (x4, ty,,,) (L,L)= P =1 t:=1u,P =P
vt :=1L; pt' ;==L -~ P .—q case (P,uvt,lt) of
case x of _— H, ,H
m= [t =1L BinopT(&, P, vt1, vt2) E ,H,H; = ot' :=H

o ¥ o= case (P, vt1,vte) of (;’ LL) = of =1
— (L, L, L):> vt =L = fail
CallT (P, ptp, ffun) —~ ot = n
P=1L

Figure 4.3: Tag rule instantiations for secure information flow (pt. 2)

later.

4.2 Tagged C Language

Tagged C contains almost all features of full ISO C 99.% Its semantics is based on that
of CompCert C [49], a formalization of the C standard into a small-step reduction
semantics. Tagged C’s semantics differs from CompCert C’s in two key respects: it

has tags, and its memory model is concrete.

4.2.1 Base Semantics

Tagged C’s semantics are based on those of CompCert C, so it will be helpful to
briefly examine the latter. CompCert C uses a smallstep reduction semantics to
evaluate expressions with side-effects. An expression is in either the “left-hand” or
“right-hand” position. Left-hand expressions that are fully reduced are [values, which

represent memory addresses. Fully reduced right-hand expressions are rvalues, which

3Tt inherits the limitations of CompCert C: the semantics assume a single-threaded environment,
setjump and longjump are unsupported, and there are no variable-length arrays.
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STATE r4ggeac =S (m, le, te | s > k QP)
E(m,le te| e>k QP)
C(m| f,vtp,args > k QP)
R (m | vQut > k QP)
F (err)

(b) Tagged C

STATECompCeTt =S (m, le | s> k‘)
E(myle|e>k)
C(m| f,args > k)
R(m|v>k)

(a) Base CompCert C

Figure 4.4: Execution states

carry an element of the val type.
Figure lists the states of a program. A normal state S (m, le | s > k) has the

Y

statement s “under focus,” with memory and environment m and /e and continuation
k. (The ‘" and ‘>’ symbols are just separators.) The continuation is effectively a
stack of operations that will be performed later, including future statements to be
executed, the contexts within which to place the result of a fully evaluated expression,
and the destination that a call will return to. An expression state £ (m, le | e > k) is
similar, but with an expression under focus instead. A call state C (m, le | f, args > k)
is about to enter the function f with a list of argument values args. A return state
R (m,le | v>> k) is about to return from some function with a return value v.

Tagged C has the same states, with some extra data and with an additional
failstop state, F (err), which carries the error information that caused the failstop. All
other states have an additional environment, the temporary environment (te), which
contains private variables. They also track a PC tag, P. A call state also records the
tag on the function pointer that was called. The return value v and parameters args
are now an atom (pair of a value and tag) and list of atoms, respectively.

In Tagged C an lvalue can be one of several kinds of locations. A memory location

with accompanying lvalue-tag, written p@pt, a function’s location :dQpt, or a private
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variable x. An rvalue is always an atom, a pair of a value and a tag, v@Qut. The tags
on either are drawn from a set of val_tags, with the pt and vt metavariables simply
differentiating their roles.

An expression e might left-reduce to an lvalue [, written e =4 [, or right-reduce
to an atom e =y vQut. In addition, either class of reduction can instead fail,

e = L(err).

Memory Unlike CompCert C, Tagged C has no memory-related UB. CompCert C
models memory as a collection of disjoint blocks, and treats each variable as having its
own block [51]. Instead, Tagged C places all public data in a single flat address space,
and pointers are simply integer offsets into this space. Some unallocated addresses
may be reserved by the compiler, in which case attempts to access them cause an
explicit failstop, rather than UB.

This model is strong enough to support a reasonable notion of semantics-preserving
compilation, without making any commitment about fine-grained memory safety,
which is intentionally left for explicit tag policies to specify (see Section . In an
implementation that compiles to PIPE, the private data can be protected by a small
number of “built-in” tags.

Additional protection must be provided by the Tagged C policy. Policies that
protect public data, whether they do so uniformly by enforcing memory safety or
take a more targeted approach, typically distinguish ownership of a byte of memory

via its location tag.
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v (B) vy = vy (®)ve =0 wvt’ < BinopT(®, P, vty vta)
m, le,v1 ® v =gy m, le, v’ P,m,le, te,v1Quty ® voQuty =y P, m, le, te,v'Qut’
(a) CompCert C (b) Tagged C

Figure 4.5: Binary operation, without and with tags

Tags Tagged C’s values and states are annotated with metadata tags, and its re-
ductions contain control points, which are hooks within the operational semantics at
which the tag policy is consulted and either tags are updated, or the system failstops.
Tagged C relies on a fixed number of predefined control points, kept small in order
to simplify and organize the task of the policy designer. A control point consists of
the name of a tag rule and the bindings of its inputs and outputs.

For example, Figure |4.5[ shows the expression step reduction for binary operations
in CompCert C vs. Tagged C.

In the “tagless” version, a binary operation & is applied to two subexpressions
that are values. It reduces to a single value expression based on the semantics of the
operation, (®). On the right, all value expressions now additionally carry tags, and
the tag on the result is determined by the BinopT rule.

A policy consists of a type definition for each of the three sets of tags (rv, 7r,
and 7¢) and an instantiation of each tag rule. The tag rule itself is instantiated
as a partial function; if a policy leaves a tag rule undefined on some inputs, then
those inputs violate the policy, sending execution into a special failstop state. The
names and signatures of all the tag rules, and their corresponding control points, are

summarized in Table 4.1l Motivating examples of their use appear in Chapter
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4.3 Control Points

The Tagged C control points and their signatures follow a basic design philosophy,
expanded as needed to implement specific policies. The key principle is that changing
a value always (potentially) changes its tag, and the dependencies between values
must be reflected in dependencies between tags.

In the context of these principles, the PC tag represents dependencies between
the current executing statement or expression, and the rest of the program state.
With the exception of GlobalT, which is invoked at initialization-time rather than
runtime, all tag rules take the PC tag as an argument, and all impure expressions
have the potential to update it.

In this scheme, pure expressions take as arguments the PC tag P and any operand
tags, and produce a tag for the result of the expression (LiteralT for constants,
UnopT and BinopT for operations, FieldT for struct and union fields, and AccessT
and LoadT as described below). Impure expressions additionally produce a new PC
tag (AssignT, StoreT, and ExprSplitT).

The distinction between AccessT and LoadT, and between AssignT and StoreT,
corresponds to private (non-address-taken) and public (allocated in public mem-
ory) variables. All reads of variables invoke AccessT, and all assignments invoke
AssignT, so that the behavior of the variable itself is independent of where it is
stored. Public variables additionally use the LoadT and StoreT rules to add re-
strictions to how variables in memory are accessed.

The ExprSplitT tag rule updates the PC tag when an expression branches based

on a value; it is paired with ExprJoinT, which updates the PC tag again when the
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Rule Name Inputs Outputs Control Points
CallT P,otr, fun P’ Update PC tag at call
ArgT P,ptp, vt,n,arg,,, P ot! Per argument at call
RetT Pcre, PoLr, ptp, vt,rety, | P’ ot’ Return value and PC tag
LoadT P, pt,vt, It vt! Memory loads
CoalesceT ot vt! Multi-byte loads
StoreT P, pt, vt It Pt 1t Memory stores
EffectiveT vt vt Multi-byte stores
AccessT P, vt ut! Variable accesses
AssignT P, vt1, vtg P ot Variable assignments
UnopT O, P, vt vt! Unary operation
BinopT @, P, vt1, vtg vt/ Binary operation
LiteralT P vt! Applied to literals
InitT vt! Applied to fresh variables
SplitT P, vt, Ly P’ Statement control splits
LabelT P, L P’ Labels/arbitrary code points
ExprSplitT | P, ot P’ Expression control splits
ExprJoinT | P,ut P ot! Join points in expressions
GlobalT Xglbs tY 1yp pt’, vt! 1’ Program initialization
FunT £ funs EY 1y pt’ Program initialization
LocalT P, Zicl, tY 4y P opt! It Stack allocation (per var.)
DeallocT PtV 1y P oot It Stack deallocation (per var.)
MallocT P, pty P, pt', vt ltheqder | Call to malloc

- ltbody; ltpadding
FreeT P, pt,vt, It P Call to free
ClearT P, pt, It i Call to free
FieldT P, 0ty Y 1y Xgib pt’ Structure/union field access
CastToPtrT | P, ot,lt", ty,,, vt! Cast from pointer to scalar
CastOtherT | P, v, ty,,, vt/ Cast from scalar to pointer

Table 4.1: Full list of tag-rule signatures and control points.

Different classes of

identifiers are ranged over with the metavariables: fg,,, function identifiers; n, the
index of a function argument; x4, global variable names; Ly, labels; and ty,,,, types.
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branches have rejoined. Similarly, SplitT updates the PC during branching state-
ments. The LabelT rule can changes the PC tag at any labeled point in execution,
and handles join points following branch statements.

ArgT checks and updates the tags on arguments prior to a call, based on the
tag of the function pointer and the index and type of each argument. Then CallT
updates the PC tag as control transfers to the callee, given the callee’s name and the
tag on the function pointer through which it is called. RetT handles the equivalent
checks on return. It takes both the caller’s PC tag from before the call (Pcrg), the
callee’s (Pcrg), and the tag on the return value, and it updates the PC tag as well
as the tag on the return value.

Newly initialized variables are tagged according to the InitT rule, as well as
LocalT if they are public locals; the It’ tag returned by the latter is used to tag the
memory occupied by the variable. Similarly, global variables are initialized before
runtime based on the GlobalT rule. DeallocT returns an /t’ tag used to re-tags the
memory of deallocated locals.

The heap equivalents of LocalT and DeallocT are MallocT and FreeT. Again,
the It' tags returned by these functions are used to tag and re-tag the allocated mem-
ory. Other library functions have the tags of their results tagged by the ExtCallT
tag rule.

The cast rules are specialized based on whether the original type or the new type
is a pointer, or both, because casts to and from pointers can make use of the location
tags at their targets. This enables a PNVI memory safety policy (Section , and
more generally policies that keep track of the correspondence between pointers and

their targets.
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This design philosophy sometimes leads to expressions with no control points. The
* and & operators, which turn lvalues into rvalues and vice versa without actually
changing their values, do not need control points under this model.

There is always the chance that new policies might arise for which the current
set of control points proves to be inadequate. There is no conceptual reason why
control points cannot be added or given modified signatures as needed, but extending
the interpreter and (eventually) the compiler would be non-trivial. Care needs to
be taken in designing control points that are amenable to compilation for PIPE:
Tag rule evaluation has a complicated interaction with compiler optimization [16],
and some potentially useful tag rule signatures (such as updating tags on operation
inputs to enforce non-aliasing of pointers) would require the compiler to generate

extra instructions to work around limitations of the PIPE hardware.

4.4 Implementation

The current Cog-based implementation of Tagged C consists of a formal semantics
and a matching interpreter written in Coq’s Gallina language. These are based on
the Csem and Cexec modules from the CompCert compiler (version 3.10) [48]. The
interpreter can be extracted to a stand-alone OCaml program and further compiled

to a native executable.
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5 Tagged C Policies

This chapter discusses concrete policy implementations and how they motivate Tagged
C’s control point design. Memory safety policies inform our requirements for memory
tags and type casts. Compartmentalization policies depend on the call- and return-
related control points, to keep track of the active compartment. Secure information
flow policies expose the many places where the user may need to reference identi-
fiers from their program in the policy itself. Taken together, these example policies

illustrate Tagged C’s breadth of application.

5.1 Memory Safety

Tagged C can be used to enforce memory safety with respect to different memory
models—formal or informal descriptions of how C should handle memory. This sec-
tion first discusses how Tagged C treats variables in and out of memory, before any
policies. Then it shows how to enforce the CompCert C memory model and two
models proposed by Memarian et al. [54] for the purposes of supporting low-level
idioms in the presence of compiler optimization, focusing in particular on how each

policy handles casts from pointers to integers and back.

Public-Private Separation Following Tolmach et al. [76], Tagged C distinguishes
between public and private data. Variables can be private if they are scalar locals

that do not have their addresses taken; address-taken locals, local arrays, globals,
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(c) Public 1

G LT LT Jef2fs 4]
int f(int 1) {
2: char([4] x; (b) Private
3: int y = 0O; , ]
o xli] - I T ToTofo[oxT2T8T4]...
5: x[i] = 42;
6: return y;
b

(a) Example code

x y
L 11f2]3]4fofofofo ...

(d) Public 2

Figure 5.1: Public vs. Private

and heap-allocated objects are all public. Private variables are stored in their own
environment separate from memory. This corresponds full stack safety as described
in 34T

The code in Figure can behave differently depending on where y ends up
stored. In Figure [5.1ID] y is private, while x as an array is public. The dark gray
boxes represent bytes that are reserved for the compiler’s use!. If £ tries to access
them then the system will failstop, but if £ returns it will always return 0 because
there is no way to modify y. In Figure [5.1c and Figure two of many possible
allocation patterns, x[i] might alias with a byte of y. If i is 4 or -4, respectively, it
would overwrite the first byte with 42.

Figure |5.2] steps through the assignment at Line 5, with x located at address 100,

y at address 104, and the parameter i private with value 4. The initial expression

Likely to hold a return pointer
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State Reduction

. e[x] = 100@pt,,
€ (m | *(”H HIl) = 42> - @P) P,m,e, te,x =1u P, m,e,te, 100Qpt

£ <m | =([|L00@pt, || + H!H) =42> _ @P) P,m,e,te,i =y P,m,e te,i (2)
pt!, < AccessT(P, vt)
P,m,e,te,||100Qpt, || =ru P,m,e,te, 100Qpt,;

S(m (100Gt ||+ 3] = 42 5 @P)

te[i] = 4Qut;  vt’ < AccessT(P, vt;)
£ <m G +- = @P) P,m,e,te, ||i|| =ra P, m, e, te, 4Qut’ )
£ (m | «(100@pt, 1 4@ui;]) = 223> _ @P) pt’ = BinopT(+, pts, vts) )
m vt |) = _

Pla P,m, e, te,100@pt,, + 4Qut; =y P, m, e, te, 104Qpt’
(m || x(104@pt") | = 42 > _ @73) P,m, e, te, *(104Qpt’) =1x P, m, e, te, 104Qpt’  (6)
< | 104@pt! = >> @P) vt <— LiteralT(P) s

m _
— P,m, e, te, 42 =y P, m, e, te, 42Qut

m[100] = _Qut ;3 @1t P!, vt’ + AssignT (P, vt)

& (m || 104@pt’ = 42Q@Qut [> _ @73) P vt" lt' < StoreT (P, vt’) m' =m[100 — 42Qut" QIt'] (8)

P,m, e, te, 104Qpt’ = 42Qut =y P, m’, e, te, 42Qut

E(m' | skip > - QP’)

Figure 5.2: Line 5, step-by-step

state is € (m | *(||x]| + [|1||) =42 > - @QP). Steps (1) and (2) lookup the lvalues of
x and i by name. Since x is in memory, its lvalue is its address and comes with a
tag, determined when it was allocated. Then Steps (3) and (4) access those lvalues.
In the case of x, as an array its rvalue is just a pointer to the same location. Each
variable access invokes the AccessT rule. Step (5) performs the addition, and Step
(6) dereferences the resulting pointer to obtain the Ivalue of x[4]. On the right-hand
side of the assignment, Step (7) turns the integer literal 42 into an atom, tagging it
with LiteralT. Finally, Step (8) performs the assignment, invoking both AssignT
and StoreT. (A third rule, EffectiveT, is omitted from this example because the

store is a single byte; see Section [6.1.1 for details.)
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5.1.1 Protecting Memory

The basic idea for enforcing memory safety is a “lock and key” approach [9,19]. These
rules are given in Figures and When an object is allocated, it is assigned a
unique “color,” and its memory locations, as well as its lvalue, are tagged with that
color, written CLR(c). The default tag N indicates a non-pointer or non-allocated
location. In this case, x and y are local variables, so their location tags and lvalue tags
produced by invocations of LocalT. Then, when an lvalue is eventually used to load
or store a variable in memory, the LoadT and StoreT rules compare the lvalue’s tag
with the tags on locations being accessed. The lvalue is valid if they match, otherwise
the policy failstops. (The assert command failstops if its argument does not hold.)

Between allocation and access, an lvalue or pointer may be subject to other op-
erations, especially pointer arithmetic. The BinopT rule determines whether binary
operations are legal on its operands and, if so, whether the result remains a valid
pointer. The exact rules for pointer validity vary between memory models. In gen-
eral, a pointer that is taken out of bounds of its target is still valid as long as it is
brought back to point at the correct memory before it is accessed.

The PC tag tracks the colors that have already been used to determine the next

available color for new allocations. Allocations are illustrated in Figure

Memory Model Policies While the idea of a valid pointer may seem obvious, the
precise definition can vary. The C standard does not support arbitrary arithmetic on
pointers or their integer casts. In practice, it is common for programs to violate the

C standard to various degrees; see Figure [5.3] For example, if objects are known to
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be aligned to 2"-byte boundaries, the low-order n bits of pointers can be “borrowed”
to store other data [55]. The possible presence of these low-level idioms means that
there is no one-size-fits all memory safety policy. CompCert C’s definition of a valid
pointer allows the pointer to be cast into an integer and back, but only if its value
does not change in the interim. This is very strict! Programs that use low-level idioms
would failstop if run under a policy that enforces this.

Memarian et al.’s ([54]) first memory model, provenance via integer (PVI), treats
memory as a flat address space, and pointers as integers with additional provenance
information associating them to their objects. Pointers maintain this provenance even
through casts to integers and the application of arithmetic operations. When cast
back, the pointers will still be associated with the same object. This enables many
low-level idioms, while still forbidding memory-safety violations like buffer overflows.

On the other hand, their second model, provenance not via integer (PNVI), clears
the provenance of a pointer when it is cast to an integer. When an integer is cast
to a pointer (whether or not it was previously derived from a pointer), it takes on
the provenance of whatever it points to at that time. The security properties of this
memory model are questionable, but it is a realistic option for a compiler to choose
and can support useful idioms that PVI cannot.

The specific memory models (Fig. behave differently when pointers are cast
to integers and back. The CompCert C variant marks that the integer has been cast
from a valid pointer, and restores that provenance when cast back. But BinopT
will failstop if the integer is actually modified between the casts. PVI simply keeps
the provenance and allows all operations between casts. PNVI accesses the memory

pointed to by the cast pointer and takes its location tag.



91

1 int x[1],y[1]; y — aQptq ‘ P1,ptq, lt1 < LocalT(Po, intyyy) ‘

2 int p = (int) x; q — aQut; ‘ vt1 < CastOtherT(P1, ptq, intxyyp, intyy,) ‘
3 int q = (int) y; vtg LiteralT(Pﬂ‘

4 int r = q | Ox1; r — aQutg vt3 < BinopT( | ,Pl,vth'utg)‘

5 x(int *) p = 0; vty — BinopT(&,Pl,vtg,vtz‘

6 *(int *) (r & Oxfffffffe) = 0; a:\o@vt5@lt2\ ’th « CastToPtrT(Pl,Ut4,lt1,intty,,,int*ty,,)‘

7 *(int *) (p + (q - p)) = 0; ’P27vt5,lt2 — StOI‘eT(Pl,Ptg,Utthl)‘
8 x[1] = 0;

Figure 5.3: Memory safety and pointer casts, tracing y, q, and r. (Assume int and
pointers are 32 bits. Some tag rules omitted.) Line (5) is always legal, (6) is illegal in
CompCert C due to bitwise arithmetic not preserving provenance, (7) is also illegal in
PVI due to combining provenance of multiple objects, and (8) is illegal in all models.

SRR e N s W o D
| N let n:= P in let n:= P in as/ser pt =1t
[ 5 0 oz . vt’ = vt
7 == CLR(c) c€EN P/.._n—i—l, . P/.. iy .
| N Pt/ i= CFR(’FL), g = CLR(n); StoreT (P, pt, ut, it)
o H=N vt/ =N vt 1= N; assert pt = It
- It" ;= CLR(n) ttbody = CLR(n) P =P vt' = ot; It =1t

Figure 5.4: Generic Memory Safety Rules

Temporal Memory Safety The tag rules described so far only enforce spatial
memory safety, but Tagged C can also enforce temporal safety. A full memory safety
policy prevents use-after-free and double-free errors by either retagging a deallocated
region, or using the PC tag to track the set of live objects and revoking permissions

on an object as soon as it is freed.

5.2 Compartmentalization

In principle, the monitoring techniques in the previous section could be used to detect
all unintended memory safety violations (albeit only at run time) and ultimately to

fix them. In reality, the cost and risk of regressions may make it undesirable to fix
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CastOtherT (P, vt, srciyp, dstiyp) Ty u=...|CAST(CLR(c))
case SrCyyp,pt of

(ty%) 40 CLR(€)= wt’ := CAST(CLR(c))
= ot! := pt

BinopT(®, P, vt1, via)
case (@, vt1,vt2) of
(+, CLR(e), N)
(4, N, CLR(c)) = ot’ ;= CLR(c)
(77N7N)
(=, CLR(c),CLR(¢))= vt/ :=N
= fail

CastToPtrT (P, vt, lt, srciyp, dstiyp)
case vt of

CAST(cLrR(c))= pt’ := CLR(c)
= ot/ := pt

(a) CompCert C Rules
CastToPtrT (P, vt, lt, srcyp, dstiyp) Ce/xstToPtrT(P, vt, It srcyyp, dstuyp )

7 pt' =1t
pt’ = vt S ————R
CastOtherT(P, vt, srcyyp, dstiyp)

CastOtherT(P, vt, stciyp, dstiyy) ol e
vt’ = vt —

BinopT (&, P, vi1, vt2) BinopT(&, P, vt1, vt2)
case (@,Utl,’utg) of
case (vti,vt2) of AR
(cLr(c), N) . , o
N, CLR(c)) = ot := CLR(c) §+7§7§)LR(C)) = wt’ := cLR(c)
(iacLR(C),CLR(C))é vt ;=N
= fail

—

(b) PVI Rules (¢) PNVI Rules

Figure 5.5: Specialized Memory Safety Rules

bugs in older code [13]. A compartmentalization policy can isolate potentially risky
code, such as code with unfixed (or intentional) UB, from safety-critical code, and
enforce the principle of least privilege. Even in the absence of language-level errors,
compartmentalization can usefully restrict how code in one compartment may interact
with another. External libraries are effectively required for most software to function,
yet represent a supply-chain threat; isolating them prevents vulnerabilities in the
library from compromising critical code, and limits the tools available to attackers in
the event of a compromise.

Assume we have been given a compartmentalization policy, with at least two
compartments, to add to the system after development. The compartments and what

belongs in them are represented in the policy by a set of compartment identifiers,
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To n= -
Tf P O|x CallT(P, pir, £ fun) 117\3/{21.207‘;’.1‘(;)’. pt ﬁ) LoadtTg’,_pltt, vt It)
_ P’ = comp(£ fun) =Pt =N assert P =
TV = vt = N; It =P vt! = vt
— o
LocalT(P, x., tytyp) StoreT (P, pt, vt, lt)
RetT(Pcore, PorLr, ptp, vt Tetiyy) 7= Pl =1 .
P’ := Pcrr; vt = vt " " vt =N i =P P = Piot’ =N Ut = 1Y

Figure 5.6: Simple Compartmentalization Policy

ranged over by C', and a map from function and global identifiers to compartments,

written as comp(id).

Implementation Compartmentalization requires the policy to keep track of the
active compartment, which means keeping track of function pointers. In Tagged
C, function pointers are the exception to the concrete memory model. They carry
symbolic values that refer uniquely to their target functions. If £ is located at the
symbolic address «, then the expression &f evaluates to a@fy,,. When the function
pointer is called, Tagged C invokes CallT(P, ptp, fs,), where pt is the function
pointer’s tag, to update the PC tag. On return, in addition to handling the return
value (if any), RetT(Pcre, PeLr, ptp, vt,rety,) determines a new PC tag based
on the one before the call (Porg) and the one at the time of return (Porg). In
our compartmentalization policy (Fig. |5.6), we define a tag to be a compartment
identifier or the default N tag. The PC tag always carries the compartment of the
active function, kept up to date by the CallT and RetT rules.

Once the policy knows which compartment is active, it must ensure that com-
partments do not interfere with one another’s memory. A simple means of doing so
is given in Figure |5.6f any object allocated by a given compartment, whether on the

stack or via malloc, is tagged with that compartment’s identity, and can only be ac-
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cessed while that compartment is active. This is very limiting, however! In practice,
compartments need to be able to share memory, such as in the common case where
libraries have separate compartments from application code. One solution is to allow
compartments to share selected objects by passing their pointers, treating them as

capabilities—unforgeable tokens of privilege. One such compartmentalization model

is the focus of Chapter [7]

Compartmentalization Variants Using program-specific tags for globals and
functions, a policy like the one above can be extended with a Mandatory Access
Control (MAC) policy [46]. Here, a table explicitly identifies which compartments
may call one another’s functions, which global variables they can access, and with

which other compartments they can share memory.

5.3 Secure Information Flow

Finally, we return to the family of secure information flow (SIF) [25] policies intro-
duced in Section 4.1} SIF deals with enforcing higher-level security concerns, so it is
useful even in code with no language-level errors.

In Figure [5.7] the program checks the format of the passkey psk, which is tagged
H, and uses a switch statement to perform operations on it based on the result. As
in Figure [4.2] this means that the policy should “raise” the PC tag to H to indicated
that the program’s control-flow depends on psk. After control reaches label J; the
PC tag can be lowered again, because code execution from this point on no longer

depends on psk. J is a join point: the point in a control-flow graph where all possible
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1 void h(int id, int psk) {
2 int fmt = check_format (psk);
° h@QP; fmtQui;

3  switch(fmt) {
4 case OLD:
5 sk = update(id, psk); break; .

P p P h@PQ 732 < SplltT(Pl, ’Ut1>
6 case INVALID:
7 psk = 0; break;
8 case DEFAULT:
9 } l— h@Pg ,Pg = LabelT(Pg, Jlbl)

10 J: printf("Updating user %d", id); // join point
11 update(id, psk);

12 }
Figure 5.7: Not an Implicit Flow
SplitT(P, ’Ut, lel)
It 2 L if ¢t =Lort=PCfp,l case P,vt of
TV = H - H otherwise lbls, H= 7)/ = (lbls @] lel)
L _,L = o=
\ P =P
To = lbls P L if ‘tl‘ = |t2| =1L LabelT(P, lel)
L2279 otherwise let lbls := P in

P = (Ibls — Lypy)

Figure 5.8: SIF Conditionals

routes from the split to a return have re-converged, which can be identified statically
as the immediate post-dominator of the split point [25].

The SplitT and LabelT tag rules support policies that reason about splits and
joins. Every transition that tests a value as part of a conditional or loop contains a
control point that invokes SplitT, passing the label for the corresponding joint point.
(This label argument is optional, both because some policies may not care about join
points, and because for some functions the only join point may be after the return.)

This way, the policy can react when execution reaches that label via the LabelT rule.
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The full SIF policy keeps track of the pending join points within the PC tag, and
lowers the PC tag when execution reaches the corresponding join point. (A similar
approach applies to conditional expressions, but we omit the details here.) Value
tags are the usual L and H, and the PC carries a set of label identifiers to record the
join points of tainted statement scopes. Initially, the PC tag is (), which corresponds
to “low” security. The join operator, - LI -, takes the higher of its arguments after
reducing a PC tag into either H or L.

In order to use this version of SIF, the program must undergo a minor automatic
transformation by the compiler or interpreter, introducing explicit labels at all join
points that don’t already have one. In the example, J becomes an explicit label in the
code. The internal syntactic form of each conditional statement (if, switch, while,
do-while, and for) carries this optional label. If the conditional branches on a high
value, SplitT adds the label to the set in the PC tag. Later, when execution reaches
a label, LabelT deletes it from the set. If the set is non-empty, there is at least one
high split point that has not yet reached its join point, so we treat the PC tag as
high. When execution reaches the last join point and the set is empty, the PC tag is

treated as low, because it is no longer possible to deduce which path was taken.

SIF Variants SIF can cover many different policies. We have shown an instance of
a confidentiality policy, but SIF can also support integrity (“insecure inputs do not
affect secure data”), intransive policies (“data can flow from A to B and B to C, but
not from A to C”), and policies with more than two security levels.

To give a couple of more realistic examples, an intransitive integrity policy could

be used to protect against SQL injections by requiring unsafe inputs to pass through
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a sanitizer before they can be appended to a query. Similarly, a more complex SIF
policy could ensure that data at rest is always encrypted, by setting a low security
level to the outputs of an encryption routine and a high level to the outputs of its

corresponding decryption routine.

5.4 Combining Policies

UnopT(®, (P1,P2), (vt1, vt2))
let vt} := UnopT 4(®, Py, vty) in
let vty := UnopTz(®, Py, vt2) in
vt’ = (vt], vth);

Figure 5.9: Example Rule in Policy Product

Why limit protection to just one policy? Tagged C supports policies that reference
other policies, the most useful of which is the “product” policy, which takes the
Cartesian product of two policies. Figure shows an example of how this works
for the UnopT rule. If policy A has value tag type 7* and policy B has 7?, then

4 x 1B, and each rule will

policy A x B should have the value tag type 7, = 7y
dispatch its counterpart in both policies, then combine the results. If either fails, the
entire rule fails.

Other combinations are possible, including the “sum” or “tagged union” of poli-

cies. One related policy that turns out to be very useful is one that simply logs all

rule invocations and their arguments, then dispatches into some other, less verbose

policy.
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6 Details and Lessons Learned

In this chapter I discuss the nuts and bolts of the Tagged C development and how it
evolved over time.

To adapt CompCert, I replace the standard block-offset memory with a concrete
one, leaving the block-based system to handle only function pointers. I rework global
environments to separate (symbolic) function pointers from other (concrete) pointers.
I also add a temporary environment to contain private variables, and semantics rules
to deal with them. Most importantly, I thread the tags into the state and add control
points to the relevant semantic rules. These changes appear in both the semantics and
the corresponding interpreter code. The interpreter correctness proof also involved a

lot of new proof automation work.

6.1 Control Points Under a Microscope

This section looks closely at a few more complicated control points and the motivation
for their design. The interaction between tags and memory is not always obvious.
As such, there are some interesting points to discuss about the the call and return
structure, and Tagged C’s handling of casts and of control flow are both strongly
informed by the needs of specific policies. Finally, system and library calls pose a

whole host of challenges.
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6.1.1 Memory, Loads, and Stores

Location Tags The existence of location tags is a matter of convenience. Consider
the PVI memory-safety policy in Section [5.1} tags are used to identify valid pointers
by the allocation that produced them, and to identify the locations in memory that
are associated with those allocations. When a value is loaded from memory, the policy
needs to (1) check that it is in an allocation that is legal to read, and (2) propagate
its pointer identity (or lack thereof) along with the value. In a world without location
tags, this could be implemented by defining a value tag as a pair, one element of which
always stays with the in-memory value while the other is propagated. It is simpler to

differentiate the component that stays put from the one that is moved from the start.

Per-byte Tagging Many Tagged-C values occupy multiple bytes in memory, but
conceptually each value has but a single value tag. This can cause unintuitive behavior
if a value is partially overwritten, which can happen if a value of a smaller type is
written to it, or in the case of a union whose fields have different sizes. In the concrete
representation of memory, each byte has both a location tag and a value tag, and a
multi-byte store copies the the value tag across each byte. Figure shows an 8-
byte value written in this way: each byte has a location tag and a value tag, but the
value tags are all the same. If the first four bytes are overwritten with a new value,
the result is Figure the latter bytes remain behind, along with their value tags.

Unlike the value tag, when location tags are written to memory they might not
be uniform. It depends on the control point in question, and whether there is enough

information to usefully differentiate them. This capability is intended to be used for
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b0b1b2b3bdb5b6b7@vt babbbcbd@vt’ b4b5b5b7@vt
AN AN

bo@vt | bi@vt | b.@vt | b:@vt | b.@Vt | bs@vt | bs@Vt | b.@vt b.@vt' | by@vt' | b.@vt' | bd@vt' | b.@vt | bs@vt | bs@vt | b:@vt

Ito Ity It2 Its Ita Its Its Itz Ito Ita It Its Ita Its Its Itz

(a) 8 Bytes with Tags in Memory (b) Overwriting 4 Bytes

Figure 6.1: Partial Values in Memory

substructural memory safety or possibly to look for memory alignment issues.

The CoalesceT and EffectiveT tag rules determine how the policy treats mis-
matched value tag in multi-byte values. CoalesceT turns a list of value tags into
a single value tag; in most policies it turns a list of identical tags into just one of
that tag, and failstops if they are not identical. EffectiveT is used for assignments.
Recall that AssignT takes as an argument the value tag of the value being over-
written. If there are multiple bytes, EffectiveT defines the “effective tag” of those
bytes. CoalesceT and EffectiveT are separate because the appropriate way to treat
mismatched tags may differ depending on whether they are being loaded or overwrit-
ten. Overwriting mismatched tags is generally safe, and if there is a reason not to
overwrite them, it can be handled by AssignT, so EffectiveT does not fail.

Finally, loads and stores involving memory use the LoadT and StoreT rules to
determine if the memory access is valid. These both take as parameters the tag on
the pointer being accessed and all of the location tags in the footprint of the load or

store. To summarize, the steps involved in a public load are:
1. The CoalesceT rule combines the value tags on the footprint into one tag.

2. The LoadT rule checks the relationship between the tag on the pointer be-
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AccessT : 7¢ PC tag
—Ty Tag on read value LoadT : 7¢ PC tag
—71y New tag on read value —Ty Pointer tag
CoalesceT : 7¢ PC tag —TV Coalesced tag

list 7y Value tags, per byte —list T, Location tags, per byte

—Ty Single value tag =TV Tag on result value

Figure 6.2: Accessing Variables

ing accessed, the tag on the value being loaded, and the tags on the memory

locations being accessed.

3. AccessT is invoked to determine the tag on the result value, just as in any

other access.
And the steps involved in a public store are:

1. The EffectiveT rule interprets multiple value tags in memory into a single

effective tag.

2. AssignT governs the relationship between the incoming value tag and the ef-

fective tag on the data being overwritten.

3. StoreT is invoked to determine the new tags on the memory locations being
written to, based on the pointer tag, current location tags, and value being

written.

6.1.2 Calls and Returns

Function calls and returns are fairly complex, each taking two steps to setup and

tear-down the callee’s state. A call starts from an expression state, with a “call”
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AssignT : 7¢ PC tag StoreT : 7¢ o PC tag
=TV Tag on old value -7V ointer tag
—(1¢ New PC tag - Tag on value
—list Tp, Old loc. tags

x 17v) Tag on new value
EffectiveT : li Val b —(ro New PC tag
ectiveT : list Ty alue tags, per. yte 1 New tag on value
—Ty Input to AssignT < list 1) New loc. tags

Figure 6.3: Assigning to Variables

& (m,en,te | C[fQpt ;(42Qut)] > k QP)

Lookup f as £ : arg0,,, — resiy,
P’ ot" < ArgT (P, pty,vt,0,argl,,,)
Let k' = Keall g C P fpt; entek

C(m| f,pty,42Qut’ > k' QP’)

P" + CallT(P, pty, f)
Allocate public locals in en’ and m’, tagged by LocalT, new PC tag P’
Initialize private locals in te’

S (m/,en’ te’ | £.body > k' QP")

Figure 6.4: First Step of Call

expression containing an lvalue (pointing to the function being called) and a list of
rvalues (the arguments). It steps to a call state, in which the callee has been identified
and the argument values implicitly cast to the types in the callee’s signature. Then
the call state steps to a normal state to execute the callee’s body, allocating locals.
Figure [6.4] shows the steps of a call from function g to £ in some context C', with
argument 42. The first step marshals the arguments based on the type of the function
and prepares a continuation for eventual return. The second allocates local variables
and then enters the body of the function.

The purpose of the ArgT rule is generally to ensure that arguments are safe to

be passed to the callee. For instance, if a function is meant to have exclusive access
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ArgT: 7¢ PC tag LocalT : 7¢ PC tag
—Ty Tag on function pointer —ident Name of local variable
=Ty Tag on argument —type Variable type
—n Index of argument —(1¢ New PC tag
—type X Ty Lvalue tag
—(1¢ New PC tag x list 17, Location tags

X Ty) New tag on argument
DeallocT : 7¢ PC tag
CallT : 7¢ PC tag —type Variable type
—7y  Tag on function pointer —(1¢ New PC tag
—f fun Function id X Ty Value tag for cleared bytes
—Tc New PC tag x 177, Location tag for cleared bytes

Figure 6.5: Tag rules for Calls and Returns

to some data via a specially tagged pointer, it should not pass that pointer to other
functions (or perhaps the pointer should be stripped of its tag.) ArgT takes the tag
on the function pointer, which can encode the identity of the callee, or some coarser
information about it.

Then CallT represents the control-flow transition from caller to callee. It might
seem worthwhile to divide this into two rules, one that executes during the transition
to the call state, and one that does so during the transition from the call state to the
callee. This proves to be redundant: there is no information available to the first rule
that is not already available to the second.

LocalT associates the base-lvalue of a public variable with its allocated bytes,
discussed above in Section This is the high-level equivalent to the process de-
scribed in Section for taking the address of an object by adding an offset to the
stack pointer. In a compiled program the relationship would be encoded in the tags

on each instruction that takes the variable’s address.
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On return, locally allocated variables and arguments are deallocated; their mem-
ory locations are re-tagged by DeallocT. The continuation pops down to its highest-
level call continuation, recovering the context C' and the original PC tag. RetT fills
a role similar to both CallT and ArgT, handling both the PC tag and the tag on the
return value. Like CallT, this could be split into two rules, but one of them would

always be redundant.

6.1.3 Allocation

The tags that protect memory are initialized by one of three tag rules, depending on
whether the memory is allocated in a global variable, a local variable, or in the heap.
Figure [6.6| shows some of the subtle differences between them.

A global variable is allocated at program initialization. This allocation invokes the
GlobalT tag rule. Because globals are statically known at initialization, GlobalT
provides an initial value tag and a list of individual location tags, which can be used
to give very fine-grained control over the protection of global structs, for instance. It
also defines the tag on the base lvalue of the variable in the environment. Because
this happens before execution proper, the PC tag is not relevant and the rule cannot
fail.

Local (i.e., stack) variables are allocated during function calls, and their tags are
determined by LocalT. These variables are not initialized, as declarations that in-
clude initializations are separated by the parser into separate declarations and assign-
ments. Their initial value tags are the default InitT. But their types and identities

are known, so LocalT has access to this information, allowing it to produce a list of
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Globals malloc
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pt, vt, lts + GlobalT (x4, tyy,,) P, pt, lts + LocalT(P, xjc, ty,,,) P, pt, ot,lto, it1, lt2 —
MallocT(P, pt )

Figure 6.6: Kinds of Allocations

different location tags.

Finally, heap objects are allocated by calls to malloc. They have no static iden-
tity and no type information associated with them, so the only meaningful distinction
that can be made between their location tags are those that are part of the actual
allocation, and any padding bytes reserved to maintain 8-byte alignment. In Fig-
ure the four allocated bytes are tagged lt; and the padding bytes lts. The tag
Ity is applied to any header or equivalent structure associated with the block by the

malloc implementation, discussed in Section

6.1.4 Control flow splits and joins

When control flow branches, whether as the result of a conditional or loop statement
or a conditional expression, the value that determined the result of the branch influ-
ences every computation that happens until the branches rejoin. Policies that need
to track this influence do so by changing the PC tag.

Conditional expressions are slightly simpler than statements, because they are

guaranteed to rejoin once fully evaluated. These are ternary conditional expressions
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ExprSplitT : 7¢ PC tag ExprJoinT : ¢ PC tag
—71y  Tag on branch value —Ty Tag on result
-7 New PC tag —(1¢ New PC tag

x 17y) New tag on result

SplitT : 7¢ PC tag

LabelT : 7 PC tag
—TV Tag on branch value

Lo .. o —ident Label name
—option ident Label of join point, if known
—7Cc New PC tag
—TC New PC tag

Figure 6.7: Splits and Joins

(a? b : c),logical-and (&&), and logical-or (| ). The latter two split control flow
because they can short-circuit: 0 && ... will reduce to 0, while 1 && ... will have
to evaluate the right side of the expression. The ExprSplitT rule sets a new PC tag
to represent the state inside of that “optional” control-flow path. When the resulting
expression is fully evaluated to an rvalue, ExprJoinT triggers, setting the PC tag
again and also determining the tag on the resulting atom. In Section [5.3] the PC tag
forms a stack of “tainted” contexts, and these rules push and pop contexts from it.
Conditional and loop statements, on the other hand, might rejoin at a point
arbitrarily distant from where they split. In the control-flow graph of the program,
the branches rejoin at the immediate post-dominator of the split node [25]. This
poses a problem for information-flow policies that want to lower the PC tag anytime

a branch rejoins (for instance, see Section [5.3)).

6.1.5 Casts

A policy may retag a value when it is explicitly cast to a different type. Tagged C

distinguishes casts whose target types are pointers from other casts, because casting
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from an integer to a pointer (or between pointer types) can have major security
implications; see the PNVI memory safety policy (Section . Casts between non-
pointer types are less obviously security-relevant, but the tag rule is included for
completeness.

In the case of a cast to a pointer, Tagged C will attempt to read the location tags at
the pointer’s target, and provide them as an optional parameter to the CastToPtrT
tag rule. If the tags cannot be read, for instance if the pointer is a null pointer, it
passes a None.

Implicit casts do not trigger these rules. This is a trade-off between complexity
and expressiveness: most implicit casts merely increase the size of an integer or float
in order to use it in arithmetic with a larger value, or to store it in a variable or pass
it as an argument whose type is larger. The converse (casting from a larger type to a
smaller) could cause security flaws by creating the opportunity for integer overflows,
but that does not happen implicitly. Implicit casts between pointers are limited to
casts between void* and another type. There are no implicit casts from integers to
pointers.

The cast rules are specialized based on whether the original type or the new
type is a pointer, or both, because casts to and from pointers can make use of the
location tags at their targets. This enables PNVI enforcement (Section , and
more generally policies that keep track of the correspondence between pointers and

their targets.
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CastToPtrT : ¢ PC tag
—Ty Tag on value

—option (list 7,) Tags on memory at pointer location, if available

—type Source type
—type Target type
—71y Tag on resulting value
CastOtherT : 7¢ PC tag
—Ty Tag on value
—rtype Source type
—type Target type

—Ty Tag on resulting value

Figure 6.8: Type cast rules

FieldT : 7 PC tag
—Ty Tag on struct/union’s lvalue
—type Struct /union type
—ident Struct/union field
—Ty Tag on result

Figure 6.9: Fields of Structs and Unions
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6.1.6 Structs and Unions

Tagged C treats structs and unions as their concrete representations in memory,
almost like arrays. This is a design inherited from CompCert C, but one that can be
unsatisfying when tags enter the picture. Assigning one struct or union “into” another
is tantamount to performing a memcpy on its representation in memory. There is no
struct or union value separate from its pointer. That being the case, accessing the
field of a struct or union is tantamount to pointer arithmetic, albeit adding a static
offset. The FieldT rule does have access to the identifier of the field, potentially of

use for substructural safety.

6.2 Modeling Special Functions

Some library functions cannot be modeled directly as Tagged C functions, typically
because they contain assembly code or require special privileges. This includes system
calls, I/O functions, and malloc and free, as well as functions written in assembly
or for which source code is not available.

There are two considerations here. First, malloc and free are key components of
the C language, as they govern the heap, so heap safety policies must manipulate tags
based on their behavior. The same is true to a lesser degree for I/O functions, which
play a crucial role in information flow policies. We term these privileged functions.
Second, any function that is “out of sight” of the Tagged C semantics (termed external
functions) might have internal behavior that violates a policy. How should Tagged C

treat those cases?
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6.2.1 Privileged Functions and their Subrules

malloc and free are the quintessential privileged functions: though they can be im-
plemented in many ways, the C standard has a great deal to say about their behavior,
and so do many policies. In Tagged C they are axiomatized within the semantics, and
I have instantiated the axiomatization with two different implementations: one using
an abstract “free list” and a concrete version where the free list is actually a data
structure in the program’s memory. The latter is useful for testing policies under a
more realistic view of memory, as in Naaktgeboren et al. [59]. Other implementations
are plausible, as long as they can associate each allocation with a tag.

In this section we’ll examine the abstract free list and how the tag rules interact
with it. It will soon become clear that free needs to check tags at two different points,
resulting in two different tag rules that need to be invoked, FreeT and ClearT.

In general these are termed subrules: special-purpose rules that govern some subset
of the behavior of a privileged function. In the current Tagged C development there

are four subrules: MallocT, FreeT, ClearT, and PrintT.

malloc and MallocT Tagged C is parameterized by an allocator, and for purposes
of the interpreter I instantiate it with a simple list allocator. The allocator state
consists of an abstract list of headers, each containing a flag LIVE or FREE and a base
address, size, and location tag (simulating that headers would, in a more realistic
setting, live in memory.) Figure shows a call to malloc seeking 32 bytes, which
walks through the block list until it finds a suitable block (in this case, an exact

fit). First, MallocT produces all of the tags that will be used in this process: a
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p+32

v@vt

Ithody Ithndy Ithudy Ithody Ithody Itbody Ithndy Ithndy

Figure 6.10: Allocating 32 bytes

new location tag for the header, another to be copied across the entire body of the
allocated block, and a third to be copied across any padding bytes that may be
necessary, as well as a value tag that will be attached to the pointer. malloc then
flips the FREE flag to LIVE and sets its new location tag, and copies the other tags

across memory as appropriate.

free, FreeT, and ClearT free is a little more complex. Notice that the seman-
tics, at a call free(x);, doesn’t immediately know whether x points to the start of
a block, nor how large that block is. So the first step of free is to search through
the header list to find a matching header. Once found, the question is: is it legal to
free this block? A policy might restrict free to be called only with a valid pointer,

or only from within a specific compartment, for instance. This is handled by FreeT.



MallocT : ¢ PC tag
—Ty Function pointer tag

—(r¢ New PC tag

X Ty Pointer tag

X Ty Initial tag on values in allocated block

X Tf, Location tag on header

X TL, Location tag on the allocated bytes

112

x 71,) Location tag on any padding bytes (for 8 byte alignment)

FreeT : 7¢ PC tag ClearT : 7¢ PC tag
=Ty Function pointer tag STy Function pointer tag
—TV Argument pointer tag —Ty Argument pointer tag
—list T, Header loc. tags -7 Location tag on byte
—~(1¢ New PC tag —~(r¢ New PC tag

X TL,) New header loc. tag x 1) New loc. tag on byte

Figure 6.11: Rules for Malloc and Free

This ordering means that FreeT cannot do anything with the tags in the body of the
block.

Once the freeing of the block is determined to be valid, free also knows how large
it is, and can iterate across it, clearing its tags. In addition to setting the location
tags to some default tag, this can be used to check if the contents of the cleared block
contain secrets that should have been zeroed out, or generally to detect if something
unexpected has happened, such as a write into padding bytes. With the addition
of logging functionality (below) it can be useful to check for such anomalies and log
them, even if they are not overtly dangerous. The location tag on each byte is given
as an argument to ClearT, which produces a new tag for it. This is an operation that
would be very likely to be optimized away if the policy doesn’t need it. Figure [6.11

gives the detailed signatures for these rules.
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printf and PrintT Functions that output data play an important role in information-
flow policies, since by definition they produce externally visible results. ArgT is
insufficient to gate values from leaking via printf, because not only can it output
its arguments, but with a “%s” format string it can also dereference its arguments
and output their contents as a string. It is infeasible to check at call time whether
printf will output any given value, so instead Tagged C gives printf and other
similar functions a subrule, PrintT. PrintT does not return any tags: its purpose
is exclusively to failstop or allow execution to continue.

In addition to PrintT, calls to printf that use “%s” load data from memory, so

they need to invoke the usual trio of CoalesceT, AccessT, and LoadT.

6.2.2 External Functions

Other special functions are less fundamental to the C language, but nevertheless
need to be represented outside of the Tagged C syntax. In the development these are
implemented in OCaml. The big question is: how do they interact with tags? First,

let’s consider what would be realistic for external code in a compiled setting.

External Functions in a Compiled, Hardware Enforced Tagged C In the
current interpreted version of Tagged C, I have a great deal of power to implement
external functions in whatever way is easiest, but it is important not to do anything
that would be problematic in a more constrained hardware-enforced setting. So let’s
imagine an eventual, complete Tagged C ecosystem with a compiler to PIPE-style

hardware.
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At the assembly-level, compiled Tagged C tag rules are translated into low-level
tag rules. In cases where the same instruction could represent multiple different
source rules, they are distinguished by instruction tags. In this setting an external
function is essentially a piece of arbitrary assembly with no instruction tags. (Though
we might concede that we need to at least use instruction tags to identify its return
instruction(s).)

It turns out that by setting the default behavior of the low-level rules (absent
instruction tags) to match their high-level counterparts, at least some policies can still
be enforced in this environment. If the default behavior of load and store instructions
matches LoadT and StoreT, and value tags generally propagate as normal, then a
memory safety policy can continue to be enforced inside of the external function. The

same is true of information flow policies.

External Functions in Interpreted Tagged C In the interpreter, when exter-
nal functions perform actions that can reasonably be recognized as control points
(especially loads and stores), they invoke the appropriate tag rules directly from their
OCaml definitions. For example, when the OCaml implementation of printf is called
with the %s flag, it treats the corresponding argument as a pointer and loads from it
until it reaches a null-terminator, and applies the LoadT tag rule for each load.

An external function might invoke multiple rules, or the same rule multiple times,
just like a privileged function does with its subrules. And functions that are both,

like printf, might combine some privileged subrules with standard rules.
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6.3 Using, Breaking, and Fixing Tagged C

No design survives contact with the user, and Tagged C is no exception. Over the
course of its development the design has shifted in response to practical experience
developing policies. In particular, Naaktgeboren et al. [59] use Tagged C as part
of their policy-informed fuzzing system, Pipe-Cleaner. Their feedback has informed
many of the changes discussed in this section. Some features of Tagged C exist
expressly to serve the needs of that project; others came into existence as an indirect

result of their usage uncovering inadequate assumptions in the existing language.

Distinguishing Tag Types The separation of tags into three distinct types (value
tags, location tags, and control tags) followed from early user feedback. In earlier
versions, all three varieties of tags shared a single type. Writing policies with a single
tag type is tedious and complicated, because most of the time policies do in fact use
largely disjoint tags for these roles. With a single tag type, many tag rules begin by
filtering out tag values that they should never actually encounter. It is much simpler

to rule out those invalid values statically by separating the types.

Policy State and Logging Tagged C originally conceived of the PC tag as the
only global state accessible to the policy. This is sufficient when the PC tag is keeping
track of simple things like “how many colors have been used,” a simple counter. But
for tracking more significant information, such as a mapping between colors and the
code locations at which they were allocated, it is not very realistic. By the same
token, it is often helpful to be able to log arbitrary strings during execution, which is

not reasonable to attach to a tag. Naaktgeboren et al. track sophisticated structures
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and keep detailed logs to assist in root-cause analysis.
These needs motivate the inclusion of a policy_state parameter in policies, which
is always accessible in tag rules, along with a log in the form of a list of strings. None
of the policies discussed in this dissertation make use of the former, but the logging

functionality has proven extremely helpful in debugging.

Recovery By user request, the Tagged C interpreter has a limited ability to call
out of a tag rule into a recovery function in the extracted OCaml, which can read the
entire state and could even modify it before returning to the tag rule. Naaktgeboren
et al. wuse this feature to read segments of memory and log their contents, then
continue execution. For example, their version of a memory safety policy does not
failstop on loads from uninitialized memory, but instead logs the contents of memory
surrounding the load to determine if there is a risk of deallocated data leaking through

such an attack.

Fixed-length Tag Lists One practical issue that showed up early on is the fact
that some tag rules produce lists of tags (mostly location tags). Those lists need to be
the correct size for the memory region they are meant to tag. For some tag rules, like
MallocT, I decided early on to just have them produce a single tag and copy it over
the range being allocated. For those that might produce more complex lists of tags
I added types as a parameter, but this still proved tedious to work with in practice.
A lot of the time a designer just wants a list containing a single tag. Conversely,
one might want to test that all tags in a list are the same. These operations became

part of an [t-op interface built into the policy module type. Policy designers are
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discouraged from operating directly on tag lists, and should use the tools provided in

[t-op instead.

Passthrough Most policies focus on a subset of tag rules. A memory safety policy
uses LoadT and StoreT extensively, but RetT simply passes the tag on vt on to vt'.
It’s burdensome for the policy designer to rewrite those identical rules on every policy,
and creates opportunities for mistakes. The passthrough module provides reasonable

defaults: tags move from inputs to outputs without changing.

6.3.1 Rejected Control Points

It’s important that Tagged C have enough control points to implement a wide range
of policies, but with too many rules the entire system would become overwhelming
to work with. Paring down the set of tag rules has been an important part of the
process. Here are some tag rules that existed in earlier versions of Tagged C, or that
were proposed to be added and then rejected.

I initially proposed equivalents of CallT and RetT that trigger on the callee’s
side of calls and returns. Similarly, I proposed a distinct ExtCallT and ExtRetT
which triggered on special functions. ExtCallT encapsulated all of the tag rules
for all special functions that didn’t have their own dedicated rules. This turned
out to be insufficient to actually model special functions, so after switching to the
system described below ExtCallT behaved identically to CallT with only slightly
different parameters. Ultimately I deprecated ExtCallT, though it remains in the

development for now.
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Tagged C’s treatment of the * (dereference) and & (address-taking) operators is
not very intuitive. The dereference expression takes a right-hand value and turns
it into a memory location—it does not access the value. Taking an address takes a
memory location (which already has a tag associated with it) and converts it to a
pointer. Early designs of Tagged C did have an AddrT rule, but there is no actual
change in the address, so there is no point in executing a tag rule during them.
Originally, I implemented four different cast rules, one for each combination of
casts between pointers and integers. Casts to and from pointer types both fetched
location tags, and casts from one pointer type to another did so twice (since a cast
between pointer types might change the footprint of the pointer). This was terribly
complicated, and there doesn’t appear to be much point in checking location tags

when casting away from a pointer type.

6.4 Limitations

Distinguishing Calls Chapter |7 focuses on a single policy and its specification,
with the interesting feature that it distinguishes some calls to malloc as being “local”
to a compartment, while others are shared between compartments. The behavior of
malloc should be the same in either case, but the result of MallocT should differ.
There is no obviously correct way to do this in Tagged C. I take the approach of
declaring two distinct identifiers that both resolve to the same function, but which
have different function-pointer tags. Those tags parameterize the MallocT rule. A
more principled solution might draw on pointcuts to identify specific calls to malloc.

(Indeed, it would be interesting to investigate how pointcuts could apply to Tagged
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C more generally!)

malloc and Substructural Safety It is unsatisfactory that malloc does not get
access to type information; it takes just a size and returns a void *, which the caller
must cast to a pointer of the desired type (at an arbitrary future point). Therefore,
Tagged C cannot easily enforce substructural memory safety (i.e. protecting fields
within a single struct from overflowing into each other) or other properties that call
for allocated regions to be tagged according to their types. This is a well-known im-
pediment to improving C memory safety; previous work (e.g. [56]) has often adopted
non-standard versions of malloc that take more informative parameters. This is not

satisfactory for protecting legacy code, but I do not yet see a good alternative.

Assigning Structs and Unions Treating structs and unions as pointers violates
the design philosophy of Tagged C. The C standard allows structs and unions to be
assigned just like other values, but that Tagged C turns such an assignment into a
copy operation. This causes strange situations, especially with nested structs. What
is the value tag of a nested struct that is neither the top-level pointer nor a bottom-
level entry? What is the value tag of the “inactive” field of a union? More research

is needed to find the best way to handle these types.
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7 CluMPS: Verified Compartmentalization with Local and Shared

Memory

7.1 Introduction

Tagged C provides a platform for writing policies and a formal semantics that captures
the effects of each policy on the execution of programs. The semantics can be used to
verify that a given policy has the desired behavior. This chapter applies this approach
to verification to prove the correctness of a novel, fairly complex compartmentalization
policy.

The CluMPS ( Clustered Memory Protection with Sharing) model of compartmen-
talization distinguishes between compartment-local memory and memory shared be-
tween compartments by memory-safe pointers. Because local allocations are isolated
from other compartments, but not from one another, the Tagged C implementation of
CluMPS can use fewer tags and therefore place fewer requirements on the underlying
tagged hardware than similar systems from the literature [29]. The CluMPS specifica-
tion is an abstract machine with separate memory regions for local and shared data.
This machine gives definition to low-level idioms that would be UB in a memory-
safe machine, while still protecting compartments from one another. It is formalized
in Coq, along with a mechanized proof that Tagged C, running a CluMPS policy,

simulates the CluMPS abstract machine.
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#define LEN 1 // define pwd length void listen() {
char* master_pwd; char pwd[LEN];
extern void gets(char* buf); while (1) {
extern void log(char* msg) ; gets (pwd) ;
extern void __sys_fire_missiles(); // call external log library
log("launch attempt");
int check_pwd(char* pwd) { if (check_pwd(pwd)) {
for (int i = 0; i < LEN; i++) { __sys_fire_missiles();
if (pwd[i] '= master_pwd[i]) }
return 0; // bad password }
} }
return 1; // report success
}

Figure 7.1: Example Program
7.1.1 Motivating Example

Consider a program (Figure for firing missiles. It listens on standard input for a
password, checks that input against the master password in the program’s memory,
and reports whether it was correct. If correct, it launches missiles with a system call.
It also logs that it received an attempted launch before checking, using an off-the-shelf
logging library.

If the logging library has a vulnerability, it might be used to undermine the security
of the whole system. Even if the library cannot call __sys_fire missiles directly
or corrupt control flow to reach it, it can still do harm. In a memory-unsafe setting
such as baseline Tagged C (Chapter, an attacker hijacking the logging library could
overwrite master_pwd to make it match the supplied password, or leak its value to be
used in a future attempt.

One approach to making the system secure is to compartmentalize it. All of the
above code can be gathered in one unit, which we will call A, and kept separate from

the logging library, which belongs to its own compartment, B. We might further chose



122
to keep the standard library in yet another compartment, C'. The compartments’
memories are kept disjoint, except that gets must take a pointer to an array that
will be accessible to both A and C. The special __sys_fire missiles function is
modeled as an external call, outside of all three compartments.

A division of code and data into compartments as described above is termed a
compartmentalization interface. Such an interface must assign each of a program’s
functions and global variables to a compartment. The interface implicitly describes
restrictions on how its compartments can interact with data: for instance, that log
(code belonging to compartment B) may not read or write master_pwd (data in
compartment A). These restrictions can then be used to reason about more complex
dynamic behavior (termed a property) of the program as a whole.

In this example we might articulate a desired property of the program in English
as, “This program only fires the missiles after receiving the valid password.” This
property would not hold on an unprotected program with a vulnerable library, but
in the compartmentalization interface described above, it should—provided that the
interface is correctly enforced and the system obeys the implicit restrictions on how
compartments may interact.

The first step to proving correctness is to formalize those implicit restrictions via
an abstract compartmentalized machine that keeps its compartments separate “by
construction.” Such a machine’s execution will then satisfy all properties that de-
pend on the separation. Quantifying over all programs and all compartmentalization
interfaces, an implementation of CluMPS is correct if it preserves the properties sat-
isfied by the abstract machine. This chapter describes such an abstract machine for

the CluMPS compartmentalization model and a proof that Tagged C with a CluMPS
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policy correctly enforces it.

7.1.2 Memory Granularity and Tagged Hardware

The desired property in the example above would hold in a memory safe system
regardless of compartmentalization. But enforcing memory safety may not always be
possible. The memory safety policy in Section tags each individual object with
a unique “color” tag, which places no restrictions on the number of available tags.
For efficiency, real tagged hardware requires the “working set” of tags that are in use
at any given time to remain fairly small (the precise number is hardware-dependent)
[28].

CluMPS is designed to be enforced using fewer unique tags than full memory
safety. Rather than give every allocation a unique tag, allocations that are declared
as local to a given compartment can share a tag. The compartmentalization interface
can therefore be tuned to fit within any particular hardware constraints on the number
of tags.

The following analysis of existing compartmentalization models includes the ques-
tion of whether they require a comparable number of tags. This is a tricky question
because not all of them use tags for protection. They do not necessarily focus strongly
on their underlying enforcement mechanisms at all. This question boils down to
whether the system requires that all memory allocations are kept separate from one
another, either because its source language separates them explicitly or because it is
compiled to a memory-safe target. When the answer is yes, the model presented here

should offer performance benefits over those less flexible alternatives.
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7.1.3 Related Work

There are many compartmentalization mechanisms in the literature [47]. This section
discusses some prominent formal characterizations of compartmentalization, and how
they compare to the new characterization and proof described in this chapter.
Abate et al. [3] characterize compartmentalization in the presence of undefined
behavior, treating UB as equivalent to compromise by an adversary. Their model
does not support shared memory, and their policy places strong demands on potential

9

hardware implementations: they assume “linear tags,” a proposed style of tagging in
which the policy can overwrite the tags on the operands of tag rules, used to maintain
the uniqueness of tags by presenting them from being copied. Linear tags are unlikely
to appear in realistic implementations, and mimicking them in software can be costly.
They prove their theorems with a mix of mechanized and hand proofs.

Building on Abate et al.’s work, El-Korashy et al. [29] present a model of compart-
mentalization that does support shared memory. They use a much more restrictive
specification than Abate et al., with a source language that is fully memory-safe and
has no UB. They focus on enforcing their compartmentalized calling convention in a
memory safe setting. They do not discuss underlying enforcement hardware, but as
they assume a memory-safe target, the cost of full memory safety is implied. Their
proofs are fully mechanized in Coq.

Thibault et al. |75] go deeper in their proof: they prove safe compilation of a
compartmentalized version of CompCert C down to a compartmentalized assembly

language. In the process they give up sharing. Their treatment of UB is similar to

Abate et al., but they add new UB in the form of violations of the compartment
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interfaces. Their proof is fully mechanized as well.

Compared to these works in total, my model supports cross-compartment sharing
like El-Korashy et al., but should place fewer demands on the hardware than likely
implementations of their system. It also supports a full C setting, though instead of a
full compilation chain we attach our policy directly to the Tagged C source semantics.
My abstract machine is also more precise about its treatment of UB than the others:
it gives definition to some UB, and so can be used to reason about the behavior of
compartments that contain UB but still display consistent internal behavior. Like

the others, my proof is mechanized in Coq.

7.1.4 Contributions

This chapter’s contributions are:

e The CluMPS abstract semantics, an abstract machine suitable for reasoning
about compartmentalized C programs with safe memory sharing but with po-

tential low-level idioms inside of compartments, formalized in Coq.

e A CluMPS policy for Tagged C that supports cross-compartment sharing with

fewer demands on available tags than similar systems from the literature.

e A mechanized proof of forward and backward simulation between the CluMPS

abstract semantics and the CluMPS policy.



126

7.2 Introducing the CluMPS Semantics

CluMPS is an abstract C semantics built on top of CompCert C, with its own memory
model that supports a flexible and efficient model of compartmentalization. Each
compartment gets its own local region of memory that is modeled as an isolated flat
memory space, akin to Tagged C’s memory model. Allocations within a local region
can only be accessed by the compartment that owns them, but otherwise enjoy no
memory safety. They can be thought of as separate allocations that are “clustered
together,” although they may not be contiguous within the overall address space.
Memory can also be allocated in shareable regions that are accessed in a capability
style by any compartment that holds a valid pointer to them.

Given a C program and a compartmentalization interface (below), the CluMPS se-
mantics describes how the program should behave when compartmentalized. CluMPS
can be used to reason directly about an individual program’s behavior, and also serves
as the specification for compartmentalization enforcement mechanisms—in this case,
Tagged C with a relevant policy. If the target shares the behavior of the CluMPS
abstract machine, then all reasoning about programs executed under the CluMPS

machine applies when they are executed under Tagged C with the policy.

7.2.1 CluMPS Interfaces

The execution of a CluMPS program is parameterized by static mappings that collec-
tively define the compartmentalization interface discussed above. The mapping from
function identifiers £ to compartment identifiers (drawn from the set C and ranged

over by (') is written comp(f). The predicate pub(f) denotes that the function f
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C:C Compartment identifiers

1d : ident Abstract identifiers of shared allocations
r:R:=L(C) | S(id) Regions, local and shared
comp : £, — C Map from function identifiers to compartments
pub C £, Identification of public functions

Figure 7.2: Modeling CluMPS Interfaces

is public, that is, allowed to be called from outside of the compartment that owns
it. These definitions are collected in Figure [7.2] Note that in this work, all code is
assumed to be visible in the same compilation unit; while conceptually CluMPS could
be used to model separate compilation, I do not provide a modular semantics for it.

At any given time, the compartment that contains the currently active function
is considered the active compartment. The active compartment may call its own
functions and public functions belonging to other compartments, but never private
functions of other compartments.

Local (stack allocated) variables and globals x are statically designated as shared
(written shared(x)) or local (local(x)). For heap-allocated objects, it is the call sites
to malloc that are statically designated, by separating malloc into two functions; a
call tomalloc_shared yields a shared pointer, while normal malloc yields a local one.
Choosing how to annotate variables can be done using escape analysis: objects whose
references never escape can be allocated locally, whereas objects whose references
escape to another compartment must be allocated as shared.

Local pointers should never escape: they cannot be passed to or returned from
public functions, or stored in shared memory. Violations of these rules exhibit failstop

behavior.
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7.2.2 Safely Handling Pointers

Several idioms that are unsafe in normal C can be used safely in CluMPS. Section
discusses the PVI (provenance via integer) and PNVI (provenance not via integer)
memory models of Memarian et al. [54]. Like a pointer in a PVI setting (Section[5.1)),
a CluMPS pointer retains its provenance when cast into an integer, and can be cast
back after arbitrary arithmetic to obtain the original pointer, which still points to the
same local or shared region.

Because local memory may contain multiple allocations, it can even be used to
implement low-level structures that are defined in PNVI and not PVI. But unlike
PNVI, local regions are isolated from each other and from shared regions, so such
idioms will never accidentally access data outside of the original local region. A
compartment can even forge a pointer into its own local region by casting an integer,
with no risk of forging a pointer to a different region. This should be avoided when
the integer in question comes from outside the compartment, to ensure that the new
pointer does not alias important data.

Due to the restrictions on how local pointers can be passed and stored, a function
that expects a shared pointer from outside of its compartment can be assured that
it will never receive a local pointer into its own memory. That means that a pointer
recieved from another compartment can be used with no risk that it actually points

into some sensitive private data structure.
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v:iwval n=...|ptrra:int Values extended with pointer value
le : x — (R X int) Environment maps variables to region, address
m : mem = {contents :int — val; Memory arena: concrete memory
perms : int — {LIVE, DEAD}; and permissions

M: M= {ms : R — mem;  Total memory tracks arenas for each region,

bases :ident — int; base addresses of shared arenas,

stk : list(R X int X int); stack metadata,

heap  :list(R X int X int); heap metadata,

next  :nat} and a counter for identifiers
STATE crumps := s (C : M, le,te | s > k) Normal state (executing statement)
e(C: M,le, te|e>k) Expression state

c(C: M| f, args > k) Call state
t(C:M|v>k) Return state
f (err) Failstop

Figure 7.3: CluMPS States
7.2.3 CluMPS Abstract Semantics

Because of their common heritage in CompCert C, the abstract semantics for CluMPS
is quite close to that of Tagged C. They differ in their memory models, in the presence
of tags in Tagged C, and in CluMPS tracking the active compartment in its state. The
memory models also have basic operations in common, but differ in their underlying
representations and in the axiomatization of their allocators.

Some important types are defined in Figure The set of values present in
Tagged C is extended with pointer values, ptr r a, where r is a region and a a

concrete address. The local environment, which maps local variable names to their
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base address, is extended to also map them to a region. Program states in Figure|7.3
correspond to those in Figure [4.4] but there is no PC tag. Instead the state explicitly
tracks the active compartment (ranged over by C').

A memory arena consists of a map from concrete integer addresses to values,
and another map indicating whether each address is “live” or “dead”. Each arena
behaves just like a Tagged C memory. Each address always has a concrete value,
but loading from it will failstop if the address is dead. In Tagged C, addresses are
assumed to be live unless reserved by the compiler, whereas in CluMPS addresses are
assumed to be dead unless explicitly allocated. This means that CluMPS does not
support arbitrary out-of-bounds accesses the way Tagged C does, but it does support
out-of-bounds accesses that nevertheless access live memory.

In CluMPS, multiple arenas are contained in a single total memory, M, which
takes the place of the normal memory in Tagged C. Arenas are kept totally separate,
guaranteeing that compartments’ local arenas are never accessible to other compart-
ments, and that shared arenas are only accessible via valid pointers. Because arenas
have the same behavior as a Tagged C memory, code that respects the separation
of compartments should behave the same in CluMPS as in Tagged C. The CluMPS

semantics rules for reading and writing a total memory are given in Figure (7.4

Allocating and Freeing Memory Rather than using a concrete allocator like that
in Chapter {4}, the CluMPS semantics are parameterized by an allocator that obeys
a simple set of axioms, inspired by the axiomatization in Tolmach et. al [76]. This
abstraction means that the correctness proof is portable across different allocators.

The semantics of heap allocations and frees are given in Figure [7.5] The abstract
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Mr][a] : M — R — int — val £ Mrllarv]: M — R — int — val =~ M =
if (M.ms r).perms a = LIVE if (M.ms r).perms a = LIVE
then (M.ms r).contents a then let m = M.ms r in

let m' =mla — v] in
M[ms — M.ms[r — m/]]
MI[C][a] =v

ValOfL
(O M e, te | #(ptr L(C) a) > k) — ¢ (C 2 M, le, te | v > k)

Mlid][a] = v

ValOfS
* ¢ (C: M,le, te | *(ptr S(id) a) > k) — ¢ (C: M,le,te | v> k)

M'" = M[C][a > v]
e (C: M,le, te | *(ptr L(C) a) =v > k) — ¢(C: M le te | v>k)

Assignl,

v#Fptr L(_) . M = Mlid][a — v]
e (C: M,le, te | *(ptr S(id) a) =v > k) — e (C : M',le, te | v>> k)

AssignS

Figure 7.4: Reads and Writes

operation heapalloc chooses a base address for the new allocation, subject to the
constraints of disj (but see below). Since heapalloc is parameterized by the identity
of the region that it is allocating within, it is allowed to make decisions based on that
information, such as clumping compartment-local allocations together to protect them
using a page-table-based enforcement mechanism.

New allocations are guaranteed to be disjoint from existing live blocks, whether
in the stack or heap. It is possible to construct a variant CluMPS semantics that
instead only guarantees that new allocations are disjoint from existing blocks in the
same region. This corresponds to the predicate disj_weak. From the perspective
of safe compartmentalization, two compartments could contain blocks whose integer

addresses overlap. The separation of their memories ensures that the blocks will not
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live M ra= 3rayay ((r,a1,az) € M.stkV (r,a1,as) € M.heap)A

a1 < a<ag

perm_consistent M = Vra. live Mra<> Mmsra=LIVE
disj_weak M r a sz & Va'.a<d <a+sz— —live M rd

]
disj M a sz = Vrd. a<d <a+sz— —live M rad

disj M a sz M’ stk = M.stk (ra,a’) € M.heap — M'.stk = M.stk

perm_consistent M’ perm_consistent M’
M’ .heap = (r,a,a + sz) :: M.heap M’ .heap = M.heap — (r,a,ad’)
heapalloc M r sz = (a, M') heapfree M r a = M’

heapalloc M L(C) sz = (a,M’)  f =malloc
¢c(C: M| f,sz>k)—t(C: M |ptr L(C) a> k)

StepMallocL

heapalloc M S(M.next) sz = (a, M')  f =malloc_share

StepMallocS
PR c(C: M| f,sz>k) —t(C: M'[next — id+ 1] | ptr S(id) a > k)

heap _free M r a = M’

StepFr
e ¢c(C:M|free,ptrra)>k)—t(C: M |k)

Figure 7.5: Heap Allocation Steps
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alias with one another. However, in implementation, it is not feasible for each region
to have an entire 64-bit address space to itself. The proof covered in this chapter

therefore uses disj.

Function Calls and Returns The CluMPS function call semantics differs from
that of Tagged C in how it enforces the compartment interface, shown in Figure [7.6]
First, as in Tagged C, a statement whose subexpression is a function call with fully
evaluated arguments steps to an intermediate state. In addition to requiring that
the arguments all be values, CluMPS requires that local pointers only be passed to
internal (non-public) functions. Then the system steps to a call state, recording in
the continuation the necessary information to return to the caller.

Once in the call state, the CluMPS semantics checks whether the call is cross-
compartment, and if so, whether the target function is public. Together with the
check on function arguments, this ensures that local pointers do not escape by being
passed to other compartments. Similar checks occur on return values to prevent local
pointers from escaping that way.

The step from the call state also allocates memory on the stack. Stack allocations
(stackalloc) work similarly to heap allocations, except that the list M.stk is used as
a stack, pushing new allocations for the call, to later be popped in order by stackfree
when the function returns. Disjointness and consistency requirements remain the
same. Allocations are designated local or shared by a static flag, L or S, in the
function’s argument list.

On return, the contents of /e are deallocated by dealloc_vars, and levels are popped

from the continuation until the call is reached (definitions omitted). Then the caller’s
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environments are restored, and the return value placed in the call context. The latter
step can not occur if the return value is a local variable and the new compartment

differs from the old; instead the system failstops.

Arithmetic and Integer-Pointer Casts Tagged C has fully concrete pointers,
represented by normal integers and distinguished only by their types. By contrast,
CluMPS pointers are semi-concrete: they have a concrete value, but also carry addi-
tional abstract information in the form of the region that they point to. Such pointer
values need not have pointer types. If cast to an integer, a pointer ptr r a retains its
value until it is used in an integer operation, at which point the semantics interpret
it as the integer value a. Whether the result of such an operation is an integer or a
pointer depends on its operands, as shown in Figure [7.7]

If an operation involves only a single pointer value, the result will also be a pointer
value. A binary operation between two pointer values, on the other hand, has no
natural interpretation as a pointer, and therefore produces a plain integer. This is
true for all operations, whether or not they have a sensible interpretation as pointer
operations, to enable the widest possible range of behaviors.

If an integer with a pointer value is cast back to a pointer type, it retains its
value and is once again a valid pointer. Otherwise, if an integer value is cast to a
pointer, the result is always a local pointer to the active compartment. This means
that a compartment can freely perform PNVI-style pointer arithmetic within its local
memory, treating integers and local pointers as interchangeable. But it cannot create
a pointer to a shared object that it does not already have access to, and errors in

pointer arithmetic cannot accidentally corrupt other compartments. Forging a pointer
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k' = call_cont C ctx le te k Ve € args. is_value e
public(f) — Ve € args. e # ptr L(C) _

StepCall
e s(C: M,le, te| cte[f(args)] > k) — ¢(C : M | £, args > k')
disi M a sz M'.heap = M.heap M'.heap = M.heap
perm_consistent M’ perm_consistent M’
M'.stk = (r,a,a+ sz) :: M.stk (rya,a+ sz) :: M'.stk = M.stk
stackalloc M r sz = (a, M) stackfree M r = M’

stackalloc M' L(C') sz = (a, M")
alloc_vars M C vars = (le, M) le' = le[x — (L(C), a)]

alloc_vars M C ((L,x, sz) :: vars) = (le', M")

stackalloc M" S(M'.next) sz = (a, M")
alloc_vars M C vars = (le, M')  le' = le[x — (S(M'.next), a)]

alloc_vars M C ((S,x, sz) :: vars) = (le/, M"[next — M’ .next + 1))

C"=comp(f) C#C" — pub(f) te = empty_te
(le, M") = alloc_vars M C (f.vars++f.args)
M" = init_params M’ args
c(C:M|f,args > k) —>s(C": M", le, te | £.body > k)

StepEntry

k' = pop_to_call_cont(k) M’ = dealloc_vars M dom(le)
s(C:M,le te| returnv > k) — v (C: M |v> k)

StepReturn

k= call_cont C" ctx le te k¥ v=ptr L(C) _—-C=C"

StepExit
e t(C: M |v>k) — s(C": M, le, te | ctalv] > k)

Figure 7.6: Function Call and Return Semantics
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e(C:M,le,te| Optrra>k) — e (C: M,le, te | ptr r (®)a > k)

e (C: Mle,te |ptrra®i>k) — e (C: M,le, te | ptr r (a(D)i) > k)

¢(C:M,le,te|i®ptrra>k)—e(C:M,le,te|ptrr (i(®)a) > k)

e (C: M,le, te | ptr ri ag @ ptr 1 ag > k) — ¢(C : M, le, te | (a1(D)ag) > k)

Figure 7.7: Arithmetic Operations Involving Pointers

into local memory remains risky, especially if the integer that is cast into a pointer
originates from outside of the compartment, but the risk is contained within the

compartment.

7.3 Enforcing CluMPS in Tagged C

Chapterdescribes how to define a Tagged C policy; this section introduces CLUMPS(T),
a Tagged C policy parameterized by a CluMPS interface I.

In CLUMPS, a control tag (in 7¢) is a pair of a compartment identifier and a
counter for abstract identifiers. A value tag (in 7)) can represent a local or shared
pointer, a function pointer, or a normal integer, written (). A location tag (in 71) can

represent local or shared allocations, or unallocated memory (0).

v :i= LPtr(C) | SPtr(n : nat) | FPtr(£p,) | 0
7¢ = (C X n : nat)

71, ::= LMem(C) | SMem(n : nat) | 0
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Memory protection is governed by the LoadT and StoreT tag rules (Fig. ,
which compare the pointer tag to the location tags on the target location. In the
case of local memory, they also check that the active compartment matches, and for

shared memory, that a local pointer is not being stored.

StoreT(P, pt, vt, It)

let (C,n) =P in

case pt,lt, vt of

SPtr(id), SMem(id), LPtr(_)= fail
SPtr(id), SMem(id), _

LPir(C), LMem(C), _ = ut' ==t
L = fail

LoadT (P, pt, vt, It)

let (C,n) =P in

case pt, [t of

SPtr(id), SMem(id)

LPtr(C), LPtr(C) = vt := vt
L = fail

Figure 7.8: CLUMPS Load and Store rules

Pointer and location tags of heap objects are generated by MallocT (Fig. ,
which uses the tag on the function pointer to determine if the allocation is local or

shared.

MallocT(P, pt;)
let (C,n) =P in
case ptg, P of
FPtr(malloc) = P':=Ppt = LPtr(C);
vt' := 0;lit’" := LMem(C);
FPtr(malloc_share)= P’ := (C,n+ 1)pt' := SPtr(n);
ot = {); It" .= SMem(n);
= fail

Figure 7.9: CLUMPS Malloc rule

LocalT is instantiated similarly, but using the names of stack variables to lookup
their local or shared status. BinopT maintains the tag on pointers or non-pointers
over binary operations, while CastToPtrT and CastOtherT give and take pointer

status during typecasts (see Fig. [7.10). When a pointer type is cast to a different
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pointer type, its tag is preserved, but when any other type is cast its tag becomes the

local pointer tag for the active compartment.

CastOtherT(P, v, ty,,,)
vt =)

BinopT(®, P, vty, vts) CastToPtrT(P, of, It", =)
case uty, vty of let (C.m) = P in

?1;5@(2) =0 case ty,,, of

0 7vt = ot = vt (L )x= wt' ==t

. =0 = LPtr(C)

Figure 7.10: CLUMPS Binary Operation and Cast Rules

CallT checks that the call only crosses from one compartment to another if the

callee is a public function. It then updates the PC tag on entry to match the new

compartment. The prohibition against passing a local pointer to or returning one

from a public function is enforced by ArgT and RetT, respectively.

CallT(P, ptp, £ fun)

assert ptp = FPtr(fu,);

let (C,n) =P in

case public(£fyn), comp_of (£ fun) of

true,

false,C = P’ := (comp_of (ffun),n)
= fail

ArgT(P, ptp, vt,n,arg,, )

let FPtT(ffun) = ptp in

case public(£fyn), vt of

true, LPir()= fail

P = ot :=wvt; P =P
let FPtr(fsm) = pty in

case public(£fyn), vt of

true, LPtr()= fail

= ot' :=vt; P' .= PcLr

_)

Figure 7.11: CLUMPS Function Call Rules

7.4 Verification

Proving correctness is important to guarantee that CLUMPS doesn’t miss an edge-

case and fail to actually enforce the abstract CluMPS model. To show that the policy

is correct, I prove a bisimulation between the CluMPS semantics of Section [7.2.3 and
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the Tagged C semantics parameterized by CLUMPS. Bisimulation means that any
behavior exhibited by a program in one machine is also found in the other. The
theorems described here are formalized and proven in the Coq development. This
section gives a brief overview of the structure of their proofs.

Formally, let P be a whole program and I be a compartmentalization interface. Let
CLUMPS(P, I) be the semantics of the CluMPS abstract machine running program
P with interface I and TCcyomps(r)(P) be Tagged C running P under the CLUMPS
policy parameterized by I.

A program’s behavior is defined in terms of potentially infinite traces of events.
Events repesent system calls and failstops; failstops are terminal events that appear
only at the end of a trace. This trace model is sparser than that of CompCert C,
which also contains loads and stores to volatile memory, because in Tagged C it is
possible for volatile loads and stores to fail. This in turn necessitates the proof to be
done in the more complex setting of “trace-relating compiler correctness” [2].

We write CLUMPS(P, I) ~ t and TCcrompsn)(P) ~ t to mean that P under
the given semantics produces the given trace.

The goal is that, if TCcpompsr)(P) ~ t, then CLUMPS(P, I) ~» t. That means
that any “bad behavior” exhibited by the Tagged C implementation was not intro-
duced by it, but is the fault of the combination of P and I. In the compiler correctness
literature this is termed a backward simulation, with the abstract machine taking the
place of the source language and Tagged C as the target.

I take the standard CompCert approach to proving backward simulation: first
prove forward simulation, as well as the receptivity of the source and the determinacy

of the target [50]. (In this proof, both semantics are determinate, which in the case
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of TCcrumps( [)(P) requires a modification of the original Tagged C semantics: in-
stead of non-deterministically reducing expressions, it searches for possible expression
reductions in a depth-first, left-to-right order and executes the first one that it finds.)

Receptivity is the property that, if the source takes a step that depends on a value
from the outside world, it can take a step on any such value. This implies that when
the target steps, the source must also be able to take some step, though the resulting
state is not guaranteed to match. By forward simulation, the target can make a step
to a matching state, but without determinacy this step could differ from the original
step. Determinacy means that the target has only one step that it can take, so the
original step must be the same as the simulation of the source, and therefore the

resulting states match.
Lemma 1. CLUMPS(P, ) is receptive. Mechanized proof in Coq.

Lemma 2. TCcopsr)(P) is determinate. Mechanized proof in Coq.

7.4.1 Proof of Forward Simulation

The simulation proof begins with the construction of a matching relation ~ between
the respective states of CLUMPS(P,I) and of TCcromps(r)(£). This section will
present in detailed the relation between values, memories, and top-level states in the

respective semantics, as these are where the two semantics differ the most.

Relating Values In CluMPS, a fully evaluated right-hand expression is a value.
In Tagged C, it is an atom, a pair of a value and a value tag. The relation between

a CluMPS value v; and a Tagged C atom v,@ut is defined in terms of a basic rela-
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LPtr(C) ifv=ptr L(C) _

b of SPir(id) if v = ptr S(id) _ ltoof r— {LPtr(C’) if r = L(C)
vt_of v = , Py
FPtr(f) ifv=fptr f SPtr(id) if r = S(id)
0 otherwise
U1 ~ U2
v~ ptrra~a v1 ARy v2Qut_of vir a) ~py aQlt_of r

mla] = vQutQIlt_of (r)  M[r][a] =gy vQut  Vr'.r # 1" — =live M 1 a
at-M~m

mla] = v@QYQY  Vr. —live M r a Ya.a M ~m

abM~m M ~ypy m

Figure 7.12: Matching Values, Locations, and Memories

tion between values, ~, and a map vt_of from CluMPS values to tags, as shown in
Figure [7.12] Each non-pointer value relates to itself by ~, and a pointer relates to
an integer that shares its concrete value. Then the matching relation v; =gy v,Qut
holds if v; ~ vy and vt = wt_of (v1). Figure also gives the relation =~y for
left-values (locations). As in Chapter (4 the Tagged C left-value a@pt represents the
memory location a tagged with pt. The CluMPS equivalent, w, represents the
integer address a in region r. These match if their addresses are the same and pt

corresponds to [t_of r.

Relating Environments and Memories The biggest difference between the se-
mantics of CluMPS and Tagged C are their differently structured memory models.
The matching relation presented here is simplified by eliding the need to encode val-

ues across multiple bytes during stores and decode them during loads; the proof that
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P = (O, Ml.next) M1 X MEM Mo
ley =pp lea  tey =~pp tea  s1~grur sS2 ki Rcont ke

5(0 . Ml, l€1, tel | S1 > k?l) ~ S(mg, 162, t@g | So > k?g @P)

P = (C, M;.next) M,y ~ymm Mo
ley =pp lea  tey =rptea e Repxpre2 ki Rcont ke

4 (C . Ml, 161, tel | e > k?l) ~ €& (TI’LQ, leg, t€2 | €9 > k‘g @P)

P = (C,My.next) My =ypy ma  map2(=gy, args,, argss) ki Rcont k2

¢ (C: M| f,args; > k1) = C(my | f,vts,args > ky QP)

P = (C, Ml.next) Ml X MEM T V1 =RV 'UQ@'Ut kl ~CONT kg

t(CZMl | U1 >>/{71) %R(mg | U2@Ut>>k‘2 @P)

f (erry) ~ F (erry)
Figure 7.13: Matching states

~ gy is preserved through this process is non-trivial.

A total memory M and a Tagged C memory m match at a concrete address a,
written a = M ~ m, if one of two cases holds: either a is LIVE in exactly one region
of M and its contents and tags match those in m, or it is DEAD in all regions and in
m its location tag is (). The matching relation for memories, gy, relates M and

m if they match at all addresses a. This is also given formally in Figure [7.12]

Matching Relation on States The matching relation on states is given in Fig-
ure [7.13l Each kind of state matches with another state of the same kind if their
corresponding components are related by appropriate matching relations.

The matching relations for expressions (~gxpr) and statements (x<g7p7) are om-
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mitted here; they are conceptually trivial, but tedious to write out. Statements and
expressions are recursive structures that are identical between the two semantics,
except that the values that appear within them may differ.

Consider the CluMPS expression *(ptr r a) =5 and the Tagged C expresssion
*(a@pt) = 5Qut, for instance. They are structurally identical, differing only in the
leaves of their abstract syntax trees. If ptr r a =gy a@Qpt and 5 ~py 5Qut, then the
expressions match. Both ~gxpr and g7y are defined by mapping ~gy and =y
across corresponding values in their structures. The same is true of ~goy7, with
the additional property that the compartment of the caller in each call continuation

matches the stored PC tag in the Tagged C equivalent.

Lemma 3. If 5; = S5 and S — S}, then there exists some S such that S, — 5},

and S7 ~ 5. Mechanized proof in Coq.

Theorem 1. The ~ relation is a forward simulation relation between CLUMPS(P, I)

and TCcyomps(r)(P). Mechanized proof in Coq. Follows from lemma, .

Theorem 2. There exists a backward simulation relation between CLUMPS(P,I)
and TCcpomvps( I)(P). Mechanized proof in Coq. Follows from theorem , lemmas
and [2| and the “f2b” simulation diagram due to Leroy [50].

7.4.2 Limitations

Determinacy Determinacy is a minor drawback, as it means that the current ver-
sion of this proof is fixed to the chosen evaluation order. But it is unsatisfying to have

to make Tagged C determinate when the languages are close enough to one another
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that it should be feasible to directly prove the backward simulation. The CompCert-
style proof that I use is intended for proving simulations between languages where
on step in the source language corresponds to multiple in the target, and therefore
forward simulation is much easier to prove than backward simulation. CluMPS and

Tagged C execute in lockstep, so a direct backward simulation would be easier.

Matching Allocator Oracles The behavior of both machines is determined by
an allocator oracle that chooses where to place allocated objects in memory. The
proof of Theorem [1| assumes that the oracles for both machines place their allocations
in the same concrete locations over the course of the run, though for CLUMPS the
allocations are still spread across different memory regions. This simplifies the proofs
immensely. The downside is that it makes the proof unable to be adapted to settings
where the target arranges memory differently from the source; for instance, one that
clusters local compartments together and protects them via paging.

The proof could be adapted to that setting by allowing the enforcement mech-
anism’s allocations to be a permutation of those of the source machine. However,
this would mean that matching pointers, when cast to integers, might not be equal.
Those integers might in turn influence control flow and break the lockstep relation-
ship between source and target semantics. One solution would be for the policy to
track which integers are derived from pointers and restrict their uses; then the proof
would need to account for premature failure in the enforcement mechanism, which is
not too complex. Another approach would to treat such integers symbolically, as in
Kang et al. [42], but that would be a massive increase in proof complexity as well as

being incompatible with determinacy.
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7.5 Machine Constraints

Now we consider the constraints that this system places on potential implementations.
In particular, in a tag-based enforcement mechanism with a limited quantity of tags,
is this system realistic? In general, it requires a unique tag per compartment, as
well as one for each shared allocation. In the extreme, consider a system along the
lines of PIPE but with only four-bit tags. (There is in fact a system this restrictive,
ARM MTE [31].) Such a system could only enforce this semantics for a very small
program, or one with very little shared memory: fewer than sixteen tags, so perhaps
two-four compartments and around a dozen shared objects. Fewer tag bits would be
completely infeasible.

On the other hand, CluMPS semantics is a reasonable goal under an enforcement
mechanism with even eight-bit tags (512 compartments and shared objects.) Going
up to sixteen bits, the CluMPS policy can support programs with thousands of shared
objects.

The remaining pressure on the number of tags stems from the requirement that
each shared object have its own color. But is that really necessary? It would also
be possible to group shared objects together and do away with the need for dynamic
colors entirely.

Consider a variant with one shared region for each combination of compartments,
such that an object x that is allocated by A and will later be shared with B and C,
but not with D, is allocated within region {A; B; C'}. Then x will be guaranteed not
to be accessed by D, although it could be accessed by C' before its pointer is actually

shared with C, via pointer arithmetic from another object in the same region. The
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upshot is that such a system only uses a static number of tags that is less than 2/€Il
and in practice may be as small as the number of combinations that actually occur. If
the system is very constrained, it would also be possible to over-approximate sharing

configurations at some cost in granularity.

7.6 Reflections

In specifying, implementing, and verifying CluMPS, I have tested how Tagged C per-
forms as a platform for these tasks on a fairly complex policy. While the three tasks
can be presented as a straightforward progression from specification to implementa-
tion and then the verification of that implementation, in practice it can be more of
an iterative cycle, as the verification process reveals flaws in the implementation or

in the formal specification.

Compared to Assembly-level Implementation CIluMPS makes an interesting
point of comparison between Tagged C and assembly-level tagging. What would it
take to implement CluMPS at the assembly level?

The main ways that Tagged C is easier to work with in this case concern function
calls and returns. The assembly-level policy must rely on compiler annotations to
identify which jalr (or equivalent) instructions are calls and which functions are
being called. If function pointers are used the compiler must make similar annotations
at the point that their address is taken. Assembly code is not explicit about function
arguments, so the compiler must also identify details such as which registers and

memory locations contain arguments.
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Given these annotations, new instructions must be added to carry the ArgT
checks. Likewise, new instructions must be added to malloc to initialize newly allo-
cated blocks, giving them their location tags. There is no need to distinguish malloc
calls by distinct identifiers: their call instructions can be directly tagged to distinguish
them. But the implementation of MallocT needs to be spread across the instructions
that make up the body of malloc.
In short: a system implementing CluMPS at the assembly level must implement
a significant subset of Tagged C’s bookkeeping. At the same time, the most likely
approach to proving correctness of such a system would be to track those annotations
and maintain a source-level “ghost state” of the execution of the abstract machine as
the relevant instructions execute. Instead, Tagged C allows the proof to be done at

the source level, much more directly.

7.7 Other Backends

The CluMPS model is not only interesting for tags, but as a specification for com-
partments more generally. It combines the advantages of clustered allocations with
the ability to safely share memory. It is broadly suitable for enforcement with var-
ious techniques, including software fault isolation (SFI) and the CHERI hardware-

capability mechanism.

Software Fault Isolation SFI 78] enforces memory isolation by aligning regions
of protected memory so that their addresses share their higher-order bits. Then all

memory accesses are instrumented by instructions that mask those bits of the pointer
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being accessed, forcing the access to occur within the appropriate region. An access
that would be out of bounds is redirected to occur somewhere within the region.

This approach is reasonably well-suited to protecting local regions: each com-
partment can be given a large region of memory within which to allocate all of its
local allocations. It would not work with dynamic shared allocations, because each
individual memory access needs to be instrumented with the (static) target region.
Instead, SFI could be a reasonable approach for the variant of CluMPS described
in Section As long as it is possible to statically separate accesses to each class
of shared pointer, they can each be allocated within a separately aligned region and
protected in the same way as the local regions.

The other issue with SFI is what happens in the case of an out-of-bounds access.
Rather than failstop, SFI redirects the illegal access to an effectively arbitrary location
within the legal region. This means that an SFI backend will need to be validated
against a different formal property, ideally one that captures a notion of “blame”—

that a compartment can only be corrupted by its own erroneous access.

CHERI The more natural alternative to PIPE would be CHERI [79], a hardware
capability mechanism. The CHERI ISA provides instructions for creating unforgeable
pointers that grant access to a region of memory. It would be straightforward to use
these capabilities to protect both large, local regions and fine-grained shared regions.
The CluMPS semantics’ requirement that local pointers not escape would now serve

an additional role in maintaining the security of local regions.
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8 Conclusion and Future Work

This dissertation builds a foundation for a C runtime enforcement ecosystem. At its
heart is Tagged C, which I have demonstrated is flexible enough to express a wide
range of tag-based policies and suitable for reasoning about their behavior. It has
already seen some practical use by Naaktgeboren et al. [59] for research into policy-
informed fuzz testing, and has the potential to mature into a powerful platform for
studies on the interaction between policies and source programs. Below the C level,
my stack safety properties specify a vital form of low-level security. And the CluMPS
compartmentalization model is a good candidate for enforcement in systems beyond

Tagged C.

8.1 Evaluating Technical Contributions

This section aims to give an impartial evaluation of each of the three topics of the

dissertation. What went well? What is lacking?

8.1.1 Stack Safety

The key technical contribution of Chapter|3|is the randomized property-based testing
of stack safety policies from the literature. This demonstrates the utility of the
properties in establishing the correctness of existing enforcement mechanisms. The

tests successfully identify a gap in Roessler and DeHon’s Lazy Tagging and Clearing
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policy [67]. On the negative: randomized testing is a significantly weaker form of
validation than verification. I only test one enforcement mechanism, tags, though I
do test two distinct tag policies; it is therefore not clear how easily the system would
extend to alternative backends.

An important scientific take-away from my work on stack safety is that while
protection mechanisms focus on the stack as a data structure, “stack safety” should
be thought of as encompassing the fundamental abstraction of function calls and
returns. In fact, unusual systems that lack an explicit stack data structure (as opposed
to the implicit stack created by subroutines) can still enjoy stack safety, or fail to do
so. It might more aptly be termed “function safety” or “call safety.” The division
of stack safety into separate integrity and confidentiality properties for callees and

callers follows from this interpretation.

8.1.2 Tagged C

The goal Tagged C is to provide a flexible framework for writing security policies,
covering the entire C language. It can be evaluated on these merits: is it useful for
creating policies in practice, and tweaking them to meet the user’s precise goals? How

well does it cover the intricacies of C?

Tagged C in Practice The proof of the pudding is in the eating, and the proof
of Tagged C is in the creation of realistic policies by an outside user. Naaktgeboren
et al. use Tagged C as a component in a fuzz-testing framework, Pipecleaner [59].

Where most fuzzers execute a program on randomized inputs and look for inputs
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that cause a crash, Pipecleaner looks for inputs that violate a given policy. This can
thought of as the equivalent of property-based testing, but Naaktgeboren et al. take
it further and design policies that log additional information and turn Tagged C into
a tool for bug triage. This line of work represents a success for Tagged C’s flexibility.

It is a valuable source of insight into what Tagged C users need. Namely, it is
enormously helpful to distinguish between different types of tags, to provide a straight-
forward logging mechanism, and to define a comprehensive set of default behaviors

for control points that are not related to the policy being written.

Coverage Tagged C covers the entire C language, but it is lacking in its treatment
of a few constructs, particularly composite types (structs and unions). Tagged C
follows CompCert C in treating composite types in a pass-by-reference style at all
times, which in Tagged C means that the tag on a struct the tag on its pointer. This
means that assigning and passing structs and unions does not work very intuitively.
It is worth noting that these cases have yet to actually be problematic to a real policy,

either one discussed in this dissertation or from Pipecleaner.

Pain Points Other aspects of Tagged C are functional, but are overly complex or
otherwise difficult to use in practice. In Section two variations on malloc with
the same non-tag behavior need to be distinguished from one another. That policy
distinguishes them by associating them with different function pointer tags, which
then dispatch different versions of the MallocT tag rule. This kind of policy design

is complex and could stand to be simplified.
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8.1.3 CluMPS

The CluMPS development contains an abstract semantics for a CluMPS machine,
the policy definition for a policy that enforces it, and the proof of correctness for
the polucy definition. The proof represents a successful use of Tagged C to specify
and verify a security property of a policy. It also means that the CluMPS policy is
validated to the high standards of mechanized proof.

On the other hand, CluMPS lacks much analysis of how it performs on real-world
programs. The concept of separating memory allocations into local and shared regions
is promising, but the next step is to see how it applies to actual patterns of memory

allocation and sharing.

8.2 Future Work

8.2.1 Tagged C Compiler

A compiler for Tagged C would be a massive step forward in usability. Not only
would it allow for larger programs and more efficient execution, it would be useful for

experiments in linking Tagged C with assembly code.

Scaling The current Tagged C interpreter is not well-suited for running large or
expensive programs. It has limited support for a few standard library functions, each
of which is hand-coded in Ocaml. All other library functions must be combined with
the program in a single file. This will not scale well to larger, more realistic programs.

A compiled Tagged C will be more efficient, even without hardware tagging, and would
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support multiple compilation units. This would allow programs to link with other

libraries written in C.

Assembly Linking When all tagging happens at the assembly-level, the assump-
tion is that all assembly code follows the same rules, but unknown linked code lacks
instruction tags designating security-relevant operations such as calls and returns.
This makes it hard to reason about policies like stack safety that depend on those
labels.

Tagged C’s semantics naturally cannot model the behavior of arbitrary assembly
code, so reasoning about such a system at the source level requires making assump-
tions about how “external” code interacts with tags. For example, when considering
a memory safety policy, it is reasonable to assume that external code can only access
memory if it has first recieved a value tagged with that memory’s color. But Tagged C
cannot make this claim directly. Compiled programs could be tested to give empirical

evidence that such assumptions actually do hold.

Feasibility A simple, non-optimizing, unverified compiler from Tagged C to PIPE-
enhanced assembly code would be a straightforward but non-trivial project. The
general technique for compilation has already been established [16]. A verified opti-
mizing compiler would only be feasible by reusing the CompCert compilation chain
and would easily be multiple person-years of work to amend the proofs to take tags
into account. Verification would be very important, however, to ensure that opti-

mizations cannot subvert the policy.
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8.2.2 More Policies and Proofs

The three families of policies discussed in this dissertation cover a good range of

desirable policies, but here are some areas that would be interesting to study further.

Information Flow Proofs Information-flow policies come in many shapes and
sizes, and there is a massive body of literature on the non-interference-based speci-
fications of various kinds. This dissertation has focused on memory-related policies,
but a good candidate for the next policy to verify would be some kind of information
flow policy.

In particular, a “heap-address leak” policy as discussed in Naaktgeboren et al.
would be interesting [59]. Randomizing the layout of memory is a common defensive
technique for making code harder to exploit, but it can be overcome if an attacker is
able to deduce the position of the heap. An information-flow policy that marks heap
pointers (as opposed to their contents) as secret could detect when such a leak occurs.
This is an interesting area to study: it differs from standard secure information flow in
key ways. In SIF, addresses are not normally secret, though they can become tainted
indirectly. In scenarios where an address is secret, however, its contents should also
be treated as secret. But preventing heap-address leaks means treating addresses as

secret while allowing their contents to be freely accessed and possibly released.

Type Confusion Type confusion covers a range of relatively subtle attacks. In
C, values in memory do not have types as such; the pointer that stores or loads
such a value has a type that determines implementation details such as how many

bytes should be read. By storing a value through a pointer to a type larger than
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the allocated block, type confusion has the potential to lead to memory corruption.
These attacks should mostly be caught by existing memory safety policies, but it
would be worth exploring such attacks in more detail to determine if any are missed.
If needed, a type-safety policy could dynamically track the effective types of values

in memory and enforce a stricter type safety than C normally does.

Substructural Memory Safety Another longer-term goal is to write memory
safety policies that protect the fields within a struct, not just the struct itself. As
noted in Section this will not be possible with heap memory for the time being,
because of limitations in malloc. It might be feasible to write a substructural safety
policy for just the stack, however, because stack-allocated objects have fixed types
that are known at allocation type. That type information can inform the initial
tagging of the objects, giving different tags to different fields and then protecting
them from internal overflows.

The fundamental challenges of substructural memory safety extend to other con-
texts as well. Consider a block of memory that contains a union of types whose sizes
differ. When one of its smaller fields is assigned to, every byte outside of the extend
of that field becomes invalid. But it is not obvious how we can protect those invalid
bytes with tags, because they are outside the bounds of the store operation that made

the change. This is a challenging area that deserves further study.
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8.2.3 Pointcut Language

Runtime verification systems that use pointcuts to specify their behavior tend to focus
more on their external behavior, while Tagged C is focused on the internal operations
of the program. It could be interesting to combine the two, perhaps using pointcuts
in the style of Havelund et al. [36] as a way of designating certain points in the code
to have different tag behavior, or using tags to inform the actions to be taken at
a particular pointcut. The latter would be great for information flow policies: use
pointcuts to designate the security levels of output channels, and tags to track the

levels of the data that they might output.
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