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Extensive recent research has shown that it is surprisingly easy to infer Amazon Alexa voice commands over their network
traffic data. To prevent these traffic analytics (TA)-based inference attacks, smart home owners are considering deploying
virtual private networks (VPNSs) to safeguard their smart speakers. In this work, we design a new machine learning-powered
attack framework—VoiceAttack that could still accurately fingerprint voice commands on VPN-encrypted voice speaker
network traffic. We evaluate VoiceAttack under 5 different real-world settings using Amazon Alexa and Google Home. Our
results show that VoiceAttack could correctly infer voice command sentences with a Matthews Correlation Coefficient
(MCC) of 0.68 in a closed-world setting and infer voice command categories with an MCC of 0.84 in an open-world setting
by eavesdropping VPN-encrypted network traffic data. This presents a significant risk to user privacy and security, as it
suggests that external on-path attackers could still potentially intercept and decipher users’ voice commands despite the
VPN encryption. We then further examine the sensitivity of voice speaker commands to VoiceAttack. We find that 134 voice
speaker commands are highly vulnerable to VoiceAttack. We also present a defense approach—VoiceDefense, which could
inject inject appropriate traffic “noise” into voice speaker traffic. And our evaluation results show that VoiceDefense could

effectively mitigate VoiceAttack on Amazon Echo and Google Home. 1.
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1 INTRODUCTION

A smart speaker is a voice-activated Internet of Things (IoT) device, within which is a virtual smart assistant
that can help people with everyday tasks. These tasks could include playing music, making appointments and
controlling other IoT devices in the house. Another example, Amazon’s voice speakers use an assistant called
Alexa and when you give voice commands such as “what is the weather like tomorrow?”, Alexa will answer
the question with current location’s weather information. Alexa also supports voice commands that require
web-search responses and third-party enabled Alexa “skills” [2]. Most of the skills available on the Amazon Skill
Store are developed by third-party developers to extend the capabilities of voice assistants. Smart voice speakers,
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Fig. 1. Traffic volumes produced by Amazon Echo and Google Home for the same command “What’s the weather today?”

such as Amazon Echo and Google Home, are increasingly deployed in smart homes for automation. The global
volume in the smart voice speakers segment was forecast to continuously increase between 2024 and 2028 by in
total 108.2 million pieces (~47.56%) [43].

Extensive recent research [1, 11, 24, 30, 49] has shown that it is surprisingly easy to fingerprint simple voice
commands using network traffic data of Amazon Alexa and Google Home. The most recent work [30] has
presented that Amazon Alexa voice commands can be fingerprinted with ~93% accuracy, indicating a serious
passive and local adversarial attack on smart speaker user privacy. Another work [1] has shown that they actually
could achieve the accuracy of 70~80% when fingerprinting fine-grained user activities. However, these approaches
often assume ideal smart home settings. For instance, recent approaches [11, 24, 30, 49] typically focused on local
adversaries in their threat models when designing their systems. In the work [24], the authors assumed they
have knowledge of the starting and ending times of each smart speaker traffic trace, as well as the source and
destination IP addresses of each network traffic packet. In another work [49], the authors assumed local attackers
know the model of a smart speaker, and also the IP addresses of the smart speaker and its remote voice servicing
server. Although the most recent work [1] considers both local and external attack scenarios in their system
design, the proposed approach depended on precise detection of voice invocation traffic flows, which can be
challenging to achieve when a smart home has multiple IoT devices operating simultaneously. In real practices,
attacks mentioned above proves challenging in real-world smart home environments, especially those protected
by VPNs where only encrypted traffic is accessible. The precise timing and “pure” patterns of voice speaker traffic
necessary for designing such fingerprinting attacks are not readily obtainable under these conditions.

We consider a practical setting where home owners could deploy virtual private networks (VPNs) to safeguard
their smart speakers. Thus, adversaries are not necessarily to be local and do not have access to the exact time
when and what activities are active on smart speakers. Unlike prior works, we do not assume attackers know
the source and destination IP addresses of smart speakers and their remote service providing servers. Figure 1
illustrates the VPN encrypted traffic rate traces of Amazon Alexa and Google Home, with each command repeated
three times by users. Our key insight is that user voice commands might exhibit distinct network traffic patterns
and are already embedded in their (encrypted) outgoing/incoming network traffic data. These voice commands can
potentially be inferred or recovered through advanced traffic analysis (TA) techniques, such as machine learning
(ML) or deep learning (DL)-powered fingerprinting attacks.
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To this end, we are answering these two questions: (1) “Can we design a new fingerprinting attack that could
infer voice commands across different voice platforms via only VPN-protected smart voice speaker network traffic
traces under read-world settings?”; (2) “Can we further design a new proof-of-concept approach that could potentially
and effectively prevent this new fingerprint attack?”. To address these questions, we design a new ML/DL-powered
attack framework—VoiceAttack that could still accurately fingerprint voice commands on VPN-encrypted voice
speaker network traffic. In doing so, we are making the following contributions.

Challenges. We first explore and emphasize the key challenges in designing our new fingerprint attack—
VoiceAttack that could accurately fingerprint voice commands via VPN-encrypted traffic.

System Design of VoiceAttack. We present the design of VoiceAttack, which could accurately fingerprint voice
commands via VPN-encrypted voice speaker network traffic. VoiceAttack leverages a deep learning (DL) model
to gather and preprocess VPN-encrypted voice speaker network traffic datasets for training. Next, VoiceAttack
employs a novel smart speaker detection model and machine learning (ML)-enabled traffic filtering model to
automatically distinguish between different smart voice speaker models based on their respective network traffic
patterns. Following this, VoiceAttack implements an new Long short-term memory (LSTM)-based fingerprinting
attack with exceptional precision at both the sentence and category levels of voice commands. This attack
accurately categorizes and identifies voice commands, revealing sensitive information about the user’s voice
interactions with their smart voice speakers.

Implementation and Evaluation. We implement VoiceAttack using the most widely used programming
language—Python. To assess and benchmark VoiceAttack, we conduct evaluations under 5 different real smart
home deployments. Our results show that VoiceAttack could correctly infer voice commands sentences with
MCQC as of 0.68 in closed-world setting and infer voice commands categories with an MCC of 0.84 in open-world
setting by eavesdropping VPN-encrypted network traffic, respectively. This presents a significant risk to user
privacy and security, as it suggests that external on-path attackers could still potentially intercept and decipher
users’ voice commands despite the VPN encryption. We then further examine the sensitivity of voice commands
to VoiceAttack. We find that 134 commands highly vulnerable to VoiceAttack. We also present a proof-of-concept
defense approach—VoiceDefense, which could effectively mitigate TA attack accuracy by ~ 50%.

Releasing Datasets. Our new approaches to benchmark TA attacks and their defenses for smart voice speakers
are quite general, and could be applied to address similar user privacy issues of other IoT devices or in other
domains. We released the datasets of VoiceAttack to IoT research communities on our lab GitHub page [46].

2 BACKGROUND AND RELATED WORK
2.1 Overview of Smart Voice Speaker System

Smart voice speakers (e.g., Amazon Echo, Google Home, Bose Smart Speaker, Denon Home Speaker, Harman
Kardon Astra Speaker, Edifier Wi-Fi Speaker) typically have built-in voice assistants, such as Amazon Alexa or
Google Home, providing user interactive features. The Alexa voice commands can be categorized into built-in
commands and skills-enabled commands. Built-in commands are the voice commands that are directly processed
by Amazon’s Alexa Service. For instance, as shown in Figure 2, a user can ask Amazon Alexa the built-in
command—“What is the weather today?”. The Amazon Alexa will then transmit the audio command to the
Amazon Alexa Servicing Server. The Alexa service contains various services, including Weather, Wikipedia,
Time, and others. For a weather request, the service accesses the built-in weather information. There, the server
prepares the request for “weather information” at the user’s location and responds to the user. Another example,
the users may ask some “skills” related voice commands. When the user issues the command “Turn on the
master bedroom light,” Alexa forwards the audio command to their remote Alexa service server. The server
communicates with the Alexa Skills server, which functions as the marketplace for skills where third parties
develop the majority of the available skills in the Amazon Skill Store. These skills are designed to enhance and
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Fig. 2. Overview of Amazon Alexa Service.

expand the capabilities of the voice assistant. Eventually, the feedback control commands are transmitted via the
device cloud to the light switch, instructing it to turn on the light.

2.2 Threat Model

As shown in Figure 3, we are broadly concerned with the ability of external adversaries (e.g., Internet service
provider, on-path network observers, manufactures, cloud storage providers, and their third-parties) to fingerprint
voice commands via VPN-encrypted network traffic traces of smart voice speakers. Note that, unlike the recent
approaches [11, 24, 30, 49], we do not assume we only have local adversaries in their threat models when designing
their fingerprinting systems. Instead, we are focusing on a more practical real-world setting, where adversaries
are on the path from a smart home Internet router to voice speaker servicing servers. Thus, these external
adversaries can only sniff or access VPN-encrypted network traffic rates of smart voice speakers. Unlike prior
works, the adversaries are not assumed to have the knowledge of “internal” metadata, such as IP addresses of the
smart speaker and its remote voice servicing server, original source and destination IP addresses of each network
packet, and starting and ending times of each smart speaker traffic trace.

We assume external adversaries can use any sophisticated TA inference techniques, such as ML, DL, or
other statistical methods to fingerprint voice commands using the recorded voice assistant traffic rates. Thus,
fingerprinting voice commands at both sentence and category levels in these smart homes is considered as an
opposition to smart home users’ privacy preferences. And these potential adversaries may be incentivized to
fingerprint user voice commands from smart speaker network traffic traces where users do not want to share this
privacy-sensitive information with them.

We are concerned with three types of user privacy TA attacks: i) Fingerprinting user voice command sentences.
This includes what voice commands a user has asked and when; ii) Fingerprinting user voice command categories.
This includes what categories a user command belongs to and when. In particular, even if voice commands are
inaccurately fingerprinted, adversaries could still deduce their categories, potentially revealing some sensitive
user information; iii) Fingerprinting user voice command keywords. This includes what keywords or phrases that a
voice command contains and when. This becomes particularly intriguing and potentially “useful” for external
adversaries when sentence-level fingerprinting fails. In addition to the above-mentioned short-term user voice
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Fig. 3. Overview of our privacy threat model.

Table 1. Comparison of recent smart speaker fingerprinting systems

Command Adversary Targeted

Reference Platforms Categories Type Traffic Detection
Kennedy et al. [24] Alexa, Google Simple Local Filtered Activity
Wang et al. [49] Alexa, Google Simple Local Filtered Activity
Ahmed et al. [1] Alexa, Google, Siri  Simple, Skills Non-local  All, Aggregated Invocation
Charyyev et al. [11] Alexa Simple Local Filtered Activity
Mao et al. [30] Alexa Simple Local Filtered Activity
Ours Alexa, Google Simple, Skills ~ External  All, Aggregated  Activity

commands fingerprinting, adversaries may infer more comprehensive and longer-term user sensitive activities,
such as whether a household has a baby, and whether they go on vacation on weekends.

Attack Scenario #1: Fingerprinting user sentence-level voice commands. To fingerprint user sentence-level voice
commands, an external Internet on-path adversary intends to acquire the voice assistant network traffic data,
and leverage ML- and DL-based traffic analysis (TA) attacking approaches to fingerprint the voice commands
that are embedded in the traffic traces. This fingerprint attack could result in user sensitive information leakage.
Attack Scenario #2: Fingerprinting user category-level and keyword-level voice commands. In addition to the prior
attack scenario, an external adversary could also use advanced ML or DL techniques to develop a fingerprinting
attack that could infer the categories and keywords of user voice commands via VPN-encrypted smart speaker
network traffic traces.

2.3 Related Work

Although there has been relatively less emphasis on fingerprinting voice commands from smart speakers, there
is a recently growing interest [1, 11, 24, 30, 49] in this area. Meanwhile, there is a substantial body of work
dedicated to enhancing the fingerprinting of website network traffic and IoT device activities. We classify them
into three categories, including fingerprinting website traffic, fingerprinting IoT devices, and fingerprinting voice
commands.

Fingerprinting Website Network Traffic. There are significant works [13, 14, 17, 28, 34, 48, 58] in fingerprinting
website traffic using statistical models or ML models. Researchers showed it is feasible to infer user website
visiting history by analyzing the network traffic generated by user website accessing. However, voice command
traffic contrasts notably with website visiting traffic. Voice command data tends to be sparser and of shorter
duration. Unlike browsing websites, where data flow is more continuous, voice commands of smart speakers
consist of brief bursts of traffic flows.

Fingerprinting IoT Device Activities. People have also been developing new approaches to identify IoT device
activities using their network traffic traces [4, 16, 20, 40, 44, 47, 53]. In the work [4] and [16], the authors proposed
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an approach that leveraged ML models such as feed-forward neural network (FFNN), long short-term memory
(LSTM), and support vector machine (SVM) techniques to recognize users’ activities of daily living (ADL). In
the work [20], Hafeez et al. presented a semi-supervised learning to distinguish between malicious and benign
device behaviors using network traffic generated by IoT devices. Shahid et al. [40] designed a Random Forest
classifier based approach to recognize the type of IoT devices by analyzing their outgoing and incoming traffic
packages. Wan et al. presented a model to profile diverse user activities with distinct IoT device event sequences,
which are extracted from smart home network traffic based on their TCP/IP data packet signatures [47]. Xue et
al. [53] proposed an approach to infer user activity patterns from a sequence of device events by deterministically
extracting a small number of representative user activity patterns from the sequence of device events. Most of
these approaches either rely on access to detailed network traffic header metadata or depend on the sequential IP
packets and intervals to fingerprint user activities. However, these approaches cannot be simply applied to our
research problem here, as such “perfect” data are not available in VPN-encrypted voice speaker traffic rates.
Fingerprinting Voice Commands of Smart Speakers. Kennedy et al. [24] introduced a passive voice command
fingerprinting attack on smart home speakers. Their work demonstrated that a passive attacker, who can only
eavesdrop encrypted traffic between a smart home speaker and a cloud server, can use ML models to infer users’
voice commands and compromise the privacy of voice assistant users. Their experimental results on an Amazon
Echo using a dataset of 100 common voice commands suggested that voice command fingerprinting attacks can
correctly infer 33.8% of voice commands by eavesdropping on encrypted traffic in a closed-world setting. Wang
et al. [49] implemented proof-of-concept attacks by leveraging deep learning model in an open-world analysis.
Their experimental results indicated disturbing privacy concerns on voice assistant network traffic data. Their
attacks can correctly infer voice commands over encrypted traffic with 92.89% accuracy on Amazon Echo on a
closed-world setting. Charyyev et al. [11] proposed a method that utilizes the network traffic of the speakers
to fingerprint the voice commands of users without a need for extracting traffic features with ML algorithms.
Their approach correctly inferred 42% of voice commands while ML models inferred 22% to 34%. Mao et al. [30]
developed a new DL model using time-series related features (e.g., direction, time, and size of packets of smart
speaker network traffic traces) to improve the attack accuracy on the same dataset to 93.36%. Ahmed et al. [1]
presented a new taxonomy of fingerprinting voice commands on the voice assistants. They first detected the
invocation/activation of voice assistants followed by what specific voice command is issued. Their results have
shown that it is possible to detect when a voice assistant is activated with 99% accuracy and then utilize the
subsequent traffic patterns to infer more fine-grained user activities with around 77~80% accuracy.
Observation. As shown in Table 1, prior works [11, 24, 30, 49] mainly focused on local adversaries in their
approaches. Specially, the approach in [24] assumed that the attacker knows which type of smart home speaker a
user has (e.g., whether it is an Amazon Echo or a Google Home). They also assumed that the attackers know
the source and destination of packets by observing packet headers. The work [49] further assumed the local
eavesdropper can observe and use IP address of a smart speaker to filter out the “pure” smart speaker traffic
traces. That being said, their research relies on the availability of IP addresses, which are only accessible to
local adversaries, to separate traffic traces. Prior works [11, 24, 30, 49] leverage the activities or patterns that
are embedded in the speaker traffic metadata and traces to fingerprint voice commands. In contrast, the most
recent work [1] uses “invocation” traffic spikes. This notable work [1] relaxed the strict assumptions by initially
detecting invocation commands (e.g., Hi Alexa”). They then trimmed the network traffic immediately following
these invocation commands for fingerprinting. Prior works [11, 24, 30, 49] mainly considered the simple built-in
voice commands and skill-enabled commands fingerprinting are not fully evaluated. Existing approaches have
not been fully evaluated in VPN-encrypted voice speaker scenarios.

Insight. Although prior research has made significant efforts to explore the severity of fingerprinting voice
commands, these approaches have not been considered or evaluated in practical environments where users
deploy VPN to protect their traffic. Additionally, they may not account for scenarios where users have multiple
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interleaving IoT devices online, leading to potential noise from other devices existing in smart speaker traffic.
Specifically, invocation commands used by the most recent work [1] may become unreliable and inaccessible
from VPN-encrypted voice speaker traffic. Prior works [11, 24, 30, 49] assumed the access to traffic metadata,
which can only be sniffed by local adversaries, to build their fingerprinting approaches. In our real-world setting,
we focus on external adversaries who only have access to network rates. They do not have access to the detailed
metadata assumed in prior works [11, 24, 30, 49]. Unlike many prior works assume attacker are given the model of
the targeted voice speaker, a new fingerprinting approach could automatically recognize the smart speaker model
is necessary. These valuable insights will guide the design, implementation, and evaluation of our proposed
fingerprinting system— VoiceAttack.

3 CHALLENGES

VPN-encrypted Speaker Traffic. We focus on a real-world setting where users are free to utilize encryption
techniques, particularly VPNs, to conceal their voice speaker traffic data. External on-path adversaries can
only observe the VPN-encrypted traffic rate volume traces of smart speakers. Thus, many existing approaches,
which assume detailed access to traffic metadata, including voice speaker IP addresses, source and destination IP
addresses or domains of traffic packets, model information, accurate invocation commands, etc., will not work in
this scenario. To address this challenge, we extract a wide set of principal features that could distinguish different
voice commands using the VPN-encrypted traffic rates.

Traffic “Noise” from Other Devices. Another challenge is the potential “noise” from other “interleaving” device
traffic. In real-world settings, there may be sometimes multiple active devices using Internet traffic simultaneously.
Another recent research [55] showed that among 72,370 IoT traffic spikes, 15.19% have significant aggregation
due to the interleaved IoT device usages in 34-day traffic traces of four smart homes. This could bring some
noise into voice speaker traffic rates. Prior works either did not consider this situation or leveraged internal
IP addresses which are mostly inaccessible in real-world settings to filter out the “pure” voice command traffic
traces. To overcome this challenge, we design a new ML-enabled traffic filtering algorithm to automatically detect
voice speaker model and also obtain voice speaker command traffic.

Missing Similarity and Sensitivity Analysis. Prior approaches have examined their efficiency using different
metrics. One missing in understanding the fingerprint accuracy of voice commands is the analysis of similarity
and sensitivity. To address this issue, we propose to comprehensively evaluate the performance of fingerprinting
voice commands at both the sentence, category, and keyword levels. We also examine the effect on fingerprinting
accuracy of semantic similarity or relatedness of different voice commands.

4 DATA COLLECTION
4.1 VPN-encrypted Speaker Traffic Collection

Figure 11 illustrates the design of our traffic data collection module.

Voice Command Dataset Preparation. To prepare the voice command datasets, we leverage the voice command
categories listed on the Amazon Alexa official website [3]. We compile 10 voice commands for each category,
resulting in the collection of 200 voice commands for each voice speaker platform. These datasets consist of
basic and skills voice commands of Alexa and Google Home. These textual voice commands are converted into
audio files using the Coqui TTS pre-trained text-to-speech (T'TS) conversion model [45]. The TTS synthesis is
performed using the tacotron2-DCA model from Coqui Al trained on the L] Speech dataset.

Note that when building our testbed to collect voice speaker commands, we had already accounted for user
accents and background noise. The TSS models we used are capable of mimicking voice commands from diverse set
of users. Additionally, we collected voice command traffic data from real smart home and building environments,
where background noise was naturally present. Regarding speech rates, our current setup issues voice commands
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Fig. 4. The operational pipeline of our VoiceAttack system.

at random intervals to Alexa and Google Home remote servers. This approach ensures that sessions remain
active and are not prematurely terminated due to the connection limit policies of the voice assistant servers.
Furthermore, our evaluation revealed that incoming traffic, generated by smart speaker servers and directed to
the speakers, demonstrates significant vulnerability to our newly proposed attack. As part of our future work,
we plan to follow the Institutional Review Board (IRB) process at our institution and expand the dataset by
integrating more TTS models and collecting additional voice commands from real human users.

Raw Traffic Trace Capturing. We first configure Raspberry Pi 4 Model B to operate as a VPN-enabled router
running on OpenWRT. We then use another Raspberry Pi 4 Model B with a speaker to play all the collected auto
files from the previous step. We employ tcpdump on the VPN router to collect both incoming and outgoing traffic
generated by the invocation of voices speakers. We leverage an open-source library—SoundDevice [42] to detect
silence level of voice speakers and thus proactively terminate a traffic trace recording process. This “silence”
indicates that a complete interactive session between the voice speakers and their remote serving servers has
concluded. To ensure the quality of our data collection, we repeat voice command 200 times.

Traffic Data Cleaning from Outliers. During our data collection process, we observe some outlier data points
caused by various factors such as Internet connection failures, delayed responses, or instances where the audio
command was not recognized correctly for voice assistants (e.g., “audio is not intended for Alexa”). To ensure
only valid and relevant traffic data was collected into our datasets, we leverage the custom web crawler to extract
the textual content of each response from the voice speaker activity history.

5 SYSTEM DESIGN

Figure 4 depicts the pipeline of our new voice command fingerprinting framework— VoiceAttack.

5.1 Voice Speaker Network Traffic Detection

As discussed in Section 3, the first challenge is the potential noise from other interleaving IoT device traffic. In
real-world deployments, there may be scenarios where multiple active devices are simultaneously using Internet
traffic. To address this issue, we first design a new ML/DL enabled traffic detection module to automatically
obtain voice speaker command traffic and thus detect the voice speaker model (either Amazon Alexa or Google
Home). There is not significant research in IoT VPN-encrypted traffic detection area. The most relevant ones are
the recent work [26] and netmeter energy data disaggregation works [8, 23, 25, 56, 57] in Non-intrusive Load
Monitoring (NILM) community.

The goal of our network traffic detection is to provide accurate individual IoT device traffic estimates based on
the VPN-encrypted whole-house IoT network traffic consumption. We are highly motivated by above mentioned
related works, and we also benchmark and tailor the major disaggregation algorithms in NILMTK framework [6].
Figure 5 demonstrates the comparison results when applying different disaggregation algorithms on the same
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Fig. 5. The performance of traffic detection methods.

aggregated network traffic data. These disaggregation methods include Windowed Gated Recurrent Unit (Win-
dowGRU) [25], Denoising Autoencoder (DAE) [29], Long Short-Term Memory (LSTM) [19], Sequence-to-Point
(Seq2Point) [56], Sequence-to-Sequence (Seq2Seq) [23, 56], and Combinatorial Optimization-based methods
(CO) [7].

We find that show that the LSTM-based approach yields the lowest Mean Absolute Percentage Error (MAPE),
demonstrating the highest accuracy in voice speaker traffic detection. In particular, the MAPE results of LSTM-
based disaggregation approach exhibit only marginal changes as the amount of “noisy” IoT devices increases
from 1 to 25. In contrast, some disaggregation models such as WindowGRU, Seq2Point, and Seq2Seq exhibit
higher MAPEs, primarily due to their dependence on static sliding window sizes, which restrict their ability to
adapt to varying durations of traffic motifs. As a result, these models could not perform well to capture traffic
patterns effectively when traffic motifs have different durations, making it harder to distinguish individual device
traffic rate. Similarly, DAE and WindowGRU-based disaggregation approaches could not accurately separate
overlapping IoT device network traffic, particularly in those periods when multiple IoT device traffic spikes are
interleaving. DAE could reduce noise in encrypted network traffic but does not learn the sequence of network
activity, making it difficult to differentiate between simultaneous traffic flows. CO-based methods work well in
structured settings such as “on”, “standby” and “off”, but they could not generalize when traffic patterns exhibited
high variability and varying durations.

Additionally, we observe that LSTM consistently outperforms other models across different types of encrypted
traffic rates, demonstrating its effectiveness in real-world IoT network environments. Unlike fixed-window
models, LSTM could dynamically adjust to traffic variations, allowing itself to capture long-term dependencies
without being constrained by a predefined input window size. This flexibility enables LSTM-based approaches
to track device-specific traffic patterns more effectively, even in scenarios with multiple active IoT devices and
fluctuating network traffic rates. Figure 6 illustrates the tailored LSTM traffic detection results when Amazon
Alexa and other five IoT devices become online simultaneously. Thus, we select LSTM as our traffic detection
approach for our VoiceAttack framework. Note that the detection algorithms in our system design are orthogonal
to new approaches and models. Detecting the voice speaker model becomes trivial once we acquire the“pure”
network traffic traces. The algorithm for network traffic disaggregation is established in Algorithm 1.

5.2 Voice Speaker Traffic Preprocessing

Unlike browsing websites or other IoT device traffic, where traffic flow is more continuous, voice commands of
smart speakers consist of brief/sharp bursts of traffic flows. To capture the features embedded in these sharp and
short traffic flows, we then preprocess our voice command network traffic traces. Our data preprocessing process
is systematically divided into four stages, each designed to refine traffic data for later principal feature extraction.
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Algorithm 1: Traffic Disaggregation
Input: VPN Encrypted Traffic V
Output: Per-device Traffic Rate S
Data: Traffic Volume V, Pre-trained LSTM Models LSTMp for Each Device
1 Normalize traffic volume V
Segment V into windows of size W
for each device D; in D do
L Train LSTMp, on labeled traffic from D;
5 for each traffic window W; inV do
for each device D; in D do
L Compute Probp, = LSTMp,(W;)
8 Assigned_Device « arg max(Probp)
9 Traf fic_Rate <« Compute_Rate(W;)
10 S[Assigned_Device] « S[Assigned_Device] + Traf fic_Rate

oW N

N

e Trimming: Initial segments of the traffic, typically the first 0.5 to 1 second, are primarily invocation commands
and thus distill the data to the most informative segments for fingerprinting.

e Resampling: To reconstruct the intrinsic patterns embedded in the traffic traces more effectively, we resample
the traffic data at intervals of 0.1, 0.2, 0.5, and 1 second. This process is critical for aligning temporal variations
to a standard time-series framework.

e Filtering: The traffic traces undergo a filtering process. Traffic flows are bifurcated into incoming flows (from
cloud servers to smart speakers) and outgoing flows (from smart speakers to cloud servers), thus segregating
the data for focused examination.

e Standardization: The principal features are often recorded using different measurement units. To address
this issue, we leverage standard scaling, min-max scaling, and Box-Cox transformation to further process our
training dataset.

5.3 Principal Traffic Feature Extraction

We then identify and extract the principal features from the clean voice speaker traffic. Firstly, we empirically
identify the potential candidate principal features from the voice speaker traffic. Then, we employ Principal
Component Analysis (PCA) to extract the principal features from these identified potential features. The multi-
dimensional candidate features we learn from prior works may come from six different categories, including Basic
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Table 2. Categorization of Features for Traffic Data Preprocessing.

Category Features

Basic Statistics Mean, Standard Deviation, Median, Mean Absolute Deviation, Skewness, Kurtosis,
Duration

Fourier Transform FFT Mean, FFT Standard Deviation

Spectral Features Spectral Centroid, Spectral Entropy, Spectral Rolloff, Spectral Flux, Spectral Flatness,

Spectral Kurtosis, Spectral Skewness

Energy and Power RMS, Signal Magnitude Area (SMA), Total Harmonic Distortion (THD), Signal-to-
Noise Ratio (SNR), Signal Energy

Time Series Analysis Autocorrelation, Crest Factor, First Difference Mean, First Difference Variance, Cumu-
lative Sum, Smoothness, Number of Peaks, Waveform Length

Distribution Entropy, Entropy of Energy, Entropy Packet Distribution (EPD), Max Autocorrelation
Peak (MAP)

Statistics, Fourier Transform Results, Spectral Features, Energy and Power, Time Series Analysis, and Distribution
Characteristics. Our basic statistics include the mean, standard deviation, median, mean absolute deviation,
skewness, kurtosis, and duration. Our Fourier transform features include FFT mean and FFT standard deviation.
Regarding spectral features, we mainly consider spectral centroid, entropy, rolloff, flux, flatness, and kurtosis. We
then apply energy and power-related metrics as our features, such as root mean square (RMS), signal magnitude
area (SMA), total harmonic distortion (THD), signal-to-noise ratio (SNR), and signal energy. Since voice speaker
traffic is described in time-series data format, we also use autocorrelation, crest factor, first difference mean,
first difference variance, cumulative sum, smoothness, number of peaks, and waveform length to capture the
relationship between time-series traffic and voice commands. Lastly, we also leverage distribution metrics,
including entropy, entropy of energy, entropy package distribution (EPD), and max autocorrelation peak (MAP).
Totally, we have empirically identified 31 features as the potential principal features.

Figure 7 illustrates the relationship between these five important traffic features. Some features exhibit high
correlation with others. For instance, “sma” exhibits a linear relationship with “sd_dev”, while the “entropy of
energy” and the “spectral entropy” demonstrate a strong linear correlation. Therefore, we cannot simply feed
these features directly into our fingerprinting models, as they might lead to overfitting. To address this problem,
we leverage principal component analysis (PCA) which simplifies the complexity in high-dimensional data while
retaining trends and patterns. In addition, PCA provides dimensionality reduction that has been used to optimize
the training time and solve part of the overfitting problem. We employ PCA to automatically learn the principle
features for voice command fingerprinting. When applying PCA on our voice command datasets, the input
is the whole dataset ignoring the binary class labels. PCA computes the covariance matrix, and eigenvectors
and corresponding eigenvalues. Finally, we transform our samples onto their new subspace. As illustrated in
Figure 8, we find that starting from 25 components, the PCA’s cumulative explained variance is close to 100%,
and individual explained variance is approaching 0% simultaneously. That said, our approach is able to reduce
feature dimensions from 66 (combined incoming and outgoing) to 25 while preserving most of the traffic feature
information. We use the 25 principal components as the inputs for our voice command fingerprinting models
which will be discussed next.

ACM Trans. Sensor Netw., Vol. 37, No. 4, Article 111. Publication date: August 2024.



1112 .

spectral_entrop'

sma

_of_energy

entropy

std_dev

autocorrelation

spectral_entropy sma entropy_of_energy std_dev autocorrelation

Fig. 7. The correlation matrix of different traffic features.

Explained Variance by Different Principal Components

100} . cumulative Explained Variance X ’ 4% . B 99.3%

mm Individual Explained Variance

80.0

84.2

£ o o0
(=] (=] k=]

o
(=]

Explained Variance Ratio (%)

,.
o
£
FS
w
g
@
2
£
in

%1.3%1.2%1.2%1.1%0.9%0.8%0.8%0.7%:0.6%0.5%0.4%0. 3%0.3%0.2%0.2%
10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25
Principal Components

~l
:nI'
of

Fig. 8. The illustration of the explained variance ratio of principal components.
5.4 Command Fingerprinting Model Selection

Our next step is to build our new voice command fingerprinting model to infer the voice commands using the
learned principal traffic feature set. We focus on selecting the optimal ML/DL classifier that could yield the
best accuracy for voice command fingerprinting. We investigate the most widely used ML/DL models in prior
fingerprinting related works, including Long short-term memory Long Short-Term Memory (LSTM), Multi-Layer
Perceptron (MLP), Random Forest, Extra Trees, Logistic Regression, Support vector machines (SVMs), Extreme
Gradient Boosting (XGBoost), Decision Tree, k-nearest neighbors (KNN), and Naive Bayes. In particular, we also
benchmark the different kernels for SVMs, including linear, linear passive-aggressive, linear ridge, polynomial
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Fig. 9. The comparison results of different voice command fingerprinting models.

with 1~10 degrees, and radial basis function (RBF). In addition, we also fine-tune the tree-based models (e.g.,
Random Forest, Decision Tree, Extra Tree and XGBoost) to ensure we are reporting the best performance for
those ML approaches.

Fingerprinting voice command at sentence-level. The results in Figure 9 show that the LSTM classifier
yields the best MCC as ~0.7 when fingerprinting voice command at sentence level, which is two times better
than the Naive Bayes classifier. Unsurprisingly, LSTM reports the best accuracy. LSTM has been very successful
in the literature, especially when working with sequences of words and paragraph datasets, particularly those
represented as time series data format. MLP reports decent but suboptimal results and is often used as a baseline
point of comparison to benchmark other models that may appear better suited for the research problem. Note that,
although other ML models yield lower accuracy, their performance on fingerprinting user voice commands at the
sentence level is still better than prior work [24], where their inference accuracy is 33.8% on non-VPN-encrypted
voice speaker traffic. This is mainly due to the more significant and efficient extraction process of our principal
features. The results have shown that user voice commands are embedded in their network traffic rate traces
and could be revealed by a well-performing traffic inference fingerprint attack. Figure 10 illustrates the detailed
structure of our LSTM classifier.

Fingerprinting voice command at category-level and topic-level. Furthermore, our framework also supports
more precise voice command fingerprinting, such as category-level and keyword-level. The insight lies in the fact
that while we may not always be able to perfectly fingerprint voice command sentences, we can still deduce their
categories and topics. This is because the semantic similarity between the groundtruth and predicted commands
could be significant. To do this, we train a LSTM model using the Amazon recommended 20 categories. We also
train another LSTM-powered classifier to fingerprint voice command topics.

5.5 Command Similarity & Sensitivity Analysis

Prior approaches have examined their results using different metrics and one big missing in understanding the
fingerprint accuracy of voice commands is the analysis of their similarity and sensitivity. To this end, we are
answering the question: “Why are we able to effectively fingerprint some voice commands while struggling with
others?”. We look into this question using semantic relatedness/similarity algorithms, including the Wu & Palmer
measure (WUP) [52], the Resnik similarity (RES) [38], the Lin measure (LIN) [27] and the transformer-based
Sentence-BERT model [37] to capture deeper contextual semantics. We can analyze the correlation between
these relatedness metrics and the prediction outcomes of our fingerprint attacks to assess the attack results. To
reflect this insight on our voice command fingerprinting accuracy, we also report Top-k voice command inference
results. Top-k accuracy classification score aims at computing the number of times where the correct “label” is
among the top K labels predicted (ranked by predicted scores) by a classifier.
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Fig. 11. The overview of our voice command collection prototype.

5.6 Full Stack Benchmarking and Evaluation

Different than prior works, VoiceAttack also provides a full stack benchmarking on system performance us-
ing Matthews Correlation Coefficient (MCC) [31], Mean Absolute Percentage Error (MAPE) [18], and also
comprehensive similarity and sensitivity analysis using semantic relatedness/similarity algorithms, including
WordNet-based measures—Wu & Palmer measure (WUP) [52], Resnik similarity (RES) [38], Lin measure (LIN) [27]
and Transformer-based Sentence-BERT model, specifically al1-MinilLM-L6-v2 model [37]. Each command sen-
tence is embedded using this model, and we compute pairwise cosine similarity and Euclidean distance to capture
deeper contextual closeness even when lexical overlap is minimal. VoiceAttack additionally evaluates training
time and resource overhead for the fingerprinting attack system.

6 IMPLEMENTATION

We implement VoiceAttack using the most widely used programming language—Python. To capture VPN-encrypted
voice speaker traffic traces for our model training, we build a prototype (shown in Figure 11) by using two
Raspberry Pi 4 Model B units, Amazon Echo Dot, Google Home, and a USB speaker. We flash one Raspberry
Pi to playback audio input files and it acts as the “users” to initialize the conversations with the two voice
speakers. We flash the second Raspberry Pi with OpenWrt and configure it as the host device for capturing
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traffic data. In addition, we deploy CyberGhost VPN on this host server. We employ paramiko to establish
secure SSH communications and sounddevice to monitor audio outputs for initiating and concluding network
traffic captures based on audio activity detected from smart speakers. We then further preprocess the captured
traffic traces (represented in . pcap format) by filtering, trimming, and resampling. We implement the system
components of VoiceAttack using widely available open-source frameworks, including NILMTK, Scikit-learn,
and TensorFlow. We leverage standard scaling, min-max scaling, and Box-Cox transformation to preprocess our
datasets. We first use TensorFlow to implement MLP and LSTM. We then use Scikit-learn library to implement all
other fingerprint ML and DL models, including Random Forest, Extra Trees, Logistic Regression, SVMs, XGBoost,
Decision Tree, KNN, and Naive Bayes.

7 EXPERIMENTAL EVALUATION
7.1 Evaluation Scenarios

Scenario 1: Amazon Alexa Voice Command Traffic. This dataset comprises traffic traces captured from
interactions with an Amazon Echo device, encapsulated in .pcap files. It has 200 unique voice commands
categorized into 20 distinct classes, with each class containing 10 specific commands. To ensure balanced data
collection, each command was executed 200 times, resulting in sufficient traffic data for model training. This
dataset is structured to facilitate both sentence-level and category-level fingerprinting.

Scenario 2: Google Home Voice Command Traffic. An identical environment for collecting Google Home data
was configured in another smart home environment. This dataset comprises network traffic traces captured from
interactions with a Google Home voice assistant, encapsulated in .pcap files as well. The voice commands and
category information remain identical to the Amazon Alexa dataset to maintain consistency in our experiments.
Scenario 3 ~ 5: Voice Command Traffic with additional IoT Devices. To demonstrate the effectiveness of
our fingerprinting methods of VoiceAttack, we setup 25 additional IoT devices, including Belkin Wemo Switch,
Sengled Smartbulb, Xiaomi Smart Camera, two Samsung SmartThings Hubs, two Philips Hue Bridges, Raspberry
Pi 3, Eufycam, Dropcam, two Netgear Routers, two TP-Link Smart Plugs, and Netatmo Welcome Camera, Triby
Speaker, Withings Smart Scale, Withings Baby Monitor, Withings Aura Smart Sleep Sensor, Sengled Smart
Lightbulb, Belkin Wemo Motion Sensor, PIX-STAR Photo-frame, HP Printer, and Netatmo Weather Station. This
dataset is then subjected to traffic disaggregation, followed by sentence-level and category-level fingerprinting.
Ethical Consideration for Data Collection. We collected network traffic data using DL models to explore the
severity and extent of user privacy threat from smart speakers. Our long-term goal is to provide system solutions
to enable people to regain the control of privacy leakages through their voice speaker data. We did not collect
data from real individuals. We removed device identifiable information and sampled the datasets. We followed our
institution’s Institutional Review Board (IRB) exempt process.

7.2  Evaluation Metrics

Mean Absolute Percentage Error (MAPE). To quantify the disaggregation accuracy of VoiceAttack, we compute
the MAPE [18], between the ground truth individual IoT device (e.g., Amazon Alexa) traffic consumption and the
VoiceAttack infers over all time intervals t. A lower MAPE indicates higher accuracy with a 0% MAPE being
perfectly aggregated traffic disaggregation.

MAPE:@Zn:|M| (1)

n =0 St

where n describes the duration of traffic disaggregation, S; denotes the per-device groundtruth traffic consumption,
and P; indicates the predicted per-device traffic rate at time t.
Matthews Correlation Coefficient (MCC). We use the MCC [31], a standard measure of a classifier’s perfor-
mance, where values are in the range —1.0 to 1.0, with 1.0 being perfect voice command detection, 0.0 being
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random voice command detection, and —1.0 indicating voice command inference is always wrong. The expression
for computing MCC is below.
TP+*TN —FP+FN

(TP + FP)(TP + FN)(TN + FP)(TN + FN)

()

Wu-Palmer Similarity (WUP). Wu-Palmer [52] is a WordNet-based measure of semantic similarity between
two synsets ¢; and c,. Let LCS(¢y, ¢2) be their lowest common subsumer in the WordNet hierarchy, and depth(-)
the distance from the root. Then:

2 depth(LCS(cy, ¢2))

WUP(cy, = . 3
(er¢2) depth(c;) + depth(c,) )
Larger overlap in hierarchical depth implies higher similarity in our voice command evaluations.
Lin Similarity (LIN). Lin [27] uses information content to evaluate semantic similarity. Define IC(c) = —log p(c),
where p(c) is the probability of encountering synset c in a given corpus. Then:
2IC(LCS(cy, ¢
NG ) = Ao S ten2)) (4)

IC(C]) + IC(Cz) '
Note that, high IC overlap yields high similarity in our voice command detection evaluations.

Resnik Similarity (RES). Resnik [38] proposes:
RES(cy, ¢2) = IC(LCS(cy, ¢2)) = —log p(LCS(cy, ¢2)). (5)

A rarer (more informative) LCS leads to a higher similarity value.

Cosine Similarity. For transformer embeddings or other vector representations x and y, Cosine Similarity is:

. X
Cosine(x,y) = ||x||||};r||' (6)

Values closer to 1 indicate higher similarity.

Euclidean Distance. Another common embedding comparison is the Euclidean distance:

dxy) = [>(xi—yi) 7)

1

A smaller distance signifies that x and y are closer in their vector space.

7.3 Experimental Results

7.3.1 Quantifying VoiceAttack’s fingerprinting performance using different traffic flows. First, we evaluate the
fingerprinting accuracy of VoiceAttack using different traffic flows under 5 different real-world settings, including
incoming traffic, outgoing traffic, and a combination of both, with and without additional IoT devices. Table 3
describes the fingerprinting accuracy when applying VoiceAttack on incoming traffic, outgoing traffic and the
combination of the two, respectively. Unsurprisingly, VoiceAttack yields the best MCC when training on both
incoming and outgoing traffic flows for sentence-level voice command fingerprinting. In addition, VoiceAttack
achieves better accuracy when trained on incoming traffic compared to training on outgoing traffic. We also
find that VoiceAttack yields the MCCs of 0.50 and 0.58 when fingerprinting disaggregated Amazon Alexa traffic,
which is the same as when fingerprinting “pure” Amazon Alexa traffic. In addition, VoiceAttack yields similar
MCCs on disaggregated traffic for both Amazon Alexa and Google Home, regardless of whether there are 5, 15, or
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Table 3. VoiceAttack’s fingerprinting performance under different traffic flows. “In,” “Out,” and “I+O” refer to incoming,
outgoing, and combined traffic, respectively.

Sentence-Level (MCC) Category-Level (MCC)

Traffic Flow In Out 1+O0 In Out I+O

Amazon Alexa 0.5431 0.4928 0.6844 0.6247 0.6065  0.7280
Google Home 0.4814 0.4564 0.5702 0.5697 0.5397  0.6232
Alexa+5 Dev 0.5145 0.4372 0.5870 0.6130 0.5603  0.6782
Google+5Dev ~ 0.3756 0.3925 0.4424 0.4699 0.4988  0.5410
Alexa+15Dev  0.5155 0.4518 0.5883 0.6061 0.5557  0.6867
Google+15 Dev  0.3733 0.4083 0.4529 0.4840 0.4981  0.5549
Alexa+25Dev  0.5293 0.4461 0.6071 0.6208 0.5785  0.7034
Google+25 Dev  0.3780 0.3770 0.4735 0.4864 0.4813  0.5670

25 additional IoT devices. This is mainly due to the fact that incoming traffic is less affected by “user” interactions,
as it is prepared by the voice speaker cloud server. Therefore, incoming traffic is more reliable and easier for us to
fingerprint compared to outgoing traffic. Similarly, we observe that VoiceAttack illustrates the similar “trends”
when fingerprinting voice command at category-level.

Results: VoiceAttack yields the best MCC when training on both incoming and outgoing traffic to fingerprint voice
command at both sentence and category levels. VoiceAttack achieves similarly good accuracy when fingerprinting the
disaggregated voice speaker traffic and “pure” voice speaker traffic. VoiceAttack also achieves better accuracy when
trained using incoming traffic compared to outgoing traffic.

7.3.2  Quantifying VoiceAttack’s fingerprinting accuracy on different granularities of voice speaker traces. We next
evaluate voice command fingerprinting effect on different traffic rates that have different levels of granularity,
such as 1 packet, 0.1 second, 0.2 second, 0.5 second, and 1 second. Note that a voice command traffic may only
last very few seconds in real practices. As shown in Figure 12, as expected, higher granularity results in lower
fingerprinting accuracy in MCC. VoiceAttack’s accuracy only drops marginally on both Amazon Alexa and
Google Home. This is mainly due to the facts that 1) VoiceAttack performs consistently well on voice speaker
traffic traces at different granularities, 2) fewer fluctuations and motifs can be observed in higher resolution traffic
rate traces. When voice speaker traffic rates are becoming coarser, some principal features, such as standard
deviation, variation coefficient and AUC, become less distinguishable and are thus hidden.

Results: VoiceAttack performs consistently well on smart speaker traffic at different granularities. Ranging from 0.1
second to 1 second, VoiceAttack’s accuracy in MCC only drops marginally from 0.68 to 0.67 on Amazon Alexa and
0.57 to 0.5 on Google Home, respectively.

7.3.3  Quantifying VoiceAttack’s fingerprinting performance using different traffic data sizes. Next, we evaluate
VoiceAttack’s fingerprinting performance when varying voice speaker traffic training dataset sizes. Figure 13
illustrates the comparison results of VoiceAttack’s accuracy in MCC when training on different sizes of voice
speaker traffic. As shown in Figure 13, VoiceAttack’s accuracy is a linear function of training data sizes. For
Amazon Alexa, VoiceAttack’s accuracy in MCC increases from 0.58 to 0.68. Similarly, VoiceAttack’s fingerprinting
accuracy on Google Home traffic traces grows from 0.38 to 0.57. This is mainly due to the fact that when
VoiceAttack has access to a larger training data size, we can extract more principal features and thus train a more
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Fig. 13. The comparison results when VoiceAttack training on different data sizes.

accurate fingerprinting classifier. Hence, VoiceAttack demonstrates greater potential when training on larger
datasets is feasible.
Results: VoiceAttack’s accuracy is a linear function of training data sizes. Even with a training data size of only 25%,
VoiceAttack still achieves an MCC of 0.58 and 0.38 on voice speaker traffic traces from Amazon Alexa and Google
Home, respectively.

7.3.4  Quantifying VoiceAttack’s performance on an open-world setting. We also consider an open-world setting to
better understand the severity of our new VoiceAttack in more real practices. We curated an open-world voice
command dataset comprising voice commands observed during VoiceAttack’s training phase and those never
encountered before in its training dataset. We collect fingerprinting accuracy under different scenarios. For the
voice commands that VoiceAttack encountered during its training process, it achieves a MCC accuracy of 0.82
when fingerprinting at sentence-level, indicating consistency with closed-world setting evaluations. For the
voice commands that VoiceAttack never encountered during its training process, VoiceAttack achieves a MCC
accuracy of 0.27 when fingerprinting at sentence-level. Interestingly, VoiceAttack yields the MCCs as of 0.84
and 0.93 at category-level and topic-level. This is primarily attributed to the fact that while VoiceAttack may
not have encountered the entire voice command sentence before, there may be some overlapping category and
topic information of commands included its training dataset. We also find that using only incoming traffic for
fingerprinting, VoiceAttack still could yield the MCCs as of 0.20 and 0.86 at sentence-level and category-level,
respectively. This further suggests that, despite variations in accents or language styles among users in real-world
settings, VoiceAttack’s fingerprinting performance is not significantly affected.

Results: VoiceAttack could yield the fingerprinting accuracy in MCC as of 0.27 and 0.84 at sentence-level and
category-level in open-world setting, respectively. VoiceAttack’s results demonstrate potential robustness to the
variability of outgoing traffic flows of voice commands.

7.3.5 Voice Command Similarity and Sensitivity Analysis. Next, we will look into voice command similarity
and sensitivity. In Table 4, we summarize the 20 classification categories assigned to our collected 200 voice
commands, grouping semantically related queries under distinct labels (e.g., “Weather Queries,” “Cooking &
Recipes,” “Unit Conversions”). Meanwhile, Figure 14 illustrates the 2D Uniform Manifold Approximation and
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Table 4. List of 20 Classes for the 200 Voice Commands

Class Index Category Name

_
= R e S B O

I S Tl
O O 00 1 N U1k WD

Definitions & Explanations
Spelling & Word Usage
Weather Queries

Traffic & Travel

Local Searches

Time & Dates

Books & Literature

Unit Conversions

General Knowledge
Finance & Prices

Health & Wellness
Languages & Translation
Cooking & Recipes
Random & Entertainment
Fun & Personal Preferences
Sports

Professional Development
Culture & Customs
Fashion

Writing & Composition

2D UMAP plot of 200 voice commands across 20 known classes.

UMAP Dimension 2

UMAP Dimension 1

111:19

Fig. 14. The illustration of the 2D UMAP Embedding of 200 Voice Commands Using Sentence-BERT (for 20 Known Classes)

Projection (UMAP) [32] of the Sentence-BERT embeddings. UMAP is a dimensionality-reduction technique that
preserves local relationships between high-dimensional vectors, mapping similar commands close together and
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Table 5. WordNet-based (WUP, RES, LIN) and transformer-based (Cosine, Euclidean) similarity measures for voice command

pairs.

Res Similarity vs. Probability

Lin Similarity vs.

Probability

Fig. 15. The correlation between semantic similarity metrics and prediction probability.

Voice Command Pair WUP RES LIN Cosine Eucl Dist
Weekend vs. Thunderstorm Week 0.344 1.444 0.066 0.604 0.890
Weekend vs. San Francisco 0.392 2490 0.278  0.579 0.917
Weekend vs. Sunny Tomorrow 0.385 1.707 0.202  0.604 0.890
Weekend vs. Wind Speed Now 0.324 1.255 0.159  0.553 0.946
Thunderstorm vs. San Francisco 0.330 1.789 0.015  0.400 1.095
Thunderstorm vs. Sunny Tomorrow 0.275 0.822 0.091  0.567 0.930
Thunderstorm vs. Wind Speed Now 0.293 1.292 0.025 0.395 1.100
San Francisco vs. Sunny Tomorrow 0.228 0.547 0.057 0.411 1.085
San Francisco vs. Wind Speed Now 0.382 1.946 0.245 0.470 1.030
Sunny Tomorrow vs. Wind Speed Now  0.267 0.564 0.073  0.436 1.062

separating dissimilar voice commands in two-dimensional space. Consequently, voice commands sharing a topic
cluster naturally, revealing tight groupings of each of the 20 voice command classes. As expected, our observation
here is that similar voice commands cluster together, while different voice commands are separated in the 2D
UMAP embedding plot.

For instance, for the voice command—“What’s the weather going to be like this weekend?”, VoiceAttack yields
an accuracy of 71.05% and Top-5 accuracy of 94.74% when performing sentence-level fingerprinting. We examine
the Top-5 most frequently selected predictions. The results revealed that the most frequent voice commands
are predominantly related to meteorological inquiries. Specifically, Will there be a thunderstorm this week?”
emerged as the leading prediction, constituting 18.95% of the Top-5 selections. This was closely followed by
“What’s the weather like in San Francisco?” and “Is it going to be sunny tomorrow?”, each accounting for 17.36%
of the selections. Additionally,"What’s the wind speed right now?” was represented with a frequency of 6.31%.
These findings underscore a significant inclination towards weather-related queries within the voice command
system. Meanwhile, we compute semantic similarities between voice commands using three different semantic
similarity metrics: Wu-Palmer (WUP), Resnik (RES), and Lin (LIN). Table 5 illustrates the semantic similarity
results for the different predictions. The WUP scores here range from 0.324 to 0.392, indicating a moderate level
of similarity. RES scores range from 1.25 to 2.49, indicating potential overlapping between the predictions and the
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groundtruth. The LIN score shows a range similar to WUP, from 0.066 to 0.278, reflecting the detailed semantic
overlap. These together suggest that while the commands share common terms and structures related to weather,
their specific focus differs (e.g., general weather vs. specific phenomena like thunderstorms).

Additionally, we incorporate a transformer-based approach to assess higher-level semantic context: each
command is embedded via a pre-trained Sentence-BERT [37] model, and we compute both cosine similarity
and Euclidean distance on these embedding vectors. The cosine similarity values among these weather-related
commands typically lie between 0.40 and 0.60, while the Euclidean distances often range around 0.85~1.10,
confirming that although the predictions share common themes (weekend forecasts, storms, wind conditions),
they still diverge in specific focuses (e.g., general location-based queries vs. precise meteorological parameters).

We also examine the correlation between semantic similarity and prediction probability. Figure 15 illustrates
the relationship of them. Our results have shown that all three different metrics show the similar trend, indicating
the correlation between semantic similarity metrics and prediction probability. When the metrics are closer to 1,
VoiceAttack will yield a very high detection probability. Conversely, when the metrics are closer to 0, VoiceAttack
has a lower detection probability.

Results: The voice command fingerprinting accuracy of VoiceAttack shows a strong correlation with semantic
similarities. The stronger the correlation, the higher the fingerprinting attack accuracy.

8 COUNTERMEASURE APPROACH—VOICEDEFENSE

In this section, we present our design, implementation and evaluation of the defending approach—VoiceDefense.

8.1 Insight

We then look into the potential preventing techniques to mitigate VoiceAttack’s fingerprinting attack. While
there isn’t a direct approach we can apply to address our problem, there exists a substantial body of work focused
on prevention through traffic reshaping approaches [5, 9, 10, 12, 15, 21, 22, 33, 35, 36, 39, 41, 50, 51, 54, 55] to
thwart privacy attacks on IoT traffic rate traces. Motivated by these approaches, we propose a concept of proof
defense—VoiceDefense. The fundamental concept behind VoiceDefense is to inject random "noise" traffic when
active outgoing traffic is detected. This strategy aims to confuse VoiceAttack’s disaggregation module, effectively
masking the outgoing traffic of the voice speaker. Additionally, we will initiate invalid requests via the voice
speaker, causing further spikes in incoming traffic.

8.2 Design

Reshaping on Outgoing Voice Commands. We propose a two-layer defense system—VoiceDefense that aims
to decrease VoiceAttack’s fingerprinting accuracy. We first inject appropriate traffic “noise” into the outgoing
traffic. The first challenge here is what kind of noises we could use for this traffic injection. We observe that
for user-interactive devices, such as smart cameras or voice speakers, changes in user input could cause a
notable difference in their generated network traffic rates. Motivated by the idea of adding Gaussian noise to
image data without compromising image quality, we propose leveraging environmental noise within the smart
home to modify voice command traffic rates, while still ensuring the commands are correctly recognized by the
servers. Thus, various real-world scenario noises (e.g., background noise, door open/close) can be used to pollute
the outgoing traffic, making it more difficult for on-path adversaries to accurately analyze and disaggregate
it. Note that, as we explained in our threat model in Section 2.2, on-path adversaries only have access to the
VPN-encrypted traffic rate data in real practices. Thus, simply adding well-known virtual IoT devices in a smart
home aggregated traffic rate would not effectively conceal smart speaker traffic, as VoiceAttack can still accurately
disaggregate the traffic. Figure 16 and Figure 17 illustrate the differences of voice commands before and after
introducing noises into voice speaker traffic.
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Fig. 16. The waveforms of Original and Noisy Voice Command for the same command: “What’s the weather tomorrow at
Los Angeles?”
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Fig. 17. Original and noisy voice command spectrum for the same command: “What’s the weather tomorrow at Los Angeles?”

Most voice speakers provide built-in noise reduction when receiving voice commands to increase the robustness
in command identification in various environments with different noise levels. We first investigate how the noise
reduction affects the generated traffic. We added random environmental noises to the original voice command
to reshape the outgoing traffic generated by Google Home and Amazon Echo without a significant impact on
the accuracy of voice command identification at their remote servers (a.k.a. skill process). For Google Home,
Figure 18 (a) shows that by adding continuous white noise to voice commands, the amplitude level of microphone
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SC MFCC
Noisy Command #1 | 0.3848 | 0.2045
Noisy Command #2 | 0.5366 | 0.2916
Noisy Command #3 | 0.3807 | 0.1899
Table 6. The Spectral Correlation and Average Mel Frequency Cepstral Coefficient Correlation comparison.

may not drop below the cut-down threshold, causing the recording to continue after the voice command ends.
The longer recording causes extensions on outgoing traffic and delays on incoming traffic, which shows great
potentials to significantly reduce VoiceAttack’s fingerprinting accuracy.

However, due to the extended recording, the response from the voice speakers may be significantly delayed,
which disturbs the regular usage of smart voice speakers. To mitigate the problem, we consider adding other
types of desecrated noise. Figure 16 (a) shows the amplitude of original voice command “Okay Google, what’s
the weather tomorrow at Los Angeles?”. When adding noises to the command, Figure 16 (b), (c) and (d) show
significant difference on the wave pattern and amplitude in time domain. We can also convert the recorded voice
into frequency domain using Short-Time Fourier Transform (STFT), the results in Figure 17 indicate the changes
on their spectrum graph.

To provide a quantitative evaluation on how the noise affects the voice commands, we analyze the Spectral
Correlation (SC) and Average Mel Frequency Cepstral Coefficient (MFCC) Correlation. Spectral Correlation
quantifies the degree of similarity between the frequency domain representations of two audio signals. It is
calculated by computing the correlation coefficient between the flattened matrices of their spectrograms, where a
higher correlation indicates more similarity in their spectral content. Average MFCC Correlation, on the other
hand, measures the correlation across the Mel Frequency Cepstral Coefficients, which are representative features
used to capture the timbral aspects of sound. The MFCCs are derived from the logarithm of the power spectrum of
the sound, segmented into mel-scale frequency bands. The average correlation across these coefficients provides
insight into how similarly two signals behave in terms of their perceived sound characteristics. As shown in
Table 6, the SC from 0.3807 to 0.5366 and average MFCC Correlation from 0.1899 to 0.2916 indicates a low to
moderate level of similarity. Therefore, our insight to “reshape” the traffic patterns of smart voice speakers by
leveraging appropriate environmental noise demonstrates promising potential to defend against VoiceAttack.

Figure 16 shows the traffic volume data generated by recordings with additional types of noise, including
kitchen noise, inaudible dialogues, and door closing sound. With added artificial noise from the smart home
environment, we can observe drops in PCC and SRCC in Table 6 for outgoing traffic, and similar incoming traffic
indicates that voice commands were still correctly identified.

Thus, we found that the noise reduction mechanisms on voice speakers cannot completely countermeasure
the noises added to voice commands. The outgoing traffic volume data will not stay the same in different
environmental noise levels, which proves the effectiveness of our first layer: Reshaping on Voice Commands.
Reshaping on Incoming Voice Commands. Although we successfully reshaped the outgoing traffic by adding
noise to voice commands, the incoming traffic remains unchanged, which still vulnerable to fingerprinting attacks.
The next step is to protect the incoming feedback traffic from voice speaker servers to smart speaker users.
From on-path attacker’s perspective, the outgoing traffic of a smart speak is more reliable for them to perform
VoiceAttack to fingerprint their voice commands. The reason behind this has been explained and evaluated
in Table 3. For the users who prefer higher level privacy preserving, we provide similar design to conceal
their voice speakers’ incoming traffic rates. The bi-directional traffic rate “reshaping” could yield a much lower
MCC in VoiceAttack, indicating an overall better fingerprinting attack defense. Most of these noise injection
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Fig. 18. Traffic generated with different types of noisy commands.

approaches could be deployed at middleboxes, routers, gateways, or IoT hubs, similar to other traffic analysis (TA)
defenses [54, 55] found in the literature. The algorithm for traffic noise injection is established in Algorithm 2.

8.3 Evaluation

We next examine the performance of VoiceAttack when applying different levels of VoiceDefense. We use 196
sentence voice commands of a Google Home from a smart home and implement VoiceDefense at different noise
levels. As shown in Figure 19, VoiceDefense consistently performs well, reducing MCCs from 0.4564 and 0.5702
to 0.0139 and 0.0174 when applying Low Level (~5%) artificial noise, respectively.

Unsurprisingly, as the percentage of injected environmental noise increases, the MCC of VoiceAttack decreases
linearly. This indicates that when more noise is introduced into the traffic rates, it becomes increasingly difficult for
on-path adversaries to successfully fingerprint voice commands from smart speakers. The results of VoiceDefense
could be further improved with more extensive traffic noise injections. Note that we defer more comprehensive
implementation on whole house traffic and more comprehensive evaluation of such an approach for voice
assistants to our upcoming work.

Results: We design a new defense—VoiceDefense, which incorporates environmental noise into the voice speaker
traffic within a smart home. It dramatically decreases the fingerprinting accuracy of VoiceAttack, and thus could
significantly mitigate VoiceAttack.

8.4 Limitations and Future Work

Multi-turn Voice Dialogues Fingerprinting. Similar to other state-of-art research in this area, we evaluated
our approach using single-turn voice commands in both open world and close world settings. Our findings show
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Algorithm 2: Artificial Traffic Reshaping for VoiceDefense.

Input: Reshaping level R
Output: Traffic Signature S
Data: Stored target addresses T = {RemoteServer, SpeedTestSite, RandomSearch, RandomPing}

1 /* Initialize traffic signature */
2 S—0
3 /* Pick a target address based on user-specified reshaping level */
4 if R > 6 then
5 L addr < RemoteServer // Stronger reshaping preference
6 else

L addr < RandomSearch // Weaker reshaping preference
8 /* Execute traffic generation based on the chosen address */
9 switch addr do
10 case RemoteServer do
1 Perform scp file transfer to/from our remote server
12 | S SU{scp traffic}
13 case SpeedTestSite do
14 Run network speed test on a known test site
15 S «— SU {speed test traffic}
16 case RandomSearch do
17 Send random web queries to Google
18 | S« SU{search traffic}
19 case RandomPing do
20 Send ping requests to random public IPs
21 S «— SU{ping traffic}

06 Outgoing E=
Outgoing + Incoming
o 0.4
=
0.2 -
NoNoise  Low  Medium  High  Very High
Noise Level

Fig. 19. The comparison of VoiceAttack’s accuracy on different noise levels.

that individual voice commands exhibit distinct traffic volume signatures, making them suitable for detection,
despite in single or multi-turn dialogues. However, our current system would handle multi-turn dialogue by
segmenting the entire session into individual voice command instances, which are then analyzed separately. As
for context-dependent command detection, we plan to explore new reasoning models to address context-aware
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fingerprinting attacks. Incorporating such models could significantly improve our system’s accuracy in detecting
multi-turn and context-sensitive voice commands.

New Platform or Brand Voice Speaker Fingerprinting. First, we wanted to emphasize that the approach
we design VoiceAttack is agnostic to the specific voice assistant platform. In our current evaluation, we have
examined both Amazon Alexa and Google Home. In future work, we plan to include additional platforms, such
as Apple Siri. Additionally, while voice speakers come in various brands, most of them utilize either the Amazon
Alexa or Google Home platforms—these are commonly referred to as built-in voice speakers. Similarly, our
defense approach is not tied to any specific platform. Instead, it relies on traffic signature learning and injection
techniques that are applicable across different voice speaker systems.

New Transformer-based and Generative Network-based Adaptive Attacks. Our defense system, VoiceAt-
tack, is designed to generalize across a broad range of traffic analysis (TA) attacks reported in the literature. We
have already evaluated its effectiveness against a diverse set of attack models. However, we acknowledge that its
performance against transformer-based and generative adversarial network (GAN)-based attacks has not yet
been fully explored in this work. Given the architectural complexity and data processing mechanisms of these
models, additional mitigation techniques that incorporate alternative data representation methods (instead of
only time-series traffic data) may be necessary to enhance our current defense strategies. As part of future work,
we plan to develop and evaluate more adaptive and powerful transformer- and adversarial learning-based attack
models to rigorously benchmark our system. This will help further enhance the robustness and design of the
VoiceDefense framework.

9 CONCLUSION

We design a new voice command inference attack framework—VoiceAttack that could still accurately fingerprint
voice commands via VPN-encrypted voice speaker network traffic. Our results have shown that VoiceAttack
could accurately fingerprint voice commands at sentence-level in both closed-world setting and open-world
setting by eavesdropping VPN-encrypted network traffic, respectively. VoiceAttack presents a significant risk to
user privacy and security, as it demonstrates that external on-path attackers could still potentially intercept and
decipher users’ voice commands despite the VPN encryption. We find that 134 commands are highly vulnerable
to VoiceAttack. We also present defense approach—VoiceDefense, which could effectively mitigate VoiceAttack
accuracy on Amazon Echo and Google Home. We plan to collect additional voice speaker traffic traces using
Amazon Alexa and Google Home, and also validate our findings on another popular voice assistant—Siri. We
will also develop more comprehensive and cost-effective versions of VoiceDefense to defend against VoiceAttack
while maintaining reasonable traffic overhead.
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10 APPENDIX

10.1

Full List of Our Collected Voice Commands

111:27

Table 7. Full List of Our Collected Voice Commands

Index| Voice Command Index | Voice Command
1 Define ’epistemology’. 2 What does ’sustainability’ mean?
3 Explain the term ’blockchain’. 4 Define ’cognitive dissonance’.
5 What is the definition of "photosynthesis’? | 6 Explain what ’artificial intelligence’ is.
7 Define ’quantum entanglement’. 8 What does "hyperloop’ refer to?
9 Define ‘cryptocurrency’. 10 Explain the meaning of 'neoliberalism’.
11 How do you spell appreciate? 12 How do you spell beautiful?
13 How do you spell definitely? 14 How do you spell entrepreneur?
15 How do you spell favorite? 16 How to spell government?
17 How to spell happiness? 18 How to spell independent?
19 How to spell McDonalds? 20 What'’s the full name of KFC?
21 Will it rain tomorrow? 22 What is the weather today?
23 Will it rain tomorrow in golden, colorado? 24 What's the weather going to be like this week-
end?
25 Will there be a thunderstorm this week? 26 What’s the weather like in san francisco?
27 What’s the wind speed right now? 28 What’s the humidity right now?
29 Is it going to snow today? 30 Is it going to be sunny tomorrow?
31 What is my traffic report? 32 What'’s the traffic like on my way to work?
33 Update me on road closures. 34 Is there a traffic jam on the interstate?
35 What’s the traffic now from Manhattan to | 36 How long does it take driving from Miami to
Brooklyn? Tampa?
37 Which Interstate connects Denver and Albu- | 38 How long does it take to the nearest gas sta-
querque? tion?
39 Can I ride a bike from Denver to Golden? 40 What’s the walk distance from Golden to
Lakewood?
41 What are the closest wedding ring shops? 42 Where is the closest liquor store?
43 What are some flower shops nearby? 44 Where is mount rushmore?
45 Where’s the nearest gas station? 46 Where’s the nearest hospital?
47 Where’s the nearest grocery store? 48 Find the top-rated coffee shops near me.
49 What’s the best italian restaurant nearby? 50 Find the closest electric vehicle charging sta-
tion.
51 What is the time in singapore? 52 When is boxing day?
53 What is the date tomorrow? 54 How many days are in september?
55 How many days in a year? 56 How many days until christmas?
57 How many days until thanksgiving? 58 When is easter?
59 When is the next full moon? 60 What time is it?
61 What are the top science fiction books right | 62 What are the most popular books by Stephen
now? King?
63 Find me a book that will make me laugh. 64 What are the top rated cookbooks this year?

ACM Trans. Sensor Netw., Vol. 37, No. 4, Article 111. Publication date: August 2024.



111:28

65 Suggest a book series similar to "Harry Pot- | 66 Suggest a mystery book for me.
ter’.
67 What are the best books for beginners in pho- | 68 Suggest a book for improving my leadership
tography? skills.
69 Recommend a good biography to read. 70 Recommend a novel set in medieval times.
71 How many ounces in a pound? 72 How many seconds are in a year?
73 Convert 100 Fahrenheit to Celsius. 74 Convert 12 miles to kilometers.
75 How many teaspoons are in a tablespoon? 76 How many cups in a quart?
77 How many cups in a gallon? 78 How many cups in a pint?
79 How many cups in a liter? 80 How many cups in a pound?
81 Tell me about the statue of liberty. 82 How to take care of plants while you are
away?
83 What is the domestic violence helpline? 84 Is tomato a fruit or vegetable?
85 What is the capital of spain? 86 How deep is the indian ocean?
87 How far away is the moon? 88 How hot is the sun?
89 How much does an elephant weigh? 90 How tall is the empire state building?
91 How much is an ounce of gold? 92 What is the price of bitcoin?
93 What is the price of gold? 94 What is the price of silver?
95 What is the price of oil? 96 What is the price of tesla stock?
97 What is the price of apple stock? 98 What is the price of amazon stock?
99 What is the price of google stock? 100 What is the price of facebook stock?
101 How to deal with diabetes? 102 How to deal with anxiety?
103 What is the best headache medicine? 104 I am feeling sad.
105 How to deal with anxious? 106 How to deal with depressed.
107 Show me relaxation techniques. 108 How can i improve my mental health?
109 How can i reduce stress? 110 How can i practice mindfulness?
111 Translate ’good morning’ to french. 112 How do you say ’thank you’ in japanese?
113 How do you say ’hello’ in italian? 114 | Translate ’how much does this cost?’ to rus-
sian.
115 Translate "where is the nearest hotel?’ to ger- | 116 What is ’help me’ in arabic?
man.
117 Translate ’i need a doctor’ to chinese. 118 How do you say ’i love you’ in korean?
119 Translate *what time is it?” to spanish. 120 Translate "where is the bathroom?’ to french.
121 How do i make a classic margherita pizza? 122 How do i make a chocolate cake?
123 How do i make a grilled cheese sandwich? 124 How do i make a smoothie?
125 How do i make a salad? 126 How do i make a classic french onion soup?
127 What'’s the best way to fry an egg? 128 How do i melt butter?
129 How do i make a gingerbread? 130 What'’s the best temperature to cook a steak?
131 Pick a number. 132 Talk like a child.
133 Talk like a pirate. 134 Give me a word of the day.
135 Tell me a random color. 136 Choose heads or tails.
137 Pick a random animal. 138 What is the magic answer?
139 Flip a coin. 140 Roll a dice.
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141 Tell me a halloween hack. 142 Tell me a joke.
143 Tell me a palindrome. 144 Tell me a star wars joke.
145 What is your favourite flower? 146 What is your favorite sport?
147 What is your mission? 148 Who is your favorite author?
149 Who is your favorite superhero? 150 Give me a fun fact about sleep.
151 What are the standings in the english premier | 152 When is the next {1 race?
league?
153 When is the nba all star game? 154 How many fantasy points does lebron james
have?
155 When is the NBA finals? 156 Who is second in the nba western conference?
157 Who scored for the golden knights? 158 Who is leading in the formula 1 champi-
onship?
159 When do the new york yankees play next? | 160 What time does the manchester united game
start?
161 What are effective techniques for managing | 162 How do I prepare for a project management
project scope? interview?
163 Give me tips on public speaking. 164 How to negotiate a salary offer?
165 What are the essential skills for a data ana- | 166 How do I stay organized while working re-
lyst? motely?
167 How can I improve my professional network- | 168 How to create a personal brand?
ing skills?
169 How do I become a certified financial plan- | 170 Give me tips on creating an impactful portfo-
ner? lio for graphic design.
171 What are the main cultural differences be- | 172 Teach me basic etiquette for visiting a
tween the USA and Japan? mosque.
173 What are the traditional dances of Ireland? | 174 How do I celebrate Chinese New Year?
175 Tell me about the art movements in France | 176 Describe traditional wedding ceremonies in
during the 20th century. Morocco.
177 What are the main ingredients in Indian cui- | 178 How do I make a traditional Japanese tea cer-
sine? emony?
179 What is the history behind the Mexican Day | 180 What are common customs observed during
of the Dead? Ramadan?
181 Suggest accessories for a black tie event. 182 Give tips for layering clothes in winter.
183 What colors are in fashion this spring? 184 What fashion trends were popular in the
1990s?
185 What are the best shoe styles for a beach wed- | 186 How do I style a maxi dress for a casual day
ding? out?
187 What are the essential items for a capsule | 188 How can I tie a scarf in different ways?
wardrobe?
189 How to style a denim jacket for fall. 190 What are some sustainable fashion brands I
should know about?
191 Help me find synonyms for "beautiful” 192 Suggest ways to create compelling characters

in fiction.
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193 Provide tips for writing dialogue in a screen- | 194 What are effective strategies for overcoming
play. writer’s block?

195 What are some common grammatical mis- | 196 Give me advice on writing a personal state-
takes to avoid in writing? ment.

197 How do I write an effective book proposal? | 198 What'’s the difference between first and third-

person narration?

199 What are some techniques for editing my | 200 What are the key elements of a successful

writing effectively? blog post?
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