
Resiliency of Vehicle Platoon Network Topologies

under Physical Attack

Constance Hendrix, Gedare Bloom

University of Colorado Colorado Springs, Colorado Springs, CO, USA

{chendr12, gbloom}@uccs.edu

AbstractÐVehicle platooning inspires the future of transporta-
tion and yet introduces the possibility for physical attacks
to disrupt autonomy operations. In this paper, we evaluate
platoon resiliency in the presence of such attacks. Our evaluation
includes 60 unique combinations of controller, control policy, and
topology with an equal weight control schema while attacking
specific platoon members. The experimental results show that the
targeted vehicle, network topology, control policy, and controller
all influence platoon resiliency with some configurations leading
to platoon instability.

I. INTRODUCTION

Driving automation and connectivity in vehicle platoons can

improve road efficiencies in terms of fuel, capacity, safety, and

emissions [1]. A vehicle platoon consists of a lead and follow-

ing vehicles traveling cooperatively in a spatially compressed

formation. The leader is assumed to be manually operated

while the followers are controlled by a distributed controller

providing cooperative adaptive cruise control (CACC) and lane

centering control [2]. Given that a platoon is a collective unit,

information from other vehicles sent over a network topology

to be used by the distributed controller introduces new attack

seams [3]. In addition to attacks by electronic means [4],

physical attacks should be considered due to their low cost

and ease of execution [5].

Selection of a controller, control policy, or a detection-

response method may help mitigate the impact of an attack,

but the impact as it relates to a targeted platoon member’s con-

troller and control policy remains under-investigated. Platoon

impact is often related in terms of resiliency and robustness.

We define resiliency as the platoon’s ability to recover from a

disabling attack by continuing to operate as a unit. Robustness

indicates the platoon is less affected by perturbations. In this

paper, we examine potential impact differences with changes

in control configuration while targeting different platoon mem-

bers and evaluating platoon resiliency to attack. We imple-

mented two distributed control configurations for comparison

to prior work [5] that examined platoon vulnerability based

on a taxonomy of platoon network topologies.

This paper contributes a comprehensive evaluation of a

vehicle platoon’s performance based on platoon topology,

physically attacked platoon member, and configuration of con-

troller and control policy. Specific findings include: (i) platoon
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members with higher connectivity are less responsive to attack,

which results in a less resilient platoon response; (ii) controller

responsiveness significantly impacts resiliency; (iii) addition of

a leader channel when a vehicle has low connectivity causes

the vehicle to be less responsive to perturbations; and (iv) the

constant time gap control policy causes platoon instability in

nearest neighbor topologies when the connections to the front

or rear exceeds four.

II. RELATED WORK

Hendrix and Bloom [5] introduced the platoon topology tax-

onomy that we adopt, which studied the impact of a spoofing

and physical attack on specific vehicles in a platoon based on

the platoon topology; however, they only examined the linear

quadratic regulator (LQR) with constant distance (CD) control

configuration. Performance was also measured using L2 Gain

from spoofing attack. Xiao et al. [6] demonstrated that the

impact of communication delays while scaling platoons can be

mitigated by using sliding mode control (SMC) and constant

time gap (CTG) as opposed to a proportional-derivative or CD

control policies. Wen et al. [7] introduced an effective layered

control framework assuming mixed traffic in an urban setting

using SMC. Van Nunen et al. [8] designed a model predictive

controller using feed-forward control and a combination of CD

and CTG to avoid string instability in a heterogeneous platoon

suffering from packet losses. Thus, we are motivated to study

the SMC controller and the CTG policy in the adversarial

setting.

Pirani et al. [9] evaluate impact of platoon topology on

robustness and resilience, but does not investigate platoon

impact of a specific targeted vehicle. They found k-nearest

neighbor (k > 2) and leader-to-all topologies were the most

robust to attack due to their high connectivity and that a

trade-off exists between robustness and resiliency. Zheng et

al. [10] investigated the influence of topology on closed-loop

stability and identified linear controller gain thresholds for

stability. Wang et al. [11] noted that switching topologies or

the use of time varying topologies can be used to mitigate

communication loss. Dadras et al. [12] showed that a single

vehicle attack can destabilize a vehicle platoon. Attacks were

executed at different positions using local sensing. However,

this prior work does not address platoon impact given a spe-

cific targeted follower using only intra-platoon communication

across multiple controller-policy-topology configurations.











resulting in a harder collision. Thus, the more connected the

successor is, the less responsive to an attack on the preceding

vehicle.

VII. KEY FINDINGS

From the experimental results we identify four key findings:

1) In general, differing effects occur given change in target

regardless of configuration. As the number of connections

increase in undirected topologies, the attacker’s advantage

diminishes. However, targeting followers after v1 in a

fully networked platoon yields similar MAE across the

platoon with no clear advantage for the attacker.

2) In PF configurations, all predecessors of the targeted

vehicle are unaffected by the attack. The platoon becomes

less resilient to attack as members to the rear of the

platoon are connected to more predecessors. The results

show that the greater the network connections of the

successor of the targeted member, the greater the chance

of collision.

3) Regardless of topology, the impact of each platoon mem-

ber on the platoon depends on the controller responsive-

ness. Using the SMC controller, which is less responsive

of the two controllers, results in more resilient control

in all topologies except 1PF when compared to the

proportional control of the LQR. In kNNN topologies,

using SMC increases platoon robustness and resiliency, as

evidenced by lower MAE and by maximum and minimum

distances. These results indicate a disadvantage exists

when using a highly responsive controller in a topology

with more connections.

4) We also found that changes in the control policy affected

performance and resilience. The CTG control policy is

more resilient in 1PF and 1NNN topologies. However, as

k increased in NNN topologies, the resiliency to attack

decreased and the platoon became unstable. Overall, the

CD control policy was the most resilient. Although the

addition of a leader connection in the kNNLN topologies

reduces resiliency to attack, it also increases robustness.

VIII. CONCLUSION

In this paper, we investigated platoon resiliency under

physical attack of specific member with multiple topology-

controller-policy configurations. The impact of attack on the

platoon differed depending on the configuration and platoon

member targeted for attack. We also discovered instabilities

using the CTG control policy when using a topology where

there is a high number of connections. This phenomenon

requires further study. Future work may also include the

investigation of more resilient control policies and consider

the balance of controller responsiveness and jerk.
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