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Abstract

The rise of e-commerce and social networking platforms has led to an increase
in the disclosure of personal health information within user-generated con-
tent. This study investigates the application of large language models (LLMs)
to detect and sanitize sensitive health data shared by users across platforms
such as Amazon, patient.info, and Facebook. We propose a methodology
that leverages LLMs to evaluate both the sensitivity of disclosed informa-
tion and the platform-specific semantics of the content. Through prompt
engineering, our method identifies sensitive information and rephrases it to
minimize disclosure while preserving content similarity. ChatGPT serves as
the LLM in this study due to its versatility. Empirical results suggest that
ChatGPT can reliably assign sensitivity scores to user-generated text and
generate sanitized versions that effectively preserve the original meaning.

Keywords: LLMs, sanitizing, self-disclosure, sensitivity detection, privacy,
privacy enhancing technologies, PET, ChatGPT

1. Introduction

Self-disclosure represents a significant source of users’ personal informa-
tion, with health-related information often being identifiable in online com-
munities such as Reddit, Twitter, Facebook, and patient.info [1, 2, 3, 4, 5].
On the one hand, sharing health information has positively impacted people’s
lives by reducing stigma, spreading awareness, and fostering e-word-of-mouth
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for health products. On the other hand, disclosing sensitive health data can
lead to negative consequences for individuals, ranging from denial of health
insurance to job loss and discrimination in various social contexts [6, 7, 8].
Given these risks, the challenge of safeguarding sensitive health data has be-
come increasingly critical. Recent advancements in Large Language Models
(LLMs) have further stimulated interest in leveraging these technologies for
sanitizing sensitive content [9].

In this study, we propose a methodology that employs LLMs to identify
and sanitize sensitive information from user-generated content (UGC). A
core challenge is preserving the “domain-dependent semantics” of the text–
specific attributes that the text should retain according to the platform’s
purpose and contextual requirements. We used ChatGPT as our primary
LLM since it is currently considered by many as the most advanced and
versatile LLM available [10].

Our investigation begins with the e-commerce domain, focusing on Ama-
zon customer reviews, a “field of gold” for marketing purposes due to the
abundance of available information [11]. We developed a methodology to
sanitize sensitive health information disclosed in reviews using LLMs [12].
Our approach introduces the model to the concept of health-sensitive data
and guides it in identifying, evaluating, and rephrasing sensitive content.
This involves scoring the sensitivity and informativeness of texts, generating
sanitized versions, and reassessing these scores. We experimented with this
methodology on the “Amazon Customer Review” dataset [13].

To test the broader applicability of our approach, we expanded and re-
fined the methodology to various platforms, including patient.info, Facebook,
Twitter, and Reddit. We applied this methodology to the MedSD dataset
curated by Valizadeh et al. [1, 14], which includes 9,767 posts gathered from
various platforms–primarily patient.info–along with a randomized selection
of public posts from other popular online platforms. These diverse sources
help in mitigating overfitting risks. Indeed, the nature of texts across these
platforms varies significantly, reflecting the different purposes of each plat-
form and the diverse nature of user-generated content.

For the MedSD dataset, our evaluation focused on the model’s ability
to autonomously assess text sensitivity while preserving the semantic simi-
larity as the domain-dependent semantics. To achieve this, we measured the
semantic similarity between original and sanitized texts, ensuring that the
rephrased content retained its intended meaning and relevance.

The research questions guiding this study are as follows:
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RQ1: Can ChatGPT identify sensitive health information disclosed in UGC?

RQ2: Can ChatGPT reliably score the sensitivity and informativeness of
UGC?

RQ3: Can ChatGPT automatically sanitize sensitive information in UGC?

RQ4: Can the sensitivity scoring be performed exclusively by ChatGPT with-
out human intervention?

RQ5: How semantically similar is the rephrased text to the original?

RQ1 aims to assess whether ChatGPT, through prompt engineering, can
reliably identify sensitive health information. RQ2 examines whether Chat-
GPT can generate reliable scores for the relevant dimensions: sensitivity and
the domain-dependent semantics mentioned earlier. RQ3 explores whether
ChatGPT can effectively remove sensitive information while preserving the
domain-dependent semantics of the text. RQ4 evaluates whether the scoring
mechanisms can be fully automated—essentially, whether the sensitivity as-
sessment can be entirely automated. Finally, RQ5 investigates whether the
texts’ semantics are preserved, employing multiple metrics.

Unlike previous works, we perform sensitivity detection and rephrasing
using exclusively prompt engineering rather than relying on human annota-
tion or computationally expensive approaches such as taxonomies, classifiers,
or fine-tuning [9, 15, 3]. This approach is designed to be adaptable to dif-
ferent platforms, allowing customization based on specific requirements and
domain-dependent semantics. Moreover, it enables the model to automati-
cally self-evaluate through its scoring mechanism.

A preliminary version of this research, focusing on the Amazon dataset,
was presented at the 2024 Annual Conference on Privacy, Security, and
Trust [12].

To summarize, the key contributions of this work are:

• Providing a general and concise methodology for detecting sensitivity
and sanitizing UGC, customizable for various contexts.

• Showing that ChatGPT can autonomously score sensitivity without
human intervention, hence fully automating the sensitivity detection.

• Illustrating the applicability of the proposed methodology across multi-
ple platforms and diverse UGC without the need for model fine-tuning.
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• An experimental evaluation of the proposed methodology, through the
assessment of multiple metrics, aimed at assessing the quality of rephrased
texts, sensitivity reduction, and semantic similarity.

The remainder of this paper is organized as follows: Section 2 reviews
the related work; Section 3 details the methodology employed in this study;
Section 4 presents and analyzes the results; Section 5 discusses these findings
in depth. The limitations of this study are addressed in Section 6, and finally,
Section 7 concludes the paper and outlines directions for future research.

2. Related work

Privacy-enhancing techniques have become an increasingly important topic
in current research areas, particularly in contexts involving sensitive data
such as users’ health information [16]. One such technique is text sanitization,
which is utilized to conceal personal information within textual data [17]. In
this section, we discuss works related to our study, with particular attention
to LLMs applications, the task of sanitizing texts, and detecting sensitivity.

2.1. Large language models and privacy sanitizing

Transformer models, which are the base of LLMs, have been widely stud-
ied by [18], as they improve the efficiency and effectiveness of sequence trans-
formation models through their revolutionary multi-head attention mecha-
nism. This attention mechanism can selectively focus on specific parts of the
data and is theoretically suitable for identifying and filtering sensitive infor-
mation in a dataset. Due to their great adaptability, different researchers are
experimenting with LLMs for various applications. In their work, Kamalloo
et al. [19] develop “HAGRID”, a dataset that serves as a catalyst for the de-
velopment of information-seeking models. By integrating the efforts of human
annotators and LLMs, such as GPT-3.5, “HAGRID” emphasizes the capa-
bility to generate explanations with attributability and informativeness. In
the same vein, Wang et al. [20] have developed an open-source dataset, “Do-
Not-Answer”, which comprises instructions that responsible language models
should avoid following. The dataset was created by combining safety taxon-
omy, human evaluation, and ChatGPT, and was applied to evaluate the “dan-
gerous capabilities” of several popular LLMs to the instructions contained
in the dataset. Analyzing these responses, they trained several BERT-like
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classifiers for safety evaluation. They discovered that these smaller classifiers
could achieve results comparable to GPT-4 in automatic safety evaluations.

With the spread of LLMs, different means of performing privacy filter-
ing and text sanitizing are emerging. In their study, Ishibashi et al. [21]
explored knowledge sanitization techniques across different LLMs, including
negative gradient methods and Rank-One Model Editing (ROME), which
aims to selectively forget or modify specific information in a model. These
methods can preserve the performance of LLMs while protecting privacy and
are crucial for handling sensitive queries. In the work of Kim et al. [22], by
combining wearable sensor technology with LLMs, a transformative approach
to personal health monitoring can be realized, enabling LLM to accurately
process information about privacy by continuously tracking important phys-
iological data. Their work suggests that LLMs can recognize and protect
privacy-relevant information. Tang et al. [23] explore the role of ChatGPT
in generating synthetic data in clinical text mining. Using this LLM, they
created a large amount of training data without sensitive patient information.

In the realm of LLMs for privacy purposes, a pertinent case study illus-
trates the application of ChatGPT in addressing developers’ privacy con-
cerns. In this study, Delile et al. [24] compare the responses provided by
ChatGPT to privacy-related questions extracted from Stack Overflow against
the accepted answers from the platform. The analysis revealed that most
privacy questions pertain to choice/consent and identification issues. They
found that for approximately 56% of the questions, ChatGPT’s responses
were similarly accurate compared to the accepted answers on Stack Over-
flow. The platform’s responses were slightly more accurate for the remain-
der. This finding was achieved with an exploration based on a relatively small
dataset of 92 pairs of multi-labeled questions and answers, suggesting that
even modest datasets can support an assessment of ChatGPT’s capability.

In summary, from the initial applications of Transformer models to the
advances in LLMs for knowledge sanitization and synthetic data generation
to information abstraction, we can see the potential of LLMs for handling
privacy-sensitive information and their evolving applications.

2.2. Sensitivity detection

Sensitivity detection is the process of identifying sensitive information
within data, a task that has long been studied [25]. Sweeney elaborated
the Scrub system [26] that helps detect explicit personally identifying in-
formation, e.g., names and locations. More sophisticated is the approach
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of Architha and Gopinath [27], that employed Natural Language Process-
ing (NLP) technologies for sensitivity detection and anonymization of texts.
Through these methods, they assign meanings to each word in a document
to automatically identify and remove any patient identifiers (PI) and replace
them with a generic PI [27]. Other approaches, such as [28, 29], offer more
specific patterns for removing sensitive terms from medical records, showcas-
ing the variety of strategies that have been proposed in different contexts.

Korytkowski et al. [3] introduced a convolutional network-based approach
that goes beyond identifying specific words to understanding sentences in
context, to detect and sanitize sensitive fragments of texts, such as “mayor
of Paris” or “son of the CEO”. Hassan et al. [30], proposed a novel approach
to text anonymization using word embeddings to represent entities within a
document. This approach identifies sensitive information based on semantic
relationships between words. This enables the automatic protection of an
individual or organization by detecting and removing entities with similar
word vectors, which indicate a close semantic relationship to the target entity.

Dou et al. [9] developed a taxonomy of 19 self-disclosure categories and cu-
rated a large corpus consisting of 4.8K annotated disclosure spans. Moreover,
they propose an abstraction task, where the model is tasked with rephrasing
detected sensitive information from a text to achieve a more generalized level
of information. For instance, a sentence like “I just turned 32 last month...”
can be abstracted to “I recently entered my early 30s.” While this approach
is consistent with the original text, a stricter approach may be necessary
when dealing with health information disclosure.

In this paper, our objective is to leverage LLMs and their contextual un-
derstanding capabilities to enhance sensitivity detection and sanitize texts.
Specifically, we optimize prompts to detect the sensitivity and informative-
ness of text, then “rephrase” the text to mitigate user privacy concerns while
retaining the informative value.

3. Methodology

In this section, we delineate the methodology to test the sensitivity de-
tection and the rephrasing task by using ChatGPT-4 on two datasets: the
Amazon reviews and the MedSD datasets [13, 31]. The two datasets consist
of real UGC collected from the platforms indicated. We employed two ver-
sions of ChatGPT in our experiments: gpt-4-0125-preview for the Amazon
dataset and gpt-4o for the MedSD dataset. The use of different versions
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was due to the Amazon experiment being conducted before the release of
the newer model. This decision is further discussed in the threats to validity
(Section 6). The methodology designed is illustrated in Figure 1. The orig-
inal texts are selected from a digital platform, with two key dimensions to
be defined and scored: sensitivity and domain-dependent semantics. These
dimensions are chosen based on the platform’s risk factors and the specific
needs of the domain under consideration. For instance, in the e-commerce
domain, this quality is the informativeness of a review, which is essential for
ensuring the review’s helpfulness to potential customers [32, 33]. In contrast,
for platforms like Facebook, Twitter, and patient.info, we focus on a broader
metric, the semantic similarity, to ensure that the core meaning of rephrased
content aligns with the original. We first applied this methodology to the
Amazon reviews dataset, also aiming to investigate self-disclosure in this do-
main given its risks. Indeed, Huang et al. [34] showed how Amazon reviews
can be used to delineate the “online lifestyle” of customers to improve pref-
erence prediction significantly. Their study demonstrates that this method
outperforms the widely used Big Five personality in prediction power. To as-
sess the generalizability of this approach, we further tested the methodology
on the MedSD dataset, a collection of posts from various digital platforms.
This dataset was selected because it is pre-labeled for sensitivity, making it
suitable for evaluating the model’s ability to score the sensitivity of the pro-
vided texts, when provided with a definition and a Likert scale. Our dataset
and code are available online1.

Figure 1: Methodology proposed in this paper to sanitize sensitive text while
preserving the domain-dependent semantics.

1https://github.com/cos-al/mitigating_selfdisclosure
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3.1. Datasets

In this study, we use two different datasets. The Amazon dataset was
employed to develop a methodology for leveraging ChatGPT for the task
of text sanitization while also exploring a relatively uncommon context for
self-disclosure risks. The MedSD dataset, being more diverse, was used to
generalize our methodology and further enhance the automation process for
sensitivity detection. Both datasets contain self-disclosed health-related in-
formation.

3.1.1. The Amazon reviews dataset

The dataset used is the “Amazon Customer Review” dataset [13], which
consists of product reviews from Amazon.com, starting from the year 2008 to
2020, spanning across seven different domains, e.g., books, electronics, phar-
maceutical, healthcare. We focused on the pharmaceutical section, which
contained reviews of the “Turmeric Curcumin Supplement by Natures Nu-
trition”, as our analysis centered around health-related information. To en-
sure alignment with current regulations, we exclusively considered reviews
from 2018, coinciding with the enforcement of the GDPR [35]. We opted
for a minimum review length of 30 words, as identified in prior studies, to
enhance informativeness without leading to information overload for read-
ers [32, 33]. Consequently, our dataset comprised 1,193 reviews. In this
dataset, we empirically identified keywords that often appeared in reviews
containing health-related information (see the keywords in Appendix A.1).

We used these keywords to select a subset of reviews likely to disclose
customers’ health information. This yielded a dataset of 100 reviews (8% of
the entire dataset). From this subset, we randomly sampled 20 reviews and
added 8 non-sensitive reviews selected by the authors of this paper. This final
dataset of 28 texts will hereafter be referred to as the Amazon dataset. Our
primary objective in this phase was to identify reviews containing health-
sensitive information, as the dataset is not labeled.

3.1.2. MedSD dataset

The dataset curated by [31] comprises 9,767 posts collected from various
platforms, including patient.info, Reddit, Twitter, and Facebook. Human
annotators rated the sensitivity of each post on a scale from 0 to 5, where
0 indicates that no health-related information is disclosed, while 5 signifies
the disclosure of specific health information (see the scale in Appendix B.1).
The values labels were binned into three discrete classes of self-disclosure
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Table 1: Information on the two datasets used in this study.

Dataset Source Platform Original size Final size Sensitivity la-
bel

Amazon Amazon Cus-
tomer Review
[13]

Amazon 1,193 28 Human evalu-
ation [12]

MedSD6,000

– MedSD360

MedSD [31] Patient.info
Facebook
Twitter Reddit

9,767 6,000 – 360 Human evalu-
ation [31]

(SD): [0-1] No SD, (1-4) Possible SD, and [4-5] Clear SD. Table A.7 presents
an excerpt from the MedSD dataset. The “Continuous Score” column rep-
resents the average of scores assigned by human evaluators. The “Class”
column categorizes the texts into three SD levels, as explained earlier.

We randomly sampled 6,000 texts from this dataset, balancing the three
classes of self-disclosure. This dataset will hereafter be referred to as the
MedSD6,000 and will be used to evaluate ChatGPT’s automatic sensitivity
scoring. Additionally, a 360-text subset, sampled in the same balanced man-
ner, will be used to assess ChatGPT’s rephrasing capabilities and hereafter
referred to as the MedSD360. Table 1 summarizes the information regarding
the datasets described in this section.

3.2. Prompt engineering

We conducted the prompt engineering phase on the Amazon dataset.
Prompt engineering is the process of designing and refining text-based inputs
(prompts) to optimize the output of LLMs. It involves strategically structur-
ing prompts to elicit desired responses, improving accuracy, relevance, and
the quality of LLM-generated content [36].

We experimented with different prompting strategies such as Zero-shot,
Few-shot, and Chain-of-thought prompting. These strategies come under
the super-set of In-Context Learning, where the model is prompted with all
the information and context required to answer the question effectively. The
results of this section led us to experiment only with the Chain-of-Thought
technique on the MedSD dataset, as this approach outperformed the others.

Zero-shot prompting. Zero-shot is the simplest strategy, where the model
is prompted with a description of the task to complete. This provides no
extra information about the task and expects the model to approximate
accordingly. The template used for Zero-shot is provided in Appendix C.1.

9



Few-shot prompting. The few-shot strategy provides context to the LLM
regarding the type of task. This allows the LLM to understand the user’s
expectations on the given task. Prior work has shown Few-shot to perform
better than Zero-shot in many cases [37]. The template used for Few-shot
with a placeholder in the input area is in Appendix C.2.

Chain-of-thought prompting. Chain-of-thought (CoT) consists of asking the
LLM to enunciate the subtasks required to perform the bigger task [38]. It
has been shown to provide more accurate results in complex or long-running
tasks. We have used two CoT prompts across our research: CoT 1 without
a definition of sensitivity, CoT 2 with a definition of sensitivity inspired by
the definition of health-data provided in the GDPR [35]. The template for
CoT1 and CoT2 are in Appendix C.3 and Appendix C.4 respectively.

3.3. Prompt Experiments

In this section, we describe the experiments conducted using the prompts
from Section 3.2 to determine the most effective prompt for identifying sen-
sitive information within textual data and sanitizing it on the two datasets.

Amazon dataset. Our initial experiments employed a Zero-shot approach,
where the task for the LLM was to identify sensitive information within
textual data and propose a redacted version. While we observed a reason-
able degree of consistency in the model’s ability to measure sensitivity, the
Zero-shot setup exhibited limitations. In particular, the model often over-
looked less sensitive conditions, such as knee pain, failing to classify them
as sensitive information. Furthermore, we encountered challenges with the
fidelity of rephrased text; the rephrased versions significantly diverged from
the original, occasionally altering the meaning of sensitive information.

Concerning the experiments with the Few-shot technique, we observed
some improvements in classifying and rephrasing, but still below expecta-
tions. Therefore, we compared these techniques with the results from CoT
prompts. Some example comparisons are reported in Appendix D. These
comparisons confirmed the limitations of Zero-shot and Few-shot approaches
when contrasted with CoT prompting techniques, as highlighted by Wei
et al. [38]. Our analysis suggests that CoT prompting more effectively pre-
serves the desensitization intent.

Eventually, we experimented with the Chain-of-thought prompt CoT 1
on the 28 reviews selected as described in Section 3.1, 10 times. However,
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we still observed some flaws, such as false negatives and bad rephrasing. For
instance, for Review 5 we classify the outcome as false positive:

Original I had a doctor suggest I take this as it works well and has fewer
side effects. I have found this to be true, I seldom take my prescription med
now and I have less pain.

The sensitivity scores for the 10 trials were: 4, 3, 2, 3, 4, 3, 2, 3, 4, 7. The
scores are inconsistent, and the text is not highly sensitive. What follows is
the rephrased text for the first round whose score is 4:

Rephrased A medical professional suggested using this product because it
works well and has fewer side effects. I have noticed positive results and less
discomfort from using it.

We consider the information being rephrased is not related to people’s
health conditions, which are listed below, as explained by ChatGPT:

Explanation The reference to the doctor’s advice and the personal medical
prescription

On the other hand, we also found evidence of false negatives. For example,
the sensitivity scores for Review 19 were all 0. The review text is below,
which mentions a general yet health-related issue in her shoulder:

Original My new favorite product! It’s helped alleviate most of the pain
in my shoulder. It also has the added benefit of boosting my metabolism,
making it possible to maintain a steady weight.

On the other side, Review 7 states:

Original Unfortunately, taking this for 2 days upset my stomach so bad and
caused me to have diarrhea. The last straw was me having joint pain in my
shoulder/neck on 2nd day. I guess this dosage is too strong for me. I am
taking other supplements and have never had these symptoms so it’s got to
be this supplement causing all the disruption in my body. Great it worked
for so many others, but I can’t say the same for me.

was rephrased as follows with a sensitivity score equal to 3:

Rephrased The product didn’t suit my body well; after two days of use, it
upset my stomach. I also experienced joint pain. While it may have worked
for others, I didn’t have the same experience.
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These limitations brought us to conduct a final experiment with the
prompt CoT 2. The experiments conducted with this prompt yielded the
best results in terms of rephrasing and scoring, as discussed in Section 4.1
and Section 4.2. Each original review was rephrased 10 times, resulting in a
final dataset of 280 texts. Both the original and rephrased texts were scored
10 times by the model on the dimensions of informativeness and sensitivity.
This process aimed to assess the scores’ stability and the rephrasing quality
across multiple iterations. Table 2 shows an overview of the final experiment,
indicating the number of original reviews, the number of trials per review,
the outcome dataset size, and the total of failed and successful attempts.

Table 2: Overview of the final experiment on the Amazon dataset.

Total texts Trials Sampled
Reviews

Non-
sensitive

Outcome
dataset

%Failed %Success

28 10 20 8 280 0.017857 0.982143

MedSD dataset. To further validate the methodology, we experimented on
the MedSD6,000 dataset only since it provided 6,000 texts pre-labeled ac-
cording to sensitivity. This allowed us to assess whether ChatGPT could
reliably evaluate sensitivity when provided with a definition and a Likert
scale (RQ4). Based on the results of the prompt experiments (Section 3.2),
we adapted the final prompt CoT 2 for this task to assess the generalizabil-
ity of the approach. The final prompt for this experiment is detailed in the
Appendix C.6. The model was tasked with identifying sensitive informa-
tion in the posts according to the definition of sensitivity embedded in the
prompt. It then rated the sensitivity of the content based on the same sensi-
tivity scale used by the authors of the dataset [31]. For the rephrasing task,
we adapted CoT 2 prompt into the revised version provided in Appendix
C.5. The experiment was performed on the MedSD360 dataset and allowed
us to evaluate if ChatGPT effectively preserved semantic similarity (RQ5).

3.4. Metrics

To address our research questions we combined statistical analysis and
well-established metrics on the outcome datasets. It is important to note that
these metrics are not direct indicators of rephrasing quality and reduction
of sensitivity. To address this limitation, we utilized multiple metrics and
incorporated human evaluation.
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In particular, rephrasing quality was assessed through ROUGE-L and
BLEU scores [39] while cosine similarity was used to measure semantic sim-
ilarity [40], supplemented by human evaluation and with a privacy semantic
metric [41]. To assess the reduction in sensitivity, we applied a privacy lexi-
cal metric [41]. Once the reliability of the sensitivity scoring was established,
we further validated the reduction in sensitivity by examining p-values and
Cohen’s d to assess statistical significance and effect size.

3.4.1. ROUGE-L, BLEU, and privacy lexical metric

Recall-Oriented Understudy for Gisting Evaluation (ROUGE-L) [42] is a
widely used metric in NLP for evaluating the quality of machine-generated
text summaries. It relies on the longest common subsequence between the
model output and reference. A longer shared sequence should indicate more
similarity between two sequences. This metric allowed us to measure the
distance between the original and the rephrased sentences.

BiLingual Evaluation Understudy (BLEU) [43] is a metric for automat-
ically evaluating machine-translated text. It calculates the similarity be-
tween a machine-generated text (e.g., the rephrased version) and one or
more human-written reference texts. BLEU focuses on n-gram precision,
a sequence of ’n’ words, by checking how many n-grams from the rephrased
text also exist in the reference texts [44]. The inclusion of higher-order n-
grams helps ensure that longer phrases and structural elements are appropri-
ately maintained or modified. The brevity penalty prevents the system from
generating overly short outputs [45].

The privacy lexical metrics µlexical is calculated as 1−ROUGE-L score be-
tween the original and rephrased document. This formulation ensures that
higher values indicate stronger privacy protection. It is important to note
that while low privacy metric values suggest a higher risk of sensitive infor-
mation being retained, high values do not guarantee complete privacy [41].

3.4.2. Semantic similarity and privacy semantic metric

To assess the semantic similarity on the MedSD dataset (RQ5), we first
compute embeddings for all pairs of texts (original and rephrased) and then
assess their similarity by evaluating the distance between the two resulting
embeddings. To compute embeddings, we employ the all-mpnet-base-v22

2https://huggingface.co/sentence-transformers/all-mpnet-base-v2
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model, made available by the Python sentence-transformers library [46].
This model builds on top of MPNet [47], fine-tuning it on a dataset of 1
billion sentence pairs. The model consistently achieves state-of-the-art per-
formance3. To evaluate the similarity of embedding pairs, we use the widely
adopted cosine similarity metric [40], which quantifies the similarity between
two vectors by measuring the cosine of the angle between them. When ap-
plied to embeddings, the cosine similarity is bounded in the range [0, 1], with
values closer to 1 indicating greater similarity.

Additionally, we evaluate the semantic similarity of original and rephrased
texts employing µsemantic, a LLM-based semantic privacy metric defined by
Xin et al. [41]. According to this metric, first, following the concept intro-
duced by Min and colleagues [48], a large language model is prompted to ex-
tract atomic claims from the original document, where each claim represents
a single indivisible piece of information. Then, the model is prompted to as-
sess the similarity of each extracted claim with the contents of the rephrased
document. This assessment is performed using a three points scale, where a
score of 1 indicates that information identical to the claim is present in the
rephrased document, a score of 2 indicates that different but similar informa-
tion is present, while a score of 3 signifies that the claim is unsupported by
the document. To account for variability in model responses, the evaluation
of each claim is repeated three times and the mode of the three responses
is utilized as final score for the claim. µsemantic was evaluated using LLaMa
3 8B [49], the same model adopted by Xin et al. [41]. The prompts used
for the evaluation of this metric can be found in Appendix I. To allow for
easier comparison with the other metrics, we normalize the obtained µsemantic

values in the range [0, 1] employing Min-Max normalization [50], with higher
values indicating better privacy preservation.

3.4.3. Human evaluation

Amazon dataset. To address RQ1 (sensitivity detection) on the Amazon
dataset, we gathered four annotators with diverse backgrounds, academic
experiences, and nationalities. All annotators have been working and study-
ing in the field of privacy for over two years. We divided the dataset such that
each text underwent review by two annotators [19, 51]. The participants were
instructed to read the review (original) text and identify any health-sensitive

3https://www.sbert.net/docs/cross_encoder/pretrained_models.html
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information according to the definition embedded in the prompt:

Definition of Sensitivity : “Health-sensitive information includes, but
is not limited to, details regarding medical conditions, treatments, or
personal health experiences.”

This definition drew inspiration from Article 4(15) of the GDPR [35] to
mitigate ambiguity stemming from the subjective nature of the task. Subse-
quently, each annotator assessed whether the sensitive information was de-
tected by reviewing the model’s explanation and responding with “Y” (yes),
“N” (no), or “IDK” (I don’t know) in the detection column. This allowed us
to set a baseline for the sensitivity detection capability of the model.

To explore RQ2 (score analysis), annotators were tasked with rating the
sensitivity of both the original and the rephrased review on a scale of 0 to
10. Here, 0 signified no sensitive information, while 10 denoted a signifi-
cant presence of sensitive information, according to the provided definition.
Regarding the informativeness of the review in the human evaluation, we
adopted a definition provided by Sun et al. [33] for “an experience prod-
uct” as it is the curcumin supplement. According to the author, “A review
containing detailed descriptions for attributes and personal experiences is
helpful to consumers of experience products”, as well as platform attributes
“the services provided by the platform, such as shipping, marketing promo-
tions, influence consumer purchase decisions”. Annotators were instructed
to rate the informativeness of both the original and rephrased text on a scale
of 0 to 10, where 0 indicated the review was useless to readers and 10 highly
informative. Annotators were encouraged to provide reasoning behind their
ratings for each answer, following provided guidelines (see Appendix E).

MedSD dataset. To test whether the rephrasing task could maintain a good
level of semantic similarity and generalize the proposed methodology (RQ5),
we also performed a human evaluation on the MedSD360 dataset. We asked
three different annotators, with diverse backgrounds, academic experiences,
and nationalities, to evaluate each pair of texts using a Likert scale for se-
mantic similarity. The Likert scale used is detailed in Appendix B.2. It
was designed by the authors of this paper, following established practices
used by other researchers [52], and adhering to guidelines for privacy and
security studies [53, 54]. After the evaluation was completed, to allow for
a more straightforward comparison with the cosine similarity (Section Ap-
pendix B.2), we normalized the evaluators’ responses in the range [0, 1],
employing the Min-Max normalization approach [50].
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After conducting the human evaluation, we assess the evaluators’ agree-
ment. For this task, we employ the Average Deviation (AD) Index proposed
by Burke et al. [55], which is specifically conceived for data on a Likert
scale. It measures the extent to which each evaluator’s rating differs from
the mean. To interpret the results, we follow suggested guidelines [56], which
consider the agreement acceptable if AD < c/6, with c equal to the number
of response options on the used Likert scale.

3.5. Statistical analysis

Amazon dataset. In assessing the reliability and accuracy of the model’s score
(RQ2) on the Amazon dataset, we conducted an extensive bootstrap analysis
to validate the consistency and precision of the mean scores derived from our
model evaluations. This analysis involved generating n = 1000 bootstrap
samples, a methodological approach that allows for the estimation of 95%
confidence intervals (CIs) for the mean scores across various data columns.

MedSD dataset. To assess the automation of scores (RQ4), given the large
size of the MedSD dataset, we computed Cohen’s d, a measure of effect
size that quantifies the difference between two means in terms of standard
deviation units. Cohen’s d is commonly used to assess the magnitude of
differences between two groups [57], e.g., the model and the human scores.

4. Results

In this section, we show the empirical results and their analysis.

4.1. Sensitivity detection (RQ1)

To address RQ1, that is, to verify whether the sensitivity detection was
accurately identified by ChatGPT on the Amazon reviews, we first computed
the kappa score to measure agreement on the “detection” column [58, 59].
The result revealed perfect agreement between the annotators, with only one
instance marked as a bad detection (“No”). Consequently, we conducted
a more refined analysis of the scores provided by human evaluators. We
restricted our analysis to the text instances where the model did not fail. For
each review, we compared the results from each human evaluator with those
from the model, focusing on both scores of sensitivity and informativeness.
Figure 2 represents an example of this analysis for the Review 1 :
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(a) Sensitivity score for the original
reviews.

(b) Sensitivity score for the rephrased
reviews.

(c) Informativeness score for the original
reviews.

(d) Informativeness score for the
rephrased reviews.

Figure 2: Analysis of the sensitivity and informativeness score provided by the
model and the human evaluators.

Original I turned to Amazon to get this when I couldn’t find it in the store
in capsule form. I’ve been taking it since my first cancer battle over ten years
ago. I was pleasantly surprised with this, no stomach upset, easy to swallow,
very happy with it and it’s a good value for the amount paid vs how many
you get. Very please.

Figures 2a and 2b show the sensitivity scores for the original reviews and
rephrased reviews given by two human evaluators and the model across 10
trials. Figures 2c and 2d show the informativeness scores for the original re-
views and rephrased reviews given by two human evaluators and the model in
10 trials. As depicted in Figure 2a, both human evaluators identified the re-
view as sensitive, with slightly different scores. The model’s scores, however,
fluctuate between 3 and 7. Regarding the informativeness of the original text
(Figure 2c), there is a noticeable agreement between the annotators, and the

17



model’s scores remain fairly consistent.
Turning to the sensitivity of the rephrasing of this review, illustrated

in Figure 2b, there are points where the annotators’ evaluations overlap,
indicating a similar trend. However, the model consistently assigns lower
scores than the annotators (in this case all zeros), suggesting a potential bias
in its self-evaluation. An example of a rephrasing version of Review 1 is:

Rephrased I turned to Amazon to get this when I couldn’t find it in store
in capsule form. I’ve been using this product for quite some time now. I
was pleasantly surprised with this, no stomach upset, easy to swallow, very
happy with it and it’s a good value for the amount paid vs how many you
get. Very pleased.

Regarding the informativeness score of this review, Figures 2c and 2d
indicate that there hasn’t been a significant change, with the scores of both
humans and the model being similar. The analysis of the entire dataset is
provided in the Appendix H and in the online data repository4.

Figure 3 shows the boxplots of the average humans’ score compared with
the model score. The analysis from Figure 3 revealed that 98 out of 112 boxes
from human annotators have a 50th percentile range ≤ 1. We observed more
variability in reviews containing ambiguity, such as Review 6 :

Original I use it mostly for memory and overall Brain health (some evidence
that it may prevent Alzheimer’s), since I don’t use it to reduce inflammation
due to arthritis, I can’t vouch for its efficacy in that regard. But I can say
that it is probably one of the higher quality Turmeric Supplements, due to
the addition of ingredients to improve its Bioavailability.

In this review, the author mentions an interest in brain health, although the
information provided is somewhat vague.

Compared with the CoT 1 prompt (Section 3.2), achieving self-consistency
as discussed in [60] is challenging, with a broad variance rendering it impracti-
cal. This is shown in Figures G.7a and G.7b, which analyze the variability in
sensitivity and informativeness scores of the old prompt, respectively. These
findings led us to conclude that a clear definition of sensitivity is crucial for
consistently enhancing model performance.

To summarize, the CoT 1 prompt had a wide range of variability. Self-
consistency [60] was very difficult to achieve and the variance was wide

4https://github.com/cos-al/mitigating_selfdisclosure.git
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(a) Sensitivity score of the original review. (b) Sensitivity score of rephrased review.

(c) Informativeness score of the original
review.

(d) Informativeness score of rephrased
review.

Figure 3: Boxplot of scores of original and rephrased reviews.

enough to become unusable. We were able to improve this by embedding
a definition of sensitivity in the prompt (CoT 2).

Answer to RQ1: Overall, we noted consistent trends between
human annotators and the model regarding the detection of sensi-
tivity in the provided text. Particularly, the model demonstrates
proficiency in detecting sensitivity when prompted with a clear
definition of sensitivity.

4.2. Score stability (RQ2)

Regarding RQ2 – determine the stability of the model’s scores and their
alignment with human evaluations on the Amazon dataset – we carried out
a statistical analysis that focused on comparing the scores for each review,
both original and rephrased, across two dimensions: sensitivity and informa-
tiveness. For the human evaluation, we adopted the mean value between two
evaluators. Figure 3 illustrates this comparison, presenting the mean scores
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and their variability (as captured by the whiskers) for both the original and
rephrased reviews, as assessed by the human evaluators and the model.

Figure 3a represents the sensitivity scores of the original review given by
the model and the humans. Regarding the model’s scoring, it appears fairly
consistent for the majority of the reviews, as the boxplots are not excessively
wide. Exceptions are observed for Reviews 0 and 6. Review 0 states:

Original My husbands ortho doctor suggested him using Turmeric Cur-
cumin to help with his knee issues, well I would say this product is working
because he does not have to use the knee brace as much. So hopefully it will
keep knee replacement surgery off for a bit longer.

The sensitivity of this review is debatable and somewhat complex to estab-
lish. It primarily discusses the author’s husband’s health issues rather than
the author’s, which may be considered less sensitive, particularly considering
the prompt that asks for “any health-sensitive information about the au-
thor.” Regarding Review 6, as discussed in Section 4.1, the author mentions
interests in some health issues without clearly stating that they are personal
issues. We believe these reasons contribute to the instability in the sensitivity
scores. For what concerns human evaluation, Figure 3a depicts a relatively
stable situation, with boxplots not being excessively wide. An exception is
noted for review 27, for which the same considerations of Review 6 hold.

For the sensitivity scoring of rephrased reviews, Figure 3b illustrates the
model and the human scores respectively. As previously mentioned, the
model scored lower than the human in rating the sensitivity of the rephrased
reviews. This could be a potential bias of the model that requires further
investigation. However, the results indicate that the scoring in this case
is fairly reliable. Moreover, both human and model scores decreased, even
though the values given by humans tend to be higher than those of the model.

Regarding the informativeness of the original reviews (Figure 3c), the
scores given by both the model and the humans are consistent and fairly
similar. An exception for human evaluation is observed for Reviews 24 and
26 (below):

Original This is my second bottle of this supplement and I happened to
have one capsule remaining from the previous one. The difference in colour
was striking. The capsules in the new bottle were of a lighter colour! So,
in my disappointment my question is, do these new ones have more filler in
them? I just don’t know!
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The informativeness of this review is arguable as it only provides information
about the color of the supplement. Similar observations apply to Review 24,
which solely focuses on the reviewer’s personal delivery experience.

Similar observations apply to the rephrased reviews (see Figure 3d), where
the informativeness scores remain consistent between the humans and the
model.

The consistency observed in the scores, as indicated by the boxplots
in Figure 3, led us to conclude that the mean values for each trial of-
fer a fair representation of the model scores. The robustness of the mean
as a metric was reinforced through a bootstrap analysis, with n bootstraps
= 1000 samples. The results of this analysis are shown in Table G.12.
Columns like “info orig model” and “info reph model” show particularly nar-
row CIs, highlighting the mean’s precision and stability as a central ten-
dency measure for these data points. This level of precision validates the
mean’s role as an effective representative value. Conversely, columns includ-
ing “sens original model” and “sens original human” exhibited broader CIs,
signaling increased variability. Despite this, the mean remains a crucial sum-
mary statistic, albeit requiring careful interpretation. This analysis reinforces
the assumption for the mean as a reliable metric for the model scores.

Therefore, we compare the mean values of the model directly with the
mean values of the human evaluations. Figure 4 represents distances between
the mean values given by humans and the mean values given by the model for
each different Amazon review (x-axis). Each plot represents a different score
for both original and rephrased reviews. This comparison shows a close align-
ment between the sensitivity scores for the original reviews as determined by
both the humans and the model (Figure 4a). Regarding rephrased reviews
(4b), the model’s sensitivity scores were consistently lower or equal to those
of human evaluators. However, a trend is evident: despite the higher scores
from human evaluators, the difference between human and model evaluations
remains constant, indicating a systematic pattern in the assessment process.

Regarding the informativeness scores (see Figure 4c), the results for hu-
mans and the model are fairly close for the original reviews, with a maximum
difference of 1 for the range of 50% percentile, except for Review 26 acting
as an outlier here. This is also the case for the informativeness score of
the rephrased reviews (see Figure 4d), although we observe some halluci-
nations [61] of the model, as Reviews 22, 23, and 24 were not rephrased,
therefore the informativeness score cannot be established (-1 given by hu-
mans as the text is missing). These results for the informativeness score are
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interesting since a definition of this score was not provided in the prompt.

(a) Sensitivity for original reviews. (b) Sensitivity for rephrased reviews.

(c) Informativeness for original reviews.(d) Informativeness for rephrased reviews.

Figure 4: Scatter plot of average scores for original and rephrased reviews.

Answer to RQ2. The scores provided by the model align fairly
well with the human scores. Additionally, the model’s scores
demonstrate consistent stability across trials, with minimal ob-
served variations.

4.3. Rephrasing evaluation (RQ3)

To tackle RQ3 – evaluating the rephrasing on the Amazon dataset– we
conducted a comparative analysis of results obtained from various metrics.
Rephrasing a sensitive sentence to render it non-sensitive while preserving
its informativeness is a challenging task. This is because sometimes informa-
tiveness and sensitivity are tied to each other. Nevertheless, the model shows
an ability to maintain a reasonable balance between these two dimensions.
For example, the following text is Review 13 :
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Original I have arthritis in my hands and my left shoulder. I had surgery
2 yrs ago on my shoulder and these pills were recommended by a friend and
they really help!!! I will b ordering more soon. They r a great value!!

The model’s rephrased version is:

Rephrased I’ve dealt with joint discomfort and was recommended these
supplements by a friend. I found that they truly make a difference! I plan
on purchasing more soon; they provide great value!

which attains a reasonable balance, while retaining the essence of the review.

4.3.1. ROUGE-L, BLEU and privacy lexical metrics

To assess the quality of the rephrasings, Table 3 reports the values for
ROUGE-L and BLEU metrics for the Amazon dataset. The mean ROUGE-
L precision score is 0.38, which shows the distance between the original and
the rephrased text. It is important to note that ROUGE-L, while very use-
ful in evaluating summarization tasks, is not an exact representation of the
rephrasing task. ROUGE-L is a similarity metric and is unable to corroborate
the sensitivity or the informativeness of the text.

Table 3: ROUGE-L and BLEU evaluation on the Amazon dataset.

Metrics Mean Median St Dev

ROUGE-L 0.38 0.34 0.27
BLEU 0.34 0.15 0.38

BLEU Score is considered good between 0.4 - 0.6 [62]. Table 3 shows that
the average BLEU score is 0.34 and the median value is 0.15. These scores
show that the number of n-grams that match between the reviews is not very
close, i.e., the original review and the rephrased review are not very close to
each other in terms of word similarity. Both values of ROUGE-L and BLEU
can be explained considering that LLMs are good at correcting grammar
and replacing words with their synonyms [63]. Conversely, the privacy lexical
metric µlexical is 0.62 which is an acceptable value. It indicates a safe distance
from the lower range of values associated with high privacy risks [41].

4.3.2. Human evaluation and statistical tests

Based on the results represented in Figure 4, there appears to be a con-
sensus between human evaluators and the model regarding the sensitivity
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level of the texts. While the model tends to assign slightly lower sensitivity
scores to rephrased texts than human evaluators, the overall trend (Figure
4b) demonstrates alignment between human and model evaluations.

The model demonstrates consistency in preserving the informational con-
tent of the reviews, as evidenced by the minimal change observed between
Figure 4c and Figure 4d. Furthermore, for what concerns the informative-
ness, the obtained p-value of 0.16 from the comparison of model evaluation
scores before and after rephrasing suggests that there is no significant differ-
ence between the two sets of scores, as it exceeds the conventional threshold
of 0.05 for statistical significance. On the contrary, it effectively reduces the
sensitivity of the text, transitioning from the original sensitivity levels de-
picted in Figure 4a to the rephrased versions shown in Figure 4b. In this
case, we obtained a p-value of 1.02e-8 from the comparison of model evalua-
tion scores before and after rephrasing, which indicates a significant decrease
in sensitivity from the original to the rephrased text. On the other hand,
from the comparison of human evaluation before and after rephrasing, the
p-value for sensitivity is equal to 0.00032, which confirms the results for the
decrease in sensitivity. On the contrary, the p-value from the comparison of
informativeness before and after rephrasing is equal to 0.0089, indicating a
statistically significant change in the content of the rephrased sample. This
could be attributed to the small sample size or the nature of the data used.

Answer to RQ3. The sanitized text (rephrasing) proposed by
ChatGPT is overall less sensitive than the original text. The
level of informativeness seems unchanged only from the model
perspective. This result needs to be further investigated.

4.4. Automation of score sensitivity (RQ4)

To assess the effectiveness of the scoring mechanism, we compared Chat-
GPT’s sensitivity scores on the MedSD6,000 dataset with human evaluations.
For this comparison, we instructed the model to rate sensitivity without per-
forming the rephrasing task, as outlined in Section 3.3.

To facilitate comparison, the human-provided “Cont. Score” was rounded
to the nearest integer. We then calculated the difference between the integer
scores assigned by humans and those generated by the model. Table F.11
presents a sample of the dataset with the scores used in this analysis. The
column “Diff. (H/M)” shows the difference between the scores assigned by
humans and those generated by the model.

24



The differences between the sensitivity scores assigned by humans and
the model (Diff. (H/M)) are illustrated in the boxplot shown in Figure 5.

Figure 5: The differences between the model scores and the human score for the
sensitivity of the texts. Each boxplot refers to a specific class of self-disclosure.

For the “Clear SD” and “No SD” classes, the differences are relatively
small, with 50% of the data falling within the 0 to 1 range. This suggests that
the model’s sensitivity scores are closely aligned with those of the humans.
In contrast, for the “Possible SD” class, the boxplot shows that 50% of the
data lies between 1 and 2, indicating a more significant divergence between
the model’s scores and human evaluations.

To further evaluate the model’s performance in aligning with human
scores, Table 4 presents the statistics on the difference between the scores
assigned by humans and the model for each class of self-disclosure.

As shown, for the “Clear SD” and “No SD” categories, 75% of the data
falls within a difference of 1, supporting the findings from the boxplot anal-
ysis. For the “Possible SD” category, 75% of the data shows a difference of
2, once again confirming the observations from the boxplot. However, the
p-value between the human and model scores is 5.40 × 10−14, indicating a
statistically significant difference between the two groups of scores. Despite
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count mean std min 25% 50% 75% max

Clear SD 2,000 0.517 0.976 0 0 0 1 5
Possible SD 2,000 1.369 0.959 0 1 1 2 4
No SD 2,000 0.974 1.685 0 0 0 1 5
Total 6,000 0.953 1.300 0 0 0 1 5

Table 4: The statistics of the difference between the model and human scores,
both for the total dataset and divided according to each class of self-disclosure.

this, the Cohen’s d value is 0.13, which suggests a small effect size. This
means that while the difference is statistically significant, the practical or
meaningful difference between the two groups is small [57].

Answer to RQ4. The human and model scores show a general
alignment, with differences of less than 1 point in 75% of the
data. While the small p-value indicates a statistically significant
difference between the two groups, the effect size (Cohen’s d =
0.13) suggests that this difference is small. This implies that
ChatGPT is fairly reliable in scoring the sensitivity of a text
when provided with a detailed description of the task.

4.5. Rephrasing evaluation and semantic similarity (RQ5)

To evaluate the rephrasing on the MedSD dataset (RQ5), we combined
the metrics described in Section 3.4.1 (ROUGE-L, BLEU, and privacy met-
rics), statistical tests, and an analysis of semantic similarity. In particular,
statistical tests and privacy metrics were conducted to determine whether
rephrasing reduced the sensitivity of the texts; semantic similarity measures,
BLEU and ROUGE-L were used to evaluate whether the overall meaning of
the text was preserved after rephrasing.

4.5.1. Metrics ROUGE and BLEU, statistical tests and privacy lexical metric

Table 5 shows the scores for ROUGE-L and BLEU metrics, listing the
mean, median, and standard deviation for each.

Table 5: ROUGE-L and BLEU evaluation on the MedSD dataset.

Metrics Mean Median St Dev

ROUGE-L 0.360 0.335 0.203
BLEU 0.129 0.031 0.193
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Table 6: Statistics for semantic similarity over the MedSD dataset.

Metric Mean St.Dev. 25% Median 75%

Cosine similarity 0.578 0.165 0.472 0.591 0.69
µsemantic 0.668 0.249 0.5 0.5 1
Human Evaluation 0.638 0.152 0.533 0.733 0.2

ROUGE-L has a mean of 0.335 and a standard deviation of 0.203. For
BLEU, the mean score is 0.129, with a standard deviation of 0.193. These
results suggest that the model effectively captures key ideas (as reflected
in ROUGE-L) but tends to paraphrase rather than closely matching the
reference text, leading to lower BLEU scores.

However, the lexical privacy metric µlexical = 0.66 suggests enhanced pri-
vacy protection, as a lower value of this metric would indicate higher privacy
risks [41]. To validate this, we calculated the p-value and Cohen’s d effect
size to analyze the sensitivity scores before and after rephrasing. We relied
on these scores because, as demonstrated in Section 4.4, the model is reliable
in self-evaluating the sensitivity of texts without human intervention. The
p-value of 9.12 × 10−63 indicates a statistically significant change between
the sensitivity scores before and after rephrasing. Furthermore, the Cohen’s
d value of 1.38 suggests a substantial difference between the two groups.

4.5.2. Semantic similarity analysis

Cosine similarity and µsemantic were computed across the entire MedSD360

dataset, alongside the human evaluation, and are summarized in Table 6. It
can be observed that the mean cosine similarity is 0.638, with a median value
of 0.667 and 0.152 standard deviation. The value at the 75th percentile is
0.733. Alongside, the mean value for µsemantic is 0.668, with 0.249 standard
deviation. The value at the 75th percentile is 1. To understand these values
more deeply, we manually analyzed a sample of 10 text pairs with cosine
similarity > 0.65, 10 pairs with cosine similarity < 0.35, and 10 pairs with
cosine similarity between the two thresholds. This qualitative investigation
revealed that the sanitized version of pairs with high semantic similarity (i.e,
> 0.65), preserves both the general meaning and the sentence structure of
the original text. One example is the following, in which the text:

Original Omg this is how I feel today!! I just went through the storm of
Pain now I’m extremely tired and the past hour feeling very depressed!! :(

Is rephrased as in the following:
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Rephrased Omg this is how I feel today!! I just went through a tough
experience and now I’m feeling very worn out and down in the past hour!! :(

The two versions score a semantic similarity value of 0.809, while the mean
µsemantic value for the claims extracted from the original document is 0.67.
Indeed, not only the general meaning of the text is preserved but also the
same sentence structure and colloquialisms are present, while a few sensitive
terms have been replaced. On the other hand, we found that text pairs
with an average semantic similarity (i.e., between 0.35 and 0.65) preserve
the general meaning but differ in sentence structure. For instance, the text:

Original I dont notice any triggers to be honest, the symtoms arrise out
of no where. i can be reading a book and then bam, i feel lightheaded and
weird and foggy.

Is sanitized as follows:

Rephrased I sometimes experience unexpected sensations out of the blue.
I can be reading a book and then suddenly feel a bit off.

The two texts achieve semantic similarity score of 0.635, while µsemantic =
0.75. Finally, sanitized texts for pairs with a low similarity score (< 0.35)
only vaguely resemble the original meaning. An example is the text:

Original I have a week tummy and nausea has been a big problem for me
along with weight loss.

That is rephrased in the following:

Rephrased I’ve been experiencing some discomfort and it’s been challenging
for my routine.

This pair has a similarity value of 0.333. Unsurprisingly, the µsemantic = 1,
as the rephrased text has little resemblance to the original. In light of this
qualitative analysis, we consider the achieved mean cosine semantic similarity
value of 0.578 to be satisfactory, as it indicates that in most cases the general
meaning is preserved in the rephrased texts. This is further corroborated by
the results of the human evaluation, for which the mean and median values
are, respectively, 0.638 and 0.667 with 0.152 standard deviation. The value
at the 75th percentile is 0.733. These values indicate that the evaluators
found a general but clear similarity between the original and the sanitized
text, according to the employed Likert scale. Furthermore, the calculation
of the agreement among evaluators resulted in an AD index value of 0.474,
indicating a substantial agreement.
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Answer to RQ5. The sanitized (rephrased) text proposed by
ChatGPT preserves the general semantics of the original text
but might differ in sentence structure. Cases with mild to low
semantic similarity warrant further attention.

5. Discussion and future work

Our findings suggest that ChatGPT effectively detects sensitivity in text
when provided with a clear definition (RQ1). This implies a potential for de-
veloping customized sensitivity detection tools tailored to specific tasks, by-
passing the limitations of generic taxonomies or dictionaries. Additionally,
we found the model’s sensitivity and informativeness scores to be reliable
(RQ2); this result together with established metrics and human evaluation
allowed us to conclude that the rephrasing was fairly good (RQ3). The di-
mension of informativeness needs further investigation, ideally with domain
experts. Our findings indicate that the model can independently assign rea-
sonably reliable sensitivity scores to the texts (RQ4), especially when given a
clear definition of sensitivity and a standardized Likert scale. Furthermore,
the sanitized texts generated by ChatGPT effectively preserve the overall
semantics of the original texts (RQ5) while reducing their sensitivity lev-
els. However, further attention is needed for cases where semantic similarity
metrics yield mild or low scores.

The stability of the scoring mechanism allows for dynamic adjustments
to a text’s sensitivity based on user needs and contextual factors, making it a
more adaptable tool for sensitivity detection. This approach shows promise
for creating personalized tools to manage self-disclosure–a need highlighted
by participants in [9], who found the tool proposed to be “oversensitive”.

We envision this tool as a browser extension that operates on the user’s
device and automatically sanitizes sensitive content before sharing it online.
However, it’s important to emphasize that while we used ChatGPT to demon-
strate the functionality of our methodology, it is not intended to serve as a
standalone sanitizing tool. This is due to privacy concerns associated with
using ChatGPT, as highlighted in [64]. Our proposal is a proof of concept
to showcase how sensitivity detection and text sanitization can work. The
primary aim is to illustrate the potential of this approach, paving the way
for future development of privacy-preserving tools that are both practical
and secure for real-world use. In our vision, these tools will be enabled by

29



the next generation of on-device LLMs, that promise private and efficient AI
capabilities on client-side devices [65, 66].

While there are other methods available, they differ from our approach in
key ways. The method presented in [15] focuses solely on sensitivity detection
and does not involve LLMs, while the approach in [9] relies on fine-tuning and
a taxonomy-based classification. In contrast, our method is more straight-
forward, using only prompt engineering without additional fine-tuning. By
removing the need for fine-tuning and training, the methodology lowers com-
putational and data preparation costs, making it cost-effective for research
and applications. The single-prompt design allows easy adaptation to various
tasks or datasets, enhancing versatility and applicability.

Future work should explore how our methodology can be applied to other
LLMs, to test whether the automatic sensitivity scoring remains consistent
when sensitivity is clearly defined. Additionally, research should focus on
evaluating and optimizing prompt templates used in the sanitization process.
This could involve comparing different prompt designs and testing their ef-
fectiveness across various contexts, ultimately establishing best practices for
creating prompts that enhance privacy filtering.

Further studies could extend this methodology to different categories of
privacy, incorporating interdisciplinary perspectives from fields such as psy-
chology, sociology, and marketing to identify and define domain-specific se-
mantics that should be preserved. Conducting user studies would also pro-
vide valuable insights into the tool’s real-world effectiveness and user accep-
tance, helping to assess its potential for enhancing privacy.

6. Threats to validity

External Validity. Human evaluation of the Amazon dataset was carried out
by some authors of this paper. We ensured that the reviews were randomized
and that the annotators had clear instructions on how to proceed. However,
an external annotation through platforms like Mechanical Turk could ensure
a more unbiased evaluation.

The subset of the MedSD dataset used for semantic similarity evaluation
is relatively small, so expanding it could significantly enhance the validity of
our results. Additionally, external annotation could provide valuable insights,
allowing for further evaluation of the Likert scale and validation of the results.

We acknowledge the limitation of using a single LLM and propose future
work to evaluate our approach across different models. However, we do not
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consider this a major constraint, as our methodology treats the LLM as
a black-box component evaluated through model-agnostic metrics, allowing
for easy substitution with minimal prompt adjustments. Additionally, our
sensitivity reduction metrics help detect potential performance degradation
when replacing the LLM. Our choice of ChatGPT was also driven by its
efficiency and high performance at the time of our experiments. While a
lower-performing LLM may impact performance, it would not compromise
the robustness of the methodology.

Construct validity. The precision of the scoring scales proposed in the Ama-
zon study may influence the overall scoring stability outcomes. Changing
scales and evaluation of the scoring could help verify our hypothesis. The
observations about the sensitivity are generally applicable across the popula-
tion, as health information (such as cancer diagnosis) is considered very sen-
sitive by patients with and without diagnosis [67]. The Likert scale adopted
for the semantic similarity evaluation needs further validation. Further val-
idation steps, such as assessing internal consistency, and convergent validity
with other established measures, would help ensure the scale accurately re-
flects users’ perceptions and provides meaningful data for analysis.

Internal validity. We found instances of LLM hallucination in ChatGPT’s
outputs on Amazon reviews (see Figure A.4, Review 22 and 23 ). Although
these anomalies were present in a minority of responses, their potential to
affect the accuracy of our findings warrants attention. Future research should
focus on developing and integrating mechanisms to deal with hallucinations.

We have used two different versions of ChatGPT: gpt-4-0125-preview for
the Amazon dataset and gpt-4o for the MedSD dataset. This discrepancy
occurred because the Amazon experiments were conducted before the newer
model became available. Research shows that gpt-4o is better in most sum-
marization and rephrasing tasks [68], which might lead to some differences
in output quality between the two models. However, we believe using gpt-
4o improved the results for the MedSD dataset. The experiments on the
MedSD dataset were inspired by the good results from the Amazon dataset,
and we expect that the newer model would perform even better if applied
to the Amazon dataset. Future work should test this by comparing the two
models on the Amazon dataset.

The semantic similarity scores provided could be evaluated using a para-
phrasing algorithm combined with a broader human evaluation [69]. The
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comparison of these two methodologies can provide more insight into the
model capacity of preserving the meaning of the original text.

7. Conclusion

In this study, we outlined and tested a methodology for sanitizing user-
generated texts using ChatGPT while preserving the domain-dependent se-
mantics of the platform.

We began by investigating the e-commerce domain, focusing on sanitizing
Amazon health-related reviews. The primary objective was to reduce the sen-
sitivity of the content while maintaining its “informativeness” as the domain-
dependent semantic. To ensure objectivity, we incorporated a definition of
sensitivity sourced from GDPR guidelines [35] into the final prompt. The
criteria for assessing informativeness were grounded in domain-specific at-
tributes, such as detailed product descriptions and personal experiences [33].
The methodology is illustrated in Figure 1.

We then expanded this study by applying the same methodology to the
MedSD dataset, which consists of 9,767 posts sourced from platforms such
as patient.info, Facebook, and Twitter. Given the different nature of these
platforms, the dimension to preserve in this case was the semantic similarity.
Since each post in this dataset was labeled according to its sensitivity, we
were able to test whether the model could automatically assign sensitivity
scores to the texts on a large sample.

Our findings reveal that ChatGPT can effectively detect sensitivity when
provided with clear guidelines (RQ1), indicating the potential for creating
customized sensitivity detection tools tailored to specific tasks and bypassing
the limitations of generic taxonomies or dictionaries. Additionally, the model
demonstrated consistency in scoring sensitivity and informativeness (RQ2),
with human evaluations and established metrics confirming the robustness of
rephrased outputs (RQ3). While the informativeness dimension could benefit
from further validation by domain experts, the scoring mechanism’s stability
is particularly promising. This stability enables dynamic adjustments to text
sensitivity based on user needs and context, offering a flexible and personal-
ized approach to managing sensitive information. Following this path, results
on the MedSD dataset demonstrated strong alignment between ChatGPT’s
sensitivity assessments and human evaluations, with only minor discrepan-
cies in a small subset of texts (RQ4). Furthermore, both human and model
evaluations indicated that ChatGPT effectively preserved semantic similarity
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between original and sanitized texts, supporting the methodology’s effective-
ness across different domains (RQ5).
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Appendix A. Information on the datasets

Appendix A.1. Medical information in the Amazon dataset

The word cloud in Figure A.6 shows some medical information disclosed
within the dataset. Each word’s size corresponds to its frequency of oc-
currence, with larger words representing more prevalent terms. The word
cloud helps identify prominent medical terms and topics discussed within
the Amazon dataset.

Figure A.6: Word cloud of medical information contained in the Amazon dataset.

The chosen keywords that often appeared in reviews containing health-
related information:

[mental, cancer, surgery, liver, kidneys, kidney, oncology, oncologist, tumor,
chemo, brain, was diagnosed, allergy, allergies, depression, anxiety, heart,
heart attack, stroke].

Appendix A.2. An extract of the MedSD dataset
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Table A.7: An extract of the MedSD dataset.

Text Continuous
Score

Class

0 I’m curious if you are taking just one injection a
month or two of Xolair?

0 No SD

1 The main reason I am posting this is because I tried
many lotions, creams and oils that did not help

1.66 Possible SD

2 2 years ago I started to get pain on my left rib, felt
like constant pain, it then wrapped around the side
and then to the back

3.33 Possible SD

3 4/6 of us even got our flu shots. i have asthma
(being controlled by a steroid) as well as EBV, but
am otherwise in great physical shape at 21 y/o. al-
though i never had symptoms that prompted a hos-
pital visit

5 Clear SD

Appendix B. Likert scales

Appendix B.1. Sensitivity Likert scale

The scale used by the authors of [31] to assess the sensitivity of the texts
is as follows:

• 5: The text discloses a specific illness, medication, surgery, or other
specific medical variable(s) or event(s).

• 4: The text discloses specific symptoms but does not further specify an
illness, medication, or other diagnosis.

• 1-3: The text ranges from very low (ambiguous hinting of possible, non-
specific medical concerns) to moderate (clear reference to nonspecific
medical concerns) self-disclosure.

• 0: The text does not disclose any health-related information.

Appendix B.2. Likert scale for the semantic similarity

The Likert scale designed by the authors of the paper for the semantic
similarity:

• 5: Highly identical and specific: The text mirrors the original with
precise details, including exact terms, concepts, or events.
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• 4: Mostly similar with minor differences: The text conveys most key
information, but lacks some specificity, such as descriptive details. The
core meaning remains intact.

• 3: General but clear similarity: The text captures a general but clear
similarity, with nonspecific references to the main ideas or concepts
from the original text.

• 2: Vague similarity: The text provides a vague similarity, hinting at the
general idea without clearly referencing the core aspects of the original
text.

• 1: Very indirect or ambiguous similarity: The text contains only vague
or indirect references to the original content.

• 0: No similarity: The text does not reflect any of the original content.

Appendix C. Prompt templates

Appendix C.1. Zero-shot
Input: {reviews}
Sensitivity Score (out of 10):

Redacted Version:

Reason:

Appendix C.2. Few-shot
Input: My daughter has cancer and we are using this in her treatment

Redacted Version: My daughter uses this as part of her treatment.

Sensitivity Score (out of 10):

Reason: “Cancer” might be a sensitive word and exposing that is not ideal.

Input: {reviews}
Redacted Version:

Sensitivity Score(out of 10):

Reason:
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Appendix C.3. Chain-of-thought 1
CoT1

The following is a review of an individual’s experience with a health product
on Amazon. Please start by identifying any sensitive information included
in this review.
Propose a sanitized version of the text that maintains its informativeness
while removing sensitive details. Your output should have the following
JSON format:
{{ “sens info”: Identify each piece of sensitive information included in the
review. This field should be left blank if the text is non-sensitive.
“rephrased”: Propose a way to sanitize the original text from sensitive infor-
mation while leaving unrelated words unchanged. This field should be left
blank if the text is non-sensitive.
“explanation”: Explain why you rephrased different parts of the review and
how this makes it less sensitive. This field should be left blank if the text is
non-sensitive.
“sens score”: On a scale of 0 to 10, where 0 is no sensitive information, and
10 is a lot of sensitive information, rate the sensitivity of the original review.
“sens reph”: On the same scale, rate the sensitivity of the rephrased review.
This field should be left blank if the text is non-sensitive.
“info score”: On a scale of 0 to 10, where 0 is useless to people who read the
review, and 10 is highly informative to people who read the review, rate the
original review.
“info reph”: On the same scale, rate the informativeness of the rephrased
review. This field should be left blank if the text is non-sensitive. }}
{reviews}

Appendix C.4. Chain-of-thought 2
CoT 2

The following is a review of an individual’s experience with a health prod-
uct on Amazon. Please start by identifying any health-sensitive information
about the author included in this review.
Propose a sanitized version of the text, in the voice of the reviewer, that
maintains its informativeness while removing sensitive details.
Health-sensitive information includes, but is not limited to, details regarding
medical conditions, treatments, or personal health experiences.
Your output should have the following JSON format:
{{ “sens info”: Identify each piece of sensitive information included in the
review. This field should be left blank if the text is non-sensitive.
“rephrased”: Propose a way to sanitize the original text from sensitive infor-
mation while leaving unrelated words unchanged. This field should be left
blank if the text is non-sensitive.
“explanation”: Explain why you rephrased different parts of the review and
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how this makes it less sensitive. This field should be left blank if the text is
non-sensitive.
“sens score”: On a scale of 0 to 10, where 0 is no sensitive information, and
10 is a lot of sensitive information, rate the sensitivity of the original review.
“sens reph”: On the same scale, rate the sensitivity of the rephrased review.
This field should be left blank if the text is non-sensitive.
“info score”: On a scale of 0 to 10, where 0 is useless to people who read the
review, and 10 is highly informative to people who read the review, rate the
original review.
“info reph”: On the same scale, rate the informativeness of the rephrased
review. This field should be left blank if the text is non-sensitive. }}
{reviews}

Appendix C.5. Chain-of-thought 3
CoT3

The following is a text collected on a digital platform (such as Facebook, Pa-
tient.info, etc.). Please start by identifying any health-sensitive information
about the author included in this text.
Health-sensitive information includes, but is not limited to, details regarding
medical conditions, treatments, or personal health experiences.
Propose a sanitized version of the text, in the voice of the reviewer, that
maintains its style and overall message while removing sensitive details.

Your output should have the following JSON format:

{{ “sens info”: Identify each piece of sensitive information included in the
review. This field should be left blank if the text is non-sensitive.
“rephrased”: Propose a way to sanitize the original text from sensitive infor-
mation while leaving unrelated words unchanged. This field should be left
blank if the text is non-sensitive.
“explanation”: Explain why you rephrased different parts of the review and
how this makes it less sensitive. This field should be left blank if the text is
non-sensitive.
“sens score”: Rate the sensitivity of the original text on a scale of 0-5 as
described below:

5: The text discloses a specific illness, medication, surgery, or other
specific medical variable(s) or event(s).

4: The text discloses specific symptoms but does not further specify
an illness, medication, or other diagnosis.
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1-3: The text ranges from very low (ambiguous hinting of possible, non-
specific medical concerns) to moderate (clear reference to nonspecific
medical concerns) self-disclosure.

0: The text does not disclose any health-related information.

“sens score reph”: Rate the sensitivity of the rephrased text on the same 0-5
scale:

5: The text discloses a specific illness, medication, surgery, or other
specific medical variable(s) or event(s).

4: The text discloses specific symptoms but does not further specify
an illness, medication, or other diagnosis.

1-3: The text ranges from very low (ambiguous hinting of possible, non-
specific medical concerns) to moderate (clear reference to nonspecific
medical concerns) self-disclosure.

0: The text does not disclose any health-related information.

}}
{text}

Appendix C.6. Chain-of-thought 4: automation of score sensitivity
CoT4

The following is a text collected on a digital platform (like Facebook, pa-
tient.info, etc.). Please start by identifying any health-sensitive information
about the author included in this text. Health-sensitive information includes,
but is not limited to, details regarding medical conditions, treatments, or
personal health experiences. A text is sensitive if it refers to the author
conditions, not other people.

Your output should have the following JSON format:

{{ “sens info”: Identify each piece of sensitive information included in the
review. This field should be left blank if the text is non-sensitive.

“sens score”: Rate the sensitivity of the original text, on a scale of 0-5 as
described below. A text is sensitive if it refers to the author conditions, not
other people.

5: The text discloses a specific illness, medication, surgery, or other
specific medical variable(s) or event(s).

4: The text discloses specific symptoms but does not further specify
an illness, medication, or other diagnosis.
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1-3: The text ranges from very low (ambiguous hinting of possible, non-
specific medical concerns) to moderate (clear reference to nonspecific
medical concerns) self-disclosure.

0: The text does not disclose any health-related information.

}}
the text is,

{text}
important that, the response is a JSON.

Appendix D. Example from the experiments

Table D.8: Experiments on Review 1.

Columns Content

Original I have been using it for a while now. It is the reason I have not had knee replacement
surgery yet. Wife is using it to supplement her cancer treatment. Was originally taken
a more expensive brand. This is more economical with the same results.

reph zero I’ve been using this product for some time and it’s been beneficial for my knee condition,
possibly delaying the need for surgery. My wife also finds it helpful alongside her medical
treatment. We switched to this from a pricier brand, finding it equally effective and more
affordable.

reph few I have been using it for some time now, helping me avoid more invasive procedures. My
wife also finds it beneficial for her health condition. Initially, we used a costlier brand,
but this one offers similar benefits at a more economical price.

reph CoT1 I have been using it for a while now and have found it beneficial. My spouse also finds it
helpful. Initially, we were using a more expensive brand, but this one is more economical
and offers the same benefits.

Comments COT and few entirely redacted the comments; zero kept some information to the detri-
ment of privacy.
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Table D.9: Experiments on Review 2.

Columns Content

Original I am in love. I suffer from degenerative arthritis since I’ve started taking this I can walk
better my nerve pain in my foot it’s a lot less painful the directions to just three pills
three times a day however some days I do take a few more haven’t experienced many
side effects but I did notice I have more bowel movements and do not have the need for
laxatives

reph zero I’ve been taking a new medication for my arthritis and it’s really helping. I can walk
better and my foot pain has decreased. I usually follow the prescribed dosage, but
sometimes take a bit more. I haven’t had many side effects, though I’ve noticed an
increase in bowel movements and no longer need laxatives.

reph few I’ve found relief with this treatment. It has improved my mobility and reduced my
foot pain. I follow the prescribed dosage of three pills three times a day, occasionally
taking extra as needed. The only noticeable side effect has been an increase in bowel
movements, reducing my need for laxatives.

reph CoT1 I am in love. Since starting a new regimen, I’ve noticed positive changes in my daily
activities. The directions are straightforward, and I’m monitoring my response closely.
Overall, my well-being has improved.”

Comments COT entirely redacted the comment; Zero and few kept some information to the detri-
ment of privacy.

Table D.10: Experiment on Review 3.

Columns Content

Original I have Rheumatoid Arthritis and didn’t think it was helping at first and then I ran
out...my joint started swelling and once I started taking this regularly, the swelling. I do
still have some joint pain so I rated it 4 stars for pain.

reph zero I have a chronic joint condition and initially doubted the effectiveness of my medication.
However, when I stopped taking it, my symptoms worsened. Resuming regular use led
to noticeable improvement, though some discomfort persists, leading me to rate it 4 out
of 5 stars for pain management.

reph few I have a chronic joint condition and wasn’t sure if the treatment was effective until
I stopped it. Once I resumed, I noticed a reduction in swelling, but some joint pain
persists, so I rated it 4 stars.

reph CoT1 At first, I wasn’t sure if the product was effective, but after a brief period without it, I
noticed a difference. Once I resumed regular use, there was a noticeable improvement.
However, there are still some minor issues, so I rated it 4 stars.

Comments COT entirely redacted the comment; Zero and few kept some information to the detri-
ment of privacy.
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Appendix E. Guidelines for annotators

Definition of Sensitivity: “Health-sensitive information includes, but
is not limited to, details regarding medical conditions, treatments, or personal
health experiences.” Read the review text (original text) and identify the
health-sensitive information mentioned according to the definition. Read the
explanation provided by the model and establish if the sensitive information
has been detected correctly by answering Y (yes), N (no), IDK (I don’t know)
in the column “detection”.

Definition of informativeness: “A review containing detailed descrip-
tions for attributes and personal experiences is helpful to consumers of ex-
perience products” as well as platform attributes “the services provided by
the platform, such as shipping, marketing promotions, influence consumer
purchase decisions”.

On a scale of 0 to 10, where 0 is useless to people who read the review,
and 10 is highly informative to people who read the review, rate the re-
view text (info or) and rephrased text (info reph). Please, fill the column
comments with your thoughts regarding your score and anything interesting
to highlight.

Appendix F. Extract of the MedSD
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Appendix G. More results from the analysis of sensitivity detec-
tion and model scores

Appendix G.1. Variability of the old prompt

(a) Sensitivity score variability of
CoT 1.

(b) Informativeness score
variability of CoT 1.

Figure G.7: Variability of scores with the prompt CoT 1.

Appendix G.2. Bootstrap analysis to assess the mean as a reliable metric

Table G.12: Bootstrap results.

Column Original Mean 95% CI Lower 95% CI Upper

sens orig model 4.66 4.27 5.07
sens reph model 0.58 0.47 0.69
info orig model 7.77 7.65 7.92
info reph model 7.63 7.51 7.75
sens orig human 5.59 5.16 6.00
sens reph human 3.09 2.91 3.27
info orig human 7.42 7.29 7.55
info reph human 7.10 6.98 7.21
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Appendix H. Analysis of the entire Amazon dataset

Figure H.8: Comparison of humans and model evaluation of the sensitivity score
for original reviews.
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Figure H.9: Comparison of humans and model evaluation of the sensitivity score
for rephrased reviews.
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Figure H.10: Comparison of humans and model evaluation of the informativeness
score for original reviews.
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Figure H.11: Comparison of humans and model evaluation of the informativeness
score for rephrased reviews.
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Appendix I. Privacy semantic metric

Appendix I.1. Extraction of atomic claims
Please breakdown the following input into a set of atomic, independent
claims, and return each of the claim in a new line, as a numbered list.

{Included examples}
**Input**: {document}
**Output**:

Appendix I.2. Evaluation of µsemantic

**Task**:
Consider the following claim, rate how well the provided passage supports it
on a scale of 1 to 3, where: - **1** means ”Same Information,” - **2** means
”Different but Similar Information,” and - **3** means ”unsupported.”

Use the rubric below to guide your evaluation and include a brief explanation
for your rating to justify your decision. Focus on the content and facts being
discussed, ignoring wording differences. Give the output as a csv file with the
structure ¡rating¿,¡explanation¿. Please, do not include any additional text
in the answer to simplify automatic parsing of the output. Do not include
any text before or after the answer.

**Rubric**:
1. *Same Information*: The claim exactly matches the corresponding infor-
mation in the passage. The claim could be a direct quote from the passage
or a paraphrase that captures the same information.

2. *Different but Similar Information*: The claim is not identical to the
passage but captures the same or closely related information. For example,
the claim could be an abstraction of the corresponding information in the
passage, or it could have minor differences that do not significantly change
its overall meaning.

3. *Unsupported*: The claim is not supported by the passage. It could
either be not discussed at all in the passage or inconsistent with the passage.

{Included examples}
**Input**:
{atomized claims}
Original text:
{document}
**Output**:
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