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Abstract—Integrated sensing and communication (ISAC)
systems traditionally presuppose that sensing and communication
(S&C) channels remain approximately constant during their
coherence time. However, a “DISCO” reconfigurable intelligent
surface (DRIS), i.e., an illegitimate RIS with random, time-
varying reflection properties that acts like a “disco ball,”
introduces a paradigm shift that enables active channel aging
more rapidly during the channel coherence time. In this
letter, we investigate the impact of DISCO jamming attacks
launched by a DRIS-based fully-passive jammer (FPJ) on an
ISAC system. Specifically, an ISAC problem formulation and
a corresponding waveform optimization are presented in which
the ISAC waveform design considers the trade-off between the
S&C performance and is formulated as a Pareto optimization
problem. Moreover, a theoretical analysis is conducted to quantify
the impact of DISCO jamming attacks. Numerical results are
presented to evaluate the S&C performance under DISCO
jamming attacks and to validate the derived theoretical analysis.

Index Terms—Channel aging, integrated sensing and
communication, physical-layer security, Pareto optimization,
reconfigurable intelligent surface.

I. INTRODUCTION

INTEGRATED sensing and communication (ISAC) is a
promising candidate technology for future sixth genera-

tion (6G) wireless communication systems and has attracted
increasing attention. In particular, ISAC implements joint
target sensing and data communication using the same RF
hardware and computing platform [1], [2], offering an exciting
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opportunity to implement sensing using traditional wireless
communication infrastructure [3]. The added sensing function-
ality enabled by the collection of environmental data makes
ISAC a fundamental component of future smart environments.
In particular, ISAC is applicable to vehicle-to-everything com-
munications, smart homes, and smart manufacturing. There
has been considerable research on ISAC-related problems,
including ISAC waveform design [4], [5]. Considering the dif-
ficulties of optimization problems involving the mean squared
error (MSE) or the Cramér-Rao lower bound (CRLB), most
existing works use simpler alternative optimization criteria
such as the transmit beampattern [4], [5], [6].

Recently, reconfigurable intelligent surfaces (RISs) are also
anticipated to play a critical role in future 6G wireless
communications. These surfaces are embedded with many
elements whose reflection coefficients can be tuned by sim-
ple programmable PIN or varactor diodes [7], [8], [9],
[10]. By properly tuning these reflection coefficients, the
electromagnetic environment can be reshaped to enhance
signal transmission to improve both sensing and communi-
cation (S&C) [6], [11], [12]. However, the S&C performance
enhancement relies on the basic premise that the S&C channels
are approximately constant during the channel coherence time.
This basic premise is normally valid, but can be negated when
so-called DISCO RISs (DRISs) are deployed [13].

The DRIS concept was first introduced with DRIS-based
fully-passive jammer (FPJ) [14], where a DRIS with time-
varying reflection properties acts like a “disco ball.” The
DRIS introduces active channel aging (ACA), and thus the
wireless channels will vary more rapidly than the channel
coherence time [14], [15], [16]. Such ACA can be used to
jam communication users or degrade the accuracy of target
sensing without the use of either jamming power or channel
state information (CSI). This type of ACA interference (ACAI)
is referred to as a DISCO jamming attack, and renders the
above basic premise for ISAC systems invalid.

In this letter, we aim to characterize the impact of DISCO
jamming attacks on ISAC systems. To the best of our knowl-
edge, this is the first time that the validity of the basic
premise has been investigated for ISAC systems. The main
contributions are summarized as follows:

• A DRIS-based FPJ is introduced into an ISAC system to
launch DISCO jamming attacks. Furthermore, a practical
RIS model is considered for the DRIS-based FPJ, where
the DRIS phase shifts of the reflective elements are
discrete and the DRIS amplitudes are a function of their
corresponding phase shifts.

• In the ISAC waveform design, the desired sens-
ing waveform and the signal-to-interference-plus-noise
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Fig. 1. The downlink of an ISAC system jammed by a DRIS-based FPJ,
where the time-varying DRIS reflection coefficients are randomly generated
by the DRIS controller.

ratio (SINR) are used as S&C performance metrics.
Consequently, the ISAC waveform design problem under
DISCO jamming attacks is formulated as a Pareto
optimization problem. We present a corresponding ISAC
waveform design by considering the trade-off between
the S&C performance metrics.

• We show that the DISCO jamming attacks lead to biased
estimation of the target parameters and impair the com-
munication sum rate. Moreover, a theoretical analysis is
performed to quantify the impact of the DISCO jamming
attacks.

Notation: We employ bold capital letters for a matrix, e.g.,
X, lowercase bold letters for a vector, e.g., x l , and italic letters
for a scalar, e.g., k. The superscripts (·)T and (·)∗ repre-
sent the transpose and the Hermitian transpose, respectively,
and the symbols ‖ · ‖F and | · | represent the Frobenius norm
and the absolute value, respectively.

II. SYSTEM DESCRIPTION

In this section, we first illustrate DISCO jamming attacks
launched by a DRIS-based FPJ in Section II-A. Then, the
model of the ISAC system under DISCO jamming attacks is
given in Section II-B.

A. DRIS-Based Active Channel Aging

Fig. 1 shows an ISAC system under DISCO jamming
attacks launched by a DRIS-based FPJ [14]. The DRIS with
ND = ND,h × ND,v reflective elements is implemented
using PIN diodes, whose ON/OFF behavior only allows for
discrete phase shifts. Therefore, the time-varying DRIS phase
shifts ϕr (t) (r = 1, . . . ,ND) are randomly selected from
a discrete set Ψ with b-bit quantized values {φ1, . . . , φ2b}
and follow a stochastic distribution denoted as ϕr (t) ∼
R(Ψ). The amplitude of the reflection coefficient βr is a
function of ϕr (t) and represented by βr (t) = F(ϕr (t)),
where F(Ψ) = Ξ = {μ1, . . . , μ2b}. As a result, the time-
varying DRIS reflecting vector ϕ(t) is given by ϕ(t) =

[β1(t)e
jϕ1(t), . . . , βND

(t)ejϕND
(t)].

In traditional wireless systems, the wireless channels are
assumed to be fixed during the channel coherence time.
Consequently, the CSI estimated during the pilot transmission
(PT) phase can be used to design the waveform used in
the remaining data transmission (DT) phase of each channel

coherence time. Before S&C data transmission, the ISAC base
station (BS) first learns the CSI during the PT phase via
existing methods such as the least squares (LS) algorithm.
Mathematically, the CSI1 estimated during the PT phase is
written as

Hc
PT = Hc

d +Gdiag(ϕ(tPT))H
c
I , (1)

where Hc
d and Hc

D = Gdiag(ϕ(tPT))Hc
I represent the direct

channel and the time-varying DRIS-jammed channel between
the ISAC BS and the communication users, respectively.

Due to the random and time-varying DRIS reflecting
coefficients, ACA is introduced within the channel coherence
time. The time between changes in the DRIS reflection
coefficients is typically assumed to be about the same as the
length of the PT phase [13], [16]. As a result, the DRIS rapidly
ages the wireless channels, and effectively produces a channel
with a coherence interval approximately equal to the PT phase.
Mathematically, the ACA channel during the DT phase is

Hc
ACA = Hc

DT −Hc
PT = Gdiag(ϕ(tDT)− ϕ(tPT))H

c
I , (2)

where G and Hc
I denote the channel between the ISAC BS

and the DRIS and the channel between the DRIS and all
communication users.

B. ISAC Under DISCO Jamming

Communication Model: In Fig. 1, the ISAC BS is equipped
with N transmit antennas to communicate with Kc single-
antenna users. During the DT phase, the ISAC BS transmits L
symbols to these users, and thus the length of the data frame
is L. The received signals at the communication users are

Yc = S+ (Hc
PTX− S)︸ ︷︷ ︸
MUI

+Hc
ACAX︸ ︷︷ ︸
ACAI

+Nc, (3)

where S denotes the K × L desired constellation symbol
matrix, X = [x1, . . . ,xL] represents the N × L transmitted
signal matrix used as the ISAC waveform for both the
communication and sensing functions [4], [5], and Nc is a
K × L Gaussian noise matrix composed of independent and
identically distributed (i.i.d.) elements with zero mean and
variance σ2c , i.e., nc

k ,l ∼ CN (0, σ2c ). Based on (3), we can
see that the DRIS-based FPJ imposes ACAI on the signals
in addition to multi-user interference (MUI) [4]. Referring
to [4], [15], the SINR at the k-th user is given by

γk =
E

[∣∣sk ,l ∣∣2
]

E

[∣∣∣((hc
PT,k

)∗
x l − sk ,l

)
+

(
hc
ACA,k

)∗
x l

∣∣∣2
]
+ σ2

c

. (4)

Consequently, the sum rate can be computed based on (4), i.e.,
Rsum =

∑K
k=1Rk =

∑K
k=1 log2(1 + γk ).

Sensing Model: To quantify the sensing performance, we
use the quality of the estimated target angle θ [18]. As shown
in Fig. 1, we assume that the target is airborne, such as an
unmanned aerial vehicle (UAV). The L symbols are reflected
by the target and then received at the ISAC BS, resulting
in [11]

Ys = χ(hs
d + hs

D)(h
s
d + hs

D)
∗X+Ns, (5)

1We assume that perfect CSI is available as imperfect CSI is not a
primary concern in the jamming scenario, and its impact has been thoroughly
studied [17].
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where 0 ≤ χ ≤ 1 represents the reflection cross-section of
the target, hs

d =
√

L s
dα(N , θ) denotes the direct sensing

path, hs
D =

√
L s

casGdiag(ϕ(t))α(Nh ,Nv , φh , φv ) denotes
the time-varying DRIS-jammed sensing path, L s

d and L s
cas

are the large-scale channel fading coefficients of hs
d and hs

D,
and Ns is an N × L noise matrix whose i.i.d. elements have
zero mean and variance σ2s . Furthermore, the steering vectors
of the ISAC BS antenna array and the DRIS are respectively
defined as

α(N , θ) =
[
1, ej2πΔsin θ, . . . , ej2π(N−1)Δ sin θ

]T
(6)

and

α(Nh ,Nv , φh , φv ) = α(Nh , φh )⊗ α(Nv , φv ), (7)

where Δ denotes the array spacing normalized by the wave-
length, and ⊗ represents the Kronecker product.

To estimate θ, we exploit the MUSIC algorithm [19]. The
sample covariance matrix computed based on L snapshots
in (5) is

R̃X =
1

L
YsY

∗
s , (8)

and the MUSIC spectral function V (ϑ) is then computed from
R̃X. However, based on (5), the time-varying DRIS-jammed
sensing path hs

D has been introduced into R̃X, which perturbs
the location of the spectral peak in V (ϑ) and leads to a biased
DoA estimation.

III. ISAC WAVEFORM DESIGN UNDER DISCO JAMMING

In this section, we first formulate the ISAC waveform design
problem under DISCO jamming attacks and give a waveform
optimization design for the ISAC system under these attacks
in Section III-A. In Section III-B, a theoretical analysis
is derived to quantify the impact of the DISCO jamming
attacks.

A. Problem Formulation And ISAC Waveform Design

According to (3) and (4), the optimum ISAC wave-
form should be designed to minimize the power of the
multi-user interference (MUI) and ACAI. However, due to
the time-varying and random DRIS reflecting vector ϕ(t),
the ISAC BS can not obtain Hc

ACA. Therefore, we con-
sider designing the ISAC waveform by minimizing the
MUI. Mathematically, the ISAC waveform design problem is
formulated as

(P1): min
X

‖Hc
PTX− S‖2F (9)

s.t. CX =
1

L
XX∗ =

P0

N
IN , (10)

where P0 is the total transmit power at the ISAC BS and IN
is an N × N identity matrix. We assume N ≤ L to ensure that
CX is positive-definite.

The strict equality constraint (10) ensures that the ISAC
waveform has the same properties as the best sensing
waveform, although the communication performance may be
degraded as a result [4]. Therefore, there should be a trade-off
between the sensing capability and the communication rate in
(P1), so we introduce a trade-off factor κ (0 ≤ κ ≤ 1) into

(P1), Denoting the solution to (P1) as X0, the following Pareto
optimization problem can be obtained:

(P2): min
X

κ‖Hc
PTX− S‖2F + (1− κ)‖X−X0‖2F (11)

s.t. ‖X‖2F = LP0. (12)

For different κ, the solution to (P2) makes different trade-
offs between S&C performance. More specifically, the smaller
the κ, the better the sensing performance, but the worse the
communication performance.

To solve (P2), we first compute X0 from (P1). Since (P1) is a
classical orthogonal Procrustes problem, a simple closed-form
solution to (P1) can be obtained based on the singular value

decomposition (SVD), i.e., X0 =
√

P0L
N UIN×LV∗, where U

and V are the left and right singular value matrices of Hc
PTS

and satisfy U˚V∗ = Hc
PTS.

Consequently, we transform Problem (P2) into the following
form using the approach of [4],

(P2− E1): min
X

‖AX− B‖2F
s.t. (12), (13)

where A = [
√
κ(Hc

PT)
T ,

√
1− κIN t ]T and B =

[
√
κST ,

√
1− κXT

0 ]T . It is worth noting that (P2−E1) can be
transformed into a semidefinite programming (SDP) problem
using semidefinite relaxation (SDR), and it has only one
quadratic constraint, i.e., (12). Therefore, the rank-1 SDR
solution is its globally optimal solution.

B. Impact of DISCO Jamming Attacks

For a given ISAC waveform, the sum rate is affected not
only by the MUI due to sensing functionality considerations,
but also by the ACAI. The impact of MUI has been investi-
gated in the existing literature, such as [4], [5] so we focus on
the impact of the ACAI imposed by the DRIS-based FPJ. For
ease of presentation, we rewrite the interference term in (4) as

I =
∣∣(hc

PT,k

)∗
x l − sk,l

∣∣2 +
((

hc
PT,k

)∗
x l − sk,l

)
x∗
l h

c
ACA,k

+
(
(hc

PT,k )
∗x l − sk,l

)∗(
hc
ACA,k

)∗
x l

+
∣∣(hc

ACA,k

)∗
x l

∣∣2. (14)

The DRIS must be equipped with a large number of
reflective elements to overcome the multiplicative propagation
loss in the DRIS-jammed channels. The elements of Hc

ACA
have the statistical characteristics outlined in Proposition 1.

Proposition 1: The elements of Hc
ACA converge in distri-

bution to CN (0,L cas,kNDμ) as ND → ∞, i.e.,

[Hc
ACA]n,k

d→CN
(
0,L c

cas,kNDμ
)
, ∀n, k , (15)

where L c
cas,k is the large-scale channel fading coefficient of

the DRIS-jammed channel between the ISAC BS and the k-th
communication user, μ =

∑2b

i1=1

∑2b

i2=1 pi1pi2(μ
2
i1 + μ2i2 −

2μi1μi2 cos(φi1 − φi2)), μi1, μi2 ∈ Ξ, φi1, φi2 ∈ Ψ, and
pi1, pi2 are the probabilities of the random phases φi1, φi2.

Proof: See [16].
Based on Proposition 1, the impact of the ACAI is mathe-

matically quantified by Theorem 1 below.
Theorem 1: Under DISCO jamming attacks launched by

the DRIS-based FPJ, a lower bound for the SINR received
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at the k-th communication user γk for any ISAC waveform
computed from (P2-E1) converges in distribution to

γk ≥
E

[∣∣sk,l ∣∣2
]

E

[∣∣∣((hc
PT,k

)∗
x l − sk,l

)∣∣∣2
]
+ E

[∥∥∥hc
ACA,k

∥∥∥2
]
E
[‖x l‖2

]
+ σ2

,

d→
E

[∣∣sk,l ∣∣2
]

E

[∣∣∣((hc
PT,k

)∗
x l − sk,l

)∣∣∣2
]
+ P0L

c
cas,kNDμ+ σ2

. (16)

Proof: Since the ISAC waveform X computed from
(P2−E1) is optimized only based on Hc

PT, we can assume
that X is independent of the ACA communication channel
Hc
ACA(t). Consequently, the expectation of I in (14) is

E
[
I

]
= E

[∣∣(hc
PT,k

)∗
x l − sk,l

∣∣2]+ E

[∣∣(hc
ACA,k

)∗
x l

∣∣2]. (17)

According to the Cauchy–Schwarz inequality and
Proposition 1, we have

E

[∣∣∣(hc
ACA,k

)∗
x l

∣∣∣2] ≤ E

[∥∥∥hc
ACA,k

∥∥∥2]E[‖x l‖2
]

d→ P0L
c
cas,kNDμ. (18)

Substituting (17) and (18) into (4), (16) is derived.
The numerical results given in the next section will indi-

cate that the waveform design based on (P2−E1) achieves
performance that is very close to the derived lower bound in
Theorem 1. This indicates that without any knowledge of the
DRIS-jammed channels, there is no “better” waveform design
that could provide a significant improvement over the lower
bound. Fortunately, Proposition 1 gives the statistical charac-
teristics of the ACA channel HACA, which may provide a
potential approach to designing an anti-jamming scheme [16].

IV. SIMULATION RESULTS AND DISCUSSION

We consider an ISAC system equipped with a 16-element
antenna array located at (0m, 0m, 3m) and jammed by the
DRIS-based FPJ. The ISAC BS communicates with 8 single-
antenna users that are randomly distributed in the circular
region S centered at (0m, 180m, 0m) with a radius of 20m.
The DRIS with 1024 (ND,h = 32,ND,v = 32) reflective
elements is deployed at (2m, 0m, 2m) to launch DISCO
physical-layer jamming attacks. We assume that the DRIS has
one-bit quantized phase shifts and gain values taken from Ψ =
{π9 , 7π6 } and Ξ = F(Θ) = {0.8, 1} [8], and the two phase
shifts are chosen with equal probability. Consequently, μ in
Theorem 1 is 1.6078. The length of the data frame is L = 18
and the trade-off factor in (P2) is κ = 0.2.

Based on the settings above, the wireless channel G is
constructed using a near field channel model, while the
wireless channels Hc

I and Hc
d are both based on far field

channel models [14], [15], [16], [18]. The large-scale line-
of-sight (LoS) and non-line-of-sight (NLoS) channel fading
coefficients are defined in Table I based on 3GPP propaga-
tion models [20], and the variance of the noise is σ2c =
−170 + 10 log10(BW ) dBm with a transmission bandwidth
of 180 KHz.

Fig. 2 illustrates the results obtained by the following
approaches: 1) the sum rate obtained without MUI or ACAI

TABLE I
WIRELESS CHANNEL SIMULATION PARAMETERS

Fig. 2. Average achievable sum rate vs. total power.

(Theoretical ISAC Up-Bound); 2) the sum rate achieved by a
traditional ISAC system [4] (T-ISAC W/ κ = 0.2 in [4]); 3) the
sum rate achieved by an ISAC system under DISCO jamming
attacks, i.e., (P2−E1) (Proposed T-ISAC W/ DISCO); 4) the
theoretical analysis of Proposed T-ISAC W/ DISCO based
on Theorem 1 (Theoretical T-ISAC W/ DISCO); 5) the sum
rate achieved by the ISAC system [4] with the strict equality
constraint (10) (S-ISAC in [4]); 6) the sum rate achieved
by an ISAC system under DISCO jamming attacks with the
strict equality constraint (10), i.e., (P1) (Proposed S-ISAC W/
DISCO); 7) the theoretical analysis of Proposed S-ISAC W/
DISCO based on Theorem 1 (Theoretical S-ISAC W/ DISCO).

We can see from Fig. 2 that by considering the trade-off
between the S&C performance, the gap between Theoretical
ISAC Up-Bound and T-ISAC W/ κ = 0.2 in [4] is small.
In other words, the sum rate is not seriously affected by
the sensing functionality when the ISAC waveform is well
designed. However, the performance is severely compromised
by DISCO jamming attacks. Without any knowledge of the
DRIS-jammed channels, the results of Proposed T-ISAC W/
DISCO and Proposed S-ISAC W/ DISCO are very close to
the ideal lower-bounded performance of Theoretical T-ISAC
W/ DISCO and Theoretical S-ISAC W/ DISCO. Therefore,
the use of the statistical characteristics in Proposition 1 as
side knowledge to improve the ISAC waveform design in
Section III is a worthwhile pursuit.

Based on Theorem 1, the impact of DISCO jamming attacks
on the sum rate can be quantified by P0L

c
cas,kNDμ. To

evaluate the validity of Theorem 1, the relationship between
the sum rate and the number of DRIS reflective elements is
given in Fig. 3. We can see that the sum rate decreases with
the number of DRIS elements ND , and the achieved sum rates
for different ND are close to the theoretical lower bound.

Fig. 4 shows the impact of the ISAC waveform and the
DISCO jamming attacks on the sensing performance. We
assume that the echo SNR from the direct sensing path hs

d
is 10 dB. We denote the spectral functions obtained from the
best sensing waveform X0 without DISCO jamming attacks
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Fig. 3. Average achievable sum rate vs. the number of DRIS reflective
elements, where the transmit power is 2 dBm.

Fig. 4. Difference between the spectral function peaks.

and X0 under DISCO jamming attacks, the ISAC waveform X
obtained from (P2−E1) without DISCO jamming attacks, and
X under DISCO jamming attack as VS(θ), VS-D(θ), VT(θ),
and VT-D(θ), respectively. The loss of spectral function
peaks [5], [18] between VS(θ) and VS-D(θ) is shown by the
red diamond (Impact of DISCO for S-ISAC), and that between
VT(θ) and VT-D(θ) is plotted by the blue “+” symbol (Impact
of DISCO for T-ISAC).

From Fig. 4, we can see that DISCO jamming attacks impair
the sensing performance of the MUSIC algorithm. Based
on (5), the DRIS-based FPJ introduces extra interference
terms χhs

d(h
s
D)

∗X, χhs
D(h

s
d)

∗X, and χhs
D(h

s
D)

∗X into
the received echo signals compared to traditional ISAC
systems [4], [5]. Since hs

D is random and time-varying and
cannot be accessed by the legitimate ISAC BS, the sens-
ing performance is then degraded by the DISCO jamming
attacks. From Fig. 4, the resulting impact on the sensing
performance also increases with the number of DRIS reflective
elements.

V. CONCLUSION

In this letter, we have investigated the trade-off between the
S&C performance in ISAC systems under DISCO jamming
attacks. The ISAC waveform design was formulated as a
Pareto optimization problem with a trade-off factor. The CSI
during the channel coherence time is no longer fixed due to
the ACA introduced by the DRIS-based PFJ. We quantified
the impact of DISCO jamming attacks on the sum rate for
any given ISAC waveform. In addition, the DISCO jamming
leads to biased DoA estimation, which in turn degrades the

sensing performance of the system. The amount of the bias
can be increased by increasing the number of DRIS reflective
elements. To characterize the sensing performance degradation
due to the DRIS-induced biases, a theoretical analysis based
on the CRLB will be conducted in our future work.
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