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ABSTRACT
Emerging intelligent reflective surfaces (IRSs) 

significantly improve system performance, but also 
pose a significant risk for physical layer security 
(PLS). Unlike the extensive research on legitimate 
IRS-enhanced communications, in this article we 
present an adversarial IRS-based, fully-passive jam-
mer (FPJ). We describe typical application scenarios 
for disco IRS (DIRS)-based FPJ, where an illegitimate 
IRS with random, time-varying reflection properties 
acts like a “disco ball” to randomly change the prop-
agation environment. We introduce the principles 
of DIRS-based FPJ and overview existing investiga-
tions of the technology, including a design example 
employing one-bit phase shifters. The DIRS-based 
FPJ can be implemented without either jamming 
power or channel state information (CSI) for the 
legitimate users (LUs). It does not suffer from the 
energy constraints of traditional active jammers, nor 
does it require any knowledge of the LU channels. 
In addition to the proposed jamming attack, we 
also propose an anti-jamming strategy that requires 
only statistical rather than instantaneous CSI. Fur-
thermore, we present a data frame structure that 
enables the legitimate access point (AP) to estimate 
the DIRS-jammed channels’ statistical characteristics 
in the presence of the DIRS jamming. Typical cases 
are discussed to show the impact of the DIRS-based 
FPJ and the feasibility of the anti-jamming precoder 
(AJP). Moreover, we outline future research direc-
tions and challenges for the DIRS-based FPJ and 
its anti-jamming precoding to stimulate this line of 
research and pave the way for practical applications.

INTRODUCTION
Due to the broadcast and superposition nature 

of wireless channels, the open wireless air interface 
is vulnerable to malicious attacks such as jamming 
or denial-of-service attacks [1, 2]. Jamming attacks 
can be launched to intentionally disrupt wireless 
communication networks such as WiFi, Bluetooth, 
Internet of Things (IoT), and cellular networks. In 
traditional wireless systems, active jammers (AJs), 
which impose intentional interference on the com-
munication between an access point (AP) and its 

legitimate users (LUs), have been widely investigat-
ed. In general, physical-layer AJs can be classified 
as constant AJs, intermittent AJs, reactive AJs, and 
adaptive AJs [1]. A constant AJ continuously broad-
casts jamming signals, such as pseudorandom 
noise or Gaussian-modulated waveforms, over the 
wireless air interface to prevent the AP from com-
municating with the LUs. However, constant AJs 
are energy-inefficient because they constantly con-
sume power. To address this issue, intermittent AJs, 
reactive AJs, and adaptive AJs have been proposed 
whose basic motivation is to reduce the duration 
of the jamming transmission and hence reduce the 
energy consumption. However, all types of active 
jamming require a certain amount of energy con-
sumption to effectively attack the LUs.

Recently, intelligent reflective surfaces (IRSs) 
[3–5], which reflect electromagnetic waves in a 
controlled manner, have been proposed as a 
promising technology for future 6G systems. An 
IRS is an ultra-thin surface equipped with multiple 
subwavelength reflective elements whose electro-
magnetic responses (e.g., amplitudes and phase 
shifts) can be configured, for instance, by simple 
programmable PIN or varactor diodes. Previous 
works have mainly focused on using legitimate 
IRSs to improve performance, assuming that the 
legitimate AP knows the IRS-related channel state 
information (CSI), and can control their phase 
responses. At the same time, a handful of works 
have examined the risk that illegitimate IRSs pose 
to physical layer security (PLS) [6, 7]. For exam-
ple, the authors in [6] illustrated that illegitimate 
IRSs can be used to help the AJs enhance their 
jamming attacks, especially in the case of AJ-LU 
link blocking. However, illegitimate IRS-aided AJs 
also have the inherent disadvantage of requiring 
significant energy consumption. Considering this 
inherent energy consumption drawback, can jam-
ming attacks be launched without jamming power?

The authors in [8] have reported an adversar-
ial IRS-based passive jammer (PJ) for single-user 
multiple-input single-output (SU-MISO) systems 
that essentially consumes no power. This adversar-
ial IRS destructively adds the reflected path signal 
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to the direct path signal to minimize the received 
power at the LU. Although this PJ can launch jam-
ming attacks without consuming power, the CSI of 
all wireless channels involved must be known at 
the unauthorized IRS. Due to the passive nature 
of IRSs, the CSI of IRS-related channels is estimat-
ed jointly with that of the AP and LUs. In other 
words, if the illegitimate IRS aims to acquire LU 
CSI, it must train to learn CSI jointly with the legit-
imate AP and LUs. Therefore, the assumption that 
the illegitimate IRS knows the CSI of all channels is 
unrealistic. Given the difficulty of illegitimate IRSs 
in acquiring CSI, can jamming attacks be launched 
without either jamming power or LU CSI?

The emergence of IRSs in support of exist-
ing wireless systems significantly improves their 
performance without noticeably increasing the 
power consumption or cost. However, it also 
poses a significant risk for PLS. For example, the 
authors in [9] have summarized some typical IRS-
based attack strategies such as IRS-based jamming 
and eavesdropping. In this article, we explore the 
potential of illegitimate IRSs in launching fully-pas-
sive jamming attacks and present a new attack 
approach referred to as Disco IRS (DIRS)-based 
fully passive jammer (FPJ). We discuss the prin-
ciple, advantages, and implementation of this 
new attack. In view of the great threat that such 
fully-passive attacks pose to communication net-
works, we further discuss an anti-jamming pre-
coding strategy to counteract it. Moreover, we 
outline future research directions and challenges.

DISCO IRS BASED ACTIVE CHANNEL AGING:  
A NEW JAMMING ATTACK

FUNDAMENTALS
To implement an FPJ without relying on either 
jamming power or LU CSI, the interesting idea of 
DIRS was first proposed in [10], which described 
an illegitimate IRS with random reflection proper-
ties that acts like a “disco ball.” It is worth noting 
that the DIRS-based FPJ does not require jamming 
power, but it does consume a relatively small 
amount of circuit power to control its operation. 
While a disco ball makes dancing more funky, in a 
wireless communication system the result is not so 
pleasing. In a DIRS system, the controller gener-
ates a single realization of random independently 
and identically distributed (i.i.d.) phase shifts once 
during the pilot transmission (PT) phase, and then 
a different i.i.d. set of phase shifts during the sub-
sequent data transmission (DT) phase. As a result, 
serious active channel aging (ACA) interference, 
that is, a type of inter-user interference (IUI), is 
introduced. Note that the DIRS-based ACA is dif-
ferent from the channel aging (CA) in traditional 
MU-MISO systems, which is caused by channels 
that vary between when they are learned at the 
legitimate AP and when they are used for pre-
coding due to time variations in the channel and 
delays in the computation [11].

Based on this ACA idea [10], the work in [12] 
further illustrated that the DIRS-based ACA inter-
ference can also be introduced by turning off the 
illegitimate IRS (i.e., the wireless signals are per-
fectly absorbed by the DIRS) during the PT phase 
and then generating i.i.d. random reflecting vec-
tors multiple times during the DT phase. It is worth 

noting that such a temporal DIRS-based FPJ must 
know when the PT phase ends and the DT phase 
begins, which requires some synchronization with 
the legitimate system. The DIRS-based FPJs in [10, 
12] which require neither jamming power nor LU 
CSI, pose a significant risk to PLS. For example, 
the theoretical analysis in [12] showed that a DIRS-
based FPJ using only one-bit quantized phase shifts 
can achieve the desired jamming effects as long 
as the number of DIRS reflective elements is large 
enough. The immediate question, therefore, is how 
to mitigate the DIRS-based ACA interference [12].

To address this issue, [13] first proposed an 
anti-jamming precoder (AJP) to counteract the 
temporal DIRS-based FPJ. In particular, the sta-
tistical characteristics of the DIRS-jammed chan-
nels were derived and an AJP that can achieve 
the maximum signal-to-jamming-plus-noise ratio 
(SJNR) was developed. The work in [9] showed 
how the legitimate AP can acquire the statis-
tical characteristics in a practical way, and also 
extended the AJP in [13] to address persistent 
DIRS-based fully-passive jamming. Since the DIRS-
based FPJs in [10] and [12] are included in the 
persistent DIRS-based FPJ model, the AJP is suit-
able for all DIRS-based fully-passive attacks.

DIRS FEATURES
The above prior work also derived some interest-
ing properties of this temporal DIRS-based ACA 
via theoretical analysis. For example, the jamming 
impact of the DIRS-based FPJ proposed in [12] 
cannot be mitigated by increasing the transmit 
power, and classical anti-jamming approaches, 
such as spread spectrum and frequency-hop-
ping techniques, cannot be used against an FPJ 
because the source of the jamming attacks is 
the transmit signals themselves and has the same 
characteristics (e.g., carrier frequencies, etc).

Multi-input multi-output (MIMO) interference 
cancellation has also been studied as an import-
ant anti-jamming approach [14]. However, MIMO 
interference cancellation is effective for DIRS-
based ACA interference only if the legitimate 
AP has knowledge of the LU and DIRS-jammed 
channels. Since the DIRS is passive and the phase 
shifts and amplitudes are randomly generated, the 
DIRS-based ACA interference cannot be mitigated 
by MIMO interference cancellation. Table 1 com-
pares the characteristics of AJs, PJs, and FPJs.

DIRS APPLICATIONS
Figure 1 illustrates different types of wireless com-
munications systems that can be jammed by per-
sistent DIRS-based FPJs. Note that there are many 
possible deployment strategies for DIRSs, for 
instance near a legitimate AP, on an unmanned 
aerial vehicle (UAV) [5], or on public transporta-
tion vehicles. The existing works [9, 10, 12, 13] 
have only investigated fixed DIRS deployments 
near the legitimate AP, and DIRS placement on 
mobile platforms (e.g., UAVs) is worthy of further 
investigation, including optimization of the UAV-
based DIRS route, and so on.

DIRS PRINCIPLES
In a persistent DIRS-based FPJ, a random sequence 
with i.i.d. random elements generated by a control-
ler is used to adjust the DIRS phase shifts. While 
the IRS phase shifts is controlled, the amplitudes 
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of the reflective elements are a function of their 
corresponding phase shifts due to the unique elec-
tromagnetic properties of typical IRS elements [3].

In an MU-MIMO/MISO system, the legitimate 
AP jointly trains the CSI with the LUs during the 
PT phase, and the CSI is used to design a pre-
coder for transmitting signals to the LUs during 
the DT phase. The LU CSI can be jointly estimat-
ed using existing algorithms, such as for example 
the least squares (LS) algorithm. In general, wire-
less channels are assumed to remain unchanged 
during a channel coherence interval consisting 
of a PT phase followed by a DT phase. Based 
on this assumption, the legitimate AP can design 
a transmit precoder based on the CSI obtained 
from the PT phase. However, the programma-
ble IRS provides the ability to actively age the 
wireless channels within their coherence inter-
val and thus produces a situation where the CSI 
obtained in the PT phase is different from that in 
the DT phase.

Inspired by this idea, a DIRS is introduced to 
actively age the wireless channels [10, 12]. Spe-
cifically, assume that the length of the PT phase 
is TP and that of the DT phase is TD = CTP, that 
is, the length of a channel coherence interval is  
TC = TP + TD = (C + 1)TP. We can exploit the DIRS 
to rapidly age the wireless channels, and effec-
tively produce a channel with coherence interval 
much less than TC. As a result, serious DIRS-based 
ACA interference is introduced, and the LUs are 
then jammed. In a persistent DIRS-based FPJ, the 
DIRS controller generates a single i.i.d. random 
sequence used to tune the reflecting phase shifts 
during the PT phase, and then generates different 
i.i.d. random sequences to change the reflecting 
phases shifts Q(Q ≥ C) times during the DT phase. 
If the DIRS controller sets the DIRS reflecting vec-
tor to zero during the PT phase, this corresponds 
to the case investigated in [12]. Moreover, if we 
let Q = 1 during the DT phase, the persistent DIRS-
based FPJ reduces to the one studied in [10].

Taking a legitimate AP with the widely-used ZF 
transmit precoder as an example, in a traditional 
MU-MISO/MIMO system, the AP calculates the 
ZF precoder based on the CSI obtained in the 
PT phase to transmit signals during the DT phase. 
If the wireless channels remain unchanged in a 
channel coherence interval, the transmit precod-
ing vector wk for the k-th LU is always orthogonal 
to the subspace of the other co-channel users, as 
shown in Fig. 1. However, when the DIRS-based 
ACA interference is introduced, the wireless chan-
nels during the DT phase are not the same as 
those during the PT phase, and the transmit pre-
coding vector wk is no longer orthogonal to the 

co-channel user subspaces during the DT phase. 
As a result, serious ACA interference is introduced 
by the persistent DIRS-based FPJ. As illustrated 
in Fig. 1, DIRSs cause the signals from the DIRS-
jammed channels to behave like additive Gauss-
ian white noise (AWGN) [9, 12, 13]. As a result, 
the LUs are jammed. 

IMPLEMENTATION OF PERSISTENT DIRS-BASED FPJ 
USING ONE-BIT PHASE SHIFTS

An implementation example of a persistent DIRS-
based FPJ using an IRS with one-bit phase shift-
ers is shown in Fig. 2. Each reflective element has 
one-bit quantized phase shifts and corresponding 
reflection amplitudes denoted as { 1, 2} and {a1, 
a2}, respectively. Furthermore, we assume that the 
DIRS phase shifts follow the stochastic distribu-
tion . To implement this DISCO approach, the 
DIRS controller first generates an i.i.d. random 
sequence following  to control the DIRS phase 
shifts and amplitudes during the PT phase, where 
the diagonal reflecting matrix is denoted by (t0). 
Then, the wireless channel of the k-th LU can be 
written as hPT,k(t0), whose CSI is estimated jointly 
by the legitimate AP and the k-th LU during the 
PT phase. The DIRS controller subsequently gen-
erates a set of m different i.i.d. random sequenc-
es, also following , in order to adjust the DIRS 
phase shifts and amplitudes during the DT phases, 
where the diagonal reflecting matrices are denot-
ed by (t1), (t2), …, (tm). As a result, the k-th LU 
channel is no longer hPT,k(t0) during the DT phase, 
but varies randomly according to the random IRS 
reflections.

Due to the use of the persistent DIRS-based 
FPJ, the acquired CSI from the PT phase is rapidly 
aged within a channel coherence interval. We 
assume that the DIRS controller generates i.i.d. 
random sequences Q times during the DT phase. 
In fact, using C different i.i.d. random sequences 
(i.e., Q = C) to change the wireless channels C 
times is enough to shorten the original channel 
coherence from TC to TP, in which case there is 
essentially no time available for data transmis-
sion. The work in [12] has shown that the DIRS-
based ACA interference generated by a one-bit 
DIRS can jam the LU rates to zero as long as the 
number of DIRS elements is large enough. As dis-
cussed in [7], countermeasures based on channel 
separation can only be used to resist AWGN-like 
ACA interference with high multipath resolution 
such as wideband OFDM. However, it is challeng-
ing to mitigate the DIRS-based ACA interference 
for cases with low multipath resolution [7], such 
as narrowband systems.

TABLE 1. Comparison of different jammers.

Category Jamming 
energy

Channel 
knowledge

MIMO-based 
cancellation

Frequency-hopping/
spread spectrum

Active jammer (AJ) [1] Required Not Required  

IRS-aided AJ [6] Required Required

Passive jammer (PJ) [8] Not Required Required

Fully-passive jammer (FPJ) [10, 12] Not Required Not Required

The mark  represents that the scheme works;
The mark  represents that the scheme does not work.
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AN ANTI-JAMMING PRECODING STRATEGY FOR 
PERSISTENT DIRS-BASED FPJ

To design a practical AJP for persistent DIRS-
based FPJs, legitimate systems must consider the 
following constraints: the anti-jamming precoding 
must be computed without any useful information 
from the illegitimate DIRS; and the implementa-
tion of the anti-jamming precoding cannot require 
any changes to the existing system architecture. 
Fortunately, the pioneering works in [9, 12, 13] 
have proved that the elements of DIRS-jammed 
channels converge to a complex Gaussian distri-
bution as the number of the DIRS reflective ele-
ments is large enough. In practice, to cope with 
the multiplicative large-scale channel fading in 
cascaded DIRS-jammed channels, the DIRS must 
be equipped with a large number of reflective ele-
ments to ensure a significant jamming impact [12, 
13, 9]. Based on the properties of Gaussian distri-
butions, one possible AJP for the k-th LU against 
persistent DIRS-based FPJ is given by 

  (1)
where hH

PT,k is the k-th LU channel estimated 
during the PT phase, k, k = 1, 2,… K represents 
a certain statistical characteristic of the DIRS-
jammed channel between the AP and the k-th 
LU, and HPT,k = [hPT,1, …, hPT,k–1, hPT,k+1, …, hPT,K] 
denotes the co-user channels of the k-th LU 
during the PT phase. In addition, P0 and 2 repre-
sent the total transmit power and the variance of 
the received signals during the DT phase.

Note that the implementation of the anti-jam-
ming precoding in Eq. 1 requires the statistical 
characteristics of the DIRS-jammed channels, that 

is, { k}K
k=1. A feasible data frame structure that can 

be used by the legitimate AP to estimate these sta-
tistical characteristics is illustrated in Fig. 3.

In the designed frame structure, the LUs only 
need to feed their received power values back 
to the AP when they detect that they are being 
jammed, for example, when they detect a degra-
dation of their SJNRs. Only a few bits are required 
to feed back the received power values since they 
are only scalars. During a channel coherence inter-
val, we assume that the power information is fed 
back m times, and the s-th feedback set of received 
power values is denoted as {pk

s}K
k=1(1 ≤ s ≤ m). Con-

sequently, the s-th estimate of the statistical char-
acteristics { k

2|s}
K
k=1 can be computed as shown 

in Fig. 3. Then, we can substitute the s-th estimate 
into Eq. 1 to compute the AJP WsAnti,k. The work 
in [9] has shown only one or two feedback mes-

FIGURE 1. Implementation of disco intelligent reflective surface (DIRS) based fully-passive jamming attacks, where the DIRS 
reflection properties, that is, the phase shi�s and amplitudes are randomly and independently generated by the DIRS controller.

FIGURE 2. Implementation example of a persistent DIRS-
based FPJ using an IRS with one-bit quantized phase 
shi�s, where the DIRS with random reflection properties 
actively ages wireless channels within a channel coher-
ence interval.
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sages are sufficient to effectively estimate the statis-
tical characteristics for the AJP.

It is seen that the AJP for persistent DIRS-based 
FPJs has the following interesting properties: 
• Regardless of the DIRS phase distribution used 

by the persistent DIRS-based FPJ, the proposed 
AJP is valid as long as the number of the DIRS 
reflective elements is large enough.

• The legitimate system can acquire the statistical 
characteristics of the DIRS-jammed channels 
without changing its architecture or cooperat-
ing with the illegitimate DIRS.

CASE STUDY
Consider a persistent DIRS-based FPJ case in which 
an MU-MISO system is jammed by a 2048-element 
one-bit DIRS with phase shifts and amplitudes ran-
domly chosen from { /9, 7 /6} and {0.8, 1} [3]. 
The legitimate AP equipped with 16 antennas is 
located at (0 m, 0 m, 5 m) and communicates 
with 12 single-antenna LUs which are randomly 
distributed in a circular region with a radius of 20 
m and centered at (0 m, 180 m, 0 m). The DIRS is 
deployed at (–dAD m, 0 m, 5 m) and dAD = 2.

To show the difference between the persistent 
DIRS-based FPJs with different phase shift distribu-
tions, we consider the following two cases: Case 1 
— for each DIRS element, the probability of choos-
ing phase shift /9 is 0.25 and the probability of 
choosing phase shift 7 /6 is 0.75; Case 2 — each 
phase shift is equally likely. The following bench-
marks are compared: the legitimate AP uses the 
ZF precoder without a DIRS-based jamming attack 
(W/O Jamming), that is, no DIRS; the legitimate 

AP is jammed by the persistent DIRS-based FPJ 
while the random DIRS phase shifts follow the dis-
tributions in Case 1 (W/O AJP and C1) and in Case 
2 (W/O AJP and C2); the legitimate AP adopts the 
AJP for Case 1 (W/ AJP and C1) and Case 2 (W/ 
AJP and C2); the legitimate AP suffers from an AJ 
with –4 dBm jamming power (AJ w/ PJ = –4 dBm), 
where the AJ is deployed at (–2 m, 0 m, 5 m).

Figure 4 illustrates the relationship between 
the rate per LU [13, 9] under the persistent DIRS-
based fully-passive jamming attacks and the trans-
mit power per LU (i.e., P0/K). From Fig. 4, we can 
see that the persistent DIRS-based FPJ can effec-
tively impair the LU rate with neither jamming 
power nor LU CSI. Specifically, the persistent DIRS-
based FPJ in Case 1 and Case 2 reduces the rate 
per LU by 28 percent and 34.6 percent at –2 dBm 
transmit power, respectively. As the transmit power 
increases, the jamming impact of the persistent 
DIRS-based FPJ gradually becomes stronger and 
eventually exceeds that of the AJ. Therefore, we 
can see that the rates per LU for W/O AJP and C1 
and W/O AJP and C2 are even worse than that 
of AJ w/ PJ = –4 dBm when the transmit power is 
greater than –6dBm. The traditional AJ approach 
requires significant jamming power, and increasing 
the AP transmit power can mitigate the AJ attacks. 
However, increasing the transmit power not only 
fails to mitigate the jamming impact of the per-
sistent DIRS-based FPJ but even aggravates it.

Compared to the rates per LU obtained from 
W/O Jamming, the results for W/ AJP and C1 
and W/ AJP and C2 are better in the low power 
domain. This is because the proposed AJP can to 
some extent exploit the signals transmitted through 
the DIRS-jammed channels to improve perfor-
mance. Many practical MU-MISO systems using 
low-order modulations, such as quadrature phase 
shift keying (QPSK), can work in the low transmit 
power domain. Moreover, the AJP can mitigate the 
DIRS-based jamming attacks with different phase 
shift distributions (e.g., Cases 1 and 2). Specifically, 
the AJP in Case 1 and Case 2 improves the rate per 
user by 19.2 percent and 21.1 percent at -2 dBm 
transmit power, respectively.

Figure 5 illustrates the influence of the AP-DRIS 
distance dAR. As dAR increases, the large-scale 
fading also increases, and the jamming impact of 
the persistent DIRS-based FPJ is weakened. The 
anti-jamming precoder can achieve a rate similar 
to the case without jamming when the jamming 
impact is weak. More Specifically, the results from 
the AJP, that is, W/ AJP and C1 and W/ AJP and 
C2, achieve better performance when dAR > 4. This 
is because the gain obtained from the DIRS-based 
channels using the anti-jamming precoding is great-
er than the degradation due to the persistent DIRS-
based FPJ. However, the results of W/O AJP and 
C1 and W/O AJP and C2 are always lower than 
the rates of W/O Jamming.

FUTURE DIRECTIONS
Based on our investigations, we further outline 
the following research directions.

DIRS-BASED ACA
An attacker that wants to achieve a sufficient jam-
ming impact from a persistent DIRS-based FPJ 
must ensure that the signals in the DIRS-jammed 
channels are sufficiently strong. Based on our 

FIGURE 3. A data frame structure for the legitimate AP to estimate the statistical characteris-
tics of DIRS-jammed channels for the anti-jamming precoder.
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observations, it is possible that an attacker using 
a persistent DIRS-based FPJ can enhance its jam-
ming impact as follows: 
• The attacker can employ a DIRS with one-bit 

reflective elements whose reflection gain is as 
large as possible. Furthermore, the attacker can 
deploy multiple illegitimate IRSs that use the 
DISCO approach. However, a corollary ques-
tion is how does the attacker control the phase 
shifts of all DIRSs in a coordinated manner to 
maximize the jamming impact? 

• The attacker can optimize the DIRS phase shift 
distribution to improve its jamming impact, 
since we have shown that the performance of 
a persistent DIRS-based FPJ can vary with differ-
ent phase shift distributions. However, what is 
the optimal phase distribution?

• The attacker can use an active IRS [15] to 
replace the passive DIRS to cope with the mul-
tiplicative large-scale channel fading. However, 
optimizing the active IRS gains is challenging 
because the attacker has no knowledge of the 
LU channels. 

ANTI-JAMMING PRECODER
Jamming attacks and their anti-jamming strategies 
can be seen as a form of “hand-to-hand combat,” 
where each side is constantly trying to gain the 
upper hand. For the proposed AJP, our investi-
gation has the following important implication: 
as long as the intensity of the DIRS-based ACA 
interference relative to the transmit signals can 
be suppressed below a certain threshold value, 
the persistent DIRS-based FPJ does not degrade 
the performance of the MU-MISO system, but 
enhances it due to the proposed AJP. This sug-
gests that the legitimate AP should minimize the 
amount of DIRS-based ACA interference relative 
to the strength of the useful signals, and then use 
the AJP against the persistent DIRS-based FPJ.

One possible approach to suppressing the 
strength of DIRS-based ACA interference relative 
to the transmit signals is to introduce legitimate 
IRSs to enhance the desired signals and reduce 
the relative impact of the DIRS-based ACA inter-
ference. However, DIRS-based ACA interference 
is also generated from the legitimate IRS-relat-
ed channels. Therefore, a precoding strategy for 
legitimate IRSs that significantly enhances the 
desired signals and does not significantly enhance 
the DIRS-based ACA interference is needed. In 
addition, methods for detecting the presence of 
DIRS-based fully-passive jamming attacks and their 
detection probability and false-alarm probability 
performance should be investigated.

CONCLUSIONS
To raise concerns about the potential threats 
posed by illegitimate IRSs, we presented a per-
sistent DIRS-based FPJ that can be implemented 
using a simple one-bit IRS. By introducing signifi-
cant ACA interference, the persistent DIRS-based 
FPJ can launch significant fully-passive jamming 
attacks on LUs with neither jamming power nor LU 
CSI. To address the significant threats posed by a 
persistent DIRS-based FPJ, an AJP has been devel-
oped that exploits only the statistical characteris-
tics of the DIRS-jammed channels instead of their 
instantaneous CSI. A data frame structure that can 
be used by the legitimate AP to estimate the sta-

tistical characteristics has also been designed. The 
simulation results show that the DIRS-based FPJ 
with different phase shift distributions (i.e., Case 1 
and 2) reduces the rate per LU by 28 percent and 
34.6 percent at –2 dBm transmit power, but the 
AJP can improve the rate per user by 19.2 percent 
and 21.1 percent, respectively.
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