IEEE TRANSACTIONS ON WIRELESS COMMUNICATIONS, VOL. 23, NO. 8, AUGUST 2024

9315

Anti-Jamming Precoding Against Disco Intelligent
Reflecting Surfaces Based Fully-Passive
Jamming Attacks

Huan Huang™, Member, IEEE, Lipeng Dai*, Hongliang Zhang™, Member, IEEE, Zhongxing Tian,
Yi Cai", Senior Member, IEEE, Chongfu Zhang™, Senior Member, IEEE,
A. Lee Swindlehurst™, Fellow, IEEE, and Zhu Han", Fellow, IEEE

Abstract— Emerging intelligent reflecting surfaces (IRSs) sig-
nificantly improve system performance, but also pose a huge
risk for physical layer security. Existing works have illustrated
that a disco IRS (DIRS), i.e., an illegitimate IRS with random
time-varying reflection properties (like a “disco ball”’), can be
employed by an attacker to actively age the channels of legitimate
users (LUs). Such active channel aging (ACA) generated by the
DIRS can be employed to jam multi-user multiple-input single-
output (MU-MISO) systems without relying on either jamming
power or LU channel state information (CSI). To address the
significant threats posed by DIRS-based fully-passive jammers
(FPJs), an anti-jamming precoder is proposed that requires only
the statistical characteristics of the DIRS-based ACA channels
instead of their CSI. The statistical characteristics of DIRS-
jammed channels are first derived, and then the anti-jamming
precoder is derived based on the statistical characteristics.
Furthermore, we prove that the anti-jamming precoder can
achieve the maximum signal-to-jamming-plus-noise ratio (SJNR).
To acquire the ACA statistics without changing the system

Manuscript received 29 August 2023; revised 2 December 2023 and
26 January 2024; accepted 26 January 2024. Date of publication 7 February
2024; date of current version 14 August 2024. This work was sup-
ported in part by the National Natural Science Foundation of China under
Grant 62250710164, Grant 62275185, and Grant 62371011; in part by
the U.S. National Science Foundation, under Grant CNS-2107216, Grant
CNS-2128368, Grant CNS-2107182, Grant CMMI-2222810, Grant ECCS—
2302469, and Grant ECCS-2030029; and in part by the U.S. Department of
Transportation, Toyota, and Amazon. An earlier version of this paper was
presented in part at the Proceeding of the IEEE Global Communications
Conference (Globecom’23) [1]. The associate editor coordinating the review
of this article and approving it for publication was Y. Liu. (Corresponding
author: Yi Cai.)

Huan Huang, Zhongxing Tian, and Yi Cai are with the School of Electronic
and Information Engineering, Soochow University, Suzhou 215006, China
(e-mail: hhuang1799 @gmail.com; zxtian@ieee.org; yicai@ieee.org).

Lipeng Dai and Chongfu Zhang are with the School of Information
and Communication Engineering, University of Electronic Science and
Technology of China, Chengdu 611731, China (e-mail: dlp1022@163.com;
cfzhang @uestc.edu.cn).

Hongliang Zhang is with the State Key Laboratory of Advanced Optical
Communication Systems and Networks, School of Electronics, Peking Uni-
versity, Beijing 100871, China (e-mail: hongliang.zhang92 @ gmail.com).

A. Lee Swindlehurst is with the Electrical Engineering and Computer
Science Department, University of California at Irvine, Irvine, CA 92697
USA (e-mail: swindle @uci.edu).

Zhu Han is with the Department of Electrical and Computer Engineering,
University of Houston, Houston, TX 77004 USA, and also with the Depart-
ment of Computer Science and Engineering, Kyung Hee University, Seoul
446-701, South Korea (e-mail: hanzhu22 @gmail.com).

Color versions of one or more figures in this article are available at
https://doi.org/10.1109/TWC.2024.3360728.

Digital Object Identifier 10.1109/TWC.2024.3360728

architecture or cooperating with the illegitimate DIRS, we design
a data frame structure that the legitimate access point (AP) can
use to estimate the statistical characteristics. During the designed
data frame, the LUs only need to feed back their received
power to the legitimate AP when they detect jamming attacks.
Numerical results are also presented to evaluate the effectiveness
of the proposed anti-jamming precoder against the DIRS-based
FPJs and the feasibility of the designed data frame used by the
legitimate AP to estimate the statistical characteristics.

Index Terms— Physical layer security, jamming suppression,
intelligent reflecting surface, transmit precoding, channel aging.

I. INTRODUCTION

UE to the broadcast and superposition properties of wire-

less channels, wireless communications are vulnerable to
malicious attacks such as eavesdropping and jamming [2], [3],
[4], [5]. To protect legitimate users (LUs) from eavesdropping,
cryptographic techniques are used to prevent eavesdroppers
from intercepting transmitted signals [2], [3]. Cryptographic
techniques for secure communications rely on the compu-
tational difficulty of the underlying mathematical process
required to break the codes. Therefore, the eavesdroppers
can only effectively receive the transmit signals if they have
extensive computational capabilities [6].

On the other hand, jamming attacks (also referred to as
DoS-type attacks) can be launched by an active jammer (AJ)
that imposes intentional interference on the communication
between the legitimate access point (AP) and its LUs [4]. In
practice, physical-layer AJs can generally be classified into
constant Als, intermittent Als, reactive AlJs, and adaptive
Als [3]. A constant AJ continuously broadcasts jamming sig-
nals, such as modulated Gaussian waveforms or pseudorandom
noise, over an open wireless channel to prevent LUs from
communicating with the legitimate AP. However, constant
Als are energy-inefficient because they constantly consume
power, and thus energy constraints are an inherent drawback
for Als [7]. To overcome this drawback, intermittent AJs [8],
reactive AJs [9], and adaptive AJs [10] have been investigated.
The basic idea of these AJs is to reduce the duration of the
jamming transmission in order to reduce the consumption of
power. However, all types of active jamming require a certain
amount of jamming power to effectively attack the LUs. Given
the inherent energy disadvantage of AJs, can jamming attacks
be launched without jamming power?
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TABLE 1
COMPARISON OF DIFFERENT RIS-BASED ATTACK STRATEGIES
Reference [25] [23], [24], [27], [28] [29]

Attack type Jamming Jamming Eavesdropping

Transmit energy Not required Not required Not required

Channel knowledge Required Not required Not required
Mechanism Optimize RIS reflecting Generate time-varying Reflect pilots by RIS to
vector to minimize SNR RIS reflecting vectors enhance eavesdropping

Recently, intelligent reflecting surfaces (IRSs) have been
considered to be a promising technology for future 6G sys-
tems, and can be used to reflect electromagnetic waves in a
controlled manner [11], [12]. Specifically, an IRS is an ultra-
thin surface equipped with multiple sub-wavelength reflecting
elements whose electromagnetic responses (i.e., amplitudes
and phase shifts) can be controlled, for instance, by simple
programmable PIN or varactor diodes [13]. Previous works
have mainly focused on the use of legitimate IRSs in order
to improve performance metrics such as spectrum efficiency
(SE) [14], [15], [16], energy efficiency (EE) [17], cell cov-
erage [18], or physical-layer security [19], [20], assuming the
legitimate AP knows the IRS-related channel state information
(CSI), and can control their phase response. The authors
of [16] and [18] significantly enhanced the coverage and
spectrum efficiency via the practical design of reconfigurable
surfaces.

However, the emergence of IRSs also poses serious potential
threats to wireless networks. Some works have pointed out that
illegitimate IRSs can have a significant impact on wireless
networks because the illegitimate IRSs [21], [22], [23], [24]
are difficult to detect due to their passive nature. For example,
the authors in [25] have reported an adversarial IRS-based
passive jammer that essentially consumes no jamming power
and that can destructively add the signal reflected from it
with the direct path signal to minimize the received power
at the LU, i.e., the signal-to-noise ratio (SNR). Although this
passive jammer can launch jamming attacks without jamming
power, the CSI of all wireless channels must be known at
the unauthorized IRS. Due to the passive nature of IRSs, the
CSI of IRS-aided channels is estimated jointly with that of the
legitimate AP and LUs. Specifically, by exploiting the channel
reciprocity of time division duplex (TDD) channels, the LUs
instead of the legitimate IRS send pilot signals to the AP, and
the AP then estimates the IRS-aided channels using methods
such as the least squares (LS) algorithm [26]. If the illegitimate
IRS aims to acquire LU CSI, it must train to learn CSI jointly
with the legitimate AP and LUs. As a result, the assumption
that the illegitimate IRS knows the CSI [25] is unrealistic for
practical wireless networks.

Considering the difficulty of illegitimate IRSs to acquire
CSI, can jamming attacks be launched without either jam-
ming power or LU CSI? An interesting fully-passive jammer
(FPJ) [27], [28] has been proposed to launch jamming
attacks on LUs with neither LU CSI nor jamming power,
where an illegitimate IRS with random phase shifts, referred
to as a “disco” IRS (DIRS), is used to actively age the
LUs’ channels. This causes serious active channel aging
(ACA) interference, which is a type of inter-user interference
(IUI). Specifically, the DIRS controller in [27] randomly

generates a reflecting vector once during the reverse pilot
transmission (RPT) phase. Then, during the subsequent data
transmission (DT) phase, the DIRS controller randomly gen-
erates another reflecting vector. In [28], the authors further
illustrated that the DIRS-based ACA interference can also be
introduced by turning off the illegitimate IRS during the RPT
phase and then randomly generating reflecting vectors multiple
times during the DT phase. Such a temporal DIRS-based FPJ
must know when the RPT phase ends and the DT phase begins,
which requires some synchronization. These DIRS-based FPJs
impose significant risks to PLS since they are difficult to
detect due to their passive nature. It is worth noting that the
adversarial IRSs studied in [27] and [28] address a problem
that is different from that in [29], where an adversarial IRS
is employed to launch pilot contamination attacks to improve
the eavesdropping capability of Eve. Moreover, these different
RIS-based attack strategies are summarized in Table I.

In conventional wireless networks, classical anti-jamming
approaches [4] such as spread spectrum and frequency-
hopping techniques have been widely used to suppress
jamming attacks. Spread spectrum refers to spreading the
signal energy over a wider range of frequencies than the
minimum required for transmission. In addition, frequency
hopping is a technique used in spread spectrum communi-
cations in which the carrier frequency is rapidly changed
in a pattern known to both the transmitter and receiver.
However, classical anti-jamming approaches such as these
can not be used against an FPJ since the source of the
jamming attacks launched by the FPJs comes from the legit-
imate AP transmit signals themselves, which have the
same characteristics (e.g., carrier frequency) as the transmit
signals.

In addition, the ACA interference from the DIRS-based
FPJs cannot be mitigated using multi-input multi-output
(MIMO) interference cancellation [30], [31]. MIMO interfer-
ence cancellation is effective for DIRS-based ACA interfer-
ence only if the channel information of both the LU and
DIRS-jammed channels is known by the legitimate AP [30],
[31]. However, the DIRS phase shifts and amplitudes are
randomly generated [27], [28]. It has been shown in [28] that
a DIRS-based FPJ using only one-bit quantized phase shifts
can achieve the desired jamming effect as long as the number
of DIRS elements is sufficiently large. The key advantage of
these approaches is that there is no effective anti-jamming
approach available to counteract these destructive jamming
attacks imposed by DIRS-based FPJs [27], [28].

To respond to the significant risks posed by illegitimate
IRSs, an anti-jamming precoder is proposed in this paper for
attacks launched by DIRS-based FPJs, which only requires
the statistical characteristics of the DIRS-based ACA channels
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instead of their instantaneous CSI. The main contributions are
summarized as follows:

o A practical IRS model is considered, where the phase
shifts of the DIRS reflecting elements are discrete and
the amplitudes are a function of their corresponding phase
shifts. Based on this practical IRS model, we describe a
persistent DIRS-based FPJ that initiates jamming attacks
through DIRS-based ACA interference and requires no
additional jamming power or knowledge of the LU CSI,
where the DIRS phase shifts are randomly generated once
during the RPT phase and then randomly generated multi-
ple times during the DT phase. Compared to [1] and [28],
the persistent DIRS-based FPJ mode' is more harmful
because it is not necessary to be synchronized with the
training process of the legitimate system. Therefore, the
developed anti-jamming precoder is more comprehensive.
Moreover, the persistent DIRS-based FPJ based on the
practical IRS model has different properties compared
o [27] and [28], for instance, the distribution of the
random DIRS phase shifts affects the jamming impact
of the persistent DIRS-based FPJ.

o To address the serious threats posed by DIRS-based
FPJs, we develop an anti-jamming precoder that requires
only the statistical characteristics of the DIRS-based
ACA channels and avoids requiring their instantaneous
CSI, which is impractical to obtain. First, we derive
the statistical characteristics of the DIRS-based ACA
channels for both the persistent DIRS-based FPJ and the
temporal DIRS-based FPJ [1], [28]. Based on the derived
characteristics, we explain the difference between the
jamming impact of the two methods. Second, we develop
an anti-jamming precoder based only on the statistical
characteristics, and prove that this precoder can achieve
the maximum signal-to-jamming-plus-noise ratio (SJNR).
The proposed anti-jamming strategy works for both
the persistent DIRS-based FPJ and the related DISCO
approaches in [27] and [28].

o For practical applications, it is necessary for the legit-
imate AP to acquire the ACA statistical characteristics
without changing the system architecture or cooperating
with the illegitimate DIRS. To this end, we design a
data frame structure that the legitimate AP can use to
estimate the statistical characteristics. Specifically, the
LUs only need to feed back their received power to the
legitimate AP when they detect that jamming is present.
This requires little overhead because the received power
values of the LUs are scalars and only a few feedback
transmissions are sufficient to effectively estimate the
statistical characteristics.

The rest of this paper is organized as follows. In Section II,
we present the downlink of an MU-MISO system jammed by
a persistent DIRS-based FPJ and define the SJNR optimization
metric to quantify the anti-jamming effect. In addition, some
useful results on matrix analysis and random variables are
reviewed. In Section III, the statistical characteristics of the

I'The DIRS controller for the case considered in [28] and [1] generates a
zero reflecting vector (i.e., the wireless signals are perfectly absorbed by the
DIRS) during the RPT phase. Therefore, we refer to the approach studied
here as persistent DIRS-based FPJ.
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Fig. 1. The downlink of a legitimate MU-MISO system jammed by
a persistent disco intelligent reflecting surface based fully-passive jammer
(DIRS-based FPJ), where the DIRS reflecting vectors during the reverse pilot
transmission (RPT) and data transmission (DT) phases are randomly and
independently generated by the DIRS controller.

DIRS-based ACA channels are derived for the persistent
DIRS-based FPJ and the earlier approach in [28] and [1]. Then,
an anti-jamming precoder is designed based on the derived
statistical characteristics, and we prove that this precoder can
achieve the maximum SJNR. In Section III-B, we develop a
data frame structure the legitimate AP can use to estimate the
statistical characteristics and we explain the mechanism by
which it works. Finally, conclusions are given in Section IV,
where the difference between the persistent DIRS-based FPJ
and the version in [28] and [1] is compared and discussed in
detail.

Notation: We employ bold capital letters for a matrix,
e.g., W, lowercase bold letters for a vector, e.g., w, and italic
letters for a scalar, e.g., K. The superscripts (-)~%, (-)7, and
()H represent the inversion, the transpose, and the Hermitian
transpose, respectively, and the symbols || - || and |- | represent
the Frobenius norm and the absolute value, respectively.

II. SYSTEM DESCRIPTION

In Section II-A, based on a practical IRS model, we illus-
trate the downlink of an MU-MISO system jammed by a
persistent DIRS-based FPJ. Then, we define the SINR opti-
mization metric to quantify the system performance under
this persistent DIRS-based FPJ. In Section II-B, the wireless
channels involved are modelled based on near-field and far-
field models, as appropriate. In Section II-C, some important
results on matrix analysis and random variables are reviewed,
which will be useful for the anti-jamming precoding derived
in Section III.

A. MU-MISO Systems Jammed by DIRS-Based Fully-Passive
Jammers

Fig. 1 schematically shows the general downlink model of
an MU-MISO system that is jammed by the persistent DIRS-
based FPJ. A legitimate AP uses N5 antennas to communicate
with K single-antenna legitimate users denoted by LUy, -- -,
LUg. Meanwhile, a DIRS with Np reflecting elements is
employed to launch fully-passive jamming attacks on the LUs.
In many existing IRS-enhanced systems, it is assumed that
the IRSs are placed close to the users to maximize a certain
performance metric [14], [15], [17], [18], [32]. However, the
assumption that the illegitimate DIRS has no information
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Fig. 2. Schematic diagram of the frames of an MU-MISO system (a) without
jamming attacks and (b) with jamming attacks launched by the persistent
DIRS-based FPJ.

about the LUs, such as the LUs’ locations, is more realistic in
the jamming scenario [1], [27], [28]. Therefore, the DIRS is
assumed to be deployed close to the legitimate AP to maximize
the impact of the DIRS [32].

1) Disco Intelligent Reflecting Surfaces: In general, in the
downlink of an MU-MISO system, the legitimate AP jointly
trains the CSI with the LUs during the RPT phase, and the
legitimate AP then designs a precoder that is used to transmit
signals to the LUs during the DT phase. As shown in Fig. 2(a),
the channel coherence time consists of two phases, i.e., the
RPT phase and the DT phase, and the DT phase generally lasts
much longer than the RPT phase. We assume that the length of
the RPT phase is T and that of the DT phase is Tp = C'Tg
for some integer C' > 1. Since existing MU-MISO systems
assume that the wireless channels remain unchanged during
the channel coherence time, the designed precoder, such as
the widely-used zero-forcing (ZF) precoder [33], can achieve
good performance. However, the works in [27] and [28] have
shown that an attacker can exploit the ability of the IRS to
controllably change the wireless channels to launch jamming
attacks with neither jamming power nor LU CSL

Unlike the temporal DIRS-based FPJ presented in [1] and
[28], the fully-passive jamming attacks can also be launched
by randomly changing the DIRS reflection coefficients once in
the RPT phase and multiple times in the DT phase, as depicted
in Fig. 2(b). When the DIRS controller detects that the MU-
MISO system begins to communicate, it controls the DIRS
reflection properties to change randomly. The period during
which the DIRS reflection coefficients are changing is about
the same as the length of the RPT phase, i.e., Tr. Therefore,
during each DT phase, the first random change in the DIRS
reflection coefficients starts at the same time as the DT phase.
It is worth noting that the basic idea of DIRSs is to rapidly
age the CSI during the channel coherence time instead of
preventing the legitimate AP from obtaining it. As a result,
signals transmitted to LUs during the DT phase will be
jammed by the persistent DIRS-based FPJ.

Compared to the temporal DIRS-based FPJ in [1] and
[28], the proposed persistent DIRS-based FPJ does not require
synchronization. In practice, it is difficult for an illegitimate
DIRS to access information about the training synchronization
of the legitimate MU-MISO system. Moreover, the difference
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between the jamming impact of the temporal DIRS-based FPJ
in [1] and [28] and that of the persistent DIRS-based FPJ
shown in Fig. 2 (b) is quantified based on the theoretical
derivation in Section III-A. The ACA from both the persistent
DIRS-based FPJ and the temporal DIRS-based FPJ [1], [28]
is different from the channel aging (CA) in a traditional MU-
MISO system, which is caused by time variations in the RF
propagation and delays in computation between the time the
channels are learned at the legitimate AP and when they are
used for precoding [34]. This type of CA can not be actively
introduced and controlled.

In practice, an IRS is an ultra-thin surface equipped with
multiple sub-wavelength reflecting elements whose phase
shifts and amplitudes can be controlled by simple pro-
grammable PIN or varactor diodes [13]. We will assume the
use of PIN diodes, whose ON/OFF behavior only allows for
the creation of discrete phase shifts. In addition, due to the
properties of the IRS, the amplitudes of the reflecting elements
are a function of their corresponding phase shifts [11]. In par-
ticular, assume that the DIRS has b-bit quantized phase shifts

whose values can be chosen from the set © = {6y, , 0},
then the time-varying DIRS reflecting vector is given by
QO(t) = [al(t)ejWI(t)7 o 7aND(t)ej(PND(t)} ) (1

where the phase shift of the r-th DIRS reflecting element
is randomly selected from the possible phase shift set ©,
i.e., ¢-(t) ~ R(©). The probability of the phase shift ¢, (t)
taking the i-th value of © is represented by P, ;, i.e., P,; =
P(p.(t)=0;) = P; and i = 1,---,2° Furthermore, the
corresponding gain value «.(t) is a function of ¢,(t) and
denoted by «,.(t) = F(p,(t)). We further denote all possible
gain values by Q = F(O) = {1, -+, figv }.

The work in [28] has shown that the jamming impact of a
temporal DIRS-based FPJ does not depend on how the discrete
random DIRS phase shifts are distributed when the element
gains of the DIRS are assumed to be the same, i.e., the
constant-amplitude assumption. However, we will show in the
following section that this conclusion no longer holds when
the gains of the DIRS reflecting elements are different.

2) Reverse Pilot Transmission And Linear Precoder Design:
As mentioned above, the LUs’ CSI is obtained in the RPT
phase through joint training with the LUs in order for the AP
to design a precoder that is used to transmit LU signals during
the DT phase [35]. Specifically, the pilot signal transmitted by
LUy, is denoted by sgpr . During the RPT phase, the received
pilot vector yppp , € CVA*! at the AP is

Wrpr k. = /PrPT KPRPT K SRPT K + TWRPT K
= /Prrr & (P s ®Prer G + R k) SrPr | + MRPT
2

where prpr i is the transmit power of sgpr i, hik € C1*No
denotes the channel between the DIRS and LU, G ¢
CNpXNa denotes the channel between the DIRS and the AP,
and hqj, € C*Na denotes the direct channel between the AP
and LU. In addition, ngpr = [ng1,- - ,nk,NA]T denotes
additive white Gaussian noise (AWGN) at the AP that consists
of independent and identically distributed (i.i.d.) elements
with zero mean and variance o2, ie., ng; ~ CN (0,0?),
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i = 1,---,Na. For ease of presentation, we denote the
DIRS-jammed channel between the AP and LU;, by hgﬁf =
h1 ;. ®rrr G, where ®ppr = diag(w(trpr)) represents the
DIRS passive beamforming during the RPT phase. The DIRS
passive beamforming hgf’,f remains unchanged during the
RPT phase in a channel coherence interval, but changes during
the RPT phases belonging to different channel coherence
intervals. The overall DIRS-LU channel H; and the overall

direct channel Hy are represented by HI = [hfl, e

and HY = thp e ,hé{K}, respectively.

In IRS-aided systems, the AP controls the legitimate IRS,
and thus the IRS-aided and direct channels can be esti-
mated [26]. However, in the jamming scenario investigated
here and in the literature [27], [28], the DIRSs are controlled
by a malicious adversary. Therefore, the AP can only estimate
the combined channel hgppr ) € CNax1 according to the
received pilot vector Yppp ;- Similarly, the combined channels
between the AP and all LUs can be obtained in the RPT
phase. The overall combined channel Hrpr € CNaxK jg
written as Hgpr = [hgera, -, heer k], and knowledge
of Hprpr can be obtained by the legitimate AP because the
random DIRS reflection coefficients are constant during the
RPT phase. Herein, we assume that the CSI of Hrpy can be
obtained by the AP during the RPT phase [36], as imperfect
CSI is not a primary concern in the jamming scenario, and its
impact has also been thoroughly studied [37], [38], [39].

According to the obtained Hppr, the AP then designs a
precoder that is used to transmit signals to the LUs during
the DT phase. In general, the aim of an MU-MISO system
is to maximize desired signals and minimize IUI. A widely-
used linear precoder that can achieve zero IUI is the zero-
forcing (ZF) algorithm [33]. Specifically, based on Hgrpr, the
ZF precoder used at the AP can be computed by

-1
WZF:HRPT(HgPTHRPT) P% 7'11?ZF,K} , (3

where P = diag(p1,---,px) is the power allocation matrix,
|lwze k|| = \/Pk. and py denotes the transmit power allocated
to LUj. The total transmit power F, used by the legitimate
AP to transmit signals satisfies Zszl pr < Py. For simplicity,
we further assume that p, = %,Vk.

3) Data Transmission And Active Channel Aging Interfer-
ence: Once the precoder has been computed, the legitimate AP
uses this precoder to transmit signals to the LUs during the
DT phase. Assuming that the transmit signal for LUy, satisfies

H
7hI,K

:['U?ZF,h .

IE[|5DT;€|2} = 1, the signal received at LU}, during the DT
phase is given by

K
hgrkz Wz wSpTw + N

u=1

lypr, =

K
= (GH®fhil, + b)Y worusora +nx, @)
u=1
where ®ppr = diag(w(tpr)) represents the DIRS passive
beamforming during the DT phase and the AWGN ny
received at LUy is also assumed to have zero mean and
variance o2, i.e., np ~ CN (0,02). Furthermore, we denote
the DIRS-jammed channel between the AP and LUy during
the DT phase by hi)', = hi;,®prG.
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Due to the change in the DIRS reflecting vector between the
RPT phase and the DT phase, there is a difference between
the obtained overall combined channel Hrpy in the RPT phase
and the actual overall combined channel Hpr during the DT
phase. Mathematically, the DIRS-based ACA channel Hacn is
expressed by

Haca = Hpor — Hger = [haca 1, - s haca k], (5)

where Hpr = [hpr1, - hpr k] € CNXK As a result
of Haca in (5), serious DIRS-based ACA interference (a
type of IUI) is introduced. To quantify this DIRS-based ACA
interference, the SINR for LU, denoted by 7, can be defined
with reference to the definition of the signal-to-leakage-plus-
noise ratio [39]. Specifically, based on (4), 1 is given by

2
Bt e |
UhH JWzF k‘ } + 02
u#k
The ZF precoder in (3) is calculated based on the CSI of

Hprpr and is then fixed during the DT phase. Consequently,
for a given channel coherence interval, 7; in (6) reduces to

(6)

Nk =

wZF k [hDF th }wZF,k

> wZF k

u#k
In a traditional MU-MISO system, all channels involved are
assumed to be unchanged during the channel coherence time,
i.e., Hrppr = Hpr and Haca = 0. Using the ZF precoder,
the term & = 37wy [hm‘uf%ru}’wzp k in (7) would

Nk = (N

[hDTuhgTu} wzp i+o?

reduce to . = Zu#)hRPT JWZF, k‘ = 0. However, due to

the DIRS-based ACA interference, the term .# is no longer
equal to zero in an MU-MISO system jammed by a DIRS-
based FPJ. Namely, the LUs are jammed by this DIRS-based
ACA interference.

B. Channel Model

In this section, we present the models of all channels
involved, i.e., models for G, Hj, and Hy. Specifically, the
overall direct channel Hy and the overall DIRS-LU channel
H; are constructed based on the far-field model [40]. Mathe-
matically, Hy and Hy are given by

1H; = H;D 1/2 [\/ 11h1 Ly ﬁ,KﬁLK} , (3)
Hy = HdD V2 {\/ q, 1hd Lo/ fd,Kﬁd,K} , 9

where the elements of the K x K diagonal matri-
ces D = diag(%41, %9, ,LAK) and Dy =
diag (Za1, Za2, - ,-Za,kx) denote the large-scale channel
fading coefficients, which are assumed to be independent [37].
The elements of H; and Hy are assumed to be i.i.d. Gaussian

random variables [40] defined as {IA{I] . [ﬁd} X ~
CN(0,1),r = 1,2,--- ,Np, n = 1,2,---,Nu, and
k=12 K.

The DIRS is assumed to be deployed near the legitimate
AP to maximize the jamming impact, and it needs to be
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equipped with a large number of reflecting elements to launch
a significant fully-passive jamming attack since the cascaded
large-scale channel fading in the DIRS-jammed channel is
much more severe than the fading in the overall LU direct
channel [41]. Therefore, the AP-DIRS channel G is con-
structed based on the near-field model [42], [43]:

G=% ((A;LOS\/&W(&WHNA)*

+ GNEOS /(7 + INA)_l) : (10)
where % denotes the large-scale channel fading between
the AP and the DIRS, the diagonal matrix 2 =
diag (e1,€2,- -+ ,en,) € CNaXNa consists of the Rician
factors, and each Rician factor is the ratio of signal power
in the line-of-sight (LOS) component to the scattered power
in the non-line-of-sight (NLOS) component. The NLOS com-
ponent GNLOS is also assumed to follow Rayleigh fading,

GNLOS|  ~ CN(0,1),r =

1,2,--- ,Npandn =1,2,---, Na. The elements [GLOS}
(A;Los

with elements that satisfy [

rn

of the LOS component
[éLOS}

are given by [1] and [43]

—j2% (D" —-D,,
—e 7 (D, n)’

1D
,n

where A denotes the wavelength of the transmit signals, and
Dy, and D,, represent the distance between the n-th antenna
and the r-th DIRS reflecting element, and the distance
between the n-th antenna and the centre (origin) of the DIRS,
respectively. Moreover, the distances between two adjacent
DIRS reflecting elements and two adjacent transmit antennas
are assumed to be d = \/2. We identify the locations of the
1-st antenna and DIRS reflecting element as the deployment
locations of the legitimate AP and the DIRS.

C. Preliminary: Review of Some Related Results

1) Lindeberg-Lévy Central Limit Theorem: Suppose 2

[€1,@9, - ,x,] is a vector of i.i.d. random variables with
mean Ez] = Efzg] = -+ = Ez,] = p < oo and
variance Var [z1] = Var[zg] = -+ = Var[z,] = 1? < oo.

According to the Lindeberg-Lévy central limit theorem, the
random variable /n (X — 1) converges in distribution to
CN (0,12) as n — oo, ie.,

n
> T

\/H(Y—u)=i:\}ﬁ

— \/ﬁui’CN(O,VZ) , as n — oo.
(12)

2) Generalized Rayleigh Quotient Result: For a fixed sym-

metric matrix A € C"*", the normalized quadratic form
Hp o, . . . .

T Az s referred to as Rayleigh quotient. Furthermore, given
[s il HA

€T €T

a positive definite matrix B € C"*", the quantity T57
is called a generalized Rayleigh quotient. The generalized
Rayleigh quotient satisfies the following property [44]:

Az
< )\max A'7 B b
rHBx — ( )

13)
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where Apax(A,B) is the maximum generalized eigen-
value of A and B. The equality in (13) holds if
and only if = = max.gen.eigenvector (A, B) and
max.gen.eigenvector (A, B) denotes the generalized eigen-
vector of A and B associated with Ay (A, B). More specif-
ically, Amax (A, B) is given by Aax(A, B) = max A\(A, B),
where

AA,B) = {\|det (A — AB) = 0} . (14)

If B is an invertible matrix, the following equation can be
further obtained

max.gen.eigenvector (A, B) = max.eigenvector (B™'A)
(15)

where max.eigenvector (B~ A) represents the eigenvector of
the matrix (BflA) associated with the largest eigenvalue.

III. ANTI-JAMMING PRECODING AGAINST
Disco-IRS-BASED FULLY-PASSIVE JAMMERS

In this section, we first derive the statistical characteristics of
the DIRS-based ACA channels for both the persistent DIRS-
based FPJ in Section III-A and the temporal DIRS-based
FPJ. Based on the derived statistical characteristics, we further
develop an anti-jamming precoder and prove that it can achieve
the maximum SJNR. In Section III-B, we develop a data frame
structure that the legitimate AP can use to estimate the statis-
tical characteristics without changing either the legitimate AP
architecture (e.g., no additional hardware) or cooperating with
the illegitimate DIRS. Furthermore, we explain the mechanism
by which it works.

A. Anti-Jamming Precoding Based on Statistical
Characteristics of DIRS-Based ACA Channels

According to the SINR optimization metric in (7), the
fully-passive jamming attacks are caused by the DIRS-based
ACA channel Haca denoted by (5). However, it is unrealistic
to acquire the CSI of Haca unless the ACA is introduced based
on the scheme in [27], i.e., the DIRS phase shifts change only
once during the DT phase. In the persistent DIRS-based FPJ
here and the temporal DIRS-based FPJ in [1] and [28], this
solution does not work since the DIRS phase shifts change
multiple times during the DT phase. Although the legitimate
AP can jointly retrain the overall channel Hppr with the LUs in
the DT phase, it can not acquire the useful Hacy by computing
(Hpr — Hgpr).

As described in Section II-A, the period of the time-varying
DIRS reflecting vector ¢(¢) is about the length of the RPT
phase T’r. In other words, the DIRS rapidly ages the wireless
channels, and the channel coherence time 7 is shortened to
approximately T'rz. To obtain the useful Hacy, the legitimate
AP would need to train for the overall channel Hpr with a
period of T, and there would be no time available for data
transmission.

In summary, the legitimate AP is only able to use the
statistical characteristics of Haca to design an anti-jamming
precoder against the persistent DIRS-based FPJ presented in
Section II-A. In order to develop a practical anti-jamming
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precoder, therefore, we derive the following statistical char-
acteristics of Haca.

Proposition 1: The ii.d. elements of Hpacy converge in
distribution to CN (0, ¢4 - Np@) as Np — oo, i.e.,

[Hacal,,,, = CN(0, L6 %1 No@) ,Vh,n,  (16)
b b
where @ = 30 30 PaPa(uh + ph — 2uips
COS(@H — 01‘2)), i1, Mi2 € ), and 0;1, 0;5 € O.
Proof: See Appendix A. [ ]

On the other hand, if the DIRS only changes its reflection
coefficients during the DT phase and remains silent’> during
the RPT phase as in [1] and [28], the statistical characteristics
of Haca change, as shown in Proposition 2.

Proposition 2: The ii.d. elements of Hacy converge in
distribution to CN (0, ¢4 - Np@) as Np — oo, i.e.,

[HACA]k_ngCN(O,XG,Z&,kNDa) Vk,n, (17)
where o = 212; P2
Proof: See Appendix B. [ |

Based on Propositions 1 and 2, the statistical characteristics
of the DIRS-based ACA channel depend on the distribution
of DIRS phase shifts when the gains of the DIRS reflecting
elements are a function of the corresponding phase shifts.
Furthermore, the jamming impact of the persistent DIRS-based
FPJ is different from that of the temporal DIRS-based FPJ in
[1] and [28]. According to Propositions 1 and 2, the SINR for
LUy in (7) reduces to

2
H H
‘hRPT,kWF,k‘ +ng7kE[hACA,khACA,k}wZF,k

> .
> (‘hgvruwZFk’ +ng,kE [hACA,uhKICA,u} wZF,k>+02
u#k

Nk=

(18)

In order to suppress the DIRS-based ACA interference, the
legitimate AP should employ an anti-jamming precoder to
maximize the SINRs. However, as mentioned in Section I, it is
unrealistic for the legitimate AP to have CSI for the DIRS-
based ACA channel Haca. In other words, the AP can not
exploit the CSI of Haca to design an anti-jamming precoder.
To this end, we derive an anti-jamming precoder in Theorem 1
that can maximize the SJINR expressed by (21).

Theorem 1: The optimal anti-jamming precoder for LUy
to mitigate the DIRS-based fully-passive jamming attacks,
i.e., to maximize the SJINR 7, is given by

Wanti x X Max .eigenvector (Ay), (19)

where
H _
1A = (hRPT,thPTVk + fG.kaNDOéINA)
—1
’K
X \Hrer kHigpr , + TJerGﬁ,uNDOé In.|
0 u#k
(20)
2The term “silent” means that the wireless signals are perfectly absorbed by

the DIRS, which can be achieved by setting the illegitimate IRS in a special
mode [45].
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Channel Coherence Time T¢
9.(t)~R(©).,(1) = F (9,(1)),Vr
|
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t
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e el el
- : S
DT

Fig. 3. A data frame structure for the legitimate AP to estimate the statistical
characteristics of DIRS-based ACA channels.

and Hgpr = [hgpr 1, heer -1, hepr et1, - - heer k]
Proof: According to Propositions 1 and 2, we can rewrite
N in (18) to

wé{F,k (hRPT,kthr,k+$Ga%,kNDaINA) W7F

> ’ng,k (hRPT,uhgfrnu+$Gof1,uNDaINA> wzp j;+o?
u#k

M=

(21)
Furthermore, we rewrite (21) as:
H o

wyp Hor swze k

Nk = " = s

wyp Hor swze k

hepr b+ (LofiiNpa) Iy,

(22)

where I/-\IDTJ.C =

Hpr = ﬁRPr7kﬁR}f:T7k+ (‘Yi{( +> fcfmeDa)INA, and
u#k

k=12, K.

Using the generalized Rayleigh quotient result, we have

Me < Amax (ﬁm,k, ﬁm,k) : (23)

When (23) holds with equality, the maximum SJNR 7 is
obtained. More specifically, the optimal anti-jamming precoder
for LU that maximizes 7y is given by

max .eigenvector (Ay)

nti,k = V/ : ’ 24
Wanti,k Pk || max .eigenvector (Ay) || @9
where Nk = )\max (ﬁDT,k,ﬁDT,k)~ u

B. Frame Design for Obtaining Statistical Characteristics of
DIRS-Based ACA Channels

Theorem 1 presented an anti-jamming precoder and proved
that it can maximize the SINRs for the LUs. The designed
anti-jamming precoder requires only the statistical character-
istics of the DIRS-based ACA channel Hacy which were
derived in Propositions 1 and 2. In this section, we explain how
in practice the legitimate AP can acquire the statistical char-
acteristics without changing its architecture (e.g., additional
hardware and operating procedure) or cooperating with the
illegitimate DIRS.

Fig. 3 illustrates the data frame structure that can be used
for the legitimate AP to estimate the statistical characteristics
of Haca. Within a channel coherence time, when the LUs
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perceive that they are being jammed (e.g., due to a significant
performance degradation), they feed back their received power
to the legitimate AP (e.g., [31]). Note that only a few bits are
required to feed back the received power values to the AP.
We denote the s-th set of feedback for the LU received power
as {pi}le (1 <s<m < (), as depicted in Fig. 3, where
m is the total number of feedback transmissions and C is the
ratio of the length of the DT phase to the RPT phase. Based
on all s sets of feedback, we compute the s-th estimate of the
statistical characteristic of haca by

s
K Y pje = sK |hrprslz

ig=1

Lok Noa| = ,1<s<m,

PoNAS
(25)

where the absolute value ensures that the estimate of
g@ﬁ’kNDa‘s is positive. In (25), the CSI of hRPTyk was
obtained in the RPT phase, and thus ||hrpr i H% is known by
the legitimate AP.

The derivation of the estimate in (25) can be found by noting
that

HE[HHDTHQ} = ]E[HHRPT + HACA||2]
— E[tr (Hppr By + Haca HED

+ Moo Hfpy + BBl | 26)

Hpgpr is constant during the RPT phase but is random due
to the randomly chosen DIRS phase shift. Consequently, (26)
reduces to

B[ Hlpr || = [ Hlrer ]| + tr(E [Hacs U,
+ E[Haca] Hipr + HrerE[H{GL ] ). 27)

Based on Propositions 1 and 2, we have that
4 K
B[ Hpr(*] = [ Hper > + Na Y~ Lo ZNoa.  ©8)
k

Furthermore,

o E[horsll?] = Ihwer ]
LA . Npa — .
’ NA

According to (29), we can compute the s-th estimate
of 44 kNpa|, using (25), where the expectation
IE{HhDTkHﬂ is approximated by 77 _, pie/s. Substitut-
ing (25) into (19), the anti-jamming precoder W .. can be
calculated. In the following section, we illustrate the difference
between the theoretical SINR £.%7 , Np@ and the estimated
value fg.i’ikNDa’S in (25).

(29)

IV. SIMULATION RESULTS AND DISCUSSION

In this section, we present numerical results to determine the
feasibility of the anti-jamming precoder given in Section III
and show the performance of the proposed precoder against
both the persistent DIRS-based FPJ in Section II-A and the
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TABLE II
WIRELESS CHANNEL SIMULATION PARAMETERS
Parameter Notation Value
Large-scale fading of LOS channels Za 35.6 + 22log 4 (dp) (dB)
Large-scale fading of NLOS channels | %y, Z1x 32.6 + 36.7log o (dp)
Transmission bandwidth BW 180 kHz
Rician factors 3 101,
Transmission wavelength A 0.05 m
Ratio of Tp and Tk C 6

Fig. 4. An example of an MU-MISO system jammed by a DIRS-based FPJ,
where the LUs are randomly located in the circular region S with a radius of
20 m and a centre of (0 m, 180 m, 0 m) with the same probability, and the
legitimate AP and the DIRS are deployed at (0 m, 0 m, 5m) and (-dap m,
0 m, 5m) respectively.

temporal DIRS-based FPJ in [1] and [28]. We assume an MU-
MISO system with 12 single-antenna LUs that are jammed by
the persistent DIRS-based FPJ and the temporal DIRS-based
FPJ, respectively. The legitimate AP has 16 antennas located at
(0 m, 0 m, 5 m), and the DIRS with 2048 reflecting elements is
deployed at (-dap m, 0 m, 5 m), where the AP-DIRS distance
dap is nominally set to 2. The LUs are randomly distributed
in a circular region S' with a radius of 20 m and a centre of
(0 m, 180 m, O m). If not otherwise specified, the numbers of
LUs, AP antennas, DIRS reflecting elements, as well as the
AP-DIRS distance in this section default to the values above,
ie., K =12, Ny =16, Np = 2048, and dap = 2.

The propagation parameters of wireless channels Hp, Hj,
and G are given in Table II, and are based on standard 3GPP
propagation models [46]. The variance of the AWGN noise is
02=-170+101og,, (BW) dBm. In addition, the wavelength
of the transmit signals is assumed to be A = 0.05 m. The
length of the DT phase is 6 times longer than that of the RPT
phase, i.e., Tp = 6Tr. In the following discussion, we will
show that the anti-jamming precoder proposed in Section III-A
works for any m in (25), even for m = 1.

We assume that the DIRS has one-bit control with phase
shift and gain values taken from © = {, 7"} and Q =
F(©) = {0.8,1} [11]. Such a design is relatively simple to
implement on a massive scale [13]. Based on Propositions 1
and 2, the jamming impacts of the persistent DIRS-based
FPJ and the temporal DIRS-based FPJ are related to the
distribution of the random DIRS phase shifts when the gain
value of the r-th DIRS reflecting element «,.(¢) is a function of
the corresponding phase shift ¢,.(¢). Note that this conclusion
is different from the conclusion based on the ideal IRS model
in [28]. To show the influence of the DIRS phase shift
distributions, we consider the two cases in Table III.

1) Ergodic LU Rate Versus Transmit Power Based on
Derived Statistical Characteristics: To verify the feasibility of
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Relationship between the ergodic rate per LU and the number of feedback transmissions for different benchmarks under jamming attacks launched

by (a) the persistent DIRS-based FPJ and (b) the temporal DIRS-based FPJ, where the transmit power per LU is -2 dBm (high transmit power).

TABLE III
DIRS PHASE SHIFT DISTRIBUTIONS
P(or(t) =601) | P(pr(t) =62) | @in (16) | ain (17)
Case 1 0.25 0.75 1.2059 0.91
Case 2 0.5 0.5 1.6078 0.82

the anti-jamming precoder proposed in Section III-A, Fig. 5
illustrates the relationship between the ergodic rate per LU’
and the transmit power per LU (%) for the persistent DIRS-
based FPJ case described in Section II-A. The performance
of the following benchmarks is illustrated and compared: the
legitimate AP uses the ZF precoder and does not suffer from
jamming attacks (W/O Jamming); the legitimate AP is jammed
by the persistent DIRS-based FPJ described in Section II-A
while the random DIRS phase shifts follow the distribution in
Case 1 (W/ P-FPJ & C1) and the second distribution in Case 2
(W/ P-FPJ & C2) in Table III; the legitimate AP adopts the
anti-jamming precoder in Theorem | for Case I (Proposed
AJP & C1) and Case 2 (Proposed AJP & C2); the legitimate
AP suffers from an AJ with -4 dBm jamming power (AJ w/
Py = -4 dBm), where the AJ is deployed at (-2 m, 0 m, 5 m).
Fig. 5 (b) illustrates the corresponding results for the temporal
DIRS-based FPJ case in [1] and [28].

We see from Fig. 5 that the proposed anti-jamming precoder
is effective for both the persistent DIRS-based FPJ and the

3For real-world applications, we also employ the sum rate Rsum =

K hi wy
> logy |1 + } I[;Tk ‘ to visualise the performance. Further-
k=1 gk‘hm u?ﬂk‘ +o

wZk

more, the rate per LU is defined as %.

temporal DIRS-based FPJ, and when the transmit power is
low it can even achieve a rate higher than the case without any
jamming. This is because the proposed anti-jamming precoder
can to some extent use the DIRS-based channels to improve its
rate per LU. In practice, an MU-MISO system using low-order
modulation such as quadrature phase shift keying (QPSK) can
operate in the low transmit power domain [47].

On the other hand, IUI dominates the noise for high transmit
power [33]. Although the proposed anti-jamming precoder can
to some extent exploit the DIRS-jammed channel to improve
the SINR of each LU, it also amplifies IUI due to the leakage
from the DIRS-jammed channel. As a result, the ergodic rate
per LU resulting from the anti-jamming precoder is progres-
sively weaker than that without any jamming. It can be seen
that the proposed anti-jamming precoder always mitigates the
jamming attacks of both the persistent DIRS-based FPJ and the
temporal DIRS-based FPJ. However, these two FPJs exhibit
different behaviors for Case I and Case 2. This is due to the
different @& in the two FPJs, as shown in Table III. The larger
the values of @, the more pronounced the jamming effect.
Since the two possible values of @ in the temporal DIRS-
based FPJ are similar to each other, the jamming impacts for
Case 1 and Case 2 are similar, as shown in Fig 5(b). For the
persistent DIRS-based FPJ, @ in Case I is much smaller than
that in Case 2. Therefore, the jamming impact of W/ P-FPJ &
C1 is also weaker than that of W/GFPJ & C2. Note that the
anti-jamming precoder behaves differently in the high and low
transmit power domains. Therefore, our following discussions
will be focused on the high and lower power cases.

2) Ergodic LU Rate Versus Transmit Power Based on Esti-
mated Statistical Characteristics: Fig. 6 shows the feasibility
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Fig. 9. Relationship between the ergodic rate per LU and the number of DIRS reflecting elements for different benchmarks under jamming attacks launched
by (a) the persistent DIRS-based FPJ and (b) the temporal DIRS-based FPJ, where the transmit power per LU is -14 dBm (low transmit power).

of the data frame structure presented in Section III-B
at -2 dBm transmit power, where the rate per LU result-
ing from the legitimate AP with the anti-jamming precoder
using the estimated statistical characteristics for Case I and
Case 2 are denoted by Proposed Est & CI1 and Proposed
Est & C2, respectively. Specifically, Fig. 6(a) illustrates the
results for the persistent DIRS-based FPJ, and Fig. 6(b)
shows the results for the temporal DIRS-based FPJ. It can
be seen that the rate per LU based on the Ist estimated
statistical characteristic in (25) is good enough. The differ-
ence in anti-jamming gain using the Ist estimated statistical
characteristic and that using the 6th estimated statistical char-
acteristic is less than 0.5%. Moreover, there is only a small
gap between the ergodic rates calculated with Z¢. %1, Npa
and Zc. 4 Npo ,» Which verifies the feasibility of the
approach used to estimate the statistical characteristics in
Section III-B.

Similarly, Fig. 7 shows the relationship between the rates per
LU and the amount of feedback at -14 dBm transmit power.
As mentioned above, the rates resulting from the anti-jamming
precoder are even better than the rates from an MU-MISO
system without jamming attacks in the low transmit power
domain, approximately twice as high. Based on Fig. 6 and
Fig. 7, the rates resulting from the proposed anti-jamming
precoder are obtained by feeding back the received power only
twice.

3) Ergodic LU Rate Versus Number of DIRS Reflecting
Elements Based on Estimated Statistical Characteristics:
Figs. 8 and 9 show the influence of the number of DIRS
reflecting elements at high (-2 dBm) and low (-14 dBm)
transmit power, respectively. Based on Propositions 1 and 2,
the variances of the DIRS-based ACA and hence the jam-
ming impact for both the persistent DIRS-based FPJ and the
temporal DIRS-based FPJ become significant as the number
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of DIRS reflecting elements increases. However, the proposed
anti-jamming precoder always mitigates the jamming attacks
launched by the persistent DIRS-based FPJ and the temporal
DIRS-based FPJ, and the proposed anti-jamming precoder can
even improve the rates in the low transmit power domain by
exploiting the DIRS-jammed channels. The DIRS-based ACA
interference is a type of IUL, and thus it can be seen from Fig. 9
that neither the persistent DIRS-based FPJ nor the temporal
DIRS-based FPJ can effectively jam an MU-MISO system
with low transmit power, even when the number of the DIRS
reflecting elements is large.

4) Ergodic LU Rate Versus Number of Legitimate
Users Based on Estimated Statistical Characteristics:
Figs. 10 and 11 show the ergodic rate per LU versus the
number of LUs at high (-2 dBm) and low (-14 dBm) transmit
power, respectively. The rates resulting from all benchmarks
decrease with the number of LUs due to the increase in IUI
and the decrease in available MIMO gain. However, as is

illustrated in the figures, a unique property of the persistent
DIRS-based FPJ and the temporal DIRS-based FPJ is that
their jamming impact does not decrease as the number of LUs
increases, but actually becomes more severe. Fortunately, the
mitigation generated by the anti-jamming precoder becomes
more effective as the number of LUs increases. Consequently,
the gain generated from the jammed channel becomes more
significant due to the anti-jamming precoder. In addition, the
difference between the rate achieved without any jamming
and the rate obtained with active jamming attacks gradually
decreases as the number of LUs increases. This is due to the
fact that the increase in IUI detracts from the rates, while at
the same time weakening the impact of AJ.

5) Ergodic LU Rate Versus Distance Between Legitimate AP
and DIRS Based on Estimated Statistical Characteristics: In
Figs. 12 and 13, the impact of the DIRS location on the ergodic
rates is illustrated at high (-2 dBm) and low (-14 dBm) transmit
power, respectively. The greater the AP-DRIS distance, the
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greater the large-scale channel fading 4 in the AP-DIRS
channel. According to Propositions 1 and 2, the jamming
impacts of the persistent DIRS-based FPJ and the temporal
DIRS-based FPJ are weakened due to increased AP-DIRS
distance dap. From Fig. 12, it is seen that the proposed
anti-jamming precoder can achieve a rate similar to the case
without jamming when the impact of the DIRS-based FPJs
is weak due to the increased AP-DIRS distance dap. In
particular, for dap > 3, the proposed anti-jamming precoder
can completely compensate for the performance degradation
imposed by the DIRS-based FPJs. As the distance dap con-
tinues to increase (the jamming impacts are weaker), the rates
resulting from the proposed anti-jamming precoder are even
better than those obtained without jamming. This is because
that the gain obtained from the DIRS-based channels is greater
than the degradation due to the jamming attacks.

V. CONCLUSION

In this paper, we have addressed the significant threats
posed by DIRS-based FPJs. To this end, a novel anti-jamming
precoder was developed that can be implemented by exploiting
only the statistical characteristics of the DIRS-jammed chan-
nels instead of their instantaneous CSI. Our theoretical analysis
and numerical results lead to the following conclusions, which
raise concerns about the significant physical risks posed by
DIRS-based FPJs.

1) DIRS-based FPJs launch jamming attacks by introduc-
ing multi-user ACA interference generated by the DIRS,
and thus they can jam LUs with neither jamming power
nor knowledge of the LU CSI. Increasing the transmit
power at the legitimate AP will not reduce the jam-
ming impacts of the DIRS-based FPJs and will actually
make them more deleterious. Furthermore, the DIRS-
based FPJs can defeat existing anti-jamming techniques
such as spread spectrum, frequency-hopping, and MIMO
interference cancellation.

2) The elements of the DIRS-based ACA channels follow
a complex Gaussian distribution with zero mean and
variance .Z¢.21 ,Npa, and their variance is related to
the distribution of the random DIRS phase shifts, since
the gain value of each DIRS reflecting element is a
function of its corresponding phase shift. The jamming
impact of the persistent DIRS-based FPJ is more severe
than that of the temporal DIRS-based FPJ, and in

addition, the persistent DIRS-based FPJ does not require
synchronization. Therefore, the persistent DIRS-based
FPJ is more harmful than the temporal DIRS-based FPJ
for an MU-MISO system.

3) Based on the derived distribution of the ACA channel,
an anti-jamming precoder is presented that can achieve
the maximum SJNR. In particular, for an MU-MISO
system operating with low transmit power, the proposed
anti-jamming precoder causes both the persistent DIRS-
based FPJ and the temporal DIRS-based FPJ to not only
fail to jam the LUs, it actually improves the SJNRs of
the LUs due to the additional channel paths they provide.
To obtain the statistical characteristics in practice, a data
frame structure is then designed for the legitimate AP
to estimate the statistical characteristics, which only
requires the LUs to feed back their received power once
or twice to the legitimate AP.

APPENDIX A
PROOF OF PROPOSITION 1
According to (5), the DIRS-based ACA channel Hpcy can
be written as Hycn = Hi(®pr — ®rpr)G. Consequently, the
elements [Haca g, are given by

1Hacaly,, =
5n$GD%I,k’\ NLOS
S Rk (o) — (i) | GRS
LaLi ~
) T B (lior) — e(tmr) [GYO3]

(30)

where k = 1,--- /K, n=1,---,Nu, and ® represents the
Hadamard product.
Furthermore, [Haca]x,» can be reduced to

Hacaly .,
Np
€n$G.>Zik N ior(tpT)
= wrz_l([hlvkk(“r(@ﬂe” o

— ar(tRPT)€j¢7'(tRPT)){GLOS} )

Lot 5™ ] otemmyeonton
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- ar(tRpT)ejWRPT))[(A;NLOS} ) (31)
enLa Ak Lo
en+1 Z en+1 Zb (32)

Conditioned on the fact that the random variables in (31) are
independent, we have E[a,.] = E[b,] = 0. Furthermore, the
variance of a, is

Varla,] = E[araf’] = E[ator)* + latrer)|?

—aftor)altnrr) cos(pltor) = pltrer)) | (33)

Based on the definition in Section II-A, the variance expressed
in (33) reduces to

2b 9t
Z szlsz 113y 12y — 211 iz cos(0;1 —0;2)),
il=1142=1

(34)

Var[a,]=

where fi;1, 2 € Q, and 6,1, 0;5 € ©. Similarly, the variance
of b, can be derived as
20 2b

Z zPuPzz 1131 13y — 2111 iz €08 (01 —0;2) ).

11=112=1

Var[b
(35)

Based on the Lindeberg-Lévy central limit theorem, we have

Zar

1= den 0,@), as Np — oo, (36)
T N
Np
Z
r=L_4deon (0,@), as Np — oo, (37)
Np
_ 2° 2° 2 2
where @ = 370 > PP (Mz'l + win — 2pin i
COS(eil — 912))
Consequently, the elements [Haca ]k, in (32) follow
[Hacaly,,, = CN(0, L6 L1 Noa) Vhyn.  (38)

APPENDIX B
PROOF OF PROPOSITION 2

If the DIRS only changes its reflection coefficients during
the DT phase and remains silent during the RPT phase,
we have a,(tgpr) = 0 and ¢, (tpr) € R(©), where r =
1,---, Np. Therefore, the overall combined channels in the
RPT and DT phases are reduced to Hrpr = 0 and Hpr =
H®rpr G, respectively. Consequently, the elements of the
DIRS-based ACA channel Hpaca in (5) are reduced to

hI xO@(tpr) {GLOS}

Ln

" Ak “ZaLk g k@ga(tm)[éNLOS}

Ln

(39)
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Similar to (31) and (32), we rewrite (39) as
1[HACA]k n
_ [enZatin Jer(tor) [ GLOS
"\ e 1 Z‘;([hl ‘“} arltor)e [G }n
ZLahk Jeor(tpr)[ ANLOS
2t 3 (] steomprmeonfaor]
(40)
B ek
= 771 ;cr + ] Z
(41)

It is easy to show that the expectations of ¢, and d,. are equal
to zero. Furthermore, their variances are given by

[|0¢r tor)| ] ZP#Z

Based on the Lindeberg-Lévy central limit theorem, the
elements [Haca i, in (41) satisfy

Var|e,] = Var[d,] = (42)

[Hasly,, & CN(0, Z6 L Nod) , Vhon,  (43)

_ 2b
where @ = > 7| P2
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