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Abstract— Profiling side-channel analysis (SCA) attacks have
received a lot of attention in the recent years. To perpetrate these
attacks, the adversary creates a profile of a sensitive device at her
disposal, and uses it to model a target device with a similar imple-
mentation to extract its key. Template attacks are recognized to be
the most powerful profiling attacks when the measurement noise
is Gaussian. To tackle SCA attacks, different countermeasures
have been proposed in the literature, among which masking
schemes have received the utmost attention. By adding ran-
domness to the circuit, masking schemes prevent the adversary
from relating the power consumption to the evaluated data,
thus making the attack more difficult. In this article, we study
the protection provided by several masking schemes against
template attacks. More precisely, we investigate how the success
of the template attack is changed when there is a misalignment
between the target and profiling devices in terms of temperature
and process variations. As another innovative analysis angle,
we extensively study the impact of device aging on the template
attack and demonstrate quantitatively how aging misalignments
in side-channel traces, between the profiling and the target
devices, do hinder the attack. The main objective of this study
is to get accurate and numerous results allowing the designer to
compare different implementations of masking and accordingly
choose one which corresponds to the best compromise among
complexity, security, and sensitivity to temperature and aging.
We target the S-Box module of the unprotected PRESENT cipher
along with its five masking variants including global lookup
table (GLUT), rotating S-Box masking (referred to as RSM-LOG
hereafter), RSM with read-only memory (RSM-ROM), Ishai–
Sahai–Wagner masking (ISW), and threshold implementation
(TI). The unprotected circuit gets impacted by such aging
misalignments with ≈12.5% increase in the number of traces
needed to reach 80% success rate (SR) in the course of 20 weeks
of aging at 105 ◦C. Such increase is 23.3%, 37.19%, and 38.24%
for ISW, GLUT, and RSM-LOG, respectively. For RSM-ROM
such increase is 193.37% for ten weeks of aging. Interestingly,
TI is not much affected by aging in this regard.
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I. INTRODUCTION

SYMMETRIC cryptographic algorithms make use of a
secret key to conceal information. This key shall not be

disclosed, as it is the cornerstone of the cryptosystem security.
Side-channel attacks have been known for a long time to be
a realistic threat for the secret key. In particular, supervised
attacks (typically template attacks [1]) are the most powerful
ones.

It, therefore, becomes paramount to resort to a sound
protection against such assaults. Masking schemes have a fair
momentum in the industry because they can be formalized [2].
Incidentally, the American NIST has recently launched a
consultation about the requirements in terms of masking
countermeasures as a mitigation for side-channel attacks [3].
The main focus is placed on the choice for the masking
order, that is, on the amount of entropy involved in masking
schemes. However, there is also a different consideration:
how to get the most of a masking scheme in the context of
temperature and aging at any order? and specifically, in this
article, we evaluate this question on first-order security masked
designs.

The difficulty of an attack depends on several factors. The
number of side-channel traces to collect and analyze in order to
recover the key is one of such factors. Clearly, at one point, any
attacker will decide whether or not an attack is feasible within
its budget. The common criteria (CC—ISO/IEC 15408:2022)
have formalized such way of measuring the security level.
It is based on a quotation system, which takes into account
multiple considerations such as the elapsed time, the expertise,
the knowledge of the target, the window of opportunity, and
the equipment. All those factors impact the success probability
of attacks. This is the reason why, in this article, we have
undertaken to quantify by which amount, attacks success
rates (SRs) are influenced by the environmental conditions.
As we shall show, different protections against side-channel
attacks have different cost, which increases as the security
they bring increases. Thus device cost and security are both
strategic, albeit antinomic, variables in a successful product
launch on the market. In order to choose the correct protection
matching the budget allocated to a given part (the silicon area
translated to device cost, proportionally), it is important to
know and predict the impact of environment and aging on the
most-known implementation of masking schemes.
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Most of the scholar papers study in-depth one given coun-
termeasure. However, there are several such countermeasures.
Considering that industry is very much cost-driven, we present
a horizontal study across several hardware-level masking
schemes. Here the novelty is to benchmark six representative
countermeasures in terms of cost versus security trade-off.

A. Contributions
This is why we conduct in this article a comparative study of

several first-order masking schemes. This leads to clearly point
out the characteristics in terms of security, complexity, aging,
and temperature impact of every masking method. We place
ourselves in the case of low-cost devices, where the signal-to-
noise ratio (SNR) is large. As well, we study aging on devices
implementing first-order masking.

In this article, the main contribution is to leverage the
comparison of different implementations based on the SR of
template attacks deployed on them. Such a comparison is
fair as template attacks are one of the most powerful pro-
filing attacks from the information theory perspective. Indeed,
template attacks implement the maximum likelihood rule to
distinguish among key candidates [4]. This method is applied
to several implementations of the same (combinational)
design, namely a substitution box. In practice, we compare
the security of these masked architectures against template
attacks using both HSpice simulations and FPGA emulations.
Our results are precious inputs for a design when facing the
decision to opt for a given masking implementation style.

The second contribution is to quantitatively investigate the
resiliency of the considered masking schemes in the presence
of aging misalignments, that is, when the template and target
devices have been aged differently. As aging affects the device
power consumption, taking aging into account when analyzing
the security of the device against template attack is highly
crucial. To the best of the authors’ knowledge, this is the first
time that these mentioned masking schemes are compared in
terms of their resiliency against template attack in the presence
of environmental and aging misalignments. Such information
has value for designers, so that they do not overestimate the
security of the protections they choose to implement.

B. Threat Model
In this article, the target of attacks is cryptographic algo-

rithms protected by masking. The masks themselves are
generated by a true- or a pseud-orandom number generator
(abridged: TRNG or PRNG). We do not consider the mask
generation module as part of the leakage because the TRNG or
PRNG is working standalone. As the attacker does not control
it, he/she cannot properly synchronize with it. On the contrary,
we consider that the attacker (attempts to) correlates to the
leakage of the algorithm because its plaintext/ciphertext is,
depending on the context, either known or even chosen.

We aim at getting rid of practical imperfections, which
would hinder the template attacks. Thus we consider the most
powerful attacker, namely the one who has access to noiseless
traces. Those are obtained by SPICE simulation of the targeted
implementations’ instantaneous power consumption.

Regarding template attacks, we assume that attackers can
train their model using ideal traces. Indeed, power as a
side-channel is relevant in this respect, as it is possible to
capture identical power traces in profiling (i.e., training) and
matching (i.e., inference) stages. However, this assumption
would not hold for electromagnetic (EM) traces, whose wave-
forms heavily depend upon the probe’s position in space.

The discrepancies between the profiled and matching traces
are modeled by either adding (independent) noise to the traces,
introducing aging, considering temperature misalignments
between profiling and target devices, or process mismatches
between these devices (all five) attested in simulation and
the noise and process variation impacts are also attested
in real FPGA. Indeed in most cryptographic circuits, the
key is not chosen by the user. It is either produced by a
physical unclonable function (PUF), or arises from a key
management system. Thus it takes time for the adversary to
work around those difficulties and collect “training” traces to
launch machine-learning-based attacks, for example, template
attacks. Such effort can result in a discrepancy between the
aging of the target device and the one deployed for modeling.
Accordingly, we focus on the aging effects in this article.

C. Comparison With the State-of-the-Art

Bhasin et al. [5] also looked into template attack, however
from the attack portability aspect. They launched machine-
learning-based template attacks and argued that considering
similar devices for profiling and target is not realistic and
thus the profiling circuit should be different from the target
one. Then to increase their attack success in real silicon,
they proposed to build the template based on multiple devices
(not just one). Note that our attack is not machine-learning
based; rather we benefit from template matching in our attack
(discussed in Section II-C of this article). Moreover, the
success of our attacks (in both simulation and real silicon,
i.e., FPGA here) shows that template attacks remain powerful
even in the presence of process variations.

Breuer and Levi [6] demonstrated in another research that
the point of interest and leakage model in template attacks
differ among various process corners. Also, maximum like-
lihood varies when there is a mismatch in process corner
as well as environmental conditions between profiling and
targeted devices for profiling attacks that utilize maximum
likelihood distinguishers. Furthermore, they pointed out that
statistical information changes across process corners. For
the attacks conducted using Jensen–Shannon divergence as a
distinguishing factor, statistical distance value rises when there
is a mismatch in process corner between the profiling and
targeted devices. Comparing [6] with this article, the former
conducted the whole analysis on unprotected devices, whereas
our analyses are done on devices protected by various masking
schemes. Additionally, we thoroughly investigated the impact
of environmental variations on the success of template attacks,
and we even moved one step further and considered aging
dimension variant. Finally, validation of our findings in actual
hardware distinguishes our work from [6].

Moradi [7] reports that temperature variations might
cause changes in leakage current, hence he advises keep-
ing the temperature constant while measuring static power.
Employing a climate chamber is suggested to address these
temperature-dependent variations in static power measurement
setup [7], [8]. De Cnudde et al. [9] focus on the impact of
temperature on the first-order leakage from masking schemes;
yet does not consider aging impacts. The effect of temperature
on static power leakage is also investigated in [10] and [11].
Moreover, Hwang et al. [12] discussed how static power leak-
age of protected hiding scheme such as wave dynamic differ-
ential logic (WDDL) [13] can be increased through raising the
temperature. Similarly, it is critical to investigate how different
forms of countermeasures, such as masking techniques, are
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affected by temperature variations not just on static but also on
dynamic power leakage. Here the goal of this study is to deter-
mine how the SR differs for template attacks conducted against
protected masking implementations, as well as if attackers ben-
efit from altering the temperature while executing such attacks.
Furthermore, the influence of aging on variable temperature is
investigated in order to get a definitive conclusion on how pro-
tection varies for masking countermeasures when other factors
such as temperature, aging, and process variation are varied.

D. Methodology and Outline
This article focuses on security evaluation when facing the

most powerful attacker, namely capable of realizing profiled
attacks, which are sketched in Section II.

Recall that we aim to quantify the resistance of masking
countermeasures (described in Section III) when the attacker
faces operational difficulties. Accordingly, after discussing
our simulation setup (see Section IV), we first analyze tem-
plate attacks in ideal conditions, that is, when experimental
conditions and aging exactly match. Such baseline security
evaluation, accounted for in Section V, is carried out leverag-
ing SPICE simulations. Then from this ideal case, we analyze
in Section V how the attacks decrease in effectiveness when
either temperature or aging differ between profiled and attack
devices. We also aim at understanding whether SPICE simula-
tions are realistic, hence we extend this study and investigate
the effectiveness of countermeasures when the implementation
departs from the simulation model and realized in real silicon,
that is, FPGA in this article. This study, carried out in
Section VI, reveals that the targeted masking countermeasures
behave almost similarly in real silicon except in one case [i.e.,
global lookup table (GLUT)] that we will discuss the reason in
Section VI. This confirms the validity of the simulation results.
Eventually, summary of findings is presented in Section VII
and conclusions in Section VIII.

II. PRELIMINARIES

A. Background on Physical Attack Countermeasures
In cryptographic devices, power, heat, time, and EM signals

can enable the adversary to perform physical attacks through
statistical analysis [14]. Physical attacks can be passive,
targeting key disclosure without altering device properties,
or active, involving manipulation of device properties (such as
operating voltage, temperature, timing, etc.) for key disclosure.
Passive attacks, such as power analysis (PA) attacks, involve
monitoring power consumption to extract information, while
active attacks, such as fault injection attacks (FIAs), introduce
faults in devices during operation to induce malfunctions and
reveal secret information.

Countermeasures against PA attacks involve hiding
[14, Sec. 7] strategies, which reduce the SNR to conceal
information mostly by power balancing (e.g., sense amplifier
based logic (SABL) [15] and WDDL [13]) and masking [3]
techniques (e.g., threshold implementation (TI)) that utilize
secret sharing and multiparty computing to generate ran-
dom intermediate values. In contrast, to detect FIAs, one
may use concurrent error-detection (CED) schemes. CEDs
include hardware-redundancy-based schemes (e.g., dual modu-
lar redundancy (DMR) and triple modular redundancy (TMR)
[16], [17]), time-redundancy schemes (e.g., [18]), informa-
tion redundancy-based schemes (e.g., [19]), and several other
schemes that detect the faults during the normal operation

of the circuit. A structure-independent parity-based fault
detection scheme for the Advanced Encryption Standard
(AES) SubBytes transformation has been presented in [20].
A modified S-Box and inverse S-Box structures tailored for
parity-based fault detection schemes are introduced in [21].
An additional lightweight parity-based concurrent FIA detec-
tion scheme that uses composite field and normal basis is
presented in [22]. FIAs injected via altering operating condi-
tions (such as voltage, clock frequency, and temperature) can
be detected using digital on-chip sensors [23]. Das et al. [25]
introduced Razor II as a solution to identify and rectify
variation-induced delay errors. This method detects clock
glitching but cannot detect laser-based FIAs. To solve that,
Ebrahimabadi et al. [26] proposed DELFINES to detect FIAs
by sensing laser-induced IR-drops.

The above countermeasures either protect the device
against active or passive attacks. However in certain scenar-
ios, combined passive and active attacks may be feasible.
By introducing a computational disturbance via fault injection,
a passive power attack can be executed during the perturbed
execution [27]. Kulikowski et al. [28] introduced a combined
attack, which includes injecting faults to disturb the power
consumption balance of logically balanced gates. Several
countermeasures have been proposed to address combined PA
and FIA attacks. However, a considerable portion of these
schemes is either designed for software implementations or
provides limited security while introducing significant over-
heads as a trade-off. However, these countermeasures tend
to be application-specific, lacking a universal solution that
comprehensively addresses both PA attack and FIAs.

B. Background of Device Aging
Aging mechanisms result in performance deterioration and

eventual failure of digital circuits over time. Among those, the
effect of negative bias temperature instability (NBTI), positive
bias temperature instability (PBTI), and hot-carrier injection
(HCI) are more prominent in CMOS technologies, resulting
in increased switching and path delays [31].

1) BTI Aging: NBTI occurs in a pMOS device when a
negative voltage is supplied to its gate. Indeed a pMOS faces
two phases of NBTI depending on its operational conditions.
The Stress phase occurs when the transistor is “ON.” Here,
positive interface traps are formed at the Si-SiO2 interface,
resulting in a rise in the transistor’s threshold voltage (Vth).
The second phase (Recovery) occurs when the transistor is
“OFF.” Here, the Vth drift occurred during the stress phase
partially recovers. The physical characteristics of the transistor,
supply voltage, temperature, and stress time all affect the BTI
rate [32]. PBTI affects nMOS transistors in a similar way that
NBTI affects pMOS transistors.

2) HCI Aging: HCI arises in nMOS devices when hot
carriers are injected into the gate dielectric during transistor
switching and remain there. HCI degrades the circuit by
shifting Vth and drain current of stressed transistors. The
HCI-induced Vth drift depends on the activity factor of the
transistor under stress, the temperature, clock frequency, and
usage duration [33].

C. Background on Template Attack

Profiling side-channel analysis (SCA) attacks [34], [35]
in which the adversary has access to the secret key of a
cryptographic device and uses such information along with
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the chips’ side channel data (power consumption, runtime,
EM emanations) to deduce the key of another device with the
same implementation have been shown to be highly promising.
Profiling attacks, and in particular template attacks pursue two
phases. In the training phase, the attacker builds the model of
the profiling device by recording a significant number of its
traces corresponding to a varying set of input (plaintexts and
keys) data. Then, in the attack phase, the traces are categorized
based on the key values, and template matching is used to
determine the target device’s key [1].

If traces are represented as a matrix X of D × Q real
numbers (Q traces of D = 300 samples as an example), and
the learned model Yk is also a D × Q matrix, then the attacker
guesses the key as in [36, Th. 1]

k̂ = argmin
k∈{0,1}4

tr
(
(X − Yk)

T6−1(X − Yk)
)

(1)

where 6 is the D × D noise covariance matrix, tr.is
the trace operator, and argmin operator selects the value of
k (4 bit) that results in the minimum value of its fol-
lowing function (= argument). In order to avoid statistical
biases, we select uniformly distributed plaintexts, hence Q
is always shown as a multiple of 16. This template attack
works on masked devices, where the attacker aims at exploit-
ing first-order leakage. The more similar the profiling and
target devices in terms of operating conditions, the more
successful the attack. Accordingly, this article quantitatively
investigates the success of the template attack on unpro-
tected and masked-protected PRESENT cipher’s S-Box in the
presence of temperature, process variations, and aging mis-
matches between the profiling and target devices. Such an
approach allows to standardize an attack-based methodology
to compare different implementations on a fair basis.

The impact of aging on the success of template attacks
launched on the unprotected circuits has been studied before
in [37], which is discussed again in this article as a baseline.

D. Background on PRESENT Cipher
PRESENT is a lightweight block cipher with 64-bit blocks

and a standard bit oriented permutation layer [38]. It has
31 rounds and can work with two key lengths of 80 and
128 bits. A bitwise XOR operation, a non-linear substitution
layer, and a linear permutation layer are included in every
encryption cycle. In this study, we focus on the S-Box; due
to its contrasted confusion coefficient [39], it is a highly
appealing target for attackers. All the PRESENT S-Box imple-
mentations we targeted in this article can be performed in one
clock cycle even after masking protection. In particular, the
TI implementation is not pipelined.

E. Background on Other Cryptos
Standard cryptographic algorithms, such as AES and secure

hashing algorithm (SHA), are widely utilized in computer
systems for general purpose computing. Nevertheless, these
conventional algorithms prove unsuitable for deployment in
small IoT/embedded devices due to their resource constraints.
Hence, researchers are actively engaged in the development
of lightweight cryptography (LWC) algorithms, specifically
designed for implementation in low-area environments with
minimal power consumption. Several LWC algorithms have
been introduced by researchers among which PRESENT
stands out due to its minimal area overhead; allowing

implementation with fewer than 2000 gates in ASIC imple-
mentations [38]. Other widely recognized LWC algorithms
comprise PRINCE [40], GIFT [41], ASCON [42], Midori [43],
and more. Hence, additional research on physical attacks and
corresponding countermeasures is imperative for enhancing
the security of LWC. Therefore, our study, focusing on the
innovative integration of temperature and aging misalignment
in PA template attacks, also sheds more light on the secure
development of LWCs.

Current cryptographic schemes may be compromised by
quantum computing, thanks to its capability to efficiently
solve mathematical problems. Hence, algorithms in the field
of post-quantum cryptography (PQC) are formulated to ensure
security throughout the quantum computing era. PQC algo-
rithms are constructed upon mathematical problems that prove
challenging for quantum computers to solve. Various types
of PQC, such as lattice-based, hash-based, multivariate poly-
nomial, and code-based schemes, are being developed as
alternatives to traditional cryptographic methods. Numerous
PQC schemes have been introduced in academic literature,
including NTRUEncrypt, NTRUSign, Crystals Kyber, BIKE,
SPHINCS+, among which lattice-based PQC schemes, such
as Kyber, are gaining increased attention within the research
community. Number theoretic transform (NTT) is essential in
lattice-based cryptographic systems within PQC, where it opti-
mizes polynomial operations, enhancing both computational
efficiency and the security of the algorithms. Nonetheless,
PQCs and NTT are susceptible to FIA and PA attack [46], [48].
Researchers are employing error-detection mechanisms [50]
and investigating error-resistant NTT architectures [51] to
safeguard PQC schemes from FIAs. Additionally, they are
exploring masking schemes [52] as a countermeasure against
power attacks. Our research on factoring in the impact of aging
misalignments in the success of template attacks launched
on masking-protected circuits is expected to have similar
applicability in such PQC masking countermeasures. As a
continuation of this study, we will focus on the effects of
aging on PQCs.

III. PRESENT S-BOX IMPLEMENTATIONS

The S-Box (referred to as S hereafter) is a non-linear
module included in PRESENT and several other block ciphers.
Thus, it grabs the attacker’s attention to leak the sensitive key
by compromising it. One possible protection could be dual-rail
balancing logic, whereby each functional bit-level activity is
compensated by a dummy one [53]. However, the security of
such protection cannot be ensured since imperfections in the
activity occultation mechanism can lead to exploitable leakage
arising from any gate of the netlist [54]. Moreover, balancing
in dual rails can be impacted by aging leading to more leakage
by increasing attack SR [15], [55]. This is the reason why
masking logic is preferred. In this article, we target S-Box of
an unprotected PRESENT along with five masking-protected
counterparts whose details are discussed below.

A. Description of S-Box Implementations
1) LUT: LUT is a simple data-flow description of the

unprotected S-Box, serving as a baseline for our comparisons.
2) GLUT: The GLUT described in [56, Sec. 3.2, p. 234]

is a masking implementation realizing a function F4
2 × F4

2 ×

F4
2 = F12

2 → F4
2 that satisfies

Y = GLUT(A, MI, MO)
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such that

Y ⊕ MO = S(A ⊕ MI)

where A and Y are the masked input and output, respectively,
and MI and MO refer to the input and output masks. GLUT is
the most straightforward masking scheme, as both inputs and
outputs are masked; its internals are not optimized though.

A noticeable example of optimized GLUT on AES has
been that of Canright [57]. This work heavily exploits the
structure of the AES S-Box (which has a very simple algebraic
expression [58, Sec. 4.3.2]) to make the GLUT implementation
compact. Nevertheless, this optimization unfortunately opened
the door to some exploitable glitches [59]. In this article, as the
PRESENT S-Box is 4 × 4 and not 8 × 8 as AES and is
essentially random (it has been designed without method),
we do not seek (in the first place) an optimization and leave
it to the compiler to find a compact implementation. As a
byproduct, sensitive glitches are not expected to show up in
this case either.

3) RSM: Rotating S-Box masking [60] (referred to as
RSM-LOG hereafter where LOG refers to logic) aims at sav-
ing area and randomness compared to GLUT in two different
ways. To achieve so, the following features should be met.

1) The masks set is a subset of the full mask set (the
masking scheme is referred to as “low-entropy” [61]),

2) The masks used at the output of the S-Box are deduced
deterministically from those at the input, namely by
using the next one (in a circular manner) within the mask
set.

In our RSM implementations, we avoid employing a strict
subset of the mask (as there are only 16 of them in PRESENT
4-bit S-Box). However, we construct the output mask depend-
ing on the input mask [60] in the following way:

MO = (MI + 1) mod 16

where 0 ≤ MI, MO ≤ 15 are integers computed via
M ∈ F4

2 7→
∑3

i=0 Mi · 2i
∈ {0, 1, . . . , 15}. Indeed RSM is

represented as a function F4
2 × F4

2 → F4
2 such that

RSM(A, MI) = GLUT(A, MI, (MI + 1) mod 16). (2)

As a consequence, in practice, RSM masking style is expected
to be more compact than GLUT.

The RSM countermeasure can be implemented by a direct
RTL synthesis of (2). However, notice that this is not faithful
to the original paper [60], as there is no “ROM” block, which
would prevent spurious glitches from showing up. There-
fore, we consider such implementation as lazy engineering
and call it “Logic RSM” or RSM-LOG in short. A correct
implementation is referred to as RSM with read-only memory
(RSM-ROM), discussed next.

4) RSM-ROM: ROM-based RSM-LOG scheme tries to
realize the RSM-LOG goals of being secure against first-
order (and even second and third order attacks [62]) via
implementation in ROM. ASIC design kits and FPGA circuits
propose ROM primitives, which are implemented in regular
matrices that are optimal in complexity. In this architecture,
we consider the logic designs realized by the instantiation of
gates from a Boolean library, similar to the implementation
in [63]. Initially the datapath is synchronized for any input
configuration, which makes input-related deviations of leakage
small. Then, the structure is designed with a one-hot strategy
such that only the required logic is activated, which further
contributes to reduce the side-channel leakage. The mapping

into gates shall be faithful, even though electronic design
automation (EDA) tools restructure the logic.

5) ISW: In order to resist compromise of masking rationale
by EDA tools, Ishai et al. [64] and Covic et al. [65] introduce a
bottom-up approach. When dealing with the non-linear gates,
they propose to start from an optimized netlist in terms of
AND/OR usage [66, Sec. 3], and gradually replace the gates
by their gadgets. The gadget for the AND gate requires 1 bit
of uniform randomness, that is, R. Namely, given a random
sharing (A0, A1) of bit A (where A = A0 ⊕ A1), and a similar
sharing for bit B, one computes Y , the AND of A and B in a
masked way using the following formula:{

Y0 = ((A1 ∧ B1) ⊕ R) ⊕ (A0 ∧ B0)

Y1 = ((A0 ∧ B1) ⊕ R) ⊕ (A1 ∧ B0).

In those equations, the implementation must (at least
statically) respect the specified order in the netlist gates
instantiation devised by the parenthesis in the above formula.
In our implementation, we implemented OR via benefiting
from De Morgan’s law OR(a, b) = ¬AND(¬a,¬b). In prin-
ciple, Ishai–Sahai–Wagner masking (ISW)’s security proof is
valid, but when considering the real features of combinational
gates, it encounters several difficulties. Gates can evaluate in
a non-natural order as a result of races, resulting in first-order
leakage [67].

6) TI: Owing to the shortcomings of ISW, TI has been
proposed as a more stringent leakage previous technique.
Namely, TI is an algorithmic countermeasure against power
SCA, and benefits from multiparty computation and secret
sharing [68]. A TI implementation holds three properties: non-
completeness, correctness, and uniformity. In TI, similar to
ISW, each input bit is distributed into n +1 shares. Moreover,
on top of ISW, TI has the following characteristics.

1) TI does not require gate ordering, thus allowing for
aggressive logic optimization by EDA tools.

2) TI mandates that each output share be based on only n
shares of each input to ensure that no race/glitch may
unintentionally reveal (by design) an unmasked value
(i.e., incompleteness property of TI).

TI protects efficiently against leakage through glitches.
However, on the downside, it does not work out-of-the-
box (manual writing of netlists is necessary) and it is also
noticeably more expensive than former masking schemes
(namely: GLUT, RSM-LOG, RSM-ROM, ISW). Notice that
TI imposes strong requirements on the shares distributions,
which are relaxed for instance in “domain-oriented masking”
(DOM [69]). The strategy of DOM is to insert pipeline
stages, which stop glitches propagation and allow to restart
afresh. The composition of DOM gadgets is error-prone,
hence an important state-of-the-art refinement is “hardware
private circuit” (HPC [70]), which is provable even under
composition. However, such gate-level solutions (TI, DOM,
and HPC) are optimal in terms of security, but are costing
more than the masking styles we consider. Indeed, in this
research, our target is to study the security/cost trade-off for
lighter masking schemes. Table I compares the investigated
S-Box implementations regarding number of gates (with 2–
4 inputs), equivalent gates (#gates normalized by the number
of equivalent two-input NAND gates), random bits, and max
propagation delay (ps).

B. Leakage Sources Exploited in This Study
Two kinds of first-order leakage can be exploited: glitches

carrying information of unmasked variables (all implementa-
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TABLE I
GATE-LEVEL SPEC. OF THE TARGETED S-BOX IMPLEMENTATIONS

tions but TI), and Hamming weight/distance parity: indeed,
in any sharing of a sensitive variable A ∈ F2 into A0, . . . , An ,
one has that LSB(wH (A0, . . . , An)) = LSB(

∑n
i=0 Ai ) =⊕n

i=0 Ai = A (unmasked A), where LSB is the least sig-
nificant bit (or parity) of wH (A0, . . . , An) ⊆ {0, . . . , n} ∈ N.
Such first-order leakage is often overlooked because it is “one-
bit” hence is perceived as “buried in noise,” but is not in the
case of little noised traces.

C. Evaluation Roadmap
As shown in Table I, different countermeasures have differ-

ent costs. The questions we address next are the following.
1) Does indeed more cost bring more security (in terms of

resistance to template attack)?
2) How is this security level affected by temperature,

aging, and real capture of traces (using actual FPGA)
discrepancy between profiling and attacking?

IV. EXPERIMENTAL SETUP

We implemented the add-round-key and S-Box operations
in the first round of PRESENT cipher with 80-bit keys in
the transistor level for the unprotected and five masking
implementations of PRESENT S-Box, mainly ISW, GLUT,
RSM-LOG, RSM-ROM, and TI protections, using a 45-nm
technology extracted from the open-source NANGATE library.

We used Synopsys HSpice for the transistor-level simula-
tions and the HSpice built-in MOSRA Level 3 model to assess
the effect of BTI and HCI aging. For all six implementations,
power traces were extracted for new and aged devices. The
effect of aging was evaluated for 20 weeks of device operation
in steps of 1 week. The experiments were conducted for {−40,
−20, 0, 25, 45, 65, 85, 105} ◦C (that is until grade 2 of AEC
Q-100 [71, Sec. 1.3.3]). The supply voltage (Vdd) was 1.2 V.

For the HSpice simulations, the targeted masking imple-
mentations were fed with the initial value of all high (for both
masks and S-Box inputs), while all possible combinations of
final values for the masks and S-Box inputs were simulated.
Thereby, we considered 16 input traces for the unprotected
circuit (as the PRESENT S-Box is 4 bits), 256 combinations
for RSM-LOG and RSM-ROM, 4096 combinations of inputs
for GLUT and ISW, and finally 65 536 traces for TI (four
shares each 4 bits). We categorized the power traces in
all implementations (unprotected and masked) based on the
value of the unmasked inputs (e.g., A ⊕ MI in GLUT, recall
Section III). Then we used the mean trace of each category to
build the power templates. The key is fixed in all simulations.
We used the same fixed key and the same set of inputs for
both fresh (no aging) and aging simulations.

As mentioned, the simulated traces contain two parts: the
results of key addition and S-Box outputs for each initial (fix in
our case) as well as its following n-bit value (including masks
and S-Box inputs). For the attack, we considered only the
second clock cycle, when the transition takes place from initial
to final value for the cryptographic circuit. To emulate the
real-silicon measurement, we added Gaussian noise to the
power traces extracted from simulations. In order to obtain a
robust value for the attack’s SR even in the presence of noise,
we attacked each circuit 1000 times using such noisy environ-
ment (randomly selected traces each time and added Gaussian
noise to the selected traces) and reported the average SR. To
validate the simulation results, we implemented the targeted
masked circuits along with the unprotected counterpart in
FPGA. We used two SPARTAN6 XC6SLX75 FPGAs soldered
on a SAKURA-G board [72], with Xilinx ISE 14.7 software.
One of the FPGAs was utilized to apply input values, and the
other was used to collect the power traces required to launch
the template attack.

V. EXPERIMENTAL RESULTS

A. Power Templates for Each S-Box Implementation
The first set of results deals with the template/profile gen-

eration for the attacks on the S-Boxes. To generate the power
templates, we performed extensive HSpice transistor-level
simulation on both protected and unprotected S-Boxes.

As discussed earlier, for each implementation, we classified
the power traces based on the value of the unmasked input
(16 classes totally) and built the template based on the mean
trace of each class. Note that traces are assumed to start from
a given fixed value such as “11,..., 1,” which models a
preset (i.e., the initial values are considered as “1”). Fig. 1
shows the 16 mean traces of each implementation. In the
depicted figures, each color represents one class of power
traces. Fig. 1(a) depicts the power template used in the
unprotected circuit (referring to as LUT). As expected, in this
case the traces are very different from each other, resulting
in more leakage (as will be discussed later). In contrast, for
the protected implementations, the traces are less differentiated
from each other, making the attack more difficult.

B. Signal-to-Noise Ratio Calculation of Power Traces From
the Targeted S-Box Implementations

The power traces from each S-Box implementations were
collected from transistors-level simulations conducted by
HSpice without noise. In reality, electronic devices suffer
from noise in the system. Thus, to perform the analysis, it is
important to consider noise in the collected power traces.
Indeed, artificial Gaussian noises need to be added to the
collected power traces. However, the noise level should be
similar to the noise level from a real chip. According to the
ISO standard for IT security techniques [73], the SNR level
should be in the range of 0.001–0.010 for first-order attack.

Note that HSpice simulations are not noisy while, in prac-
tice, there is some non-algorithmic noise, which is modeled as
N (0, σ 2) and is independent of the algorithmic noise whose
variance is denoted as Var(Power_Templates). Here σ 2 is the
non-algorithmic noise variance. In this context, SNR is defined
as below

SNR =
Var(Power_Templates)

Var(Power_Templates) + σ 2 . (3)
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Fig. 1. Power templates in different S-Box implementations at 105 ◦C. Devices are fresh (not aged). Each color represents one class of power traces, where
class i denotes the mean of the power traces extracted when the unmasked input is i . (a) LUT. (b) GLUT. (c) RSM-LOG. (d) RSM-ROM. (e) ISW. (f) TI.

Fig. 2. SNR of S-Box implementations with mask effect. ∗LUT does not
include any mask and just included in this figure as a baseline for SNR
comparison.

Each Power_Template (say PTi) denotes the mean of the
power traces related to unmasked input i .

Before adding the noise, we need to calculate the SNR for
different σ and find the suitable one that follows the standard
noise level. Here, we performed two different levels of SNR
calculation for sigma (σ ) values {0.004, 0.008, 0.016, 0.032};
one while masking ON and another one while masking OFF.

Fig. 2 represents the SNR values of the targeted implemen-
tations [using (3)], while the mask is ON. The idea is to find a
suitable σ value that follows the ISO standard discussed ear-
lier. In these implementations, LUT is our baseline. As shown,
for the sigma value 0.004, the SNR for LUT is ≈0.0021,
which is in the ISO standard range of [0.001, 0.010]. For
all other sigma values, the SNR is very low. Thereby, we do
not continue with sigma values other than 0.004. However,
we performed some analysis for the effect of noise discussed
in Section V-G. Note that we have used (3) to reflect SNR
to take into account not only the measurement noise impact
but also the impact from the random masks (which are not
known to the attacker). Notice that this equation follows the
same concept as the one presented in [14, Sec. 4.3.2, p. 73].

As Fig. 2 shows, with the increase of sigma value, the SNR
of all the S-Boxes is decreasing, that is, the higher the sigma
value the lower the effect of signal. As expected, in most
cases, protected implementations have lower SNR compared
to the unprotected LUT. Among them, TI has the lowest SNR
for all sigma values. Although a system with a lower SNR
is considered as more secure against attacks, this assumption
might not be always true as in some cases a lower SNR can be
due to design complexity or the type of the launched attack.
As can be observed, RSM-LOG has a higher SNR than LUT.
However, RSM needs to be implemented in memory-based
implementation. By comparing RSM-LOG with RSM-ROM,
we want to demonstrate how a poor implementation might
affect security.

Fig. 3 investigates the resiliency of the targeted S-Box
implementations through the SNR value when the effect of

Fig. 3. SNR of S-Box implementations without mask effect.

the mask is removed by a powerful attacker. As shown, for
σ = 0.004, the removing mask increases the SNR around
2.4 and 6 times for RSM-LOG and ISW, respectively. These
rates are comparatively lower than other structures as the SNR
in GLUT and RSM-ROM increased 43.8 and 347.6 times com-
paring to the case of mask ON. These results are alarming for a
secure implementation. The most interesting circuitry is the TI,
which is considered the most secure one; here SNR increased
107 770 times compared to the mask ON case. These results
have an interesting takeaway: there is also a “big reward” to
disable the masking. Indeed, the leakage is thus exacerbated,
with respect to “no countermeasure” case. Of course, the fact
that the masks are randomly distributed must be a prerequisite.
It is noteworthy to mention that the effect of disabling the
mask is usually “overlooked” while designing the masked
implementations. Please note that without mask the leakage
also depends on the circuit complexity. Thereby, TI is the
most leaking circuit when the masks are OFF. This means that
attackers facing a TI as a protection are especially inclined to
alter the TRNG generating the masks as a preliminary step
in their attack path. The increase of SNR while mask is OFF
relates to the presence of first-order leakage.

C. Attack Success Rate
The goal of this experiment is to perform a quantitative

security analysis for different masking schemes and find
out the suitable design for the user by considering security
versus area trade-offs. It shall be noted that side-channel
attacks leverage a “divide-and-conquer” approach, whereby
keys are extracted by chunks (e.g., nibble by nibble). There-
fore, the successful reconstruction of the complete key implies
that each chunk be extracted with high confidence (see for
instance [74]). Thus even a small change on the SR at chunk
level can have a large impact on the global key recovery
success. Formally, assuming that there are N = 16 chunks of
4 bits, as in PRESENT with 128-bit key, the global success in
recovering the full key k⋆

= (k⋆
1, . . . , k⋆

N ) is Pr(k = k⋆) =∏N
i=1 Pr(ki = k⋆

i ). Indeed, each of the N key chunks is
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Fig. 4. SR after 1000 attacks on different S-Box implementations. Profiling
and target devices are new; both operating at 105 ◦C, and σ = 0.004.

independent of each other. If we assume that all probabilities
of success at chunk level are equal (i.e., Pr(ki = k⋆

i ) are the
same for all i ≤ i ≤ N ), then Pr(k = k⋆) = Pr(k1 = k⋆

1)
N .

Hence even a small change (e.g., owing to environmental
change or aging) of the chunk-level SR translates polynomially
on the global SR. One way to compare the security with a
“scalar metric” is to consider the number of traces required
for an attack SR to be greater than 80%. The larger this metric,
the more secure the implementation.

This set of results compares the security of the investigated
implementations regarding their resiliency against the template
attack. In this experiment, both profiling and target devices
are new and operating at 105 ◦C. To emulate real-silicon
measurements, we added a Gaussian noise with σ = 0.004
(based on the above discussion) to the traces extracted from
the target device. We consider first no process mismatch,
which will be studied in Section V-F. Fig. 4 shows the SR
of attacks launch on each circuity. Note that we considered
a large amount of noise compared to the signals, resulting in
SNR of ≈0.002 (in the unprotected circuitry), which is in the
typical range [73] according to the literature.

As shown, among all implementations, TI presents higher
security while LUT is the least secure against template attack.
We consider the unprotected LUT-based implementation as
the baseline. As depicted, the unprotected circuit is more vul-
nerable than all other implementations. It needs only 24(×16)
traces to reach 80% SR. While for GLUT, the adversary needs
363(×16) traces to attain the SR of 80%. RSM-LOG, RSM-
ROM, and ISW need 170(×16), 347(×16), and 176(×16)
traces, respectively, for an attack with SR = 80%. As shown,
TI is not attackable at all. This strong resiliency can be
explained by its complex mask sharing with highly balanced
power templates as shown in Fig. 1(f), where inter class
variance is hardly observed from the extracted power traces.
Moreover, SNR from Fig. 2 shows that masking effect makes
the SNR lowest among all the masking schemes presented.

The takeaway point from these observations is that although
masking schemes have been proposed to ensure security by
randomizing the power traces, an adversary may mitigate
the randomization impact by extracting many traces and
averaging them while he/she still benefits from inclusion of
a large number of gates prone to leakages enumerated in
Section III-B. In order to illustrate the “security-cost” trade-
off, we present in Fig. 5 the security versus the area, expressed
in gate equivalent. The security is extracted from Fig. 4, and
the area from Table I. It can be seen that each countermeasure
is relevant, in that more area strictly entails indeed more
security. Therefore, in the rest of the article, we continue our
investigation with the six countermeasures.

Fig. 5. Security versus area quantitative trade-off illustration.

D. Impact of Aging on the Attack Success Rate

This set of results quantifies the effect of aging on the
considered circuits when launching template attacks. The aim
of this experiment is to analyze how the security level of
masked devices is impacted by device aging when they are
exposed to template attack. To have a clear picture of the
aging impact over time, first in Fig. 6, we show the difference
of the power traces extracted from 0- and 20-week old circuits.
Indeed, such mismatch as shown in Fig. 7 hinders the attack
in both circuits. Recall that aging is not part of the attack
procedure, but is rather an encumbrance met by the attacker.

The results depicted in Fig. 7 have been extracted when
the profiling and attack temperatures are similar; yet there is
an aging misalignment between the devices used for profiling
and the target one. Here, the profiling traces were gathered
from a fresh device (shown in Fig. 1) while the target device
is between 0- and 20-week old (0w–20w in Fig. 7). For the
sake of space, we only illustrate the zoomed version of the
SR plots around SR = 80%. As shown, in both protected and
unprotected circuits, the SR decays with aging. Indeed as the
attacked circuits become older and older, the SR drops. Fig. 7
illustrates that the SR in both circuits falls quickly after a
week. After that the SR continues to decline, but at a moderate
rate.

As shown in Fig. 7 at 105 ◦C, the number of traces used
to reach SR = 80% for LUT increases to 27(×16) for a
20-week old device comparing to 24(×16) traces for a new
one (12.5% increase). Note that this graph shows the results
after smoothing. The effect of aging is very similar for ISW,
where the number of traces increases around 23.3% over the
course of 20 weeks. RSM-LOG and GLUT required 38.24%,
and 37.19% more traces, respectively. For the sake of space,
for these cases, gradient decay is not shown as the concept
is similar. However, effect of aging on number of traces for
reaching SR = 80% is shown on Fig. 8, described later in this
section. For the case of TI, as the attack is not successful even
without aging misalignments (recall Fig. 4), we do not show
the aging impacts as aging misalignments even hinder the
template attack. Accordingly, from now on, we skip showing
the TI results for the sake of space.

To show how aging impact changes in different temper-
atures, Fig. 8 compares the number of traces required to
attain SR = 80% in the presence of aging misalignment
between 0 and 20 weeks for unprotected and protected cir-
cuits when the profiling and attack devices were measured
at 105 ◦C with the case of 65 ◦C. As expected, the aging
impact is more prominent in higher temperatures. For example,
as mentioned earlier, in ISW, we observed 23.3% increase in
number of traces at 105 ◦C (to attain SR = 80%) in a course
of 20 weeks while such increase is around 7% at 65 ◦C.
RSM-LOG and GLUT showed 22.4% and 15.11% increase
at 65 ◦C, respectively, for 20 weeks of aging compared
to 38.24%, and 37.19% more traces at 105 ◦C for the same
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Fig. 6. Difference of power templates between week 0 and 20 of usage at 105 ◦C (TI is not included as the template attack was not successful on it). (a) LUT
diff P(0W)–P(20W). (b) GLUT diff P(0W)–P(20W). (c) RSM-LOG diff P(0W)–P(20W). (d) RSM-ROM diff P(0W)–P(20W). (e) ISW diff P(0W)–P(20W).

Fig. 7. SR of S-Boxes with aging. (a) LUT. (b) ISW.

Fig. 8. Number of traces required to attain SR = 80% (σ = 0.004) when the
target device has different ages. In each case, profiling and attack temperatures
are equal. The profiling device is new (age = 0). The x-axis shows the age
of the target device.

aging duration. For RSM-ROM such increase is 48.32% at
65 ◦C for 20 weeks of aging, however for 105 ◦C it increased
193% for ten weeks of aging but the attack failed to reach
80% SR after ten weeks of aging for maximum 1024(×16)
traces. Indeed the practicality level of template attacks depends
on the masking scheme. In practice, netlists with a long
propagation time (e.g., RSM-ROM) have a different leakage
profile between training and attacking phase, which degrades

Fig. 9. Mean number of traces to reach SR = 80% when template and attack
temperatures are the same. Both template and target devices are new.

the attack efficiency. On the other hand, the incompleteness
property of TI makes it secure against template attacks. For
the LUT circuit, the increase of traces is much less in lower
temperatures, for example, ≈ 0% increase with 20 weeks of
aging at 65 ◦C when σ = 0.004. The takeaway point from
these observations is that the more the aging misalignments,
the more difficult the template attack. Moreover, such effect
is more prominent in higher temperatures.

Note that hiding countermeasures, for example, WDDL, are
also affected by aging. These protected circuits will also be
more resilient against template attacks when there is an aging
misalignment between the profiling and target devices [75].

E. Effect of Temperature Mismatch
The influence of temperature on template attacks is demon-

strated in this set of results. The goal of this experiment is to
analyze the effect of temperature on the success of the template
attacks launched on masked devices. We want to find out if
the adversary can benefit from changing the temperature when
attacking the device or not.

We begin by demonstrating the number of traces necessary
to achieve SR = 80% when the template and target devices
are both performing at the same temperature. Fig. 9 shows the
findings, where the mean number of traces for each unpro-
tected LUT circuit changes between 9(×16) and 24(×16)
when the temperature changes between −40 ◦C and 105 ◦C.
This range is 180(×16) to 363(×16) for the GLUT masking.
In sum, as shown, GLUT affected the most and LUT affects
the least by temperature change. However in all cases, the
higher the temperature, the more difficult the attack. A minor
variation in the findings is due to the unpredictability of the
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Fig. 10. Mean number of traces to reach SR = 80% when template
and attack temperatures are different. Profiling temp. = 0 ◦C. Attack temp.
varies between −40 ◦C and 105 ◦C. Template and target devices are new
(σ = 0.004).

Fig. 11. Mean number of traces for SR = 80% with/without process
variations. Profiling temp. = 105 ◦C, attack temp. = 105 ◦C, and σ = 0.004.
(a) LUT. (b) ISW.

measurement noise that was intentionally introduced to the
retrieved simulated data.

The next set of results deals with the impact of temperature
mismatches between profiling and target devices where the
model is built at 0 ◦C while the attack is performed in
different temperatures. A new device was used for profiling
and attack. The results depicted in Fig. 10 show that the
impact of temperature mismatch is more prominent in GLUT.
In all the circuits, the attack is hindered if there is such
a temperature mismatch. For example, targeting ISW, if the
attack is performed at 65 ◦C it needs around nine times more
traces compared to the case when launched at 0 ◦C if in both
cases the model has been built at 0 ◦C. Such rate is 4× for
RSM-LOG and 1.7× for LUT.

The takeaway from these observations is that to decrease
the number of traces required for the template attack, first,
the training and matching devices must be at the same tem-
perature. Then, ideally, aging should be balanced. The latter
is, however, not always achievable, since trainee and attacker
activities are not identical.

F. Effect of Process Mismatch
The process variations that occur during the fabrication

should be taken into account while assessing the attack suc-
cess. Indeed, the results reported so far were not including the

Fig. 12. SR with different noise level. Profiling temp. = 105 ◦C, attack
temp. = 105 ◦C. Both devices are new (no aging). (a) σ = 0.008.
(b) σ = 0.016.

process mismatch as in this article we are to show how each
of operational, environmental, and process imperfections con-
tribute to SR of the template attack. Fig. 11 depicts how much
process mismatch between the profiling and target devices
contributes to the number of traces needed for SR = 80%
when there is already an aging mismatch between those
devices. Here, we conducted Monte Carlo simulations for
11 chips using a Gaussian distribution: transistor gate length L:
3σ = 10%; threshold voltage V th: 3σ = 30%, and gate-oxide
thickness tOX: 3σ = 3%.

The template was built based on the power traces extracted
from chip 2 at 105 ◦C when it was new (i.e., age = 0). Then the
number of traces for the SR of 80% for attacking each of the
other ten chips at different ages was computed. Fig. 11 shows
the average of the number of the traces required to reach SR =

80% for LUT and ISW when there are both process and aging
mismatches. The takeaway point is that process mismatch
inhibits the template attack as expected. Let us illustrate this
conclusion quantitatively. On average, for LUT, the process
plus aging mismatch results in 4.8% increase of the number
of traces over 20 weeks of usage on top of the aging mismatch
increase of 8% to attain 80% success. In contrast, ISW needs
11.75% more traces when both aging and process mismatch
are taken into account on top of the 20.47% increase of traces
due to aging only.

G. Noise Level Impact
The noise level is affected by the number of the components

running in parallel as well as the complexity of the device.
In reality, the noise level can be higher for the cryptographic
module running under a complex system. Generally, attack
complexity changes with noise. The aim of this experiment is
to find out how the relative security changes in different noise
levels. To show the impact of noise, we repeated the exper-
iments with the Gaussian noises with σ ∈ {0.008, 0.016}.
Fig. 12 shows the outcome. As expected, with the increase of
noise, the attack becomes more difficult. However, the relative
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Fig. 13. SR after 1000 attacks on 20-week old circuits with and without
applying normalization. Profiling and attack temp. are 105 ◦C, and σ = 0.004.
Profiling device is new (i.e., not aged).

Fig. 14. Hardware setup for collecting power traces to launch template attack.

security of the considered implementations remains similar in
all three noise levels, that is, TI remains as the most secure
one, and then the GLUT.

H. Improving Attack Success Rate With Normalization

Template normalization [76] can be taken into account to
reduce discrepancies between profiling and matching phases.
Here both 2n templates p̂ (for all the values of the key)
and 2n online distributions p̃ are transformed by homothety
such that they have the same zero mean and unit variance.
We refer to Fig. 13 to depict how our results are affected by
such normalization when the template device is new while the
target device is 20 weeks old. As depicted, the normalization
does not affect the number of traces required to break the key
significantly. Here we showed the results for ISW and LUT.
The other targeted circuits followed the very same trend.

VI. TEMPLATE ATTACKS ON REAL SILICON

This section validates our findings in the real silicon, more
specifically in FPGAs.

A. Experimental Setup for the Attacks on Real Silicon
Fig. 14 shows an overview of our FPGA setup. The boards

are powered by an external power source. The power traces
are collected from the dedicated power measuring pin in the
SAKURA-G board while running the operations. A Tektronix
WaveRunner 825AM oscilloscope has been utilized to measure
the power traces. The plaintexts are sent and ciphertexts
are collected by a separate FPGA working as the controller.
We implemented each of the protected and unprotected circuits
(one at a time) in two FPGA boards (FPGAa and FPGAb) and
used the power traces from FPGAa to build the template and
used such template to attack the target circuit implemented on

FPGAb. Note that these experiments confirm our simulation
results of template attacks in the considered protected and
unprotected circuits rather than showing the aging impact.

B. Power Templates Collected From FPGA
Fig. 15 shows the 16 classes of power templates collected

from FPGAa for each targeted implementation. Each template
is used to attack the same circuit implemented on FPGAb.
Comparing the power traces from the ASIC implementation
(here HSpice) shown in Fig. 1 with the power traces extracted
from FPGA confirms a similar trend in both implementations.
In both cases, the unprotected circuit (i.e., LUT) exhibits the
highest inter-class differences, making this circuit most vulner-
able to the template attack compared to its masked protected
counterparts. On the other hand, for TI the power classes
are not differentiable from each other. Other implementations
also follow a similar trend between ASIC simulation and
FPGA implementations. This observation confirms the rele-
vance to ASIC of our HSpice simulations. Note that due to the
technology differences as well as the LUT-based structure of
circuit implementations in FPGA, each implementation shows
a different power consumption in FPGA versus HSpice; thus
non-identical power traces. However, the inter-class variance
of power traces follows a very same trend.

To depict the effect of process variations, we show the
inter-class variance of power traces for all unprotected and
masked-protected circuits implemented in both FPGAs in
Fig. 16. As discussed earlier, the process variation hinders
the attacks. As depicted in Fig. 16, the variance of power
traces in these two FPGAs follows a very similar trend. This
confirms the insignificant impact of process variations in our
attack. Also this similarity depicts that the measurement noise
impact is similar for both devices. As shown in Fig. 16,
the power traces in RSM-ROM have less inter-class variance
than all other implementations except the TI. Thereby, attack-
ing RSM-ROM is more difficult than other S-Boxes (other
than TI).

C. Attack Success Rate on FPGA
In this experiment, a template attack is launched on FPGAb

using the power model built based on power traces extracted
from FPGAa . Attacks are performed by increasing the number
of traces by 16 each time; increasing from 1(×16) to 200(×16)
traces. To have a fair comparison with the attacks launched
on HSpice traces, each attack is repeated 1000 times using
randomly collected traces from FPGAb in each experiment.
This removes the bias in attack success as not all traces result
in a rewarding scenario for the adversary.

Fig. 17 shows the SR of the launched attacks on unprotected
and protected circuits. The trend shown here is very similar to
the trend observed in Fig. 4. As expected, in both cases, among
all targeted circuits, the unprotected LUT is the most insecure
circuit against the template attack while TI is the most secure
one. The only difference between these two experiments is
GLUT. This can be explained by the high number of fan-out
branches in GLUT compared to other S-Box implementations
targeted in this study; the more the fan-outs the more the load
per gate, and thus the more the leakage and the easier the
attack. Referring to Fig. 18, we observe that RSM-LOG has the
highest average fan-out nets among masked protected designs,
followed by GLUT. These three protected designs precisely
reflect the SR trends seen in Fig. 17 comparing their average
fan-out nets. RSM-ROM and TI, on the other hand, are hard
to attack due to the complexity of their masked designs. Note
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Fig. 15. Power templates of different S-Box implementations from FPGAa . (a) LUT. (b) GLUT. (c) RSM-LOG. (d) RSM-ROM. (e) ISW. (f) TI.

Fig. 16. Inter-class variance of power templates from S-Box operations collected from FPGAa and FPGAb . (a) LUT. (b) GLUT. (c) RSM-LOG. (d) RSM-ROM.
(e) ISW. (f) TI.

Fig. 17. SR after 1000 attacks on different S-Box implementations while
profiling was performed based on the FPGAa power traces and the attack was
launched on FPGAb .

Fig. 18. Average fan-out nets of the S-Boxes in FPGAs.

that, in HSpice, the wires were ideal (no RC model for wires);
thus, in HSpice, the impact of such high fan-outs in GLUT
is not seen and GLUT was shown to be more secure than
other circuits (except TI) in HSpice. This finding highlights
that the nature of the logic style is the primary factor for
selecting a logic style, but that the implementation details
(such as the “fan-out”) can, as a secondary factor, affect the
ordering between logic styles. The takeaway points from this
set of results is that attacks on both simulation and real-silicon
traces show a similar trend, thus confirming the validity of the
HSpice simulations.

VII. SUMMARY OF FINDINGS

This section summarizes the findings throughout this study.
We found that as expected masked S-Boxes have lower SNR
compared to the base LUT S-Box in most cases. However,
the result shows that there is a “big reward” disabling the
masks for protected masked S-Boxes. Indeed, the leakage is
exacerbated by increasing the SNR, with respect to “no coun-
termeasure” case (LUT). This issue is more alarming for TI.
We found that considering the attack SR at 80% (HSpice sim-
ulation), security level provided by masked S-Boxes quantize
as TI, RSM-ROM, ISW, GLUT, and RSM-LOG, respectively,
from high to low.

Our experimental results show that the number of traces
required to attain SR equal to 80% for profiling attacks
(template attack here) increases with aging. Such effect is
more prominent in higher temperatures. Indeed, we observed
that template attacks profiled and launched on higher temper-
atures require higher traces for a successful attack. Moreover,
we found that template attacks profiled and launched on
similar temperature require less traces (thus a more successful
attack) compared to the case where there is temperature
misalignment between the profiling and target devices.

Regarding process variation mismatch, as shown, it inhibits
the template attack. Aging mismatch on top of the process
mismatch even makes template attacks harder. The results
show that template attack becomes more difficult with the
increase of noise. However, the relative security of the consid-
ered masked implementations remains similar even when the
noise level changed (tested on σ ∈ {0.004, 0.008, 0.016}).

Note that the overhead in an attack, in terms of number of
traces to extract the key, is directly related to the overhead
in terms of attack cost. In practice, one shall bear in mind
that attackers behave rationally: they refrain to execute an
attack if its gain is not positive. Unlike computational power
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TABLE II
RATING FOR ELAPSED TIME IDENTIFICATION EXPLOITATION

growth in cryptanalyses, more time to perform an attack
yields a linear manpower increase. For instance, a “+20%”
in terms of attack time directly turns into “+20%” more
budget to realize the attack. The growth of the attack time
and budget can be either a deterrent or a weapon. In order
to provide concrete usage of quantitative security estimation,
a summary of the security rating under common criteria is
given. The elapsed time devoted by the evaluator is tackled
in [77, Annex 7, Sec. 4.2. p. 190] for smartcards and similar
devices. It is recalled in Table II, considering “identification”
and “exploitation” phases. The former phase constitutes the
time required to collect traces to build the templates (under
known keys), whereas the latter constitutes the time required
to perform the online attack (key extraction). The scores given
in the two columns quantify the difficulty of the attack—the
large the score the more difficult the attack. The exact values
attributed to the scores result from a consensus established by
the common criteria community (refer to [77]).

To comply to a given common criteria quotation, it could
thus be relevant to use a better countermeasure if the
quotation is just below one of thresholds of Table II.
For instance, it is possible to choose the most adequate
(i.e., less expensive) countermeasure to reach the “not
practical” rating. Alternatively, if the security level (across all
environmental and aging conditions) falls well between two
thresholds, then it could be opportunistic to resort to a less
costly countermeasure, without demoting the security level
according to common criteria scale.

Moreover, attacking the same masked architectures in FPGA
showed that the power traces collected from the real hardware
(FPGA) follow the very same trend as the ones extracted from
HSpice regarding the order of their power’s variance. Finally,
attacks launched on both simulation and real-silicon traces
show a similar trend (in terms of security of the considered
masked architectures against template attack), confirming the
validity of the HSpice simulations.

VIII. CONCLUSION

The state-of-the-art masking schemes comprise multiple
proposals of implementation. In this article, we compared
the resiliency of six representative schemes against template
attacks. They feature different costs, in inverse proportion of
their innate security (except for GLUT where its high rate
of fan-outs per gate results in more leakage). We further
quantitatively investigated how the success of a template attack
is affected when there is a misalignment between the target
and profiling devices in terms of temperature and aging. The
experimental results confirm that such misalignment hinders
the attack in both unprotected and masked circuits. Among the
investigated masked circuits, RSM-ROM is affected the most
by aging while TI experiences less aging-induced impacts.
We also showed (based on FPGA experiments) that

the practicality of template attacks depends on the masking
scheme. In practice, netlists with a long propagation time (e.g.,
RSM-ROM) have typically (in practice) a different leakage
profile between training and attacking phase, which degrades
the attack efficiency. On the other hand, the incompleteness
property of TI makes it secure against template attacks.
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