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Abstract: Enhancing the resilience and reliability of power grids is crucial amid rising cyber threats and system complexities. To
address these challenges, this paper proposes an energy-efficient, consortium blockchain-based global alarm system for power
grid management. Using smart contracts and the proof-of-authority consensus algorithm, the alarm system triggers global alarms
upon detecting local anomalies, ensuring a prompt response to partition the power grid and mitigate failures. The effectiveness
is validated by simulating the Iberian power system with 15 providers from various regions. Key metrics, such as load shedding,
damage reduction, energy consumption, latency, and transaction costs, are used to assess the performance. Simulation results
show that the blockchain-based system effectively limits the damage propagation and the load shedding during cascading failures
by delaying the onset of instability and maintaining lower damage levels compared to non-blockchain scenarios. Our investigations
reveal that the proposed global alarm mechanism reduces the damage and load shedding by up to 29% and 87%, respectively,
showcasing its potential for preventing widespread outages.
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1 Introduction

Modern power grids are critical infrastructures that underpin the
functionality of virtually every aspect of contemporary life. Ensur-
ing their reliable operation is paramount, particularly in the face of
potential failures and attacks. Recent high-profile power blackouts,
such as the Texas blackout in February 2021 [1], have highlighted
the devastating economic and social impacts of large-scale cascading
failures. These events underline the importance of robust power grid
management, reliable operation, and the ability to respond quickly
to failures and attacks. [2].

Power grids are complex networks composed of generation, trans-
mission, and distribution systems. The interdependence of these
components means that a failure in one part can propagate rapidly,
causing widespread disruptions [3]. The growing incorporation of
renewable energy sources and the rise of smart grid technologies
add further layers of complexity to power grid management. These
developments, while beneficial, also introduce new challenges, par-
ticularly in terms of maintaining grid stability and reliability amidst
variable power inputs and sophisticated cyber threats [4].

Effective power grid management involves several key aspects:
monitoring and control, fault detection and isolation, and restora-
tion and recovery [5]. Monitoring and control systems continuously
assess the state of the grid, detecting anomalies and ensuring bal-
ance between supply and demand [6]. Fault detection and isolation
are crucial for identifying and isolating faults to prevent their spread.
Finally, restoration and recovery processes aim to restore the power
grid’s normal operation as quickly as possible. The integration of

these functions is essential for maintaining power grid reliability and
preventing large-scale blackouts [2, 7].

One crucial aspect of power grid management is the timely detec-
tion and response to anomalies, which can prevent localized issues
from escalating into widespread outages. Traditional centralized
defence systems, where monitoring and response activities are man-
aged by a central authority, are seen as inadequate. These systems
face several issues:

• Single Point of Failure: Centralized systems create a single point
of failure, making the entire power grid’s response mechanisms
vulnerable if compromised [8].
• Vulnerability to Cyber-Attacks: Centralized systems are prime
targets for cyber-attacks. A successful attack can disrupt monitoring
and response, potentially leading to large-scale outages [9].
• Latency in Communication: Delays in data transmission to the
central system can result in delayed responses, exacerbating rapidly
evolving failure scenarios. Even small delays in response can lead to
significant damage to the power system.

A large-scale power grid can comprise numerous system
providers, each with its own infrastructure and operational domain.
For instance, in the United States, the power grid is segmented into
three main regions: the Eastern, the Western, and Texas interconnec-
tions. These interconnections consist of multiple utility companies
and independent system operators managing the grid within their
specific regions. Each provider independently owns and operates
its infrastructure, including generation, transmission, and distribu-
tion assets. This diverse ownership structure complicates cohesive
and reliable power grid management. The core problem is that these
providers, each with its own sub-network or power transmission sys-
tem, require a way to coordinate effectively among themselves. Tra-
ditionally, this coordination has depended on a centralized entity that
all providers can trust to manage responses during anomalies. This
entity alerts providers to disconnect tie lines between sub-networks
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to prevent cascading failures. However, reliance on a centralized
authority introduces vulnerabilities, as previously mentioned [10].

Blockchain technology offers a solution to the challenges of
centralized grid management by removing the need for a sin-
gle controlling authority while still ensuring secure, coordinated
actions across multiple providers through the use of consensus algo-
rithms. Blockchain functions as a tamper-proof distributed ledger
that records transactions in an immutable sequence of cryptograph-
ically linked blocks, allowing for real-time, verifiable data sharing
and automation via smart contracts, which are self-executing pro-
grams embedded within the ledger [11]. This decentralized structure
strengthens trust and resilience against cyber threats by eliminating
single points of failure.

When implementing blockchain technology for power grid man-
agement, it is essential to select the appropriate type: public, private,
or consortium blockchain. Public blockchains, which permit open
access and decision-making participation, are not suitable for power
grid management because power system providers need to retain
control over their infrastructures. Moreover, public blockchains
often employ high-resource consensus algorithms such as proof of
work (PoW), which consume significant energy and involve sub-
stantial processing time, unsuitable for the rapid responses required
in grid management [4]. Although some public blockchains, such
as Ethereum, have adopted the proof of stake (PoS) consensus
algorithm to reduce energy use, PoS remains inefficient for critical
grid applications due to its lower throughput and bias toward wealthy
validators with significant stakes.

Conversely, private and consortium blockchains limit access to
approved participants and designate specific nodes for transaction
validation, resulting in faster consensus and reduced energy con-
sumption. The key difference is that private blockchains are managed
by a single entity, while consortium blockchains involve multiple
entities in decision-making. Consortium blockchains are particularly
effective, as they support coordinated yet independent actions by
multiple grid providers, enabling more efficient and secure grid man-
agement. Given that the failure response process involves individual
providers managing their own buses, a consortium blockchain is the
most appropriate option. Through a decentralized global alarm sys-
tem based on a consortium blockchain, providers can autonomously
detect anomalies and execute necessary actions, such as closing tie
switches, without depending on a central entity.

In this paper, we aim to limit the spread of failures in inter-
connected power grids and enhance power grid resilience against
cyber attacks by enabling collaboration among providers through
a consortium blockchain-based global alarm system. By conduct-
ing a comparative analysis, we show that decentralized coordination
among power system providers significantly reduces the risk of cas-
cading failures and widespread outages compared to conventional
centralized approaches.

2 Related Work

Studies on cascading failures have focused on centralized tech-
niques, with recent research shifting towards blockchain technology
for improving power grid security and resilience.

2.1 Centralized Approaches to Cascading Failures

Cai et al. [12] examined the impact of network topology on cas-
cading failures, revealing double-star networks were more resistant
to random attacks but less so to intentional ones. Wang et al. [13]
developed a detection and isolation framework for false data injec-
tion attacks (FDIAs) against smart grids, enhancing accuracy and
minimizing false alarms. Shuvro et al. [7] introduced a three-layer
model to analyze the interplay among power grids, communication
networks, and human operators, emphasizing how failures in these
components can exacerbate cascading failures. Tootaghaj et al. [2]
proposed a twofold approach using a consistent failure set algorithm
and a minimum cost flow assignment for mitigating and recovering
from cascading failures.

A dynamic model incorporating communication networks and
battery backups was developed by Gharebaghi et al. [3], with a
centralized controller used for load shedding and system reliability.
Wei et al. [9] highlighted the importance of robust communication
infrastructure. Babalola et al. [14] proposed an adaptive multi-agent
system for preventing cascading failures without load shedding,
using historical economic dispatch data and heuristic strategies. Liu
et al. [15] reviewed cascading failure modeling in future power
grids, addressing technological impacts and new failure modes.
Zhao et al. [16] introduced a “Learning-to-Infer” strategy for real-
time outage identification using Monte Carlo simulations and offline
training. Atat et al. [17] optimized the joint partitioning of mutually
dependent power and communication systems to mitigate large-scale
cascading failures, aiming to minimize load shedding while ensuring
power flow stability and connectivity. Their investigations revealed
that optimal partitioning can significantly reduce the overall damage.

2.2 Blockchain-Based Power System Management

Cybersecurity challenges in multimicrogrid (MMG) systems were
addressed by Hu et al. [18] using a collaborative intrusion detection
method based on blockchain. Their approach leverages blockchain’s
consensus and incentive mechanisms to enhance the accuracy and
reliability of intrusion detection without relying on a trusted cen-
tral authority. They introduced an enhanced delegated PoS algorithm
to decentralize decision-making, although this algorithm risks cen-
tralizing power among the wealthiest nodes, posing security risks
such as biased prioritization. Yang et al. [19] proposed a PoA-based
distributed control system to secure islanded microgrids against
cyber-attacks, such as false data injection, while maintaining control
quality. The system uses a private blockchain to secure data trans-
mission between microgrid components. Smart contracts are used to
compute and send control feedback to secondary controllers.

Ghiasi et al. [8] focused on enhancing cybersecurity in smart
DC microgrids using blockchain technology and the Hilbert Huang
transform to detect FDIAs. This approach analyzes voltage and cur-
rent signals in sensors and controllers, offering a robust FDIA detec-
tion mechanism through signal processing and threshold-based iden-
tification. A blockchain-enabled community detection framework is
used for secure data exchange, providing fine-grained data-sharing
services that ensure only authenticated agents access information.
Dai et al. [20] proposed a blockchain-enabled framework to enhance
cyber-resilience in microgrid distributed secondary control, secur-
ing against FDIAs. Using enterprise-level HyperLedger blockchain
with smart contracts, the framework supports secure exchanges
and computations, providing distributed control and self-healing
in a zero-trust environment. It leverages the Practical Byzantine
Fault Tolerance (PBFT) consensus for resilience under severe FDIA
conditions, although PBFT is more resource-intensive than PoA.

Gao et al. [21] proposed a sovereign blockchain-based approach
with smart contracts to enhance the security and transparency of
smart grid systems, focusing on data integrity and consumer trust.
They aimed to create an immutable ledger for electricity usage
data, preventing unauthorized alterations and enforcing agreements
between consumers and utilities. However, the paper lacks details
on the consensus mechanism used, leaving the energy efficiency
of their blockchain approach unclear. Guo et al. [22] introduced
BEcontractor, a blockchain-driven electronic contract management
system designed for commodity procurement in the electronic power
industry. They addressed the inefficiencies of traditional paper-based
contracts by leveraging blockchain technology to enhance contract
security, traceability, and efficiency. BEcontractor restricts access to
selected nodes (power grid enterprises) to ensure contract integrity
and privacy, improving management efficiency within the power grid
industry.

Liang et al. [23] proposed a distributed blockchain-based frame-
work to strengthen power system defenses against cyber-attacks.
By using smart meters as nodes that encapsulate measurements as
blocks, the framework enhances grid security, making data manipu-
lation difficult without compromising a majority of nodes. Miners
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are selected from pre-specified or random nodes to balance effi-
ciency and security. However, this framework provides probabilistic
security and requires substantial storage capacity to accommodate
a large amount of meter data on the blockchain, potentially lead-
ing to network overhead. Wang et al. [24] presented a secure and
auditable private data sharing scheme for smart grids, utilizing a
blockchain-based framework to enable trustless data computation
and transparent usage tracking. This framework, operating under
data processing-as-a-service, employs smart contracts to define spe-
cific data usage policies and maintains a transparent ledger for data
transactions. The scheme applies contract theory to design optimal
data sharing contracts that balance utility and incentives, thereby
encouraging participation and enhancing data quality.

Keshk et al. [25] developed a privacy-preserving framework
using blockchain and deep learning to secure smart power networks
against data privacy threats. The framework features a two-level pri-
vacy module integrating an enhanced proof-of-work blockchain for
data integrity and a variational autoencoder to encode data, protect-
ing against data poisoning and inference attacks. Nasiri et al. [26]
propose a distributed state estimation framework for power systems
that integrates blockchain for ensuring data consistency and coun-
tering malicious injections. Their trust management strategy allows
nodes to assess each other’s reliability and effectively detect and iso-
late anomalous behavior. Ramanan et al. [27] proposed a blockchain-
based scheme to detect coordinated replay attacks in large-scale
power systems, emphasizing sensor data privacy and employing
Bayesian inference for analyzing locally reported attack probabil-
ities. The scheme integrates regional and network-level detection
models that trigger global alarms when multiple regional anomalies
are detected.

Recent studies [28–31] explored the use of blockchain technol-
ogy in the energy sector to facilitate peer-to-peer energy trading,
improve transaction transparency, and reduce operational costs.
These approaches eliminate the need for trusted intermediaries
in various scenarios such as vehicle-to-grid networks and micro-
grids. Abouyoussef et al. [32] introduced a private blockchain-based
framework for dynamic charging of electric vehicles (EVs), which
supports charging coordination, authentication, and billing. The
framework employs a group signature scheme and a distributed ran-
dom number generation mechanism for protecting the privacy of EV
owners when interacting with the charging service provider.

2.3 Research Gap and Our Contribution

One significant drawback of the centralized approaches is their
reliance on a single central authority to coordinate responses dur-
ing anomalies, which can create bottlenecks in the decision-making
process. This centralization can lead to delays in response times,
especially in critical situations where rapid action is necessary to
prevent cascading failures. If the central authority is overwhelmed
or compromised, it can slow down the entire coordination process,
exacerbating the risk of widespread outages. Moreover, the tradi-
tional centralized model complicates collaboration among multiple
utility companies and independent system operators, each manag-
ing their own infrastructure. This diverse ownership structure makes
it challenging to achieve cohesive and reliable power grid manage-
ment, as each provider may have different operational protocols and
priorities. A centralized system is not only inefficient but also sus-
ceptible to cyber-attacks, as the central authority could be targeted
by malicious actors seeking to disrupt the power grid.

While existing blockchain-based solutions have made progress
in improving data security and management within power systems,
they primarily focus on detecting cyber attacks. However, as defense
mechanisms advance, attackers also adapt their strategies, constantly
looking for weaknesses in the systems. The risk of severe dam-
age underscores the need not only for preventing attacks but also
for implementing robust mitigation strategies to handle attacks if
the systems are compromised. This is especially important when it
comes to cascading failures in interconnected power systems, which
is a problem that current solutions often do not fully address. Man-
aging the aftermath of attacks, including power grid partitioning

and limiting damage propagation, remains a significant gap. Pre-
venting cascading failures is critical because they can quickly lead
to widespread blackouts with serious economic consequences. This
requires fast and coordinated action across various parts of the sys-
tems. While data security is important, it becomes less of a priority
when there is an urgent need to stop cascading failures. Unlike data
breaches, which usually affect specific parts of a power grid and can
be managed locally, cascading failures impact the entire power grid,
requiring quick and strategic responses to prevent further damage.

Additionally, blockchain systems based on PoS and PoW are
not ideal for the quick responses needed in interconnected power
systems. Blockchains that focus on user privacy often add delays
and complexity, slowing down the real-time responses needed dur-
ing a failure. As more users join, scalability issues arise, creating
network overhead. In a blockchain-based alarm system, only autho-
rized system providers, acting as consensus nodes, report alarms.
Since only the consensus nodes are involved in conducting trans-
actions, user privacy is not a concern; therefore, complex crypto-
graphic mechanisms such as anonymization and randomization are
not required. However, strong access controls are still necessary to
prevent unauthorized access to alarm data.

To bridge this gap, we introduce an energy-efficient cooperative
global alarm system for interconnected power grids using a con-
sortium blockchain. This system enhances reliability and resilience
by enabling collaboration among authorized bus providers and
promptly isolating damaged buses from the operational power grids.
The contributions of the paper are summarized as follows:

• We propose a consortium blockchain-based global alarm system
to mitigate cascading failures in interconnected power grids, where
power system providers serve as consensus nodes. Our approach
decentralizes failure response management, eliminates single points
of failure, and enhances resilience against cyber-attacks. The consor-
tium network provides a common platform for sharing information
among independent system operators managing the power grid
within their respective regions.
• We implement local alarm units to monitor critical parameters
and securely transmit anomalies to the blockchain network using
a smart contract. Upon receiving a predefined number of local
alarms, determined through extensive simulations, the smart contract
automatically triggers a global alarm so that the system providers
can isolate failures by power grid partitioning and prevent damage
propagation across buses.
• We adopt the PoA consensus algorithm for rapid alarm triggering,
ensuring fast transaction processing, low latency, high scalability,
and low energy consumption, making it suitable for large-scale
power grids.
• We validate the effectiveness of the proposed alarm sys-
tem through simulations, demonstrating that decentralized failure
response management reduces damage and load shedding by up
to 29% and 87%, respectively, compared to conventional central-
ized management. Our simulations also reveal that the decentral-
ized approach slows damage progression and maintains power grid
stability over time, thereby reducing the risk of widespread outages.

3 Proposed Global Alarm System

The proposed global alarm system is designed to enhance the
resilience and security of interconnected power grids through a
robust, decentralized framework. As depicted in Fig. 1a,b, the overall
system architecture comprises: (a) local alarm units, (b) a con-
sortium blockchain network, and (c) a smart contract. This setup
ensures that alerts generated by local alarm units are securely trans-
mitted and recorded on the blockchain, where the smart contract
validates and aggregates these alarms to issue global alarms if
necessary.

The system uses the Iberian Peninsula’s power grid because
we have access to a comprehensive dataset for this power grid.
The dataset allows to thoroughly test and validate our approach
under realistic conditions. However, the design of our consortium
blockchain network and smart contract is not limited to this specific
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Fig. 1: Overall architecture of the proposed power grid management system.

power grid configuration. They are flexible architectures that may
be applied to other power grids with different structures. While this
study utilizes the Iberian power system as a proof of concept, the sys-
tem can be implemented with other power system cases, provided
that sufficient attack data or relevant operational data are available
for testing.

The components of the system are separately described next.

3.1 Local Alarm Units

Local alarm units are strategically deployed alongside each power
provider to continuously monitor critical parameters such as volt-
age levels and abnormal power flows. These units are equipped
with advanced anomaly detection algorithms that can identify irreg-
ularities indicative of potential power grid failures. Upon detecting
an anomaly, the local alarm units generate alerts, which are then
securely transmitted to the blockchain network. Each alert is time-
stamped and includes detailed information about the anomaly, such
as the real and apparent power, damaged bus number, bus region,
and provider ID.

Fig. 1a depicts the complex topology of the Iberian transmission
system, which interconnects Spain and Portugal. Nodes in the graph
represent different buses, and edges represent the transmission lines
connecting them. Each region within the grid is color-coded to show
the distinct areas managed by different providers. This visual repre-
sentation helps understanding how local alarm units are distributed
and how they interact within their regions to detect and respond to
anomalies.

Fig. 2 maps the geographical locations of the Iberian power grid
regions based on GPS coordinates. Each dot represents a bus within
the power grid, and the color coding corresponds to the differ-
ent regions (Catalonia, Aragon, Andalusia, etc.). This geographical
mapping provides a spatial understanding of the power grid’s layout,
highlighting the regional distribution and the extensive coverage of
the local alarm units across the grid.

3.2 Consortium Blockchain Network

The proposed system operates on a permissioned Ethereum
blockchain called Go Ethereum (Geth), providing a reliable platform
for decentralized operations [33]. The choice of blockchain technol-
ogy and its configuration play a crucial role in the system. Ethereum
was selected due to its robust smart contract capabilities and the
extensive support available within the developer community. The
implementation of a permissioned network ensures that only autho-
rized participants can engage with the system, thereby maintaining a
high level of security and control over the network’s operations.

The blockchain network is managed by several consensus nodes,
each representing a provider. Alarm data are stored in sequential
blocks, creating a tamper-proof and transparent historical record.

Fig. 2: GPS locations of the Iberian transmission system.

This record can be audited and analyzed to enhance future power
grid management practices. Each provider maintains a copy of the
blockchain, and there is no central data server. The network uses
the Clique consensus algorithm [34], a form of PoA, to ensure data
consistency across all local ledgers, making them identical. Clique
is chosen for its energy efficiency and scalability. This algorithm is
particularly suited for consortium networks as it requires lower com-
putational resources compared to PoW, and it enables faster block
validation [19, 27].

Our Geth implementation uses Truffle [35], a development envi-
ronment, to compile the smart contract source code written in
Solidity, migrate the contract ABI (application Binary Interface)
to the network, and deploy the contract into the blockchain. Upon
deployment, the blockchain provides a unique address, essential for
invoking the functions within the contract. Web3.py [36], a Python
library for interacting with Ethereum, facilitates interaction with the
blockchain using the contract address and ABI. This process ensures
seamless integration of the smart contract with the blockchain net-
work, enabling efficient communication between the local alarm
units and the smart contract. Fig. 1b illustrates this process.

Security and privacy are paramount in the design of the global
alarm system. All communications among providers are encrypted
using TLS [37] to prevent man-in-the-middle attacks, ensuring
data confidentiality. The Elliptic Curve Digital Signature Algorithm
(ECDSA) [38] is utilized in the smart contract to ensure the integrity
and authenticity of alarm data. The access control mechanism is built
around signature-based authentication, where providers must sign
transactions with their private keys and the signatures must be ver-
ified with their public keys [39]. This ensures that only authorized
providers can register or submit alarms, preventing unauthorized
actions.

IET Smart Grid, pp. 1–10
4 © The Institution of Engineering and Technology 2015



3.3 Smart Contract

Central to the system is a smart contract, which is responsible for
managing the alarm data received from the local units. This self-
executing contract validates the authenticity of each alarm using
cryptographic signatures and aggregates alarms from different power
system providers.

The smart contract implementation for the proposed global
alarm system is developed in Solidity and deployed on the Geth
blockchain. The primary components of the smart contract include
the registration of power grid providers, reporting of local alarms,
and the issuance of global alarms based on a threshold mechanism.

Algorithm 1 is a key component of the contract, responsible
for aggregating local alarms and issuing global alarms. The pro-
cess begins with the detection of anomalies by local alarm units.
Upon detecting anomalies, providers submit alarm transactions to
the network. Each transaction T includes essential details, such as
the damaged bus number bd, bus region r, type of the alarm at
(local or global), and a timestamp t. Once the local alarm transac-
tion is submitted to the blockchain network, the smart contract takes
over. It validates the authenticity of the alarm by ensuring that the
sender’s Ethereum address P belongs to a registered provider in the
network and verifying that the cryptographic signature S generated
by the sender matches P . This validation ensures that only legitimate
alarms are considered. Once the number of local alarms reaches a
predefined threshold k, such as receiving local alarms from k dif-
ferent providers in a cycle, the smart contract issues a global alarm.
The value of k is adjustable and it is set by the network based on the
local alarm throughput and the cost of global alarm issuance.

The smart contract includes the following main features:

• Provider Registration: Providers must register on the blockchain
network by submitting their region details and a valid crypto-
graphic signature for authentication. The registerProvider
function handles this process by verifying the signature and stor-
ing the provider’s details (region and registration timestamp). This
ensures that only authorized providers can participate in the system,
enhancing security and trust.
• Alarm Reporting: The reportAlarm function allows regis-
tered providers to submit alarms when an anomaly is detected in the
grid. Each alarm includes details such as real power (P ), reactive
power (Q), the region, and a timestamp. The contract verifies the
authenticity of the alarm using signature validation before storing
it on the blockchain. Each alarm is logged and associated with the
reporting provider and region.
• Global Alarm Issuance: The smart contract aggregates the local
alarms from different providers. Once the number of local alarms
reaches a predefined threshold k (e.g., receiving alarms from k dif-
ferent providers in a cycle), a issueGlobalAlarm function is
triggered, and a global alarm is issued. This threshold is adjustable
and set by the network, based on local alarm throughput and the cost
of global alarm issuance. The issuance of a global alarm prompts
neighboring providers to take predefined response actions, such as
isolating their grid segments to contain the impact of the detected
failure or attack. This coordinated response helps to minimize
disruption and maintain grid stability.
• Security and Verification: The smart contract employs
ECDSA [38] for signature verification, ensuring data integrity and
authentication. The functions getEthSignedMessageHash,
splitSignature, and verifySignature collectively han-
dle the validation of provider-submitted transactions, preventing
unauthorized actions and maintaining the reliability of reported data.
• Data Storage and Retrieval: The smart contract maintains
a transparent and tamper-proof record of alarms, accessible via
functions such as getAlarmDetails, getAlarmsByRegion,
getAlarmsByProvider, and getGlobalAlarms. This enables
easy auditing and analysis to improve future response strategies.

The implementation of the smart contract in this system brings
several key advantages. The use of a consortium blockchain facil-
itates decentralized coordination, allowing multiple power grid

Algorithm 1 Reporting Local Alarms and Issuing Global Alarms

1: Network parameter: Number of local alarms threshold k
2: Input: Local alarm T = [bd, r, at, t], transaction signature S
3: Output: Local alarm status, global alarm issuance
4: Define provider list of past local alarms: l = []
5: Recover provider’s address: P = ecrecover(hash(T ),S)
6: if P is registered and S is verified then
7: Store T in the blockchain
8: if P /∈ L then
9: Append T into the provider list: l.append(P)

10: if length(l) ≥ k then
11: Issue a global alarm
12: Nullify l for the next cycle: del l
13: return (Accepted, Issued)
14: end if
15: end if
16: return (Accepted, Wait)
17: end if

providers to actively participate without relying on a central author-
ity. This setup eliminates single points of failure and enhances the
resilience of the overall system. Additionally, the signature-based
authentication mechanism ensures efficient verification of alarm sub-
missions, maintaining data authenticity and preventing tampering.
This security measure upholds the integrity of reported data and
restricts unauthorized actions. Moreover, the system’s scalability
is supported by the use of the Clique consensus algorithm, which
enables rapid and energy-efficient block validation. This feature
makes the solution suitable for managing large-scale power grids
effectively, ensuring prompt responses and maintaining grid stability.

3.4 Clique Consensus Algorithm

Clique is a PoA consensus algorithm implemented in Geth that oper-
ates in permissioned network environments where participant nodes
are known and trusted [33]. This algorithm is designed to priori-
tize network efficiency, eliminating the need for energy-intensive
computations. It relies on the identity of pre-approved participants
to propose and validate blocks, creating a more streamlined and
efficient consensus mechanism.

Fig. 3a,b provide a visual representation of the Clique consensus
process, detailing the block proposal, validation, and chain selection
workflow among the network’s authorities. The figure is divided into
two panels, which illustrate key aspects of the algorithm’s operation.

• Authority Rotation: The authorities labeled A0 to A7 in Fig. 3a
represent the signers, which are trusted nodes authorized to propose
and validate blocks. These nodes participate in a round-robin rota-
tion for block proposal rights, ensuring that all signers share the
responsibility of block creation. The dashed lines between nodes
(e.g., from A1 to A2) indicate the transition of proposal rights, show-
ing that A1 has finished its turn and A2 is now responsible for
proposing the next block. This structured rotation prevents any sin-
gle node from monopolizing block proposals and maintains a fair
distribution of responsibilities.

Clique operates by rotating block proposal rights among the sign-
ers, with a defined set of signers established in the genesis block
configuration. At each step, N/2− 1 signers among N total sign-
ers can propose blocks. Therefore, a signer takes its turn after every
N/2 + 1 steps. When a signer proposes a block during its turn (in-
turn), that block has a higher likelihood of being accepted by the
network. Out-of-turn proposals, which occur when a signer steps
in to propose a block outside of its designated turn (e.g., due to
a scheduled signer’s unavailability), are permitted but are given a
lower priority.
• Block Proposal, Commit, and Chain Selection: Fig. 3b illus-
trates the process of broadcasting block proposals and the sub-
sequent validation and commitment by other signers. The arrows
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Fig. 3: Clique consensus algorithm [40].

originating from a single node (e.g., A0 proposing block B0) rep-
resent the dissemination of the block proposal to other signers for
validation. Each signer independently verifies the block, ensuring
that the proposer’s identity is legitimate, the block’s timestamp is
valid, and the transactions are accurate. Once the block passes vali-
dation, it is appended to the local blockchain, depicted in the stacked
blocks under each authority node (e.g., B0 under A0 and B1 under
A1). This visual indicates that the nodes have agreed on the block
and committed it to their copies of the blockchain.

Clique uses difficulty values to differentiate between in-turn and
out-of-turn blocks. In-turn blocks have a difficulty of 2, while out-of-
turn blocks have a difficulty of 1. This mechanism helps the network
prioritize in-turn proposals and maintain orderly consensus. Forks in
the network are resolved using a simplified version of the Greedy
Heaviest Observed Subtree (GHOST) protocol [41]. The GHOST
protocol assists the network in determining the canonical chain by
selecting the one with the highest total cumulative difficulty [34].
This is illustrated with crossed-out blocks, such as B0 under A2,
which signify rejected branches. This approach ensures that the net-
work eventually converges on a single version of the chain, even
when temporary forks appear. Clique also allows for chain reorga-
nization up to a depth of 7 blocks, enabling the network to manage
delays and synchronization issues effectively.

Security Features: Clique has built-in security measures to enhance
its resilience:

• Checkpoint Blocks: These are inserted periodically to solid-
ify the blockchain’s history and prevent modification beyond these
checkpoints. This feature ensures that past transactions remain
immutable and tamper-proof.
• Protection Against Eclipse Attacks: The rotation of block pro-
posal rights among a known set of signers reduces the risk of eclipse
attacks, in which an attacker attempts to isolate and dominate the
block production of certain nodes.
• Fault Tolerance: Fault tolerance is ensured by a supermajority
(2/3) of signers operating honestly.

Efficiency and Performance: Clique is optimized for efficiency by
reducing computational demands and allowing rapid block propaga-
tion and verification. This makes it especially suitable for private or
test networks where transaction throughput and low latency are key
requirements.

4 Simulation Models

To highlight the significance of blockchain in minimizing cascad-
ing failures, the damage impact is simulated with and without
blockchain integration.

Algorithm 2 simulates the propagation of cascading failures with-
out blockchain integration. The process begins by loading power

flow data collected at 15-minute intervals from the Iberian transmis-
sion system, covering a 13-hour period. The simulations leverage
a comprehensive dataset that includes both normal and abnormal
power flows. Arrays are initialized to track cumulative damage over
multiple time steps. At each time step, the algorithm identifies
attacked buses bd with abnormal power levels and evaluates their
damage impact. To quantify the damage on the affected buses, sev-
eral key metrics are calculated, contributing to an overall damage
score.

4.1 Damage Assessment

Firstly, Load Shedding (L) refers to the fraction of electrical load
that needs to be shed or is lost due to cascading failures in the power
grid. It quantifies the total apparent power following a node failure
and is computed as follows [17]:

L = 1−
∑N

i=1(P
′2
Di

+Q′2
Di

)1/2∑N
i=1(P

2
Di

+Q2
Di

)1/2
, (1)

where P ′
Di

and Q′
Di

indicate the active and reactive power loads
that remain connected following the failure of node i, and PDi

and
QDi

represent the active and reactive power loads prior to the node
failure, respectively.

Next, the Effective Graph Resistance (RG) that quantifies the
overall cost of transferring power flow between two nodes is mea-
sured. A lower effective graph resistance indicates a more robust
power grid against failures. RG is calculated as follows [17]:

RG =

N∑
i=1

N∑
j=i+1

Rij , (2)

where Rij denotes the impedance between nodes i and j. It is
derived from the inverse of the non-singular admittance matrix Ybus
of the power grid:

Rij =
∣∣∣Y −1

bus

∣∣∣
ij
. (3)

The electrical degree centrality indicates the number of power
flows that directly influence the status of node i. It is expressed
as CDelec

i =
∑

i∼j Pij/(N − 1), where i ∼ j means that node i
is connected to node j and Pij is the maximum electrical power
flowing between nodes i and j.

Additionally, the Connectivity Impact (CI) is calculated, which
indicates the proportion of nodes that remain operational after a node
failure [17]:

CI = 1− N ′

N
, (4)

where N ′ is the number of nodes that remain connected after the
failure.
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Algorithm 2 Cascading Failure Propagation Without Blockchain

1: Input: caseIberian power flow data, attacked buses
2: Output: Damage impact
3: Load power flow case: mpc = loadcase(’caseIberian’)
4: Set simulation time steps τ
5: Initialize damage: D = zeros(1 : τ)
6: Initialize previous damaged buses: b′d = []
7: for t = 1 to τ do
8: Check for damaged buses:

bd = get_attacked_buses(t)
9: Aggregate all damaged buses for cumulative operation:

bd = bd + b′d
10: Measure damage D(t) by passing (bd,mpc) into (9)
11: Update previous attacked buses: b′d = bd
12: end for
13: return D

Algorithm 3 Cascading Failures Propagation with Blockchain

1: Input: caseIberian power flow data, providers’ bus lists ∀b
2: Output: Damage impact
3: Load power flow case: mpc = loadcase(’caseIberian’)
4: Let G be the graph representation of the power system
5: Set simulation time steps τ
6: for t = 1 to τ do
7: Initialize vector:

D = zeros(1 : τ)
8: Find the indices of attacked buses from ∀b
9: for i = 1 to 15 do

10: Identify damaged buses bd belong to provider i
11: Report local alarms using Algorithm 1
12: if A global alarm is notified then
13: Make partition Cp to isolate bd from the power system
14: end if
15: Measure damage score Di for provider i using Eq. (5)
16: end for
17: Aggregate individual damage values for the current time step:

D(t) =
∑15

i=1 Di ∗ length(∀b(i))/size(G)
18: end for
19: return D

Finally, after normalizing the metrics using a min-max scaler, we
compute the overall damage score, denoted as D, using the following
weighted expression:

D = w1 · L + w2 · RG + w3 · CDelec + w4 · CI, (5)

where w1, w2, w3, and w4 are weights assigned to each metric.
The weights assigned to each term reflect their relative impor-
tance in determining the overall damage from cascading failures.
For simplicity, we assume w1 = w2 = w3 = 1/6 (electrical) and
w4 = 1/2 (topological).

In the case when the nodes fail completely, we use Eq. (5) for
damage assessment. In the case when nodes are only electrically
affected by the attack, i.e., they are not isolated from the rest of the
network, we compute damage by setting w1 = w2 = w3 = 1/3 and
CI to 0.

The results are stored, and the list of previously attacked buses
is updated. If no new attacks occur, the damage values from the
previous time step are carried forward. This process ensures that
the cumulative impact of attacks is tracked over time, providing
a clear picture of how damage propagates in the absence of a
blockchain-based coordination system.

Algorithm 3 simulates cascading failure propagation in the
Iberian power grid with blockchain integration, aiming to provide
a more granular and coordinated response to anomalies. Initially,

power flow data from the caseIberian is loaded, and power flow
analysis is performed.

The simulation runs over a set number of time steps τ . For each
time step t, the algorithm initializes a vector D for damage assess-
ment. For each provider, the algorithm identifies the damaged buses
belonging to them, and local alarms are reported using Algorithm 1.
Upon notifying a global alarm, the transmission system is divided
into 15 partitions by creating subgraphs based on predefined bus
numbers and switching off the transmission lines that connect the
affected provider’s power system to the others. Each partition repre-
sents a different provider’s area. This strategy prevents the damage
from propagating across bridges or tie lines, keeping the cascading
failure contained within the affected partition instead of spread-
ing globally. The algorithm computes the damage score for each
provider.

The cumulative damage impact for the current time step is
computed by accumulating the individual damage values from
all providers, considering the case partition scenarios. The pro-
cess repeats for each time step, resulting in comprehensive arrays
of cumulative damage over the simulation period, which is then
returned as the final output. This approach provides a detailed, par-
titioned view of how damage propagates in the power grid under
attacked conditions.

5 Results and Discussion

The proposed system was implemented on a laptop (CPU: AMD
Ryzen 7 4700U @ 2.0 GHz, RAM: 16 GB), and MATLAB R2022a
was used to simulate the MATPOWER case of Iberian power system.
This specific case was chosen due to the availability of a detailed
dataset for this power system, allowing us to thoroughly test our
approach. However, our proposed algorithms and smart contract are
not limited to this specific case. The method is designed to be repro-
ducible and flexible, and it can be applied to other MATPOWER
cases, provided that sufficient attack data or relevant event data are
available for those cases.

Fig. 4a,b illustrate the damage progression in the worst-case sce-
nario where attacked nodes fail completely and become isolated
from the power grid. We compare single and multiple providers
with and without blockchain. For a single provider, the damage
rapidly surpasses 15% without blockchain but stays under 5% with
blockchain. For fifteen providers, the damage rises to 30% with-
out blockchain, while blockchain limits it to below 15%. This
comparison highlights how blockchain’s decentralized coordination
mitigates rapid damage escalation by enabling providers to iso-
late affected nodes promptly, effectively containing damage within
specific partitions.

The extensive damage in scenarios involving multiple providers
results from cascading failures, where an initial fault triggers sub-
sequent failures in interconnected buses. Each provider typically
operates within its own partition or subsystem. Without blockchain-
enabled collaborative partitioning, centralized systems struggle to
counter sustained attacks effectively, leading to a rapid escalation of
damage. Blockchain allows for a controlled, stepwise progression of
damage by facilitating decentralized decision-making, which is par-
ticularly valuable in multi-provider scenarios where communication
and coordination are critical for containment.

Conversely, with blockchain, the damage increases gradually with
each new attack, allowing the system to endure more attacks within
the same timeframe. This controlled escalation gives providers more
time to isolate affected buses before the power system becomes
unstable, helping to contain damage within the affected partition and
prevent it from spreading globally. Thus, blockchain’s decentralized
coordination among providers helps to effectively mitigate cascading
failures. This aspect is especially important for real-time grid man-
agement, as it enables providers to act promptly on localized faults,
preventing them from impacting the broader network.

Fig. 5a,b present the electrical damage progression for the case
when buses are electrically damaged but are still operating in the
power grid. With one provider, the damage escalates to 31% with-
out blockchain but stabilizes at 5% with blockchain. For fifteen
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Fig. 4: Damage over time with and without blockchain for single
and multiple providers with fully damaged nodes.
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Fig. 5: Damage over time with and without blockchain for single
and multiple providers with partially damaged nodes.
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Fig. 6: Load shedding over time with and without blockchain for
single and multiple providers with fully damaged nodes.

providers, the damage reaches 33% without blockchain but remains
at 25% with blockchain after 13 hours. These figures collectively
highlight the effectiveness of blockchain in limiting damage propa-
gation under different conditions and enhancing the resilience of the
power grid. They demonstrate that blockchain not only delays the
onset of instability by partitioning but also maintains a lower over-
all damage level compared to the non-blockchain scenario, showing
blockchain’s effectiveness in real-time damage control.

Fig. 6a,b and Fig. 7a,b illustrate load shedding progression for the
topologically damaged (worst case) and electrically damaged scenar-
ios, respectively, comparing single and multiple providers with and
without blockchain. In both figures, load shedding reaches 90% and
100% rapidly without blockchain for a single and fifteen providers,
respectively. However, with blockchain, load shedding increases
more gradually and stabilizes around 15% for a single provider
and reaches 65% after 13 hours for fifteen providers. These results
demonstrate blockchain’s effectiveness in mitigating load shedding.
Blockchain’s integration distributes response efforts, leading to a
more controlled and gradual increase in load shedding compared to
the rapid escalation observed without blockchain. This controlled
load shedding progression illustrates blockchain’s role in balancing
grid stability, as it prevents abrupt losses that could destabilize the
network.
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Fig. 7: Load shedding over time with and without blockchain for
single and multiple providers with partially damaged nodes.
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Fig. 8: Effect of varying the number of providers reporting local
alarms k.

Fig. 8a,b illustrate the sensitivity of the threshold k in the smart
contract. To issue each global alarm, local alarms must be received
from k different providers. Fig. 8a shows that as the number of
providers reporting local alarms k increases from 1 to 15, the num-
ber of global alarms decreases from 218, and storage cost for the
global alarms correspondingly drops from 32.4 MB to 0.8 MB, with
each global alarm occupying 155 bytes of memory. The reductions
occur because the smart contract automatically issues a global alarm
only when local alarms are received from k different providers. This
efficient aggregation of local alarms minimizes unnecessary global
alarms, saving memory. However, a larger k value means global
alarms are triggered less frequently, potentially delaying responses
to some incidents.

Issuing global alarms more frequently results in greater damage
reduction but also leads to higher costs. To find the optimal thresh-
old, we measure damage reduction per global alarm by varying
the value of k. As shown in Fig. 8b, damage reduction per global
alarm initially fluctuates with increasing k, then rises sharply when
k exceeds 4, peaking at k = 7. This indicates that the smart contract
is most effective at issuing global alarms when k = 7 in this system.
Optimizing k is essential for balancing between response time and
resource efficiency, as higher k values lead to fewer global alarms
but risk slower responses.

Fig. 9a,b demonstrate the alarm timing and damage reduction at
the optimal threshold setting (i.e., k = 7) for 15 providers. As shown
in Fig. 9a, local alarms are reported consistently, while global alarms
are less frequent due to aggregation from 7 different providers. This
aggregation delays global alarms compared to local ones but ensures
more accurate and meaningful alerts, reducing the likelihood of false
alarms and making each global alert more actionable.

Fig. 9b illustrates the damage reduction percentages achieved
through the implementation of local and global alarm mechanisms.
The graph demonstrates that the proposed system effectively reduces
damage, with initial reductions up to 27% for the worst-case scenario
and up to 29% for the electrically damaged buses scenario. However,
as the local alarm index increases over time, the damage reduction
decreases. This decrease occurs because, without blockchain, the
damage quickly saturates at a high level, whereas with blockchain,
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Fig. 9: Alarm timing and damage reduction at the optimum thresh-
old setting (k = 7) for 15 providers.
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Fig. 10: Power consumption over time.

the damage saturates more slowly and at a lower level, reflecting
blockchain’s capacity to sustain damage mitigation over extended
periods.

Fig. 10 shows the power consumption over a 720-minute period,
with notable spikes occurring at various intervals. These spikes
indicate the moments when alarms were generated, transmitted, ver-
ified, and stored. The processing of alarms likely requires additional
computational resources, leading to these temporary increases in
power consumption. The maximum and average power consumption
by the blockchain network were 16 and 1.38 W, respectively. The
observed power consumption is manageable in light of the resilience
improvements gained, affirming that blockchain’s energy overhead
is justifiable given its contributions to grid stability.

Table 1 Blockchain implementation summary.

Parameter Value
Block time 5 s

Contract deployment cost 2.5M gas units

Transaction cost per local alarm 243 gas units

Local alarm size 458 bytes

Latency per local alarm 52 ms

Global alarm size 155 bytes

Transaction throughput 20

Total simulation time 13 hours

Total energy consumptions 64584 J or 17.94 Wh

Table 1 summarizes key metrics for the blockchain implementa-
tion in the global alarm system for power grid management. The
block time was 5 seconds. The transaction cost and size per local
alarm were 243 gas units and 464 bytes, respectively. The average
latency to report a local alarm was 52 ms. The system is capable of
processing 20 transactions per second. The total simulation time was
13 hours, with a total energy consumption of 64584 J (17.94 Wh).
These results confirm the feasibility of blockchain-based power grid

management even for real-time applications, as the system supports
high throughput and maintains low latency.

6 Limitations and Scopes

While the current blockchain-based system demonstrates strong
capabilities in reducing damage and mitigating load shedding, it
operates in a reactive manner by responding to failures after they
occur. The consensus algorithm introduces a minimum block time
delay (5 seconds in this case), meaning that the response to fail-
ures is not instantaneous. During this delay, additional damage can
accumulate, especially in cases of fast-spreading faults.

To address this, future enhancements could incorporate more
proactive approaches. Leveraging advanced deep learning models
could help reduce the time it takes to respond to failures and
improve system resilience. Further research could focus on develop-
ing predictive and adaptive algorithms that seamlessly integrate with
blockchain technology, balancing reactive and proactive measures to
enhance grid stability and minimize disruptions.

7 Conclusions

This study presented a blockchain-based approach to enhance
resilience in power grid management. Utilizing the Go-Ethereum
platform with the Clique consensus algorithm and smart contracts,
the proposed system enables secure, decentralized alarm aggregation
and dissemination, eliminating single points of failure and reducing
cyber-attack vulnerabilities.

The results demonstrate that this system can significantly limit
damage, achieving up to a 27% reduction in high-impact scenarios
and 29% in moderate cases. By enabling coordinated, decentralized
responses, the system helps prevent cascading failures and manages
load shedding more effectively. This approach is particularly valu-
able for real-time interconnected power system management, where
rapid, reliable, and collaborative action among providers is essential
to maintaining grid stability under stress.

Future research will focus on enhancing this framework with pre-
dictive capabilities, using machine learning to identify and isolate
vulnerabilities proactively. This addition aims to reduce response
delays further, supporting a proactive and resilient power system
management approach that can adapt to potential threats while
avoiding unnecessary disruptions.
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