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Abstract—The rapid advancement of quantum technologies
calls for the design and deployment of quantum-safe crypto-
graphic protocols and communication networks. There are two
primary approaches to achieving quantum-resistant security:
quantum key distribution (QKD) and post-quantum cryptog-
raphy (PQC). While each offers unique advantages, both have
drawbacks in practical implementation. In this work, we intro-
duce the pros and cons of these protocols and explore how
they can be combined to achieve a higher level of security
and/or improved performance in key distribution. We hope our
discussion inspires further research into the design of hybrid
cryptographic protocols for quantum-classical communication
networks.

Index Terms—quantum Kkey distribution, post-quantum cryp-
tography, key encapsulation mechanism, quantum network.

Introduction: The rapid development of quantum technolo-
gies across various fields, such as quantum computing [1]-[3],
quantum sensing [4], and quantum communication [5], [6], has
garnered significant attention in recent years. Notably, the ad-
vancement and scale-up of quantum computers have raised se-
rious concerns regarding the security of current cryptographic
systems, particularly Rivest-Shamir-Adleman (RSA) encryp-
tion—a type of asymmetric public-key cryptography—which
is based on the difficulty of factoring large numbers and is
one of the primary algorithms securing today’s digital com-
munications [7]. Quantum computers leverage the principles
of quantum mechanics to solve specific problems that classical
computers struggle with, including cryptographic challenges.
Many widely used asymmetric cryptographic algorithms rely
on the difficulty of three key mathematical problems: the
integer factorization problem, the discrete logarithm problem,
and the elliptic-curve discrete logarithm problem. For instance,
the security of RSA encryption depends on the difficulty of
factoring a large composite number N = pg, where p and ¢
are secret prime numbers [7]. The strength of RSA encryption
lies in the computational challenge of decomposing N into
its prime factors. However, this security foundation is at risk.
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In 1994, Shor introduced a quantum algorithm capable of
efficiently factorizing any integer N [8], [9]. The potential
for large-scale, fault-tolerant quantum computers to execute
Shor’s algorithm poses a significant threat to the integrity of
current cryptographic systems. This necessitates the design of
new cryptography systems which are robust against quantum
attacks.

One approach to designing quantum-safe cryptographic
systems is to base their security on the principles of quantum
mechanics [10], [11]. Extensive research has been conducted
in this area, covering topics such as key distribution [12],
[13], random number generation [14], digital signatures [15],
position-based cryptography [16], bit commitment [17], and
oblivious transfer [18], among others. Quantum key distribu-
tion (QKD), in particular, has been proven to be information-
theoretically secure [11] and is implementable with current
commercial optical devices. The concept of QKD was first
introduced by Bennett and Brassard in 1984 [12], and a
full security proof was completed at the end of the last
century [19]. Since then, QKD protocol designs have evolved
to enhance their security in practical implementations. To
avoid information leakage due to multi-photon components
in standard laser sources, decoy-state methods [20]-[22] were
proposed in the early 21st century, reducing the need for
ideal quantum sources. Additionally, to address vulnerabilities
in measurement devices, the measurement-device-independent
QKD protocol [23] was introduced, effectively preventing
attacks on detectors. More recently, twin-field QKD proto-
cols [24]-[26] have significantly improved long-distance per-
formance, even without relying on relay nodes or quantum re-
peaters. Furthermore, the demonstration of device-independent
QKD [27], [28] offers a solution with the highest level of
security, eliminating the need for trust in quantum devices.

Another approach is to explore alternative computationally
hard mathematical problems, which has sparked interest in the
field of post-quantum cryptography (PQC) [29]. PQC focuses
on designing cryptographic algorithms that are believed to be
secure even in the face of potential quantum computer attacks.
This field has gained significant attention as researchers seek
to develop quantum-resistant classical cryptographic methods
that can safeguard data in the post-quantum era. In 2017,
the National Institute of Standards and Technology (NIST)
launched an initiative to standardize one or more quantum-
resistant public-key cryptographic algorithms. After soliciting
minimum acceptability and submission requirements, and eval-
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uation criteria, an initial round of 69 candidate algorithms were
reviewed for key encapsulation mechanisms (KEM) and digital
signature algorithms (DSA). Through subsequent revisions of
candidate algorithms in additional evaluation rounds, NIST
selected one KEM and three DSA algorithms for implemen-
tation in the first official PQC standardization. On August 12,
2024, NIST finalized its first set of standards for post-quantum
cryptography, aimed at protecting data from future quantum-
based cyber threats that could potentially compromise cur-
rent cryptographic systems [30]-[32]. The selected algorithms
include CRYSTALS-Kyber [33] for KEM, and CRYSTALS-
Dilithium [34] and SPHINCS+ [35], [36] for DSA. The
CRYSTALS-Kyber and CRYSTALS-Dilithium algorithms are
based on lattice-based cryptography, while SPHINCS+ is a
hash-based cryptographic algorithm.

Hybrid quantum-classical networks: QKD and PQC each
have distinct advantages and disadvantages in terms of ef-
ficiency and security. QKD offers unmatched security by
leveraging the principles of quantum mechanics, ensuring that
any eavesdropping attempt can be detected and thwarted.
However, its efficiency is hampered by the need for specialized
hardware, quantum communication channels, and its limited
range, making it less practical for widespread deployment [37].
In contrast, PQC is highly efficient, as it can be implemented
using existing classical infrastructure and is designed to secure
data against future quantum attacks. However, PQC’s security
relies on the hardness of specific mathematical problems,
which, while currently resistant to classical or quantum at-
tacks, could be challenged by future developments in classical
or quantum algorithms. Combining QKD and PQC can create
a more resilient cryptographic framework: QKD can provide
secure key distribution at the physical layer, while PQC
ensures data protection at the computational layer. This hybrid
approach leverages the strengths of both technologies, enhanc-
ing security while maintaining practical efficiency. Existing
works include using PQC certification for QKD [38] and
joint PQC-QKD protocols, where QKD is used for raw-key
transmission while a PQC subsystem transmits parity bits for
information reconciliation [39].

Moreover, in a recent work [40], we propose a hybrid
key-distribution framework that integrates QKD with PQC,
combining the strengths of both techniques to build more
flexible and quantum-resistant communication networks. Our
hybrid approach allows for enhanced performance or security,
depending on the specific needs of the communication infras-
tructure. We consider two core key-distribution mechanisms: a
PQC-based QEM approach and a point-to-point QKD proto-
col. KEMs use public-key encryption to securely exchange
symmetric keys, while QKD generates symmetric keys via
quantum measurements. We explore hybrid network designs
that integrate these two mechanisms, addressing their respec-
tive shortcomings to improve the robustness of cryptographic
systems over long distances. To enhance the performance
of key distribution rates in long-distance communication, we
propose a series-connection protocol which leverages both
QKD and KEM to achieve increased performance in a practical
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regime where users only have access to limited computational
power (for key generation, encryption, and decryption). In
this protocol, Alice and Bob distribute key bits with nearby
data centers using short-distance QKD devices. The data
centers then use KEM to distribute symmetric keys over long
distances using high-performance computers to achieve higher
key rates than those possible on individual users’ hardware.
This approach enables higher key rates than are possible
with either individual protocol by taking advantage of QKD’s
performance at short distances and KEM’s performance at long
distances. To further enhance security, we propose XOR-based
and secret-sharing-based parallel key distribution schemes.
The XOR scheme combines keys from both KEM and QKD
channels, ensuring that the final key is secure even if one
of the channels is compromised. The secret-sharing approach,
based on Shamir’s secret-sharing scheme [41], distributes
secrets across multiple key distribution channels, making it
theoretically impossible for an attacker to learn the final key
unless they gain access to a critical number of shares. The
secret sharing scheme is suitable when two end users share
multiple key distribution links, in which case the overall key
distribution efficiency can be higher than the XOR-based
scheme. Furthermore, by introducing advanced linear-code
or multi-linear secret-sharing schemes, this approach allows
for designing custom trust hierarchies within the network,
enhancing the flexibility and adaptability to different security
needs. In addition to these hybrid PQC-QKD designs, we
discuss methods for evaluating and optimizing their perfor-
mance across different network typologies. To quantitatively
assess the security of the overall key distribution network, we
introduce a systematic method to check the minimal access
structure of the whole network. A minimal access structure
is a subset of the QKD links, KEM links, and trusted nodes
such that if the adversary breaks the elements in one subset,
they can reveal the final key information shared by two end
users. By identifying the set of all minimal access structures of
the network and quantifying the security of different links and
nodes, we can check the most vulnerable part in the network
and design counter-measures accordingly. Our analysis shows
that a hybrid PQC-QKD system offers advantages over using
either method alone in many scenarios. The series-connection
protocol enhances long-distance performance, making QKD
a more viable option for real-world deployment, while the
parallel-connection design improves security, offering protec-
tion against physical and algorithmic attacks. By integrating
PQC and QKD, users can create quantum-safe communica-
tion systems tailored to specific performance and security
requirements, making this approach adaptable for a wide
range of applications, from metropolitan networks to global
communication infrastructures.

Quantum-classical switch: Another possible method for
combining PQC and QKD involves dynamical switching be-
tween PQC and QKD. As discussed before, PQC is efficient,
but the complexity theory at its foundation may in the future be
challenged by the development of novel quantum or classical
algorithms. In fact, there are two famous attempts that have
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tried to break lattice-based cryptography using quantum algo-
rithms [42], [43], although these two methods were shown to
be incorrect. Additionally, an algorithm using supersingular
isogeny key exchange (specifically, SIKE or SIDH) [44],
which had been previously considered by NIST, was proven
to be insecure by Castryck and Decru (2023) [45]. As a result,
this algorithm was removed from NIST’s selected algorithm
list in 2022.

To mitigate future potential hacks from either classical or
quantum computers against PQC, an efficient switch system
should be developed for customers requiring higher security. In
cases where future developments provide evidence indicating
vulnerabilities in a given cryptographic system, that system
should systematically evaluate potential risks and determine
the appropriate switching process, which would encompass
both software and hardware adjustments. This necessitates
more detailed development for both PQC hardware (classical
computing devices) and QKD hardware (quantum devices
generating and receiving photons, along with optical fibers
or vacuum beam guides [46]), as well as a clear scheme for
when and how to switch. Similar switching schemes should
also include the ability to switch from one PQC algorithm
to another, adjust key sizes in both QKD and PQC, or switch
back from QKD to PQC if the users feel PQC is secure enough
and wish to maximize efficiency. For instance, it is generally
believed that, under current standards, hash-based algorithms
like SPHINCS+ may offer greater security than lattice-based
algorithms like CRYSTALS-Dilithium, as the security of hash-
based algorithms is purely based on the robustness of hash
functions themselves. Therefore, it is crucial to detect potential
hacks from classical or quantum computers and evaluate the
associated risks. If an algorithm is compromised, methods
must be designed to swiftly transition to a more secure
alternative.

Conclusion: Quantum resistance is a critical feature for
future cryptographic systems, with both classical approaches
(PQC) and quantum approaches (QKD) offering viable solu-
tions. However, each has its own advantages and disadvan-
tages. In this article, we propose that these two approaches,
while distinct, can be complementary, and that combining
them could balance security and efficiency. We highlight
two key ideas: first, the design of hybrid quantum-classical
networks that integrate both PQC and QKD, and second,
the development of a quantum-classical switch capable of
transitioning between PQC and QKD in response to hacking
attempts or when efficiency becomes a primary concern. This
combination of PQC and QKD presents an exciting research
frontier, promising more efficient, secure, and private services
for future users by harnessing the strengths of both classical
cryptography and quantum physics. Such advancements could
play a crucial role in the development of quantum data centers
[47], [48] and the quantum internet [49].
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