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ABSTRACT
Fully Homomorphic Encryption (FHE) is vital for computing over
encrypted data, thereby enabling numerous privacy-preserving ap-
plications. This work focuses on the third generation FHE schemes
(e.g., FHEW and TFHE), known for their fast bootstrapping, small
FHE parameters, and robust security built on milder assumptions.

Our goal is to improve the e"ciency of implementation for
scalable parameters. Notably, scaling up FHE parameters moder-
ately, such as the plaintext space, extends the applicability of third-
generation FHEs to a broader range of practical scenarios. However,
prevailing state-of-the-art libraries such as OpenFHE and TFHE
either lack support for extensive FHE parameters beyond 64-bit
integers or su#er signi!cant performance slowdowns on widely
used 64-bit architectures. To tackle this challenge, we propose a
novel FFT-based multiplication implementation, which decomposes
large numbers (e.g., 128-bit integers) into multiple doubles (64-bit
$oating points). To optimize the performance, we re!ne the error
analysis in FFT-based FHEW/TFHE computation with the decom-
position for the optimal balance between e"ciency and decryption
failure probability.

We evaluate our approach through comprehensive experiments,
showing a 5-7x speedup using 64-bit architecture over 128-bit in
core operations compared to existing libraries. Our implementation
is particularly conducive to parallelization, making it well-suited
for hardware acceleration, such as GPUs.

CCS CONCEPTS
• Security and privacy → Cryptography; • Mathematics of
computing→ Numerical analysis; • Computing methodolo-
gies → Parallel computing methodologies.
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1 INTRODUCTION
Fully Homomorphic Encryption (FHE) allows arbitrary compu-
tation on encrypted data without decryption, enabling numerous
applications in secure cloud computing [23] and privacy-preserving
data analytics. The third-generation FHE schemes, represented by
FHEW [8] and TFHE [7], are robust against both classical and
quantum attacks due to their plausible security foundation, namely
learning with errors (LWE) assumptions that operate on a lower
modulus-to-noise ratio1. However, applying FHEW and TFHE to
high-precision or large-scale numerical data analysis, such as in
statistics and machine learning, often requires a larger message
space. This need for an increased modulus presents challenges for
e"cient implementation. Current state-of-the-art libraries face sig-
ni!cant limitations. For instance, the fastest implementations, like
TFHE-rs, limit the modulus to 264, while versatile libraries like
OpenFHE encounter signi!cant e"ciency declines. For example, as
the modulus increases from 254 to 266, bootstrapping time slows
down by about 14 times. Our work aims to enhance e"ciency in
this domain, focusing on the FHEW/TFHE implementations.

FHEW/TFHE bootstrapping is an important operation that re-
duces ciphertext noise, allowing continuous operations on the en-
crypted data. However, it is the most time-consuming procedure.
To improve e"ciency, researchers have studied to optimize the
critical fundamental operation – polynomial ring multiplication.
To achieve this, two methods have been studied: Number Theoretic
Transform (NTT) and Fast Fourier Transform (FFT). NTT does not
incur numerical errors during the multiplication procedure, but the
computation is relatively slow compared to FFT, which however

1This is a weaker and thus more plausible LWE assumption.
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incurs additional errors due to the precision limitation in $oating
point numbers. For larger modulus settings, the OpenFHE library
(https://www.openfhe.org/) supports ciphertext modulus exceed-
ing 264 using NTT with 128-bit operations, but this signi!cantly
hampers speed on 64-bit computer architectures. This raises the
question of whether amore e"cient and 64-bit architecture-friendly
method exists for bootstrapping with a large modulus. Doubling
the precision for the FFT $oating point computation could achieve
e"cient 128-bit polynomial ring multiplication. However, naively
adopting FFT to the large-modulus bootstrapping introduces large
numerical errors. The error inevitably impacts the bootstrapping
result. For example, using FFT with double precision for modulus
262 and message modulus 16 increases the bootstrapping failure
probability to 0.93, given a gadget base of 231. Therefore, the mod-
ulus of the TFHE-rs (https://docs.zama.ai/tfhe-rs) can only support
ciphertext modulus to 264.

In this paper, we introduce a novel implementation of FFT-based
large-modulus bootstrapping for FHEW/TFHE, incorporating a
specially designed large-number decomposition. Our implemen-
tation is suitable for running on 64-bit architectures and o#ers
faster execution. Additionally, we examine the trade-o#s between
computational e"ciency and bootstrapping error and re!ne an
existing error function [26]. By the re!ned error function, users
can adjust the bootstrapping parameters to balance the trade-o#
between e"ciency and error based on the speci!c requirements of
their target problem.

1.1 Our Contributions
We summarize our contributions as follows:

• E!cient Polynomial Ring Multiplication:We propose a method
tailored for FHEW/TFHE that e"ciently handles large modulus
by decomposing numbers into the minimum doubles necessary
to suppress error growth.

• Re"ned Bootstrapping Error Function: We re!ne the error func-
tion for large modulus to accommodate numerical errors from
FFT with double precision. This improves the bootstrapping er-
ror estimation, and balances e"ciency and decryption failure
rates, thereby assisting in the optimal bootstrapping parameters
selection.

• Method Realization in OpenFHE v1.1.0: Our method is built upon
OpenFHE v1.1.0, which provides $exible parameter selection and
broad application scenarios. Compared to ordinary OpenFHE
v1.1.0, our bootstrapping implementation is 7-8x faster in single-
threaded mode and 5-7x faster in multi-threaded mode with
modulus ranging from 262 to 276; compared to TFHE-rs v0.6.1,
our method supports a larger ciphertext modulus and e#ectively
manages numerical errors. We have evaluated our bootstrapping
method onOpenFHE v1.1.0. It can also run on the latest OpenFHE
v2.1.0 but the performance boost should be carefully investigated.

• Better E!ciency and Performance: Our method outperforms ex-
isting approaches, including an implementation using a single
long double for computations and another implementation using
a di#erent large number decomposition method (for ciphertext
modulus below 276), as detailed in § 5.1, demonstrating superior
e"ciency in real-world scenarios.

Our implementation and the re!ned error function improve
the e"ciency and practicalness of FHEW/TFHE bootstrapping for
large modulus support, which could widely be adapted to di#erent
cryptographic applications.

1.2 Related Work
Fully Homomorphic Encryption (FHE) has evolved through
several generations since Gentry’s pioneering work [14]. First-
generation schemes introduced bootstrapping based on ideal lat-
tices. Second-generation schemes including BGV [4] and BFV [9]
focused on improving computational e"ciency with leveled encryp-
tion. Third-generation schemes including FHEW [8] and TFHE [7]
used fast bootstrapping techniques for e#ective evaluation of non-
linear functions. Fourth-generation schemes like CKKS [5] support
encrypted operations on real numbers but provide only approxi-
mate results upon decryption. More details on each generation of
FHE schemes are in [25].

Second-generation and fourth-generation FHE schemes priori-
tize computational e"ciency by using a higher modulus-to-noise
ratio. However, they depend on aggressive security assumptions,
making them vulnerable to attacks from traditional methods and
quantum computers. In contrast, third-generation schemes use
smaller FHE parameters, leading to lightweight ciphertexts and
smaller secret keys. They also rely on lattice problems with fewer
security assumptions, o#ering stronger con!dence in security ap-
plications.

Bootstrapping for extended message spaces: Lu et al. [15]
introduced the PEGASUS framework to transition between CKKS
and FHEW. Since CKKS has a larger message space than FHEW,
PEGASUS uses large-domain bootstrapping to scale down CKKS
ciphertexts to !t FHEW’s smaller message space. This extends boot-
strapping to support a larger message domain but decreases preci-
sion. In contrast, Liu et al. [22] introduced a digit decomposition
method that divides a large message into smaller chunks and per-
forms individual bootstrapping on each chunk. This approach pre-
serves the input message’s precision but requires multiple rounds
of bootstrapping.

Given that our approach e"ciently supports bootstrapping un-
der a large modulus, we can extend both of these prior works to
accommodate an even larger message modulus.

2 PRELIMINARIES
In this section, we overview the basic schemes of FHEW/TFHE boot-
strapping [6–8, 26]. § 2.1 and 2.2 introduce the encryption schemes
used in bootstrapping. § 2.3 discusses speci!c operations integral to
bootstrapping, based on the work of Micciancio and Polyakov [26].
Finally, § 2.4 presents methods for accelerating polynomial ring
multiplications.

Throughout this paper, logarithms are expressed in base two
unless stated otherwise. The integer !eld modulo 𝐿 is denoted as Z𝐿 .
We de!ne the polynomial ring 𝑀 = Z[𝑁 ]/(𝑁𝑀 + 1), where 𝑂 is a
power of two, making it a cyclotomic ring. 𝑀𝑁 = Z𝑁 [𝑁 ]/(𝑁𝑀 +1) is
a polynomial ring with coe"cients modulo𝑃 and dimension 𝑂 ; we
refer to the ring as 𝑀𝑁 throughout the paper. A vector is represented
with an arrow above the letter, e.g., ↑𝑄, with 𝑄[𝑅] indicating the 𝑅-th
element of ↑𝑄. For a ring d(𝑁 ) ↓ 𝑀𝑁 , its coe"cient vector is ↑d, and it

https://www.openfhe.org/
https://docs.zama.ai/tfhe-rs
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can be expressed as d(𝑁 ) = d[0]𝑁 0 +d[1]𝑁 1 + · · · +d[𝑂 ↔ 1]𝑁𝑀↔1.
For simplicity, we denote a ring by lowercase bold letters, e.g., d.
A ciphertext is denoted by uppercase bold letters, such as C or
ACC. The notation d𝑂𝑃 and C𝑂

𝑃 refer to the 𝑆-th component after
decomposing the ring d𝑃 and the ciphertext C𝑃 , respectively.

2.1 LWE Encryption Scheme
Let 𝐿 represent the ciphertext modulus and 𝑇 represent the message
modulus. In the LWE scheme, a message𝑈 ↓ Z𝑄 is encrypted using
a secret key ↑𝑉 ↓ Z𝑅𝐿 . The encryption is represented as LWE↑𝑆 (

𝐿
𝑄 𝑈) =

(↑𝑄, ↗↑𝑄, ↑𝑉↘ + 𝐿
𝑄 𝑈 + 𝑊) = (↑𝑄,𝑋), where ↑𝑄 ↓ Z𝑅𝐿 , 𝑋 ↓ Z𝐿 , and 𝑊 ↓ Z𝐿 is

a small Gaussian noise. The decrypted message 𝑌 of a ciphertext
(↑𝑄,𝑋) in LWE scheme is calculated as (↑𝑄,𝑋) is 𝑌 = ≃𝑄𝐿 (𝑋 ↔ ↗↑𝑄 · ↑𝑉↘)⇐,
where 𝑌 ↓ Z𝑄 and ≃·⇐ is rounding function. During a sequence of
homomorphic operations, the error in the ciphertext accumulates.
For successful decryption, the error in the ciphertext must remain
below 𝐿

2𝑄 .

2.2 Ring LWE Encryption Scheme
In the Ring LWE (RLWE) scheme, a message m ↓ 𝑀𝑁 is encrypted
with secrete key s ↓ 𝑀 as: RLWEs (m) = (a, a · s + e + m), where
a ⇒ 𝑀𝑁 is chosen uniformly at random, and the error e ⇒ N𝑀

(0,𝑇2 )
is sampled from a discrete Gaussian distributionN with zero mean
and variance 𝑍 . To support multiplication of RLWEs (m) with an
arbitrary constant ring with small error, RLWE⇑ scheme is intro-
duced and use the base 𝑎 to balance e"ciency and noise growth:
RLWE⇑s (m) =

(
RLWEs (m),RLWEs (𝑎m), · · · ,RLWEs (𝑎𝑈↔1m)

)
,

with 𝑏 = log𝑉 𝑃 . This scheme avoids direct multiplication of the
error term with the constant ring. Since RLWE and RLWE⇑ schemes
do not support ciphertext multiplications inherently,RGSW scheme
built upon RLWE⇑ is introduced: RGSWs (m) = (RLWE⇑s (↔s ·m),
RLWE⇑s (m)). RGSW enables multiplication of an RLWE ciphertext
RLWEs (m) = (a, b) by using gadget decomposition G(·):

G (RLWEs (m)) =
(
a0, b0, a1, b1, · · · , a𝑊g↔1, b𝑊g↔1

)
,

where a =
∑𝑊g↔1
𝑃=0 a𝑃 · 𝑎𝑃 , b =

∑𝑊g↔1
𝑃=0 b𝑃 · 𝑎𝑃 and 𝑐g = log𝑉 𝑃 . The

rings a𝑃 and b𝑃 are bounded by 𝑎. The multiplication of an RGSW
ciphertext encrypting the message m0 and the RLWE ciphertext
encrypted the message ringm1 is termed to as the external product
in [6]. The expansion of the external product is represented as:

G (RLWEs (m0)) · RGSWs (m1) = RLWEs (m0 ·m1).
For a detailed overview of these encryption schemes, refer to [26].

2.3 FHEW/TFHE Bootstrapping
Bootstrapping performs decryption operations homomorphically.
Given an encrypted secret key with the LWE secret key ↑𝑉 , boot-
strapping produces a new LWE ciphertext of the same message
with reduced noise. The noise after bootstrapping depends only
on the noise of the encrypted secret key and not on the original
LWE ciphertext. Here, the encrypted secret key is encrypted using a
di#erent scheme from LWE, such as RGSW. The bootstrapping key
is: BTK = (RGSW(𝑉 [1]),RGSW(𝑉 [2]), · · · ,RGSW(𝑉 [𝑑])) . Table 1
lists the FHEW parameters used in bootstrapping.

Table 1: FHEW parameters used in bootstrapping.

Symbol Meaning
𝑇 the modulus for the message.
𝑑 the LWE dimension.
𝐿 small modulus for LWE.
𝑂 ring dimension for RLWE and RGSW.
𝑃 large modulus for RLWE and RGSW.

𝑎
gadget digit decomposition base dividing
integers mod Q into 𝑐g digits.

Algorithm 1: Blind Rotation
input :A ciphertext C ↓ RLWE; a vector

↑𝑋 = (𝑋[1],𝑋[2], · · · ,𝑋[𝑅] ),𝑋[𝑃 ] ↓ Z𝐿 ; the bootstrapping
key {BTK0𝑀 ,BTK1𝑀 }𝑀↓ [1,𝑁] ,BTK𝑂𝑀 ↓ RGSW;

output :A refreshed ciphertext ACC ↓ RLWE
1 ACC ⇒ C
2 for 𝑃 ⇒ 1 to 𝑅 do
3 ACCd ⇒ G(ACC)
4 ACCt ⇒

(𝑌𝑃 [𝑀 ] ↔ 1) · (ACCd ·BTK0𝑀 ) + (𝑌 ↔𝑃 [𝑀 ] ↔ 1) · (ACCd ·BTK1𝑀 )
5 ACC ⇒ ACC + ACCt

6 return ACC

In this work, we leverage bootstrapping Boots[𝑒 ] for a given
function 𝑒 through an RLWE accumulator from [26], facilitating
the following operations:

• Initialization: Encrypt the LWE𝑅,𝐿 ciphertext (↑𝑄,𝑋) into an
RLWE accumulator RLWE𝑀 ,𝑁 without adding noise.

• Update: Use the ring structure to homomorphically compute
𝑓 = 𝑋 ↔ ↗↑𝑄, ↑𝑉↘ over the exponent, resulting in a ciphertext of
RLWE𝑀 ,𝑁 (𝑁𝑍). This step, known as blind rotation [6], is detailed
in Algorithm 1.

• Extraction: Extract the updated RLWE𝑀 ,𝑁 ciphertext back to
an LWE𝑀 ,𝑁 ciphertext.

For detailed bootstrapping procedures, please refer to [26] and [2].

2.4 Polynomial Multiplication Acceleration
Two main methods for accelerating polynomial ring multiplication
are the Number Theoretic Transform (NTT) and the Fast Fourier
Transform (FFT). Both transform polynomials from their coe"cient
representation to NTT/FFT format. The transformed polynomials
then undergo elementwise multiplication. Finally, the result is trans-
formed back to coe"cient representation. NTT operates within the
integer domain using modular arithmetic in !nite !elds, requiring
a speci!c prime modulus. FFT operates within the complex domain
and uses $oating-point operations in in!nite !eld, introducing nu-
merical errors but generally being faster by working with half the
polynomial dimensions [16]. FFT applies modular arithmetic only
after the inverse FFT (iFFT) and typically uses a power-of-two mod-
ulus. These methods reduce the complexity to𝑔 (𝑂 log𝑂 ). In short,
NTT ensures exact results, while FFT o#ers faster processing with
approximate results.
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3 EFFICIENT POLYNOMIAL MULTIPLICATION
FOR SCALABLE FHEW/TFHE
CRYPTOSYSTEM

Bootstrapping primarily involves time-consuming polynomial mul-
tiplications. To improve e"ciency, we use FFT for polynomial ring
multiplication. However, FFT operations with $oating-point num-
bers in in!nite !elds cause numerical errors and require modulo
operations after the iFFT transformation. Supporting large modulus
exceeding 264 with 64-bit $oating-point numbers (double) exacer-
bates these errors. A naive approach is to use 128-bit $oating-point
numbers (long double) to reduce errors, but this is ine"cient on
current computer architectures and provides limited speed improve-
ments. Our goal is to maintain e"ciency and minimize numerical
errors by using 64-bit $oating-point numbers.

§ 3.1 explains our integration of the FHEW bootstrapping fea-
ture and the decomposition method to mitigate numerical errors
e#ectively. In § 3.2, we demonstrate the extension of our method
to support polynomial multiplication with a larger modulus.

3.1 Optimized Method of Polynomial
Multiplication with Small Numerical Error

Using the coe"cient-limiting properties of gadget decomposition,
we decompose a large-coe"cient polynomial into a minimal num-
ber of smaller-coe"cient polynomials, e#ectively reducing numeri-
cal errors in polynomial multiplication. Polynomial multiplication
during bootstrapping involves the ring c bounded by 𝑎 and the ring
d with modulus 𝑃 because c is the output of gadget decomposition.
When the base 𝑎 exceeds 𝑎, we only need to decompose d into
multiple components d𝑃 . By carefully selecting 𝑎, we ensure that
the numerical error of c ·d is predominantly in$uenced by the error
from c · d0. The following example illustrates decomposing the ring
d into two components, d0 and d1, and how to select 𝑎 to control
the numerical error of c · d.
The Procedure of Decomposition. In this section, we delve into
the methodology of ring decomposition. Given a ring d, we decom-
pose each coe"cient using the base 𝑎 = 2𝑈 with 𝑏 < 64, so that
d[𝑅] = d0 [𝑅] + d1 [𝑅]𝑎. The decomposed form of d is d = d0 + d1𝑎,
where d0 = d0 [0] + d0 [1]𝑁 + · · · + d0 [𝑂 ↔ 1]𝑁𝑀↔1 and d1 =
d1 [0] + d1 [1]𝑁 + · · · + d1 [𝑂 ↔ 1]𝑁𝑀↔1. We denote this decompo-
sition as: D(d) = (d0, d1), such that d = d0 + d1𝑎 ↓ 𝑀𝑁 . Here, d0

and d1 are bounded by 𝑎 and 𝑁
𝑉̄
, respectively. Because we use FFT

with double precision, larger coe"cients resulting from polynomial
multiplication lead to greater numerical errors. To mitigate this, we
use signed digit decomposition as described in [1], ensuring each
coe"cient of d0 and d1 is a signed number, with

$$d0 [𝑅]$$ < 𝑎/2 and$$d1 [𝑅]$$ < 𝑁
2𝑉̄ . This method e#ectively limits coe"cient growth in

the resulting polynomial multiplication. The composition of the
decomposed ring is given by: C(d0, d1) = d0 + d1𝑎 = d, where d0

and d1 are bounded by 𝑎 and 𝑁
𝑉̄
, respectively, and d ↓ 𝑀𝑁 . This de-

composition method extends to various ciphertexts. For an RLWE
ciphertext C = (a, b), its decomposition is:

D𝑎𝑏𝑐𝑑 (C) = (D(a),D(b)) = (C0,C1),

where C0 = (a0, b0) and C1 = (a1, b1). For a RLWE⇑ ciphertext ⇓C =
(C0,C1, · · · ,C𝑈↔1), its decomposition isD𝑎𝑏𝑐𝑑⇑ ( ⇓C) = (D𝑎𝑏𝑐𝑑 (C0),

Algorithm 2: Ring Multiplication with Decomposition
input :Two rings c, d ↓ 𝑒𝑄 , c bounded by 𝑉;
output :A ring h ↓ 𝑒𝑄

1 (d0, d1 ) ⇒ D(d)
2 c̃ ⇒ FFT(c) , d̃0 ⇒ FFT(d0 ) , d̃1 ⇒ FFT(d1 )
3 for 𝑂 ⇒ 0 to 1 do
4 for 𝑃 ⇒ 0 to 𝑀 /2 ↔ 1 do
5 h̃𝑂 [𝑃 ] ⇒ c̃[𝑃 ] d̃𝑂 [𝑃 ] //complex multiplication

6 h𝑂 ⇒ FFT↔1 (h̃𝑂 )
7 h ⇒ h0 + h1𝑉̄, h ⇒ h mod 𝑁 , return h

D𝑎𝑏𝑐𝑑 (C1), · · · ,D𝑎𝑏𝑐𝑑 (C𝑈↔1)) = ( ⇓C0, ⇓C1),where ⇓C0 = (C0
0,C

0
1, · · · ,

C0
𝑈↔1) and ⇓C1 = (C1

0,C
1
1, · · · ,C1

𝑈↔1). For an RGSW ciphertext
⇔C = ( ⇓C0, ⇓C1), its decomposition is:

D𝑎𝑓𝑆𝑐 ( ⇔C) = (D𝑎𝑏𝑐𝑑⇑ ( ⇓C0),D𝑎𝑏𝑐𝑑⇑ ( ⇓C1)) = ( ⇔C0, ⇔C1),

where ⇔C0 = ( ⇓C0
0,
⇓C1
0) and ⇔C1 = ( ⇓C0

1,
⇓C1
1). The composition of the

decomposed RLWE ciphertext is:

C𝑎𝑏𝑐𝑑 (C0,C1) = C0 + C1𝑎 = C,

where C0 and C1 are RLWE ciphertext bounded by 𝑎 and 𝑁
𝑉̄
, re-

spectively.
Error Analysis. This section elaborates on the decomposition
method discussed earlier, focusing on numerical errors from using
FFT with double precision for polynomial multiplication in boot-
strapping and strategies to mitigate these errors. In bootstrapping,
with 𝑎 < 𝑎, the multiplication of the rings c bounded by 𝑎 and d
with modulus𝑃 is represented as c · d = c · d0 + c · d1𝑎, as shown in
Algorithm 2. According to [8], the magnitude of coe"cients in c ·d0

is 𝑕0 = 𝑉 ·𝑉̄
↖
𝑀

4 , while that of c · d1 is represented as 𝑕1 = 𝑉 ·𝑁
↖
𝑀

4𝑉̄ .
The induced FFT numerical error for 𝑕𝑃 is ≃𝑕𝑃 · 𝑖⇐, where 𝑖 is the
relative error depending on 𝑂 and the FFT library. The overall FFT
numerical error, denoted as 𝑊!t, is given by:

𝑊!t = ≃𝑕0 · 𝑖⇐ + ≃𝑕1 · 𝑖⇐𝑎.

To minimize 𝑊!t, the criterion 𝑕1𝑖 < 0.5 must be met, indicating
that the choice of 𝑎 is crucial. When this criterion is satis!ed, the
numerical error simpli!es to 𝑊!t = ≃𝑕0 · 𝑖⇐ .

3.2 Extension Method for Larger Modulus
The presented decomposition method facilitates support for a larger
modulus by decomposing multiple components. This section delves
into the extension of this method to accommodate a larger modulus.
Given a ring d, we decompose each coe"cient d[𝑅] using the bases
{𝑎0,𝑎1, · · · ,𝑎𝑈↔1}, such that: d[𝑅] = d0 [𝑅]+∑𝑈↔1

𝑂=1

(
d𝑂 [𝑅] ·∏𝑂↔1

𝑔=0 𝑎𝑔
)
.

The multiplication of c by d is c ·d = c ·d0+∑𝑈↔1
𝑃=1

(
c · d𝑃 ·∏𝑃↔1

𝑂=0 𝑎 𝑂

)
,

where d𝑃 is the ring bounded by 𝑎𝑃 . The magnitude of each coef-
!cient 𝑕𝑃 for c · d𝑃 is 𝑉 ·𝑉̄𝑀

↖
𝑀

4 . The numerical error resulting from
FFT-based polynomial multiplication is:

𝑊 = ≃𝑕0 · 𝑖⇐ +
𝑈↔1∑
𝑃=1

)*
+
≃𝑕𝑃 · 𝑖⇐ ·

𝑃↔1∏
𝑂=0

𝑎 𝑂
-.
/
,
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Algorithm 3: Blind Rotation for Decomposed ACC Using
FFT
input :A ciphertext C ↓ RLWE; a vector

↑𝑋 = (𝑋[1],𝑋[2], · · · ,𝑋[𝑅] ),𝑋[𝑃 ] ↓ Z𝐿 ; the bootstrapping
key {BTK0𝑀 ,BTK1𝑀 }𝑀↓ [1,𝑁] ,BTK𝑂𝑀 ↓ RGSW;

output :A refreshed ciphertext ACC ↓ RLWE
1 ACC ⇒ C, (ACC0,ACC1 ) ⇒ D𝑅𝑆𝑇𝑈 (ACC)
2 for 𝑃 ⇒ 1 to 𝑅 do
3 (BTK0

0𝑀 ,BTK
1
0𝑀 ) ⇒ D𝑅𝑉𝑊𝑇 (BTK0𝑀

4 (BTK0
1𝑀 ,BTK

1
1𝑀 ) ⇒ D𝑅𝑉𝑊𝑇 (BTK1𝑀 )

5 BTK0
0𝑀 ⇒ FFT(BTK0

0𝑀 ) , BTK1
0𝑀 ⇒ FFT(BTK1

0𝑀 )
6 BTK0

1𝑀 ⇒ FFT(BTK0
1𝑀 ) , BTK1

1𝑀 ⇒ FFT(BTK1
1𝑀 )

7 ACCd ⇒ G𝑋 (ACC0,ACC1 ) ,
8 ACCd ⇒ FFT(ACCd )
9 for 𝑂 ⇒ 0 to 1 do

10 ACCt
𝑂 ⇒ (𝑌𝑃 [𝑀 ] ↔ 1) (ACCd · BTK𝑂

0𝑀 ) +(𝑌 ↔𝑃 [𝑀 ] ↔ 1) (ACCd · BTK𝑂
1𝑀 )

11 ACCt
0 ⇒ FFT↔1 (ACCt

0 ) , ACCt
1 ⇒ FFT↔1 (ACCt

1 )
12 (ACC0,ACC1 ) ⇒ D𝑃𝑋𝑋 ( (ACC0,ACC1 ), (ACCt

0,ACCt
1 ) )

13 ACC ⇒ C𝑅𝑆𝑇𝑈 (ACC0,ACC1 ) , return ACC

where ≃·⇐ denotes rounding. It is imperative to ensure 𝑕𝑃 · 𝑖 < 0.5
for 𝑅 ↓ [1,𝑏 ↔ 1]. Upon satisfying this criterion, the precision loss
is calculated as 𝑊 = ≃𝑕0 · 𝑖⇐.

4 FFT-BASED FHEW/TFHE BOOTSTRAPPING
WITH SMALL NUMERICAL ERROR

While the decomposition method discussed in § 3 can be seamlessly
integrated into the bootstrapping operation, it might not o#er the
most optimal optimization for the bootstrapping process.We denote
the modi!ed bootstrapping as Bootsd [𝑒 ].

In this paper, we detail how to integrate polynomial multiplica-
tion into FHEW/TFHE bootstrappingwith the small numerical error
optimally. In § 4.1, we detail how to modify bootstrapping when our
method is introduced and optimize the modi!ed parts. In § 4.2, we
detail the error of input ciphertext for our proposed bootstrapping
and that of refresh ciphertext after new bootstrapping.

4.1 Integrational Optimization
Incorporating the decomposition method has led to modi!cations
in the blind rotation procedure, as outlined in Algorithm 4. There
are three main adjustments:

(1) Decomposition: In the modi!ed bootstrapping process, four
main components require decomposition.
Initial RLWE Accumulator. The initial RLWE accumulator is
decomposed into two RLWE accumulators based on 𝑎 using the
function D𝑎𝑏𝑐𝑑 (·), as shown in line 1 of Algorithm 3.
Bootstrapping Key. The bootstrapping key is decomposed into
two bootstrapping keys based on 𝑎 using the function D𝑎𝑓𝑆𝑐 (·), as
shown in lines 3 to 6 of Algorithm 3. Notably, the decomposition
of the bootstrapping key can be preprocessed for optimization.
Gadget Decomposition. Traditionally, gadget decomposition per-
tains to the decomposition of the RLWE accumulator based on 𝑎. In
the context of modi!ed bootstrapping, it involves the decomposed

RLWE accumulator, represented as:

G𝑊 (ACC0,ACC1) = ACCd .

Here, (ACC0,ACC1) is the decomposed RLWE accumulator based
on 𝑎, and ACCd ↓ 𝑀

2𝑊g
𝑁 is bounded by 𝑎.

Re-decomposition for Addition. During the addition of (ACC0,
ACC1) and (ACCt

0,ACCt
1), re-decomposition based on 𝑎 is nec-

essary due to the lack of modular reduction in FFT operations. The
series of polynomial multiplications and additions may cause the
coe"cients of ACCt

0 to exceed 𝑎, and the coe"cients of ACCt
1 to

surpass 𝑁
𝑉̄
. The decomposition for this addition is denoted as:

D𝑋𝑊𝑊 ((ACC0,ACC1), (ACCt
0,ACCt

1)) = ( ˆACC0
, ˆACC1).

Here, ACC𝑃 and ˆACC𝑃 represent the RLWE ciphertexts bounded
by 𝑎, while ACCt

𝑃 denotes the RLWE ciphertext.
(2) ACC Update: In lines 2 to 10 of Algorithm 3, the external

product of the decomposed bootstrapping key and the decomposed
RLWE ciphertext results in ≃log𝑉̄ 𝑃↙ times more polynomial mul-
tiplications and additions compared to the original bootstrapping
procedure.

(3) Composition: After 𝑑 iterations of ACC updation, the de-
composed RLWE ciphertext is reassembled into a single RLWE
ciphertext using C𝑎𝑏𝑐𝑑 (·), as shown in line 12 of Algorithm 3.

In our approach, the primary optimal functions are the gadget
decomposition for the decomposed RLWE accumulator G𝑊 (·) and
the re-decomposition for addition D𝑋𝑊𝑊 (·). Next, we will discuss
the optimization strategies employed.
Optimization of Gadget Decomposition. The straightforward
implementation of G𝑊 (·) reassembles the decomposed RLWE ci-
phertext before decomposing using 𝑎 as the base. We propose a
method that directly decomposes with 𝑎 without reassembling. For
𝑈 ↓ Z𝑁 decomposed into𝑈0 and𝑈1 with𝑎, we have𝑈 =𝑈0+𝑈1·𝑎.
Here,𝑈0 and𝑈1 correspond to coe"cients from ACC0 and ACC1.
Initially,𝑈0 is segmented into (𝑈̄0,𝑈̄1, · · · ,𝑈̄𝑈 ) using 𝑎. If 𝑈̄𝑈 < 𝑎,
𝑈 can be represented as:𝑈 = 𝑈̄0+

∑𝑈↔1
𝑃=1


𝑈̄𝑃 · 𝑎𝑃


+𝑎𝑈

(
𝑈̄𝑈 + 𝑕1 ·𝑉̄

𝑉𝑌

)
.

The term (𝑈̄𝑈 + 𝑕1 ·𝑉̄
𝑉𝑌 ) undergoes further decomposition with 𝑎.

We implement this decomposition using signed digit decomposi-
tion [1]. For 𝑃 > 264 and 𝑎 < 264, if 𝑕1 ·𝑉̄

𝑉𝑌 < 264, values can be
stored using 64-bit integers, making the method more e"cient than
using 128-bit integers.
Optimization of Re-decomposition for Addition. The function
D𝑋𝑊𝑊 (·) adds two decomposedRLWE ciphertexts and re-decomposes
the result using 𝑎. This ensures ACC0 coe"cients are bounded by
𝑎 and ACC1 coe"cients by 𝑁

𝑉̄
. Since polynomial multiplication in

FFT format does not operate modulo 𝑃 , coe"cients may exceed
𝑃 , requiring a modulo operation. Given that 𝑃 is a power of two,
re-decomposition e#ectively performs a mod 𝑃 operation.

A naive approach adds ACCt
0 to ACC0 and ACCt

1 to ACC1,
then re-decomposes ACC0 + ACC1𝑎 using D𝑎𝑏𝑐𝑑 (·). This is inef-
!cient on 64-bit architectures due to the long integer operations
required to mitigate numerical errors resulting from adding large
numbers to small ones with double precision.

When𝑃 is a power of two, we optimize by directly using decom-
position without re-composition. For coe"cients𝑈𝑃 from ACC𝑃

and 𝑈̂𝑃 from ACCt
𝑃 , after polynomial operations, 𝑈̂0 and 𝑈̂1 may
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Modswitch
(𝑄 → 𝑄𝑘𝑠)

Modswitch
(𝑄𝑘𝑠 → 𝑞)

Key switch
(𝑁 → 𝑛)

Boots[𝑓]

(a) The original bootstrapping procedure

Bootsd[𝑓]
Modswitch
(𝑄 → 𝑄𝑘𝑠)

Modswitch
(𝑄𝑘𝑠 → 𝑞)

Key switch
(𝑁 → 𝑛)

(b) The modi!ed bootstrapping procedure

Figure 1: Comparison of Bootstrapping Procedures.

exceed their bounds. We add 𝑈̂0 to𝑈0, divide by 𝑎 to get the new
𝑈0 (the remainder), and add the quotient to (𝑈1 + 𝑈̂1), then divide
by 𝑁

𝑉̄
to get the new𝑈1 (the remainder).

We implement D𝑋𝑊𝑊 (·) using 64-bit $oating-point operations to
improve e"ciency. To handle numerical errors from adding large
and small numbers, we use two divisions: the !rst constrains 𝑈̂𝑃 ’s
range. These divisions are optimized with bitwise operations since
the divisor is a power of two. For more details, see the full paper.
Modi!ed Procedure of Bootstrapping. The bootstrapping proce-
dure from [8] involves applying Boots[𝑒 ], followed by key switch-
ing (from (𝑃,𝑂 ) to (𝑃,𝑑)) and modulus switching (from (𝑃,𝑑)
to (𝐿,𝑑)). As proposed in [26], we add an initial modulus switch
from (𝑃,𝑂 ) to (𝑃ks,𝑂 ) before key switching, as depicted in Fig-
ure 1a. Here,𝑃 > 𝑃ks > 𝐿 and 𝑂 > 𝑑. Our modi!ed procedure !rst
switches the modulus from (𝑃,𝑂 ) to (𝑃ks,𝑂 ), then performs key
switching to (𝑃,𝑑), followed by a !nal modulus switch to (𝐿,𝑑),
and concludes with Bootsd [𝑒 ]. This sequence maintains the mod-
ulus 𝑃 for the input ciphertext, allowing a larger plaintext space
or more operations during processing. The modi!ed procedure is
shown in Figure 1b.

4.2 Error Analysis of the Proposed
Bootstrapping

In this section, we analyze the error of LWE ciphertexts before and
after the Bootsd operation. The input LWE ciphertext for Bootsd
encapsulates cumulative errors from both key switch and modulus
switch operations. Let 𝑍2A denote the variance attributed to cipher-
text arithmetic operations preceding the bootstrapping procedure.
Let 𝑍2MS1, 𝑍

2
KS, and 𝑍

2
MS2 represent variances introduced by the !rst

modulus switching, key switching, and subsequent modulus switch-
ing operations, respectively. Using the analytical framework from
[26], we model the error in the input LWE ciphertext for Bootsd as
a Gaussian standard deviation:

𝑗 =


𝐿2

𝑃2
ks


𝑃2
𝑈𝑆

𝑃2 𝑍2A + 𝑍2MS1 + 𝑍2KS


+ 𝑍2MS2 .

After applying the Bootsd [𝑒 ] operation, the error in a refreshed
ciphertext is modeled as a Gaussian standard deviation 𝑗ACC. This
standard deviation 𝑗ACC includes contributions from 𝑍GINX arising
from the GINX bootstrapping procedure [12] employing ternary
CMUX optimization [2] and an approximate gadget decomposition
method [21]. Additionally, due to the FFT-based implementation,
an additional FFT bias ω!t stems from double-precision FFT com-
putations. Therefore, we express the adjusted standard deviation
𝑗ACC as:

𝑗ACC = 𝑍GINX + ω!t .

Considering our adoption of an approximate gadget decomposi-
tion omitting the !rst digit, 𝑍GINX incorporates the variance of
information loss associated with the discarded !rst digit Var(t0m).
Therefore, 𝑍GINX is formulated as:

𝑍GINX =


2𝑘 (𝑐g ↔ 1)𝑑𝑂 𝑎2

6
𝑍2 + 2𝑘𝑑 · Var(t0m) .

This paper treats the formula of 𝑍GINX as a black box; for detailed
information, please refer to [26] and [21].

The FFT bias ω!t is computed from the LWE decryption (𝑋 ↔
↗↑𝑄 · ↑𝑉↘) for LWE ciphertext (↑𝑄,𝑋) after the Bootsd [𝑒 ] operation:

ω!t = | (1 ↔ ∝𝑉𝑀 ∝)𝑊!t |,

where ∝𝑉𝑀 ∝ ′


𝑀
2 as noted in [26]. The term 𝑊!t, representing the

numerical error of each element in the LWE ciphertext (↑𝑄,𝑋) due
to FFT with double precision, is expressed as:

𝑊!t =
↖
𝑑
(

2𝑘𝑐g · 𝑕0 · 𝑖

+


2𝑘𝑐g · 𝑕1 · 𝑖

𝑎
)
,

where 𝑕0 = 𝑉 ·𝑉̄
↖
𝑀

4 and 𝑕1 = 𝑉 ·𝑁
↖
𝑀

4𝑉̄ , with 𝑖 representing the rela-
tive error and ≃·⇐ denoting the rounding operation from $oating
point to integer after the iFFT. Here, 𝑕𝑃 represents the magnitude
of each coe"cient after multiplying two rings as noted in [8]. The
numerical error from polynomial multiplication can be modeled as
independent Gaussian distributions. Therefore, after 2𝑘𝑐g polyno-
mial multiplications accumulate during each ACC update, as shown
in line 10 of Algorithm 3, the numerical error is


2𝑘𝑐g · 𝑕𝑃 · 𝑖 . After

𝑑 ACC updates, the numerical error is multiplied by
↖
𝑑. When

2𝑘𝑐g · 𝑕1 · 𝑖 < 0.5, 𝑊!t simpli!es to:

𝑊!t =
↖
𝑑


2𝑘𝑐g · 𝑕0 · 𝑖

. (1)

We also validate the constraint

2𝑘𝑐g · 𝑕1 · 𝑖 < 0.5 through experi-

ments involving 2048 polynomial multiplications. We measure the
mean 𝑙 and standard deviation 𝑍 of 𝑕1 · 𝑖 . The mean and standard
deviation of


2𝑘𝑐g · 𝑕1 · 𝑖 are


2𝑘𝑐g · 𝑙 and


2𝑘𝑐g · 𝑍 , respectively.

Within the parameter range in Table 2, this constraint is at least 18
standard deviations away from the mean. Based on the Gaussian
distribution, being within 18 standard deviations corresponds to an
overwhelming probability, thus ensuring that


2𝑘𝑐g · 𝑕1 · 𝑖 < 0.5

almost always holds. Based on this approach, TFHE similarly ig-
nores FFT-induced numerical error for smaller parameters. As
shown in Figure 2, we observe that when 𝑎 is slightly greater than↖

2𝑖𝑊g𝑀 ·𝑉 ·𝑁 ·𝑗
2 , e.g., 246, the noise signi!cantly decreases. When it

exceeds 246, the noise increases again as it becomes proportional
to 𝑎 according to Equation 1. Therefore, 𝑎 must be greater than↖

2𝑖𝑊g𝑀 ·𝑉 ·𝑁 ·𝑗
2 but should not exceed this value too much.

5 EXPERIMENTAL EVALUATION
In this work, we extended the OpenFHE v1.1.0 framework [1] by
integrating our proposed method and benchmarking it against the
existing bootstrapping technique in OpenFHE v1.1.0. OpenFHE was
compiled using g++ version 11.4.0 with the ↔!ast ↔math $ag and
con!gured with NATIVE_SIZE = 128 and WITH_NATIVEOPT =
ON. FFTW v3.3.10 [11] was incorporated for FFT implementation
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Figure 2: The standard deviation of the bootstrapping noise
𝑗𝑘𝑙𝑙 varies with decomposition base 𝑎.

to accelerate polynomial multiplication. Experiments were per-
formed on an AMD Ryzen Threadripper PRO 5975WX processor
with 32 cores and 256GB of RAM, running Ubuntu 22.04.2 LTS,
using OpenMP 4.5 for parallel computation, with one thread per
bootstrapping operation.

§ 5.1 discusses the performance analysis of OpenFHE and other
implementations. Our method is suitable for large number analy-
sis and high-precision machine learning applications. In § 5.2 and
§ 5.3, we validate our method’s correctness by comparing execution
time and accuracy with OpenFHE in secure decision tree and se-
cure DNN inference applications, using the same larger ciphertext
modulus. In these experiments, our method utilizes FFTW with
AVX optimization. Accuracy is measured as the ratio of correctly
predicted classes, with homomorphic inference accuracy denoted
as HE A and plaintext inference accuracy as Pt. A.

5.1 E"ciency Evaluation
In the e"ciency analysis for supporting larger modulus, our method
is compared with three di#erent bootstrapping implementations:
the one in the OpenFHE library, the single long double approach,
and the Residue Number System (RNS) scheme [13].
Comparison with OpenFHE. Functional bootstrapping is an ad-
vanced form of bootstrapping that constructs a lookup table for a
speci!c function. In FHEW/TFHE, both bootstrapping and func-
tional bootstrapping are consistent processes, meaning that im-
provements in bootstrapping also enhance functional bootstrap-
ping. We evaluated our method using the EvalFunc operation [1], a
general functional bootstrapping method for evaluating arbitrary
functions. The comparative results with a batch size of 2,048 are
presented in Table 2, using parameters 𝑑 = 1, 305, 𝑇 = 16, 𝐿 = 4, 096,
and 𝑂 = 4, 096, meeting 128-bit security with a modulus between
262 and 276. Here, 𝑗std represents the standard deviation of the error
introduced by functional bootstrapping. Smaller 𝑗std values allow
more homomorphic operations. For a ciphertext with modulus 𝑃 ,
message modulus 𝑚 , and noise 𝑗 , it supports either ∞log𝑚

𝑁
2𝑛 ↔ 1⇐

ciphertext-plaintext multiplications or ∞log
𝑚
↖
𝑀̄

𝑁
2𝑚 ·𝑛 ⇐ multiplica-

tions of a ciphertext vector (dimension 𝑂 ) with a plaintext ma-
trix (𝑂 ∈ 𝑂 ). For example, with 𝑃 = 276 and 𝑂 = 2048, when
𝑗std = 251, it supports either !ve ciphertext-plaintext multiplica-
tions or two ciphertext-vector with plaintext-matrix multiplications.
If 𝑗std reduces to 238, it supports either eight ciphertext-plaintext

Table 2: Execution time comparison of EvalFunc using a sin-
gle CPU thread (1T) and 32 CPU threads (32T). Bold values
indicate the execution times of our method under the same
noise level as OpenFHE [1].

Method log𝑃 𝑐g log𝑎 log 𝑗std 1T (s) 32T (s)
OpenFHE 64 3 N/A 34 8.24 (1x) 0.28 (1x)
Ours 64 3 44 34 0.98 (8.4x) 0.04 (7x)
Ours 64 4 44 29 1.25 (6.6x) 0.05 (5.6x)

OpenFHE 66 3 N/A 35 8.54 (1x) 0.29 (1x)
Ours 66 3 46 35 0.95 (9x) 0.04 (7.3x)
Ours 66 4 46 30 1.23 (6.9x) 0.05 (5.8x)

OpenFHE 68 3 N/A 35 8.53 (1x) 0.29 (1x)
Ours 68 3 49 36 0.97 (8.8x) 0.04 (7.3x)
Ours 68 4 49 31 1.13 (7.5x) 0.05 (5.8x)

OpenFHE 72 3 N/A 37 8.55 (1x) 0.29 (1x)
Ours 72 3 54 42 0.95 (9x) 0.04 (7.3x)
Ours 72 4 53 36 1.11 (7.7x) 0.05 (5.8x)

OpenFHE 76 3 N/A 38 8.52 (1x) 0.29 (1x)
Ours 76 3 61 51 0.97 (8.8x) 0.04 (7.3x)
Ours 76 4 54 38 1.18 (7.2x) 0.05 (5.8x)
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Figure 3: Speedup comparison of bootstrapping for OpenFHE,
our method, and our method using FFTW with AVX across
various thread counts.

multiplications or three ciphertext-vector with plaintext-matrix
multiplications.

In Table 2, for the modulus 𝑃 ranging from 264 to 266 under
the same 𝑐g, the noise 𝑗std of our method is comparable to that
of OpenFHE. This indicates that the noise from the approximate
gadget decomposition is similar to the numerical error from FFT
with double precision. When 𝑃 exceeds 266 under the same 𝑐g, the
error from FFT with double precision becomes the dominant factor.
We can increase 𝑐g to achieve similar noise levels, but this increases
execution time and the size of the bootstrapping key.

Under similar noise conditions, our method shows a 7.2x to 9x
speedup in single-threaded mode and a 5.8x to 7.3x speedup with
32 threads, compared to OpenFHE for𝑃 between 264 and 276. Using
Advanced Vector Extensions (AVX) optimized FFTW, our method’s
performance improves by 14% to 17% in single-threaded execution
and by 25% to 33% with 32 threads. Figure 3 shows that the speedup
of our method using 32 threads is lower than that of OpenFHE. This
is due to our larger bootstrapping key, which uses complex numbers
with double precision, compared to OpenFHE’s bootstrapping key
using 128-bit integers. Consequently, our method hits the memory
bottleneck sooner, especially noticeable with 32 threads.
Comparison with Long Double. Using a long double is ine"-
cient on 64-bit architectures due to their 128-bit representation,
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Table 3: Comparison of secure decision tree evaluation time
per instance against OpenFHE [1] on the Iris dataset using
32 CPU threads.

Method log𝑃 𝑐g HE A . Pt. A . Time (s)
OpenFHE 66 3 98% 100% 18.39 (1X)

Ours on AVX 66 3 98% 100% 1.84 (10X)

limiting speed improvements. For example, with a modulus of 266,
the speedup is only 2.2x in single-threaded mode, while our method
achieves a 9x speed improvement without AVX optimization. Our
method, which decomposes a large number into two doubles, is
faster than using two 64-bit doubles to simulate a 128-bit long dou-
ble. This e"ciency is because our approach uses only one double
for ring coe"cients generated by gadget decomposition, o#ering
greater $exibility and e"ciency compared to using two 64-bit dou-
bles to mimic a 128-bit long double.
Comparisonwith the RNS Scheme. The Residue Number System
(RNS) is a number representation system that decomposes a large
number into smaller modulus to simplify arithmetic operations,
often combined with NTT. In comparison, while our method’s ACC
addition after the inverse transform is slower than that of RNS,
it o#ers three key advantages. Firstly, our method uses 64-bit op-
erations for gadget decomposition, whereas RNS requires 128-bit
operations. Secondly, we perform only half as many FFT operations
as the NTT operations required by RNS. Thirdly, in FFT/NTT for-
mat, our method handles polynomials with half the dimension of
those in RNS. Consequently, with similar noise levels, our method
is estimated to be faster than RNS for ciphertext modulus 𝑃 ′ 276.
Detailed comparisons are provided in the full version of this paper.

5.2 Evaluation on Secure Decision Tree Models
Secure decision trees protect data privacy during inference, crucial
for applications like medical diagnostics and !nancial evaluations.
Recent studies, including [15, 24, 27], have explored the use of
FHE for this purpose. We assessed our FHE-based decision tree
using the Iris dataset [10] from the UCI repository. Table 3 com-
pares our method with the OpenFHE implementation. We used the
non-interactive secure decision tree algorithm from [15], which
encrypts only the input data and processes the rest in plaintext.
This algorithm involves 𝑔 (𝑂 ) EvalFunc, where 𝑂 is the number
of decision tree nodes. In our experiments, we used EvalFunc with
the message modulus 𝑇 = 211. Our model has eight internal nodes
and nine leaves. The Iris dataset contains three classes with 50
instances each, and each instance has four features. We randomly
selected 100 instances for training and 50 for testing. As shown in
Table 3, our method achieves a 10x speed improvement over the
OpenFHE implementation while maintaining equivalent accuracy
in homomorphic inference.

5.3 Evaluation on Secure DNN Inference
FHE-based encrypted DNN inference enables secure DNN inference
within an encrypted domain, o#ering a promising solution for data
privacy. This approach has been extensively studied [3, 17–19]. We
assessed our method using theMNIST [20] and Fashion-MNIST [28]
datasets, comparing it with OpenFHE as shown in Tables 4 and 5,
respectively. We used the FHE parameters and model architecture

Table 4: Comparison of secure DNN inference time per in-
stance against OpenFHE [1] on MNIST dataset using 32 CPU
threads.

Method log𝑃 𝑐g HE A . Pt. A . Time (s)
OpenFHE 66 3 96.63% 97% 11.39 (1X)

Ours on AVX 66 3 96.69% 97% 2.35 (4.8X)

Table 5: Comparison of secure DNN inference time per in-
stance against OpenFHE [1] on Fashion-MNIST dataset using
32 CPU threads.

Method log𝑃 𝑐g HE A . Pt. A . Time (s)
OpenFHE 66 3 88.71% 89% 48.3 (1X)

Ours on AVX 66 3 88.72% 89% 9.47 (5.1X)

from [18], with a message modulus of 𝑇 = 216 and EvalFunc for the
ReLU activation function.

The MNIST dataset contains 28x28 pixel grayscale images of
handwritten digits, categorized into ten classes (0-9), with 60,000
instances (50,000 for training and 10,000 for testing). Our model
consists of an input layer with 784 neurons (28x28 pixels), a fully
connected hidden layer with 30 neurons using the ReLU activation
function, and a fully connected output layer with ten neurons. As
shown in Table 4, our method shows a 4.8x speedup over OpenFHE
with comparable accuracy in homomorphic inference.

The Fashion-MNIST dataset contains 28x28 pixel grayscale im-
ages of various clothing items categorized into ten classes (e.g.,
t-shirts, trousers, pullovers, dresses). It has 70,000 instances (60,000
for training and 10,000 for testing). Our model for this dataset con-
sists of an input layer with 784 neurons, a fully connected hidden
layer with 128 neurons using the ReLU activation function, and
a fully connected output layer with ten neurons. As shown in Ta-
ble 5, our method achieves a 5.1x speedup over OpenFHE while
maintaining similar accuracy in homomorphic inference.

6 CONCLUSION
We integrate FHEW-like bootstrapping with large-number decom-
position to achieve e"cient FFT-based bootstrapping with min-
imal numerical error. Our method improves Evalfunc operation
speed by 5-7x over OpenFHE while maintaining similar error levels.
Speci!cally, in secure decision trees and neural network inference,
our method is 10x and 5x faster than OpenFHE, respectively, with
comparable accuracy. Additionally, our approach can expand the
message space for methods like CKKS and FHEW/TFHE [15] and
large precision sign function [22], suggesting broader applicabil-
ity. Finally, our implementation is well-suited for parallelization,
making it ideal for hardware acceleration, including GPUs.
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