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Abstract

We derive the first adaptively secure identity-based encryption (IBE) and attribute-based
encryption (ABE) for #-conjunctive normal form formula (t-CNF), and selectively secure ABE
for general circuits from lattices, with 1 — o(1) leakage rates, in the both relative leakage
model and bounded retrieval model (BRM). To achieve this, we first identify a new fine-grained
security notion for ABE—partially adaptive/selective security, and instantiate this notion from
the learning with errors (LWE) assumption. Then, by using this notion, we design a new key
compressing mechanism for identity-based/attributed-based weak hash proof system (IB/AB-
wHPS) for various policy classes, achieving (1) succinct secret keys and (2) adaptive/selective
security matching the existing non-leakage resilient lattice-based designs. Using the existing
connection between weak hash proof system and leakage resilient encryption, the succinct-
key IB/AB-wHPS can yield the desired leakage resilient IBE/ABE schemes with the optimal
leakage rates in the relative leakage model. Finally, by further improving the prior analysis
of the compatible locally computable extractors, we can achieve the optimal leakage rates in
the BRM.
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1 Introduction

Leakage-resilient cryptography aims to create cryptosystems that maintain security even
when partial information of the secret key is leaked. This line of study is motivated by
both theoretical curiosities and perhaps more importantly, real-world scenarios, where some
secure cryptosystems might be completely broken if some partial key information is given to
the attackers. One famous example is the side-channel attack where the adversary can obtain
leakage from measuring some physical behavior of an implementation [1, 28]. Another source
of leakage comes from imperfect erasure where the attacker can obtain partial information
before the content is completely erased, e.g., the cold boot attacks [25]. On the other hand,
leakage resilience can be used to achieve security for other more complicated systems. For
example, in the design of non-malleable codes, the works [21, 27, 32] leveraged leakage
resilience to prove non-malleability. Therefore, leakage resilience has been an active research
subject for the community, e.g., [4, 6, 7, 11, 20, 26, 34], to name a few.

1.1 Main goal

As motivated above, we aim to determine how to derive encryption schemes with better
leakage rates, stronger security, and more expressive access control functionalities. More
specifically, our goal is to construct leakage resilient encryption schemes in both the relative
leakage model and the bounded retrieval model (BRM) with (1) optimal leakage rates, i.e.,
1 — o(1), (2) post-quantum security and (3) more fine-grained access control, i.e., IBE and
ABE for various classes of policy functions.

1.2 The leakage models

Various leakage models have been studied in the literature, capturing information leaked to
the adversary. This work focuses on a simple yet general model called the bounded-leakage
model (also known as the memory leakage model), allowing the attacker to learn arbitrary
information about the secret key sk, as long as the number of leaked bits is bounded by
some parameter £. This model has drawn a lot of attentions [4, 6, 26, 34] for its elegance
and simplicity, and can be used as a building block towards more sophisticated and realistic
models, such as the continual leakage model [12, 19] (see [26]). Thus, understanding this
model is not only of theoretical interest but also a necessary step towards realizing security
for broader physical attacks.

The bounded leakage model would require £ < |sk|, as otherwise, the attacker can trivially
obtain the whole secret key, and thus no meaningful security can be attained. To further
characterize this requirement, there are two important models studied in the literature that
treat the relation between £ and sk in a different way: (1) relative leakage model, and (2)
bounded retrieval model (BRM).

In the former, the secret key and public-key are chosen in the same way as a standard
cryptosystem (not necessary leakage resilient), and then the leakage parameter £ would be
determined. The latter model generalizes the former by considering ¢ as an independent
parameter whose growth (essentially) only goes with [sk|, but would barely affect the other
parameters, such as the public-key size, encryption running time, and ciphertext size. Basi-
cally, both models can scale up £ to allow an arbitrarily long leakage. But their difference is
that the former would require to scale up the security parameter and thus all the other param-
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eters, while the latter would only scale up the secret-key size and keep the other parameters
essentially the same. Thus, constructions in the BRM is more desirable yet more challenging.

Leakage rate, i.e., the ratio £/|sk]|, is an important measure of efficiency for cryptosystems
in these two models. Particularly, rate 1 —o(1) is the best we can hope for—in order to tolerate
£ bits of leakage, the system only needs to scale |sk| slightly larger than ¢, optimizing the
security/efficiency tradeoff.

1.3 Current state of the arts and challenges

We first notice that in the pre-quantum setting, leakage resilience can be achieved via the
beautiful framework—dual system encryption, even for IBE/ABE and with optimal leakage
rates [31]. However, current instantiations of the dual system encryption are all group-based
[15,22,30,31,43,44], and thus cannot defend against quantum algorithms. Itis an interesting
yet extremely challenging open question to instantiate dual system encryption from a post-
quantum candidate, such as LWE or LPN.

For post-quantum leakage resilient encryption schemes, we notice that there are some
limitations of the current techniques in achieving optimal leakage rate beyond the basic PKE.
In prior work, there have been constructions of LWE/LPN-based PKE schemes with leakage
rates 1 —o(1),e.g.,[14, 18], but their ideas do not generalize to more advanced settings, such as
IBE and ABE. In a subsequent work, Hazay et al. [26] proposed a unified framework, showing
that (1) PKE implies leakage resilient PKE in the relative leakage model, and (2) IBE implies
leakage resilient PKE/IBE in the BRM. Moreover, the leakage resilient IBE achieves the same
level of adaptive/selective security as that of the underlying IBE. Their idea can be generalized
to construct leakage resilient ABE, but this approach inherently yields a very low leakage rate
(ie., 1/0(x)).

A recent work [36] somewhat mitigated this issue by improving the leakage rates, but at
the cost of weaker security guarantees for the post-quantum instantiations. Particularly, they
construct LWE-based leakage resilient IBE schemes in both the relative leakage model and
the BRM, achieving 1 — o(1) leakage rate in the former and 1 — O(1) (for any arbitrarily
small constant) in the latter. Their improvement relies on a novel key-compression mechanism
that shortens the secret key length required in the framework of Hazay et al. [26]. Due to
some technical limitation in the mechanism, their IBE scheme can only achieve the selective
security. From these works [26, 36], we see a tradeoff between security and leakage rate,
i.e., either we have an adaptively secure IBE with a low leakage rate, or a selectively secure
IBE with a higher leakage rate.

1.4 Main question

In this work, we aim to further determine whether the tradeoff between (selective/adaptive)
security and leakage rates as above is inherent. Particularly, we ask the following:

Can we achieve the optimal leakage rate (1 — o(1)) for |BE (and ABE ) in both relative
and bounded retrieval models with security matching existing non-leakage resilient
IBE (ABE ), under LWE?
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1.5 Our contributions

In this work, we give positive answers in many settings of the main question. Our central idea
is a refinement of the framework of [26, 36] by designing a new key compression mechanism
for ABE with succinct keys. Below we describe our contributions in more detail.

— As a warm-up, we propose a new leakage model for ABE that incorporates parameters ¢
and o, where ¢ is the number of bits allowed to leak per key and w is the number of keys
the adversary can leak. We note that for PKE and IBE, there is only one possible secret
key corresponding to the public-key and the challenge id.! In this case, it is without
loss of generality to just consider @ = 1. However, for the ABE setting, there could be
many possible secret keys corresponding to the challenge attribute, so specifying  is
natural and necessary in the leakage model. We call a scheme (¢, w)-leakage resilient if
the scheme can tolerate leakage on w keys, each within ¢ bits.

— Next, we design improved instantiations of attribute-based weak hash proof system
(AB-wHPS), which generalizes (identity-based) weak hash proof system [6, 26] by asso-
ciating each ciphertext with an attribute and each secret key with a policy function.
Particularly, we construct lattice-based AB-wHPS from ABE for various function classes,
achieving two important new features: (1) succinct secret keys, i.e., the secret key length
is (| f1+o(] f1)), where f is the policy function, and (2) security matching currently best
known lattice-based ABE schemes (not necessarily leakage resilient). More specifically,
we construct adaptively secure AB-wHPS for the class of comparison functions (which is
the IB-wHPS) and the class r-CNF* % and selectively secure AB-wHPS for general circuits.

— By using AB-wHPS for class F with succinct keys, we are able to construct (¢, 1)-leakage
resilient ABE for F, with leakage rate £/|sk| = (1 — o(1)) in the relative leakage model.
We view AB-wHPS with succinct key as an improved key compression mechanism in
comparison to prior works [26, 36] in the following two aspects: (1) AB-wHPS has better
expressibility of policy function (the prior work [36] can only express the comparison
function), and (2) we can derive adaptively secure AB-wHPS with succinct keys for
classes which we have adaptively secure (non-leakage resilient) ABE. Prior to our work,
for lattice-based schemes, we only had either a selectively secure IB-wHPS with succinct
secret keys [36] or an adaptively secure IB-wHPS with non-succinct keys [26].

— From our AB-wHPS, we can further derive (¢, 1)-leakage resilient ABE in the BRM, via an
amplification and a connection with locally computable extractors as pointed out by [26].
However, prior compatible locally computable extractors [6] can only achieve 1 — O(1)
leakage rate for an arbitrarily small constant. To achieve 1 —o(1) leakage rate, we improve
the prior analysis [6] by refining their proof technique via the framework of Vadhan [41].

— Finally, we present a bootstrapping mechanism that generalizes our prior (¢, 1)-leakage
resilient ABE schemes to (£, w)-leakage resilient schemes for any bounded polynomial
w, in both relative leakage model and bounded retrieval model. The resulting leakage rate
is still optimal (i.e., 1 — o(1)) against block leakage functions, a slightly more restricted
class.

! Here, we do not consider the case of randomizing the keys of PKE and IBE, as our main leakage-resilience
results focus on bounded leakage case, rather than continual leakage case.

2 This is the dual class for -CNF used in [40]. Particularly, for -CNF*, an assignment x is viewed as the
policy function and the description of #-CNF is viewed as an attribute. In the general circuit model, the above
reverse treatments are reasonable in theory. We use the dual class as we are working on key-policy ABE while
the prior work [40] worked on ciphertext-policy ABE.
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1.6 Overview of our techniques

Our central insight is a new key-compression mechanism for the framework in [26]. To
illustrate our new idea, we first briefly review the prior framework [26] and point out the
barrier in their leakage rates. Then we will describe our new ideas for the improvement.

1.6.1 (Weak) Hash proof system

A hash proof system can be described as a key encapsulation mechanism that consists of
four algorithms (Setup, Encap, Encap*, Decap): (1) Setup outputs a key pair (pk, sk), (2)
Encap(pk) outputs a pair (CT, k) where k is a key encapsulated in a “valid” ciphertext CT,
(3) Encap*(pk) outputs an “invalid” ciphertext CT*, and (4) Decap(sk, CT) outputs a key k’.
A (weak) hash proof system requires the following:

— Correctness For a valid ciphertext CT, Decap always outputs the encapsulated key £’ = k,

i.e., Decap(sk, CT) = k, where (CT, k) <i Encap(pk).

— Ciphertext indistinguishability Valid ciphertexts and invalid ciphertexts are compu-
tationally indistinguishable, even given the secret key. This condition is essential for
achieving leakage resilience [6, 34].

— Universality The decapsulation of an invalid ciphertext has information entropy, even
for unbounded adversaries. Here, the randomness of invalid decapsulation comes from
randomness in generating secret keys. A weak HPS (WHPS) only requires this property

to hold for a random invalid ciphertext, i.e. CT* <i Encap*(pk), while a full-fledged
HPS requires this to hold for any invalid ciphertext.

As noted in prior work [6], a wHPS already suffices to achieve leakage resilience, though it
is not sufficient for CCA2 security, for which the design of HPS was originally intended [16].
Roughly speaking, the leakage resilient scheme derived from wHPS[6, 26, 34] can tolerate
£ ~ |k| — k bits of leakage, i.e., the length of encapsulated key minus security parameter, and
thus the leakage rate of the derived encryption scheme would be £/|wHPS.sk| ~ Mmji_sf;kl.

Moreover, the idea can be generalized to IB-wHPS and AB-wHPS where an additional id
or attribute x is associated with the ciphertext, and id or a policy function f is associated
with the secret key. In the same way [26], IB-wHPS and AB-wHPS suffice to derive leakage
resilient IBE and ABE.

1.6.2 wHPS from any PKE and generalizations [26]

While there were several instantiations of WHPS from specific assumptions [6, 34], Hazay et
al. [26] showed somewhat surprisingly, any PKE implies wHPS. Their construction [26] can
be broken into the following two steps: (1) construct a basic wHPS that only outputs 1 bit
(or log A-bits), (2) amplify the output of the wHPS via parallel repetition. As pointed out in
the work [26], parallel repetition might not amplify HPS in general, yet it does for wHPS as
required in the application of leakage resilience.

The basic wHPS is simple: given any PKE = (Enc, Dec), wHPS.pk consists of two public
keys pky, pk; from PKE, and wHPS.sk is (b, skj) for a random bit b where sk; corresponds
to pk,. The Encap algorithm outputs a valid ciphertext CT = (Encpk, (k), Encpg, (k)) to
encapsulate a uniformly random key k& € {0, 1}. The Encap* algorithm outputs an invalid
ciphertext CT* = (Encpk, (k), Encpk, (1 —k)) for a uniformly random bit k. With n times par-
allel repetition, i.e., WHPS.pk := {pk; o, PK;  }ie[s] and WHPS.sk := {(i, b;), sk; p, }ie[n)»
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we can get WHPS with the encapsulated key k = (k;);e[,) for an arbitrarily large n > «,
and thus a leakage resilient encryption that tolerates £ = (n — ) ~ (n — o(JWHPS;, k)3

Naturally, this elegant approach can be generalized to construct IB-wHPS and AB-wHPS
for class F from any IBE and ABE for F, and the (adaptive/selective) security of the IB-wHPS
and AB-wHPS matches the underlying IBE and ABE. Therefore, this framework provides a
powerful way to design leakage resilient IBE and ABE from any IBE and ABE that can tolerate
an arbitrarily large leakage .

1.6.3 Technical challenges from prior work

This technique of [26] achieves almost everything one would desire, except for the leakage

rate. The main reason comes from the secret key size of WHPS), which is also scaled up by

.. . . ¢ _ n—o(JwHPSy.sk|)
the parallel repetition, resulting in a low leakage rate as WHPS; Skl = "~ wHPS) sk]
n—o(n|PKE.sk|)

AIPRE.SK] ~ \PKé.sk . To further improve the rate, it suffices to decrease |WHPS.sk|
as observed by [36]. In particular, if we can shrink the secret key size of the wHPS to
roughly |wHPS).sk| ~ n 4 |PKE.sk|, then the leakage rate would be nzo(whPsy sk) -,

[WHPS)|.sk|
% ~ 1 — o(1), for sufficiently large n. Therefore, now the goal becomes to

design a compact form of wHPS| .sk that can encode n possible keys in a succinct way.

The work [36] achieved this goal and the more general IB-wHPS by proposing a novel
key compression mechanism from a new primitive called multi-IBE. Then they instantiated
the required multi-IBE from inner-product encryption (IPE) [2, 15, 44] with succinct keys.
However, for lattice-based IPE schemes [2], only the selective security can be achieved under
currently known techniques. Thus, the work [36] can only derive selectively secure leakage
resilient IBE from lattices.

At this point, we summarize two limitations from the prior key compression mechanism
[36]: (1) the approach is tied to IBE/IB-wHPS, and it is unclear whether we can further general-
ize the technique for further expressive policies, i.e., ABE; (2) the lattice-based instantiations
are only selectively secure under currently known techniques. Below we show our new ideas
to break these limitations.

1.6.4 Our new key compression mechanism

We first present a new key compression mechanism that can be generalized to more expressive
policy functions, i.e., ABE. To illustrate our core insight, we first describe how to use the
technique of key-policy (KP)-ABE to encode wHPS)|.sk succinctly. The idea can be naturally
generalized to compress IB-wHPS and AB-wHPS. To facilitate further discussions, we first
recall the concept of KP-ABE.

In a KP-ABE scheme, a secret key is associated with a policy function f : {0, 1}* — {0, 1},
and a ciphertext is associated with an attribute x. The secret key can decrypt and recover the
encrypted message if and only if f(x) = 1.

Now we explain our key compression mechanism. Let us describe the format of a valid

ciphertext of WHPS| as CT := {Encpk‘. o ki), Encpy, | (ki)} " and a secret key is of the form
’ ’ LEn

3 Implicitly, we assume that the input min-entropy of an extractor is at least the security parameter «. And
such an extractor will be applied on the encapsulated key k = (k;);c[»] € {0, 1}"*. Thus, the length of tolerated
key-leakage should be £ = n — «. Moreover, it is implicitly assumed that o(JwHPS).sk|) ~ «, as wHPS)|.sk
consists of a number of basic secret key PKE.sk and ¥ = o(|PKE.sk]).
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{(i, bi), ski p, }icrn)- From another angle looking at the ciphertext, we can view the indices
(i, b)’s as attributes in an ABE, i.e. CT := {ABE.Enc(mpk, (i, 0), k;), ABE.Enc(mpk, (i, 1),
ki)}ie[n1- Then we can use a single ABE secret key to encode the set of keys {(i, b;), sK; p, }ie[n]
as follows. Let b = (b1, ba, ..., b,) € {0, 1}"" be a binary vector, and define the following
policy function gp(i,z) = 1 iff b; = z for each i € [n]. In this way, only this set of
attributes {(i, b;)};c[n) satisfies the policy function g, so the ABE decryption algorithm with
skg, can successfully recover the encrypted messages from {ABE.Enc(mpk, (i, b;), ki) }ic[n]-
The other part of the ciphertext, i.e., {ABE.Enc(mpk, (i, 1 — b;), ki)}ie[n] is hidden by the
security of the ABE. This approach can be naturally extended to the setting of I1B-wHPS
and AB-wHPS by adding an additional string x € {0, 1}* (either an ID or general
attribute) to the existing attributes as above, resulting in ciphertexts of the form CT :=
{ABE.Enc(mpk, (x, i, 0), k;), ABE.Enc(mpk, (x, i, 1), ki)}iepny- It is not hard to verify that
these designs satisfy the requirements of (IB/AB)-wHPS.

Here we can conclude: (1) skg, is functionally equivalent to the set of secret keys
{(i, bi), ski p; }ic[n]> and (2) as long as sk,, has a succinct representation, i.e., sk, | only
depends on the depth but not the size of the function g when gj is given, we can achieve
the optimal leakage rate. We can instantiate the desired ABE by the lattice-based schemes
[10, 23], and consequently derive a PKE/IBE/ABE with the optimal rate in the relative leakage
model.

1.6.5 Adaptive security for various function classes

A careful reader may already observe that the underlying ABE schemes of [10, 23] do not
achieve adaptive security, and neither do the IB-wHPS and AB-wHPS as constructed above.
Moreover, it seems that lattice-based ABE that supports the computation of g;(-) with suc-
cinct keys (e.g., general circuits [10, 23]) can only achieve selective security. Thus, existing
techniques plus the above approach do not suffice for our goal on adaptive security.

To overcome the limitation, we further observe that our constructions of IB-wHPS and
AB-wHPS above actually do not require the full adaptive security of the whole attribute
(x, (i, b)) from the underlying ABE. We only need the selective security over the second
part (i, b), as this part is generated by an honest key generation algorithm, instead of being
challenged by the adversary.

With this insight, we define a more fine-grained security notion that considers partially
adaptive/selective security over partitioned attributes (x, (i, b)). Intuitively, if the underlying
ABE is adaptively (or selectively) secure over x and selective secure over (i, b), then we can
prove the AB-wHPS is adaptively (resp. selectively) secure. Furthermore we instantiate the
required partially adaptive-selective ABE for various function classes. As a result, we obtain
an adaptively secure IB-wHPS and AB-wHPS for -CNF*, and selectively secure AB-wHPS
for general circuits. This matches the function classes for which we know how to construct
adaptively secure ABE without leakage.

1.6.6 Application

Our AB-wHPS with succinct keys immediately yields a (€, 1)-leakage resilient ABE with
leakage rate 1 — o(1) in the relative leakage model, followed from the framework [26].
More specifically, by using our adaptively secure AB-wHPS for the comparison function (i.e.,
IB-wHPS) and the -CNF* functions, we get leakage resilient and adaptively secure ABE for
these classes with optimal leakage rates. Additionally, we can have selectively secure leakage
resilient ABE for general circuits, with leakage rate 1 — o(1).
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1.6.7 Extension |

As pointed out by [26], we can further derive (¢, 1)-leakage resilient ABE in the BRM from
AB-wHPS, via an amplification and a connection with locally computable extractors [41].
However, the analysis from prior compatible locally computable extractors only yields 1 —
O (1) rate for the leakage resilient encryption scheme. It was left as an interesting open
question by [36] how to improve the analysis of the extractor. We solve this open question
by improving the analysis of the sampler [6] required by the general construction of Vadhan
[41]. With our improved analysis, we are able to achieve 1 — o(1) leakage rate in the BRM.

1.6.8 Extension I

Finally, we show how to derive (¢, w)-leakage resilient ABE with the optimal leakage rate in
the block leakage setting for both relative model and BRM, for any bounded polynomial .
Inspired by the work [24], we derive a new bootstrapping mechanism by connecting secret
sharing with our AB-wHPS. We leave it as an interesting open question to achieve leakage
resilient ABE even for an unbounded polynomial w.

1.7 Other related work

AB-wHPS has been studied to construct leakage resilient ABE schemes in [45, 46]. Particularly,
in [45], the authors focus on AB-wHPS supporting linear secret sharing schemes as the policy
function class, from the pre-quantum decisional bilinear Diffie-Hellman assumption. The
work in [46] constructed an AB-wHPS from a post-quantum, i.e, LWE, assumption. However,
the constructions only achieve selective security for linear secret sharing schemes. And both
of these related works only consider security in the relative leakage model. Compared with
the prior works, our design/analysis approach is more modular, supporting broader function
classes and/or stronger (adaptive) security.

1.8 Comparisons with the prior version in PKC 2022

In this section, we highlight the new contributions of the current paper, beyond the the prior
version [29] published in PKC 2022. Generally, the current one is the full version, in which
we add many more closely related background notions, definitions, and lemmas. All these
are significantly helpful for unfamiliar but interested readers to understand our paper and this
research field.

Besides, we supply the concrete partial-adaptively secure LWE-based ABE schemes and
the detailed proofs for all theorems in the whole paper. They are quite important, as these
details indicate that our new framework for optimal leakage-resilient encryption schemes can
be concretely instantiated, instead of just a theoretically feasible result. Moreover, we believe
that all these new added concrete ABE constructions are of independent interests, since its
underlying key compression mechanism might inspire the researches in other settings related
to the compactness of secret key.

Furthermore, from the view of techniques, we prove several interesting and necessary
lemmas used for the parameter setting in pure mathematical way. And we believe these
should be the first time that all of them are formally published by a journal or conference
paper. And these lemmas can be used in other research fields.

Below, for clarity, we list all above mentioned new contents as follows.
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— In the beginning of Sect. 2, we first add the used notations of this paper. Then, we present
the necessary lattice background and technical tools for security proof in Sects.2.2 and
2.5, respectively.

— In Sect.3.2, we present the detailed proof of Theorem 3.12, which formally prove the
security of Construction 3.11.

— In Sect. 4, we present the concrete instantiations of AB-wHPS from lattices. Particularly,
we instantiate two partial-adaptively secure ABE schemes in Sects.4.1.1 and 4.2, together
with their parameter settings and formal security proofs.

— InSect. 5, we present the detailed proof of Theorem 5.2, which formally prove the security
of Construction 5.1.

— In Sect.6.1, we present the detailed proof of Theorem 6.3, which formally prove the
security of Construction 6.2.

— In Sect. 6.2, we present the detailed proof of Claims 6.12 and 6.13.

— In Sect. 6.3, we present the detailed proof of Theorem 6.16, which formally prove the
security of Construction 6.15.

— In Sect.7, we first introduce a useful lemma, Lemma 7.1, which is the key principle for
the parameter setting of our construction. Notice that this lemma has been previously
given as Lemma C.1 in [24]. However, it seems that their proof has certain flaws. In this
section, we prove it again in a much more formal way. Then, we present the detailed
proof of Theorem 7.3, which formally prove the security of Construction 7.2.

Besides, in order to help the readers to understand our construction of AB-wHPS more
clearly, we recall the previously known basic wHPS in Online Appendix A.1.

1.9 Reading map

We first present the necessary mathematical notations, cryptographical definitions and related
lemmas in Sect.2. In Sect. 3, we introduce the notion of attribute-based weak hash proof
system (AB-wHPS) and its general construction from ABE with a fine-grained security notion.
In Sect.4, we instantiate the AB-wHPS with three different function classes, through using
or constructing three different ABE schemes. In Sect. 5, we show how to achieve the leakage
resilient ABE with optimal leakage rate in the relative leakage model. Then, in Sect. 6, we
enhance the schemes in Sect. 5 to achieve optimal leakage rate in the bounded retrieval model.
Finally, in Sect.7, we extend all above mentioned schemes to achieve leakage resilience in
the multiple-key setting where the attacker can obtain leakage on w possible decrypting keys
for any bounded polynomial w.

2 Preliminaries

In this section, we first introduce several standard mathematical notations for our construc-
tions, then present necessary definitions and related lemmas.

2.1 Notations
In this paper, Z denotes the set of integers. We use « to denote the security parameter, which is

the implicit input for all algorithms presented in this paper. A function f (k) > 01is negligible
and denoted by negl(x) if for any ¢ > 0 and sufficiently large «, f (k) < 1/k€. A probability
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is said to be overwhelming if it is I — negl(x). A column vector is denoted by a bold lower
case letter (e.g., x). A matrix is denoted by a bold upright upper case letter (e.g., A). For a
vector x, its Euclidean norm (also known as the £, norm) is defined to be [|x | = (3_; xiz)l/ 2,
For a matrix A, its ith column vector is denoted by @; and its transposition is denoted by AT .
The Euclidean norm of a matrix is the norm of its longest column: ||A| = max; ||la;]|.

For a set D, we denote by u <i D the operation of sampling a uniformly random ele-
ment u from D, and represent the bit length of u as |u|. For an integer £ € N, we use Uy
to denote the uniform distribution over {0, 1}¢. Given a randomized algorithm or function

f(), we use y i f(x) to denote y as the output of f on input x. For a distribution X,

we denote by x & X the operation of sampling a random x according to the distribution
X. Given two different distributions X and Y over a countable domain D, we can define
their statistical distance to be A(X,Y) = % Zde p |1 X(d) —Y(d)|, and say that X and Y
are A(X, Y)-close. Moreover, if A(X,Y) is negligible in x, we say that the two distribu-

tions are statistically close, which is always denoted by X A Y. For any PPT algorithm
A, if |[Pr[A(1¢, X) = 1] — Pr[A(1%, Y) = 1]] is negligible in «, then we say that the two

distributions are computationally indistinguishable, denoted by X ~Y.

2.2 Lattices background

A lattice is a discrete additive subgroup of R™. Let B = (by, ..., b,) C R™ consist of
m linearly independent vectors. The m-dimensional lattice A generated by the basis B is
A=LB)={B-c= Zie[m]c,--b,- e=(c1,...,cm) €ZM}.
The minimum distance 11 (A) of a lattice A is the length in the Euclidean £;-norm of the
shortest nonzero vector: Aj(A) = 0;ﬁmiélA [[x||. For an approximation factor y = y(m) > 1,
X

we define the problem GapSVP, as follows: given a basis B of an m-dimensional lattice
A = L(B) and a positive number d, distinguish between the case where A1(A) < d and the
case where A1(A) > yd. We let B denote the Gram-Schmidt orthogonalization of B, and
|IB]| is the length of the longest vector in it.

In this paper, we will focus on a particular family of integer lattices. Let A € ZZX’” for
three positive integers m, n, ¢, where m and ¢ are functions of n.* We consider the following
two kinds of full-rank m-dimensional integer lattices defined by Aql(A) ={ecZ" :A-e=
0 mod ¢} and its shift AZ]‘(A) ={eeZ":A-e=umodq}.

Lemma 2.1 [5] For any integers n > 1, ¢ > 2, and sufficiently large m = [6nlogq],
there is a probabilistic polynomial-time algorithm TrapGen(q, n) that outputs a pair (A €
ZZX”‘, Ta € Z™*™) such that the distribution of A is statistically close to the uniform
distribution over Z;*™ and Ty is a short basis for Aj(A) satisfying ITall < O(/nlogq)
and |Tall < O(nlogq) with overwhelming probability.

2.2.1 Gaussians on lattices

Let o be any positive real number. The Gaussian distribution D,  with parameter ¢ and ¢
is defined by probability distribution function p,.¢(x) = exp(—m|x — ¢||*/o?). For any
discrete and countable set S € R, define po,¢(S) = D, g Po,c(x). The discrete Gaussian

4 For certain applications, ¢ should be prime.
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distribution Dg 4  over S with parameters o and ¢ is defined by the probability distribution
function pg,c(X) = pg,6(X)/po,c(S) forallx € S.

Lemma 2.2 [3, Lemma 8] Let A and T be a pair of matrices output by TrapGen(q, n), and
r > ||TAll - w(/1logm). Then for c € R™ and u € ZZ, we have:

1. Prix <« DAZ(A)J x| > rﬂ] < negl(n).

2. There is a probabilistic polynomial-time algorithm SampleGaussian(A, Ta, r, ¢) that
outputs a sample from a distribution statistically close to D  r .

3. There is a probabilistic polynomial-time algorithm SamplePre(A, Ta, u, r) that outputs
a sample from a distribution statistically close to D AL (A).r-

The next two efficient algorithms SampleLeft and SampleRight is used to generate identity
secret key and prove anonymous indistinguishability for our new constructions.

Lemma 2.3 [3] Given integers n > 1, q > 2, there exists some m = m(n, q) = O(nlogq),
there are sampling algorithms as follows:

— There is a PPT algorithm SampleLeft(A, B, Ta, u, s), that takes as input: (1) a rank-n
matrix A € ZZX’", and any matrix B € ngml, (2) a “short” basis Ty for lattice A;(A),
avectoru € Z;, (3) a Gaussian parameter s > ||ﬂ|| -w(y/log(m + my)), then outputs

a vector r € ZMT™ distributed statistically close to D A(F),s where F := [A|B] €

ZZX(mH"') is an extension of A with B.

— There is a PPT algorithm SampleRight(A, B, R, T, u, s), that takes as input: (1) a
matrix A € ZZX’”, and a rank-n matrix B € szm, a matrix R € ZZ‘X”’, where
sk = [IR]| = supy. =1 IRx|, (2) a “sfzvort” basis Ty for lattice A,J[(B), a vector
u e ZZ, (3) a Gaussian parameter s > ||Tg| - sg - w(y/logm); then outputs a vector
r € Z*" distributed statistically close to DA:;(F),S where F := [A|(AR + B)] € ZZXZ’".

2.2.2 Gadget matrix

We recall the “gadget matrix” G defined in [33]. The “gadget matrix” G = I, ® gT €
Zp "8 here g7 = (1,2, 4, ..., 2Mogd1=1).

Lemma 2.4 [33, Theorem 1] Let g be a prime, and n, m be integers withm = n[log q. There
is a full-rank matrix G € Zy™™ such that the lattice A;- (G) has a publicly known trapdoor

matrix Tg € 2" with |Tg|l < v/5, where Tg is the Gram-Schmidt orthogonalization of
Tg.

Lemma2.5 [10, Lemma 2.1] There is a deterministic algorithm, denoted by G~'(-) :
LZg<™ — Z"*™, that takes any matrix A € Zy*™ as input, and outputs the preimage

G 1(A) of A such that G - G~ (A) = A (mod ¢) and |G~ (A)| < m.

Lemma 2.6 [3, Lemma 13] Suppose that m > (n + 1)logq + w(logn) and that g > 2
is a prime. let R be an m x m matrix chosen uniformly in {0, 1}"*™. Let A and B be
chosen uniformly in ZZX’". Then for all vectors w € Z", the distribution (A, AR, R w) is

statistically close to the distribution (A, B, RTw).
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2.2.3 Lattice homomorphic evaluation
We need to use the following homomorphic evaluation algorithms in [10].

Lemma 2.7 [10, 23] Given integers n > 1,q > 2 and m = O(nloggq), there exist three
deterministic algorithms Evalyy,Evale and Evalsinm as follows:

— Bvalpk (f, Ci, ..., Cy) takes as input a d-depth circuit f : {0, 1}¢ = {0, 1} and matrices
Cy,...,C € ngm, and outputs a matrix C ¢ € Z;X’".

— Bvalg(f,Cy,...,Cq,c1,...,¢e,x) takes as input a d-depth circuit f : {0, 1}Z —
{0, 1}, matrices C; € ngm, vectors ¢; € Zg‘ and x € {0, 1}, and outputs a vector
cr € Z', such that if there exists some s € ZZ such that for every i € [{],

¢i=5'(Ci—xG)+e

with |le;|lco < B, then

cr=5(Cr— f(x)G) +ey,

where ||e flloo < (m + 1)? - B.

— Evalsim(f, {(xi, R,-)}le,A) takes as input a d-depth circuit f : {0, 1M — {0,1}, x =
(X1, -+ ,xp) € Zf;, Ae ngm andRy, ..., Ry € {=1, 1}, and outputs a matrix R
satisfying

AR — f(x)G =By where By = Evalpk(f, AR — x1G, ..., AR; — x/G),
and |Ryllso < 3-49m + 1

Furthermore, the running time of Evalyy, Evale and Evalsy is | f| - poly(n, log g).

We rely on the following lemma, which says that adding large noise “smudges” out any
small values.

Lemma 2.8 (Smudging Lemma) Let By = Bj(k), and By = Ba (k) be positive integers and
let e1 € [—By, B1] be a fixed integer. Let ey <— [—Ba, Ba] be chosen uniformly at random.
Then the distribution of ey is statistically indistinguishable from that of e; + ey as long as
Bl/Bz = negI(K).

2.2.4 Learning with errors

The Learning with errors problem, or LWE, is the problem of determining a secret vector
over F, given a polynomial number of “noisy" inner products. The decision variant is to
distinguish such samples from random. More formally, we define the problem as follows:

Definition 2.9 [38] Letn > 1 and g > 2 be integers, and let x be a probability distribution
on Zg. For s € Zy, let Ay, be the probability distribution on Zj, x Z4 obtained by choosing
a vector a € Zjy uniformly at random, choosing ¢ € Z, according to x and outputting
(a,{a,s)+e).

The decision LWE , problem is: for uniformly random s € Z, given a poly(n) number
of samples that are either (all) from Ay , or (all) uniformly random in ZZ X Zg, output 0 if
the former holds and 1 if the latter holds.
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We say the decision-LWE, ,, , problem is infeasible if for all probabilistic polyno- mial-
time algorithms A, the probability that .A solves the decision-LWE problem (over s and A’s
random coins) is negligibly close to 1/2 as a function of n. The works of [13, 37, 38] show
that the LWE assumption is as hard as (quantum or classical) solving GapSVP and SIVP
under various parameter regimes.

2.3 Attribute-based encryption (ABE)

Definition 2.10 (ABE [39]) An attribute-based encryption (ABE) scheme for a function class
Fe = {f : X — {0, 1}} consists of four algorithms ABE.{Setup, KeyGen, Enc, Dec} as
follows.

— Setup ABE.Setup(1¥) takes a security parameter « as input, and generates a pair of master
public key and master secret key (mpk, msk), where mpk contains the attribute space
X, message space M and ciphertext space C7 .

— Key generation ABE.KeyGen( f, msk) takes as input a function (or circuit) f € F, and
the master secret key msk, and generates a secretkey (f, sk y). Without loss of generality,
we think the secret key contains two parts, the function description f, and an extra sk ;.
The secret key is succinct if [sk 7| = o(] f [).> When the context is clear, we often omit
the description of f.

— Encryption ABE.Enc(mpk, x, 1) takes as input the master public key mpk, an attribute
x € X, and a message 1 € M, and outputs a ciphertext ct € C7.

— Decryption ABE.Dec(sk s, ct) takes as input a secret key sk and a ciphertext ¢, and
outputs u € M if f(x) = 1 and L if f(x) = 0, where x is the corresponding attribute
used to generate ct.

Correctness We require that for all f € F, x € X, u € M, for correctly
generated (mpk, msk) <~ ABE.Setup(1€), sk; <~ ABE.KeyGen(msk. f) and ct <
ABE.Enc(mpk, x, ), it holds that

— if f(x) =1, Pr|ABE.Dec(sks, ct) = | > 1 — negl(«).

— if f(x) =0, Pr[ABE.Dec(sks, ct) = L| > 1 — negl(k).

2.3.1 Leakage resilience in the relative leakage model

Next, we give the formal definition of leakage-resilient key-policy ABE.

Definition 2.11 (Leakage-resilient ABE) A leakage-resilient ABE with attribute space X for
a class of functions 7, = {f : X — {0, 1}} in the relative leakage model consists of four
algorithms ABE.{Setup, KeyGen, Enc, Dec}, which are parameterized by a security parameter
« and leakage parameters ¢, w. In particular, (¢, w)-leakage-resilient ABE can be defined by
the following experiment.

We define the advantage of A in the above experiment® to be

AdeRBE,A(K, lw) = ’Pr[b =b]- 1/2’ _

5 Fora general definition itself on ABE, there are not strict requirements on whether the size | f] is fixed for
all f € F, and whether the size |skf| is independent of | f|. But for the instantiation of lattice-based ABE,
we always set an upper bound for the circuit size | f|, and let |sk £ depend on the depth of f, rather than
| /1. Besides, with the consideration of leakage resilience, we assume that sk ¢ for arbitrary f € F can be
encoded as bit-strings with fixed length.

6 Notice that in the above experiment Exp/L_\%E Al L w), we allow the adversary to interleave key queries in
Test Stage 1 and leakage queries in w—Leakagé queries Stage, in an arbitrary way.
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Experiment ExkaéE A(K, £, w)

Attribute Challenge: In the selective setting, .A chooses a challenge attribute

x* € X, before the Setup stage and sends it to C; In the adaptive setting,

A chooses an challenge x* € X in the challenge stage, and sends it to C.
Test Stage 1: A adaptively queries the challenger C with function f € F. For

each query in the selective setting, C responds with (f, sk 7) if f(x*) # 1 and

L otherwise. w-Leakage Queries Stage: A adaptively queries the challenger C

with (f;, h;) fori € [w], where f; is a policy function such that f; (x*) = 1,

and A; : {0, 1}|SkfiI — {0, I}K is a leakage function. The adversary gets hi(skﬁ) from C.
Challenge Stage: A chooses two messages (1, 1 € M and sends them to C. Then

C chooses b i {0, 1} and computes ct;, ﬁABE.Enc(mpk, x*, up). Finally, C returns
ctp to A.
Test Stage 2: A adaptively queries the challenger C with function f € F. Then
in the selective setting, C responds with (f, skid’f) if f(x*) # 1and L otherwise.
Output: The adversary A outputs a bit b” € {0, 1}.

The scheme is (¢, w)-leakage resilient if for any PPT adversary .4, we have Adv';\RBE A(K, L, w)

< negl(x), and the leakage rate of this ABE is ;.
Furthermore, the scheme is abbreviated as ¢-leakage resilient if @ = 1 in the above

experiment.

Remark 2.12 We use the parameter w to denote the number of different challenge keys on
which leakage queries can be made. For PKE and IBE, we have w = 1 as for these two
settings, there is a unique challenge key corresponding to the challenge attribute. For the more
general ABE, there might be many different keys sk s, such that for the challenge attribute
x*, fi(x*) = 1. Thus, this parameter w would be an important specification for the leakage
resilient ABE.

Remark 2.13 In our security model, the adversary can obtain leakage on w secret keys adap-
tively one after another. The secret keys would then form a block-source under the leakage.”
We note that it is possible to generalize the model where the leakage function takes as inputs
all the w secret keys. In this work, we focus mainly on the block-source setting, as it already
captures many useful scenarios.

2.3.2 Leakage resilience in the BRM

Below, we generalize to the setting of ABE the definition of leakage-resilience in the BRM by
Alwen et al. [6].

Definition 2.14 (ABE in the BRM) An ABE for attribute space X and policy function class
F = {X — {0,1}} is (¢, w)-leakage resilient in the BRM if its master public-key
size, ciphertext size, encryption time and decryption time (and the number of secret-key
bits used by decryption) are independent of the leakage-bound ¢. Besides, in the leak-
age resilient experiment, the adversary is allowed to conduct key leakage attacks on w

7 For the case that sk := S = (S1,...,Sm) isanm x e block source as in [42], we define leakage functions
fi {0, 1}* - {0, 1y independently for each block S; with all i € [m]. We say (f1, ..., fin) are block
leakage functions, if the min-entropy of S; is still large enough even given leakage ( f1(S1), ..., fi—1(Si—1))

for any i € [m]. Clearly, when m = 1, this is the trivial case in Definition 2.11. Here, we call ";'—kel the block
leakage rate of the corresponding scheme.
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secret keys corresponding to the challenge attribute. More formally, there exist polynomi-
als mpksize, ctsize, encT, decT, such that, for any polynomial ¢ and any (mpk, msk) <i
ABE.Setup(1%, 1Ly x € X, neM,ct <i ABE.Enc(mpk, x, i), the scheme satisfies:

1. Master public-key size is [mpk| < O(mpksize(k)), ciphertext size is |ct] <
O (ctsize(k, |]))-

2. Run-time of ABE.Enc(u, pk) is bounded by O (encT(k, |u]))-

3. Run-time of ABE.Dec(ct, sky) and the number of bits of sk used in this decryption

bounded by O(decT(«, |u|)), where sk s i ABE.KeyGen(msk, f) with f € F such
that f(x) = 1. Here we assume that the secret key sk is stored in a random access
memory (RAM), and the decryption algorithm ABE.Dec(ct, -) only needs to read partial
bits of sk ;s to decrypt.

The leakage rate of this scheme is defined as \slf;fl Furthermore, the scheme is abbreviated
as -leakage resilient if the parameter w = 1 in the experiment.

2.3.3 Policy function classes

This work considers three function classes: (1) ID comparison functions, (2) -CNF* formulas,
and (3) general circuits. (1) and (3) are clear from the literature. We elaborate on (2). First
we present the definition of the function class 7-CNF.

Definition 2.15 (z-CNF [40]) A t-CNF policy f : {0, 1}¥ — {0, 1} is a set of classes f =
{(T3, fi)Yi, where for all i, T; C [£], |T;| = t and f; : {0, 1}} — {0, 1}. For all x € {0, 1}*
the value of f(x) is computed as f(x) = /\; fi(xr,), where x7 is the length-¢ bit-string
consisting of the bits of x in the indices 7. A function class F is #-CNF if it consists only of
t-CNF policies for some fixed £ € N and a constant # < £. If F is a 7-CNF class, we say that
t is the CNF locality of F.

In this paper, we use the “dual” form of #-CNF, called 7-CNF*. The use of the dual version
is because the prior work [40] worked on the ciphertext-policy ABE for #-CNF, and this work
presents the result in the key-policy setting.

Definition 2.16 (z-CNF*) For any x € {0, 1}¢ (the domain of -CNF), let U, (-) denote the
function for which x is hardwired into U (-), and U, (-) takes f € ¢-CNF as input and outputs
U, (f)suchthat Uy (f) = f(x). Ux(-) is uniquely determined by x. We denote the function
class {U,(-)} as t-CNF*.

2.4 Entropy and extractors

Definition 2.17 (Min-entropy) The min-entropy of a random variable X, denoted as Hoo (X)
is defined as Hy(x) = — log | max Pr[x = xg] ).

xpeX
Definition 2.18 (Average-conditional min-entropy [17]) The average-conditional min-entropy

of arandom variable X conditioned on a correlated variable Z, denoted as Hy (X |Z) is defined
as

Hoo(X|Z)=—log (Eu_z[max PIX = x|Z = z]]) ——log (EZ(_Z[sz[X‘Z#]]) .
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This notion of conditional min-entropy measures the best guess for X by an adversary that
may observe an average-case correlated variable Z.

Lemma 2.19 [17] Let X, Y, Z be arbitrarily correlated random variables where the sup-
port of Y has at most 20 elements. Then Hoo(X|(Y, Z)) > Hx(X|Z) — L. In particular,
Hoo(X[Y) = Hoo(X) — L.

We also give the definition of randomness extractors [35], which is somewhat stronger than
the average-case strong extractor [17].

Definition 2.20 (Randomness extractor) An efficient function Ext : X x S — Yisa (v, &)-
extractor if for all (correlated) random variable X, Z such that the support of X is X and
Hy(X|Z) > v,wehave A((Z, S, Ext(X; S)), (Z, S, Y)) < &, where S (also called the seed)
and Y are distributed uniformly and independently over their domains S, ) respectively.

Theorem 2.21 [17] Let H = {hy : X — Y}ses be a universal family of hash functions
meaning that for all x = x' € X we have Pry_g[hg(x) = hg(x)] < ﬁ Then Ext(x, s) aef

hg(x), is a (v, €)-extractor for any parameter v > log |Y| + 2log(1/¢).

2.5 Pairwise independent hash function

In order to prove the security of our concrete constructions, we need to use the partitioning
strategy. As a preparation, we give a lemma which shows that pairwise independent hash
function family which is denoted as Hping has the isolation property as long as a conditional
probability defined as below approximates 1/|Q].

Lemma 2.22 ([8,Lemma6.1]) Let Q C {0, 1}", A, B be integers suchthat B < A, |Q| < §B
for some § € (0, 1), and let Hping : {0, 1} — Y be an almost pairwise independent hash
function family which has the following properties:

- Va € {0, 1}", Pry 9, 4[H(a) =0] = 1/A;

- Va#b e {0, 1}, Pryn, [H(@) =0|H(b) =0] < 1/B.
Then for any element a ¢ Q, we have

, , 1-5 1
PricrygH(@) =0 \ H(@) #0,Va' € Q] € [T’ Z] :

2.5.1 An explicit almost pairwise independent hash construction

Letg € Nbeaprime,t € N, and let f(x) be a monic irreducible polynomial in Z, of degree
(t — 1). Then we define R = Z,[X]/(f(x)), and note that R is isomorphic to GF(g") as
g is a prime and f(x) is an irreducible polynomial of degree (+ — 1). We will use R as the
representation of GF(g"). We then define two mappings ¢ : R — Zj and Rot : R — ZX!
by

p:0=ai+ax+-+ax'"— (@,....a)",

Rot: 0 =aj +ayx + - +ax'"" > [p@)¢©Ox)...40x"H].
We note that Rot(0) - ¢ (¥) = ¢(60), Rot(6) - Rot(d) = Rot(69), and Rot(0) + Rot(d) =
Rot(6+1). This means that Rot is aring-homomorphism from R to Z*" . If 6 # 0" € GF(q"),
then Rot() — Rot(8') = Rot(6 — 6') # 0.
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For any h € GF(q"), we define G(h) as G(h) := Rot(h) € Z;Xt, then we define
an pairwise independent hash function family Hping : Zg — Z"*" where t|n as:
VH € Hping, H is indexed by (hi,...,he) € GF(g")" Vx = (x1,....x0) € Z{,
Hx)=1,+ Zle x;(G(h;) ® I;/;). We have the following lemma.

Lemma 2.23 [3, 8] The function family Hping defined above is an pairwise independent hash
Sfunction. Moreover, we have

~ VH <« Hping and Ya € {0, 1}¢, Pr[H (a) = 0] = (1/q)".
~ VH <« Hping and Ya # b € {0, 1}*, Pr[H(b) = 0|H(a) = 0] < (1/9)".

3 Attribute-based weak hash proof systems

In this section, we first present a generalization of the weak hash proof system called attribute-
based weak hash proof system (AB-wHPS). This notion associates attributes and policy
functions to the system following the spirit of attribute-based encryption. Next, we show
how to construct AB-wHPS from ABE that achieves the property of succinct keys, which is the
key to leakage resilience with the optimal rate. With a new fine-grained approach, we are able
to achieve AB-wHPS with selective security for general circuits, adaptive security of identity
comparison functions (i.e., identity-based wHPS), and adaptive security for -CNF* functions,
from lattices. This would imply lattice-based leakage resilient, adaptively secure PKE, IBE,
ABE for r-CNF*, and selectively secure ABE for general circuits, all with the optimal rate,
matching the best known non-leakage resilient selectively/adaptively secure constructions.

3.1 Formal definition of attribute-based wHPS

We first present the formal definition of an AB-wHPS.

Definition 3.1 (AB-wHPS) An attribute-based weak hash proof system (AB-wHPS) for an
attribute space X, = {0, 1}* and a class of functions F, = {f : X — {0, 1}} consists of
five algorithms AB-wHPS.{Setup, KeyGen, Encap, Encap*, Decap}:

— Setup AB-wHPS.Setup(1¥) takes a security parameter « as input, and generates a pair
of master public key and master secret key (mpk, msk). The attribute space X, and the
encapsulated key space K are determined by mpk.

— Key generation AB-wHPS.KeyGen (f, msk) takes as input a function f € F, and the
master secret key msk, and generates a secret key (f, sk ¢). Without loss of generality,
we think the secret key contains two parts, the function description f, and an extra sk ;.
The secret key is succinct if sk | = o(] f]). When the context is clear, we often omit the
description of f.

— Valid encapsulation AB-wHPS.Encap(mpk, x) takes as input the master public key
mpk and an attribute x € X, and outputs a valid ciphertext CT and its corresponding
encapsulated key k € K.

— Invalid encapsulation AB-wHPS.Encap™(mpk, x) takes as input the master public key
mpk and x € X, and outputs an invalid ciphertext CT*.

— Decapsulation AB-wHPS.Decap(sk s, CT) takes as input a secret key sk ; and a ciphertext
CT, and deterministically outputs k € K if f(x) = 1 and L if f(x) = 0, where x is the
corresponding attribute used to generate CT.
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Table 1 Valid/invalid ciphertext indistinguishability experiment of AB-wHPS

Valid/Invalid Ciphertext Indistinguishability Experiment

Attribute Challenge: In the selective setting, .A chooses an challenge attribute
x* € X before the Setup stage and sends it to C; In the adaptive setting, A
chooses a challenge x* € X in any arbitrary stage before the challenge stage,
and sends it to C.
Setup: The challenger C gets a pair of (mpk, msk) by running AB-wHPS.Setup(1%),
and sends mpk to \A.
Test Stage 1: A adaptively queries the challenger C with f € F, and C responds
with (f, skz).
Challenge Stage: C selects b g {0, 1}.
If b = 0, C computes (CT, k) gAB—WHPS.Encap(mpk, x*).
If b = 1, C computes CT <~AB-wHPS.Encap* (mpk, x*).
Then C returns CT to \A.
Test Stage 2: A adaptively queries the challenger C with f € F. Then C responds
with (f, sk p).
Output: A outputs a bit b’ € {0, 1}. A wins the experiment, if b = b’ and at most
one of A’s key queries f satisfies f(x*) = 1.

Furthermore, an AB-wHPS needs to satisfy three properties: correctness, ciphertext indis-
tinguishability, and universality.

3.1.1 Correctness

For (mpk, msk) i AB-wHPS.Setup(k), any x € X, and any f € F such that f(x) =1,
we have

Pr [k - k"skf & AB-wHPS.KeyGen( f, msk),

(CT, k) & AB-wHPS.Encap(mpk, x), k" = AB-wHPS.Decap(sk ¢, c)] =1.
3.1.2 Ciphertext indistinguishability

For any challenge attribute x *, valid/in-valid ciphertexts output by AB-wHPS. Encap(mpk, x*)
and AB-wHPS.Encap*(mpk, x*) are indistinguishable, even given one secret “l-key” sk
such that f(x*) = 1 and perhaps many “0-keys” sk s~ such that f'(x*) = 0. More formally,
this indistinguishability is always described by the experiment between an adversary A and
a challenger C in Table 1.

We define the advantage of A in the above game to be Advﬁ\-[B"J‘f“’r';KS (k) = | Pr[A wins]

— 1/2]. The indistinguishability means that AdvjF 4"° () < negl(c).
Remark 3.2 In this definition, we require ciphertext indistinguishability to hold even given a
single sk s such that f (x*) = 1. This suffices to achieve leakage resilient PKE, IBE, and (¢, 1)-

leakage resilient ABE directly, and (¢, w)-leakage resilient ABE for any bounded-polynomial
w via a bootstrapping procedure (ref. Sect. 7), where £ ~ (1 — o(1))|sk ¢|.
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3.1.3 Universality

We need one additional information theoretic property, requiring that for any adversary with
public parameters, the decapsulation of an invalid ciphertext has information entropy. We
define this property as follow.

Definition 3.3 (Universal AB-wHPS) We say that an AB-wHPS is (I, w)-universal, if for any

attribute x € X,, (mpk, msk) <~ AB-wHPS.Setup(1¢), and CT* < AB-wHPS.Encap*
(mpk, x), it holds

Hoo (AB-wHPS.Decap(CT*, sk )Impk, msk, CT*, x) > w,

where sk = AB-wHPS.KeyGen(f, msk) with f(x) = 1, and [ is the bit-length of the
decapsulated value from AB-wHPS.Decap(CT*, sk).

3.2 Fine-grained security notions and general construction of AB-wHPS from ABE

In this section, we present how to construct AB-wHPS from ABE. To achieve adaptive security
for several subclasses of policy functions, we present a more fine-grained approach as follows.
We first define a notion called partially selective/adaptive security over partitioned attributes.
Next we show for a specific class G, if an ABE is (X, sel)-secure for class F A G with
X € {sel, ada},8 then we can construct an X-secure AB-wHPS for F. Moreover, suppose
the underlying ABE has succinct keys, so does the AB-wHPS. In the next section, we show
instantiations of (ada, sel)-secure ABE for various function classes. Below we elaborate on
the notations and the new security definition.

Definition 3.4 Let 71 = {f1 : X1 — {0, 1}} and F, = {f> : X» — {0, 1}} be two function
classes. We define the operator A over two function classes as follow: F := Fi A F2
is a function class that consists of function maps &} x x> — {0, 1}, where each function
fr.p, € F is indexed by two functions f; € Fj and f, € F, such that on input x =
(x1,x2) € X1 X X, fr,,(x) = filx1) A f2(x2).

Using this composed function class in Definition 3.4, we can naturally consider any
combination of selective/adaptive security for ABE as follows.

Definition 3.5 (Partial selective/adaptive security) For any ABE with the attribute space X x
A& for the policy function class F := Fj A F, defined as in Definition 3.4, we define partial
selective/adaptive security as follows:

— ada-sel security: For any challenge attribute x* = (x7, x3) € X1 x A2, x] is chosen
adaptively but x is chosen selectively in the corresponding indistinguishability experi-
ment.

— sel-ada security: For any challenge attribute x* = (x7,x}) € A x &», x] is chosen
selectively and x7 is chosen adaptively in the corresponding indistinguishability experi-
ment.

This notion also captures the standard selective (or adaptive) security as sel-sel (or ada-ada)
security, where both parts of the challenge attribute are chosen selectively (or adaptively).

8 The formal definition of F A| G is presented in the following Definition 3.4.
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Remark 3.6 In this work, we need a slightly weaker version of the partial selective/adaptive
security from ABE—the adversary is only allowed to query one key ( f, g) suchthat f(x}) =1
and g(x}) = 0. The other keys are of the form (f’, ¢’) such that f’(x{) = 0. Therefore,
throughout this work we will use this slightly weaker version by default.

Remark 3.7 In the same way, we can define the partial selective/adaptive ciphertext indistin-
guishability for AB-wHPS.

Remark 3.8 This definition can be defined recursively. For example, the first part | can also
consists of two parts, i.e., F1 = F1,1 A F1,2. In this case, we can consider (X-Y)-Z security
for any combination of X, Y, Z € {sel, ada}.

To construct our desired AB-wHPS for F, we need an ABE for F A G for this specific G
as we describe below.

Definition 3.9 Let m = m(x) and n = n(x) be two integer parameters, and we define a
function class G = {g : [n] x [m] — {0, 1}} as follows. Each function gy, € G is indexed by
avectory = (v, ..., yn)T € [m]", and gy(x1, x2) = 1 if and only if x5 = yy,.
Remark 3.10 The class G can be captured by boolean circuits with input length log n 4 log m,
and depth within O (log(n +m)), i.e., \/;;cpu (i = 1) A (0 = x2).

Given this particular class G (with parameters m, n) defined in Definition 3.9 and a class

F, we show how to use ABE for 7 A G to construct AB-wHPS for F. For different classes
F’s, the AB-wHPS can be used to further derive leakage resilient PKE, IBE, and ABE.

Construction 3.11 (AB-wHPS from ABE) Let ITpge = ABE.{Setup, KeyGen, Enc, Dec} be
an ABE scheme with attribute-space X = X, x X, = {0, 1}* x {[n] x [m]}, message-
space M = Z, and ciphertext space CT for the policy-function class F N G for the class
G as in Definition 3.9 with parameters m, n. Then, an AB-wHPS ITag_.wyps with attribute
space X = {0, 1}* and the encapsulated-key-space K = Zj, for the policy-function class
F={f :{0,1}* — {0, 1}} can be constructed as follows:

— AB-wHPS.Setup(1¥): Given the security parameter k as input, the algorithm runs

ABE.Setup fo generate (mpkABE, mSkABE) i ABE.Setup(1%), and outputs mpk :=
mpkABE and msk := mskABE,
— AB-wHPS.KeyGen(msk, f): Given a master secret-key msk := msk”5t and a function

f € F as input, the algorithm first chooses a random vector y <i [m]", and sets
f = ff,gy € F N G. Then the algorithm runs ABE.KeyGen to generate Sk?}BE i
ABE.KeyGen(msk"®E, f), and outputs sk = (f, sk’}BE) as the secret key for f. Note

that the description of f can be expressed as (f, y)

— AB-wHPS.Encap(mpk, x): Given a master public-key mpk and an attribute x € {0, 1}*
as input, the algorithm first samples a random vectork = (ky, ..., k,)" € 77, and then
runs ABE.Enc mn times with attributes x; j = (x, i, j) € {0, 1}* x [n] x [m] to set

CT:= {ct;.; < ABEEnc(mpk. x; ;. k). jyetnlxim) € CT"™, ice.,
ABE.Enc(xy 1, k1) ... ABEEnc(xy j, k1) ... ABEENnc(xy m, k1)
T = : : :
ABE.Enc(x, 1, k;) ... ABEEEnc(x, ;, k,) ... ABEEnc(x, ;. k,)
Finally, the algorithm outputs (CT, k).
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— AB-wHPS.Encap*(mpk, x): Given a master public-key mpk and an attribute x € {0, 1}*
as input, the algorithm first samples a random vectork = (ky, ..., k,)" € ZI, and then
runs ABE.EnC mn times with attributes x; j = (x, i, j) to set

CT* = {ct’ , < ABEEnc(mpk, /.. ki + 1)} jreinlxim) € CT™™, ie.

i,J
ABE.Enc(xl,l, ki+1)... ABE.Enc(ij, ki+j)... ABE.EnC(me, ki+m)

CT* =

’

ABEENC(xp. 1. kn+1) ... ABEENC(X, j. kn+) ... ABEENC(X . kn+m)

where the addition k; + j is performed over Z,,. The algorithm outputs CT*.
— AB-wHPS.Decap(sk s, CT): Given a secret key sky = (y, sk?BE) and CT =

{cti i}, j)emixim) as input, the algorithm runs ABE.Dec to compute k; = ABE.Dec
(Sk/;ABE, cti,y;) for all i € [n], and then outputs k = (ky, ..., k)T, if f(x,i,y) =
f(.ic) A gy(i,yi) = 1foralli € [n], and L otherwise.

Intuitively, our attribute design (the class G) allows the secret key to open one ciphertext
per row while keeping the others secret. For the valid encapsulation, all ciphertexts in a
row encrypts the same element, while for the invalid encapsulation, they encrypt different
elements. As the secret key can only open one per row, an adversary cannot distinguish a
valid from an invalid encapsulation, even given the secret key.

Our AB-wHPS secret key would be of length | f7 ¢, [ +5(ff.g,) = ¥+ /1 +5(fr.e,) =
nlogm + | f| + s( f t.gy)> Where s() is the key-size function (of the extra part, excluding
the function description) of the underlying ABE. If the underlying ABE has succinct keys,
ie., s(f) = o(]f|), then our AB-wHPS secret would have size nlogm + | f| + s(ff,gy) =
nlogm+|f|+o(nlogm+|f]). By setting sufficiently large n, m, we can achieve ABE with
the optimal leakage rate, ref. Sect. 5.

Next we present the following theorem and its proof.

Theorem 3.12 (AB-wHPS from ABE) Suppose Ipgg is a secure ABE scheme with attribute
space Xe = X X X, =10, 1}* x {[n] x [m]} for the function class F N G, where G is the
class as in Definition 3.9 with parameters m, n, then the construction ITpg.wHps described
above is an (nlogm, nlogm)-universal AB-wHPS with the attribute space X, and the
encapsulated-key-space K = 7, for the function class F. Furthermore,

— if the ABE is X-sel secure for X € {sel, ada}, then the AB-wHPS is X secure;

— ifthe key-size (of the extra part, excluding the function description) of the ABE scheme for
policy function f iss(f), thenthe key size of the AB-wHPS for f isnlogm+| f|+s (ff,gy ),
where s(-) is the key-size function (of the extra part, excluding the function description)
of the underlying ABE.

Proof The second part of the theorem follows directly by our construction from ABE to
AB-wHPS, especially by the relationship between policy functions of ABE and that of
AB-wHPS.

To prove the first part of the theorem, we need to prove the following three properties:
correctness, smoothness and ciphertext indistinguishability.

Correctness Correctness of our AB-wHPS follows directly from the correctness of the under-
lying ABE.
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Universality Given the master public key mpk and an invalid ciphertext CT* =
AB—WHPS.Encap*(mpk,x) = {ABE.Enc(xi,j, k,‘ + j)}ie[n],je[m]’ we have

AB-wHPS.Decap(sk s, CT*) =k + y

where sk y := (y, sk 7 ) for arandomly and independently chosen vectory = (y1, ..., Yn),
Jf.gy

and k is the vector used to generate the invalid ciphertext. Clearly, the decryption function
can be written as the permutation b (y) = k + y.

As this is an injective function of y (for any fixed k), the min-entropy of y remains the
same after applying this function, i.e.,

Hoo (AB-wHPS.Decap(CT*, sk ¢)|mpk, CT*, x) = Hoo((k + y)|mpk, x, CT*)
= Hoo(y|mpk, x, CT).

Moreover, we note that y is independent of mpk, x, CT*, so Hoo (y|mpk, x, CT*) = nlogm.
As a result, the construction I7ag-wHps is (/, w)-universal, where / = w = nlogm.

Ciphertext indistinguishability We prove that the ciphertexts output by AB-wHPS.Encap
(mpk, x*) and AB-wHPS.Encap*(mpk, x*) are indistinguishable, given one secret “1-key”
sk such that f(x*) = 1 and perhaps many “0-keys” sk ; such that f'(x*) = 0, where x*
is the challenge attribute. We summarize the result in the lemma below. O

Lemma 3.13 (Ciphertext indistinguishability) The construction of AB-wHPS satisfies selec-
tive (or adaptive) valid/invalid cipheretext indistinguishability as Definition 3.1, following
from the sel-ada/sel-sel (or ada-ada/ada-sel) security of the underlying ABE.

Proof To facilitate the proof presentation, we introduce an intermediate notion denoted as
multi-ABE (with parameter ¢), where the adversary can send two challenge messages vectors
ko= (ko1,....kos) € Z), and k1 = (ki,1, ..., k1) € Z),, along with ¢ different attributes
x1,...,x; as the challenge attributes. The adversary then receives a vector of challenge
ciphertexts {¢; <— ABE.Enc(x;, kp ;)}ie[s) for a random bit b, and needs to decide a bit o'
Here the adversary is allowed to query sk s as long as f(x;) = O foralli € [¢],i.e., the key
cannot open any component in the challenge ciphertexts. It is not hard to prove a reduction
from the standard ABE to this multi-ABE via a hybrid argument, which only incurs a security
loss t. O

Claim3.14 For any t € N, if there exists an adversary A that breaks the (partially) selec-
tive/adaptive security of multi-ABE with parameter t and advantage ¢, then there exists a
reduction B that breaks the same (partially) selective/adaptive security of ABE with advan-
tage ¢/t.

Proof This follows from a standard hybrid argument. O

Next, we prove the valid/invalid ciphertext indistinguishability of AB-wHPS via a hybrid
argument. We define the following hybrids, where we start from a valid ciphertext, and then
switch row-by-row towards an invalid ciphertext. We prove that each two neighboring hybrids
are indistinguishable via a reduction from multi-ABE (with parameter m — 1). The proof of
this lemma follows directly from the indistinguishability of these hybrids.

Hybrid Hg: This hybrid is defined as the ciphertext indistinguishability experiment in Defi-
nition 3.1, where A is given a valid ciphertext

ABEENC(xy 1, k1) ... ABEENC(x1 s k1)
CTy := : : : ecT™™".

ABE.Enc(x, 1, ky) ... ABEENC(x, 1, ky)
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In this hybrid, it is clear that the ciphertext is generated as Encap.
Hybrid H;: Forany 1 < z < n — 1, H; is almost same to H,_|, except that 4 is given the
following ciphertext

[[ABE.Enc(x1,1,k1+1) ... ABEEEnc(xq s, k1 +m)]
ABE.Enc(x; 1, k;+1) ... ABEEnc(x; n, k;+m)

._ nxm
T = ABE.Enc(x ;41 1, kzy1) ... ABEEnc(x 41 m, kz1) €cTr.

| ABE.Enc(xj,.1,ks,) ... ABEENnc(x, m,ks)

In this hybrid, the first z rows are generated as Encap™ (that encrypts different keys), and the
rest is as Encap (that encrypts the same key).

Hybrid H,,: This hybrid is almost same to H,,_1, except that A is given the following cipher-
text

ABE.Enc(xy 1, ki+1) ... ABEENC(xX |, ki +m)
CTn = c CTnxm’
ABE.Enc(x,, 1, k,+1) ... ABEEnC(x 1, kyy+m)

In this hybrid, it is clear that the ciphertext is generated as Encap™.
Then, it suffices to prove the computational indistinguishability between H, and H, | for
zen—1]

Claim 3.15 Suppose the basic multi-ABE (with parameter m — 1) is secure, then the above
hybrids H, and H,1 are computational indistinguishability for any z € [n — 1].

Proof We prove this claim through establishing a reduction from the (partially) selec-
tive/adaptive security of multi-ABE to the corresponding indistinguishability between H, and
H.. 1. This means if there is an efficient adversary D who can distinguish H; from H_4 | with
advantage ¢, then we can construct an efficient reduction B to break the corresponding multi-
ABE with advantage . Here, we just describe the reduction in the case of ada-sel security
(multi-ABE), and note that a similar argument can be carried to the sel-ada/ada-ada/sel-sel
security in a straight-forward way.

In particular, let A be the adaptive adversary for the AB-wHPS with attribute space X
for the policy function class F, and D be a distinguisher that distinguishes H, from H,
with a non-negligible advantage for some z € [n — 1]. Now we describe the reduction B that
breaks the ada-sel security of multi-ABE with attribute space X x {[n] x [m]} for the policy
function class 7 A G, when interacting with the challenger C.

Setup B simulates either the hybrid H, or H, | by running A in the following way.

1. With respect to the ada-sel security of multi-ABE, 53 selectively chooses (rm — 1) attributes
(z+1,2),...,(z+ 1,m) € [n] x [m], and then sends them to C before getting mpk,
where (z + 1,2), ..., (z + 1, m) are essentially the second part of challenge attributes
for multi-ABE;

2. B gets a master public-key mpk from the challenger C for the multi-ABE.

3. Then B forwards this mpk to the adversary A for the AB-wHPS.

4. At the same time, B initializes a table T = (.

Test Stage 1 3 answers the secret key queries of A in the following way.
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—

A sends a function f € F to B for a secret key query.
2. B first checks whether there exists an item containing this f in the table T'.

— If yes, B returns the corresponding secret key sk s in 7' to A.
— Otherwise, B goes to the next step 3.

3. B chooses a random vector y ﬁ [m]" such that gy(z+1, j) =0forall2 < j < m, and
sets f:= ff,gy e F NG

4. Then B sends this f to C as a secret key query for multi-ABE, and then gets sk/}BE as its
response.

5. Finally, B sends sk := (y, sk'}BE) as the secret key for f to A, and stores the tuple

f,y, sk’}BE)) as an item in the table T .

Challenge stage
B simulates the challenge ciphertext to A as follows.

1. With respect to the adaptive security of AB-wHPS, A adaptively selects an attribute
x* € X, and sends it to B.

2. B chooses a random values k <i Zy , and uses k to set two sequences of messages
ko= (ko2 kom) = k,....k)" ezZm!
and
ky = (ki 2o ki)
=k+1,....k+m—1)"T ez

3. Then B sends (ko, k1) and the attribute x* as the challenge query of multi-ABE, where
x* composes of the first part of challenge attributes for multi-ABE.
4. As aresult, B obtains (m — 1) ciphertexts

$
{CtZH,/’ < ABE.Enc(x7,, ;, kbs/)}

2<j<m

for arandom b € {0, 1} chosen by the multi-ABE challenger C, where

{xj+1’j = (x*a Z+ 17 j)}2§j§m~

$
Furthermore, B chooses (n — 1) random values vy, ..., Vi, Vi42, ..., Uy < Zy.

6. B sets x;“j = (x*, i, j), and then calculates

b

{Ct;k,j & ABE.Enc(x? , v; + j)} ;

i,j°
i€lz],jelm]

{ctl’.“ < ABEEnc(x? ), v,)}
ieln\[lz+11,j€lm]

and
Ct'y1 W < ABEEnc(xl,, |, k).

7. B collects all ciphetexts ct?‘, j for i € [n], j € [m] together to construct a n X m matrix
CT* according to the indices of these ciphertexts.
8. Finally, B sends this matrix CT* as the challenge encapsulation ciphertext to A.
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Test Stage 2 3 answers the secret key queries of A as in Test Stage 1, but with a restriction
that there is at most one function f € F such that f(x*) = 1 can been queried in Test Stage
1 and 2.

Output 5B simulates the output of the experiment according to the response of .A, and thus
obtain a view H, which is either H; or H,1 as we will prove below. Finally, B outputs D(H).

Next, we analyze the advantage of B. We observe that B perfectly simulates one of the
two hybrids: if the challenge ciphertext from C encrypts ko, then the AB-wHPS challenge
ciphertext CT* is generated according to H_, and otherwise H, 1. Thus, the advantage of B is
the same as that of D in distinguishing H, from H, 1, i.e., anon-negligible advantage ¢. Thus,
B breaks the multi-ABE with advantage ¢, which reaches a contradiction. This completes the

proof of this claim. O
Lemma 3.13 follows directly from Claim 3.15 by a standard hybrid argument. O
In summary, we complete the proof of the first part of theorem. O

4 Instantiations of AB-wHPS from lattices

In this section, we present concrete instantiations of AB-wHPS from lattices. In order to do
this, according to the generic construction in Sect. 3.2, we just need to present the underlying
ABE with the corresponding properties. Notice that as ABE in [10] supports general circuits
as policy function class, it implicitly implies sel-sel secure ABE for F A G, where F and G
are general boolean circuits.

Besides, we instantiate two partial-adaptively secure ABE schemes as needed in Sect.3.2
from LWE with a polynomial modulus. The first construction is with respect to the function
family Z A G, where T is the equation test function family for which a function id € 7
satisfies fig(x) = 1 if and only if id = (b1, ..., by) = x and O otherwise, and G is a general
circuit family. The second construction is with respect to the function family (-CNF*) A G.

Particularly, our first construction combines the adaptively secure IBE scheme proposed
by Agrawal et al. [3] and the selectively secure ABE proposed by Boneh et al. [10] in a natural
way, and achieves the ada-sel security. The second construction combines the recent ABE
scheme by Tsabary [10, 40], and obtains the ada-sel security. We present our first construction
in Sect.4.1.1, and the second in Sect.4.2.

4.1 ada-sel secure ABE based on LWE
4.1.1 Construction of ABE for Z A G from lattices

For convenience, we denote Z A G as F for short.

ABE.Setup -, (1°): The setup algorithm takes as input a security parameter «, and then does
the following:

1. Sample a random matrix A € Zj™™ along with a trapdoor basis To € Z™"*™ of lattice
A,J[(A) by running TrapGen.

2. Select £1 + 1 uniformly random matrices Ay, ..., Ay, B € ngm.

3. Select £> uniformly random matrices Cy, ..., Cy, € ZZX’“.

4. Select a random matrix U <i Z;XZ.
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5. Output the public parameters
mpk = (A, {A;}icfe;1, {Cilicrey), B, U)
and the master secret key msk = (Ty).

ABE.KeyGen ;- (mpk, mpk, fig A g): The key generation algorithm takes as input
mpk, msk, an equation test function for id with binary representation (b1, b2, ..., by,) €
{0, 1}% and a policy function g € G with depth d, and then does the following:

1. Compute Aig = B + Y{, (hiA;) € Z1¥".

2. Define function g(-) = 1 — g(-), and compute

Hg = Evalpk(g, Ci,....,Cp) € szm.
3. LetFpyn g = (A|A/fid/\ug) = (A|Aig|Hy) € Z;XM
4. Sample D € Z3"*% as D <« SampleLeft(A, Ty, A’ U, 7).

fanig =
5. Output sk syr g =D, where F 1 o - D = Umod q.
ABE.Encr, (mpk, x1, x2), ut): In order to encrypt a message u € {0, 1}* with respect to
attribute (x1, x») where x1 = (x11, ..., x1¢,) € {0, 1}4 and x5 = (x21,...,x20,) € Zflz,
the encryption algorithm first chooses a random vector s <« Z7 and two error vectors
ey < x™, ey < x* where x is a B bounded discrete Gaussian distribution, and then does
the following:
1. Compute Ay, =B+ Y /1 (x1;A;) € ZI*".
2. Choose ¢; uniformly random matrices R; < {—1, 1}"*™ for i € [£1], and compute
¢

RX1 = Zil=1(xliRi)~
3. Sete; = R;rl -ep € Z;n.
4. SetHy, = (x21G + Cy] - - [x20,G 4+ Cy,) € ngmb.
5. Choose £, uniformly random matrices R} <~ {—=1, 1} for j € [£;3], and set e3 =

Rf| R, )T -eq € g
6. SetFy, v, = (AJAL, o) = (AlAx, Hy,) € 2 O™,
7. Outputec = (F] . -s+(e).ej.e5) . U -s+ei+[q/21p) € Zéﬂ[z)m“.
ABE.Dec r, (mpk, sk s, ¢ (x, ¢)): The decryption algorithm uses the key
Skfid/\Hg := D to decrypt ¢ with attribute x = (x1, x2). If fig(x1) A g(x2) # 1, output
L. Otherwise, let the ciphertext ¢ = (¢in,1, Cin,2, €1, ..., Ctys Cour) € ZSIHZQ)’"H, compute

¢, = Eval, (g, {(x;, C;, c,-)}fzzl) € 7, where ¢ip 1, Cin2 € ZZ’, Cout € Zg and ¢; € ZZ‘ for
1<i<dt,.
Let ¢, = (€in,1, €in.2, €4) € Z3™ and output Round(cpur — DT - €}) € {0, 1}".

Correctness.The correctness of the scheme follows from our choice of parameters. Specifi-
cally, to show correctness first note that when fig(x1)Ag(x2) = 1 weknow ¢, 2 = AL-s—i—ez,
Co = H; -8 + e4, then we have during decryption,
' = Round(cous — DT - c;,)

= Round(cour = D" - (A|Aig|Hy) " -5 + (e0. €2. €,)))

=Round(U" -s+e; + [g/21p —UT -s =D - (e, €2, €,))

= Round(|g/21n +e; — D' - (eq, €2, €;))

=n
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Table 2 Parameter setting of ada-sel secure ABE for Z A G

Parameters Description Setting
K Security parameter

z Message length O (logk)
n PK-lattice row dimension K

m PK-lattice column dimension nlte

q Modulus nSm*

d Depthof g € G O (logx)
T SampleLeft and SampleRight parameter n2m?

B Bound of errors K

121 Identity length n

1% Attribute length n

This completes the proof of correctness.

4.1.2 Parameter setting for our construction

Given an arbitrarily constant €, we set the system parameters according to the Table 2 below.
These values are chosen in order to satisfy the following constraints:

To ensure correctness, we require ||e; — DT - (eg, e, eg)llo < q/4; here we bound the
dominating term:

IDT - elloo < ©v/3m - 49m*?B < q/4.

For SampleLeft, we know | Ta | = O(J/n log ¢), so require that the sampling width 7
satisfies

T > 0(y/nlogq) - w(y/log3m).
— For SampleRight. we know || Tg| < +/5 and that

v > V5 44m*?  w(logm) > | TG - sk, - @(/logm).

To apply Regev’s reduction, we need B > /nw(logn).
To apply the Leftover Hash Lemma, we need m > (n + 1) log g + w(logn).

4.1.3 Secret key size

We give a simple analysis of the secret key size of our ABE#, construction. By Lemma 2.2,
we know that

2 ID|| > t4/3m] < negl(n).

Pr[D <« DAE(FfidAHE’)’T

By our setting of parameters above, the size of the secret key of our ABE scheme for Fj is
bounded by O (k' *€1og? k).
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4.1.4 Security proof of ABE £,

Below, we prove the security of ABE#, in a formal way.

Theorem 4.1 For parameter setting in Table 2, ABEx, scheme above is ada-sel secure as
defined in Definition 3.5 and Remark 3.6, assuming the LWE,, , , assumption holds.

Proof We prove the security of ABE .z, construction by a sequence of hybrids, where the first
hybrid is identical to the original security experiment Expi‘\ja'se' (1%) as in Definition 3.5. We
show that if a PPT adversary A that makes at most | Q| secret key queries, can break the ABE £,
scheme described above with non-negligible advantage ¢ (i.e. success probability 1/2 + €),
then there exists a reduction that can break the LWE assumption with advantage poly(g) —
negl(e). Given such an adversary .4, we consider the following hybrids. In Hybrid H; we
let W; denote the event that the adversary correctly guessed the challenge bit, namely that
b = b’ at the end of the game. The adversary’s advantage in H; is |Pr[W;] — %l.

The Sequence of Hybrids (Ho, H1, Ha, H3, Hg)

Hybrid Hy: This is the original security experiment Expi{’a'se'(l") from Definition 3.5
between the adversary A and the challenger.

Hybrid H;: In hybrid H;, we slightly change the way that the challenger generates the
matrices A; for i € [£1] and the matrices C; for j € [£>] in the public parameters. We
letR; € {—1, 1}"*™ fori € [£;] and R} e {—1, 1} for j € [€>] denote the £ + £»
ephemeral random matrices generated for the creation of ct*. The hybrid H; challenger
chooses ¢ random elements /; € GF(g"). Next it generates matrices A and B as in Hy
and constructs the matrices A; fori € [£;] as

A,’ =A- R,’ + (G(hl) ® In/t)Ga

where G is the ring isomorphic map described in Sect. 2.5, and constructs C; for j € [£3]
as

C; =A R, -G,

where x5 = (x3}, ..., xE‘ZZ)T € {0, 1}*2 is the challenge attribute.

We show that Hp and H; are statistically indistinguishable. Observe thatin Hy, the matrices
R; fori € [£,] are used only in the construction of the matrices A; and in the construction
of the challenge ciphertext where e, = (Rx»f)-r -eo € Zy', where Ry = Zf‘zl x| R;. Let

R =(Ry|...[R,[R|...|R) ) € Zy™ """ then by Lemma 2.6, the distributions

(A AR BT ) ~ (A ALl [y ). R - o)

are statistically close, where A; for i € [£; + £>] are uniform independent matrices in
Zp*m Tt follows that with ey = (RxpT -epand e3 = (R{|-- - |R},) " -eg the distributions

N ’ 7
(AAR|,... AR, AR}, .. AR} e2.63) ¥ (A AL o Ay, €2, 63).
Therefore, in the adversary’s view, the matrices AR;, AR; are statistically close to uni-
form and independent of e;, e3. Hence, matrices A; and C; as defined as above are close

to uniform, which means that those matrices are random independent matrices in the
attacker’s view, as in Hg. This shows that [Pr[Wy] — Pr[W1]| = negl(k).

@ Springer



Leakage-resilient IBE/ABE with optimal leakage rates from lattices

Hybrid H,: Hybrid H; is identical to Hybrid H; except that we add an abort event that
is independent of the adversary’s view. The H, challenger behaves as follows:

— The setup phase is identical to H; except that the challenger also chooses a random
hash function H € Hping and keeps it to itself.

— The challenger responds to identity-policy queries and issues the challenge cipher-
text exactly as in Hy (using a random bit b € {0, 1} to select the type of challenge).
Let ((fid, Ay &1)s---. (fig, A &)) be the identity-policy pairs where the attacker
queries and let x] be the challenge identity and x3 be the challenge attribute. By
definition, the two events that x] € {idy, ..., id,} and g;(x3) = 1fori € [¢] can not
happen at the same time.

— In the final guess phase, the attacker outputs its guess b’ € {0, 1} for b. The
challenger now does the abort check: H(xT) = 0 and H(id;) # O for all id; €
{id; }ie(s1\ {x7}. If the condition does not hold, the challenger overwrites b’ with a
freshly random bit in {0, 1}, and we say the challenge aborts the game.

Note that the adversary never sees the random hash function, and has no idea if an abort
event took place. While it is convenient to describe the abort action at the end of the game,
nothing would change if the challenger aborted the game as soon as the abort condition
becomes true.

The only difference between hybrids Hg and H; is the abort event. We argue that the
adversary still has non-negligible advantage in H; even though the abort event can happen.
More formally, we will use Lemma 28 in the full version of the work [3], which is
described as follows.

[}

Lemma4.2 Let I bea Q + 1 tuple (x7,idy, ..., id|g|) consisting of the challenge attribute
x| along with the queried ID’s, and let £(I) define the probability that an abort does not
happen in hybrid H;. For i = 1,2, we set W; be the event that b = b’ at the end of hybrid
H;. Assuming €(1) € [emin, Emax], then we have

= Emin

1
Pr(w] — 5

1 1
Pr[Wl] - E‘ - E(gmax - 8min)-

The lemma was analyzed by Bellare and Ristenpart [9], and further elaborated in the work

[3]. As our overall proof just uses this lemma in a “black-box way”, we do not include its

proof for simplicity of presentation.
Hybrid H3: We now change how A and B in H, are chosen. In H3 we generate A as a
random matrix in Zj ™™, but generate B by sampling a random matrix R € {—1, 1}"*"
and computingB=A-R+G € ng’”. The construction of A; fori =1, ..., ¢; and C;
for j =1,..., £, remains as in Hy, namely, A; = A -R; + (G (h;) ® 1,,/;)G. To respond
to a private key query forid = (b1, ..., by,) € {0, 1}* and a policy function g € G with
depth d, the challenger needs to output a small matrix D € A(IIJ (F fiyn,g)> where

4y
Ffyng = (A|B + Z(biA,-an) = (AJA-Rig + H(id)G|A - R, — (1 — g(x2"))G)
i=1
with
31
Rg =R+ ) (hR;) and R, =Eval(3. A, Ry.... Ry, x3)

i=1
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£
and H(id) =T, + Y bi(G(h) @ Lujo).
i=1
Note that H is the hash function in Hping defined by (h1, ..., kg ) as in Sect.2.5.
The challenger now does the following:

1. Construct H (id) and Rjq as in above. If H(id) = 0 and g(x3) = 1 abort the game
and pretend that the adversary outputs a random bit 5’ in {0, 1}, as in H,.

2. Set D < SampleRight(A, H(id), Rig, Tg, U, 0, Ry) € VALIES

3. Send sk yn g = D 1o A.

Hs is otherwise the same as H,. In particular, in the challenge phase the challenger checks
if the challenge attribute (x7, x3) € {0, 110+ gatisfies H(x}) =0and f(x3}) = 1.If
not, the challenger aborts the game (and pretends that the adversary output a random bit
b' in {0, 1}), as in Hy. Similarly, in H3 the challenger implements an abort check in the
guess phase.

Since H; and Hj3 are statistically indistinguishable in the attacker’s view (the public
parameters, responses to private key queries, the challenge ciphertext, and abort condi-
tions) the adversary’s advantage in Hj is statistically indistinguishable to its advantage
in Hy, namely

[Pr[W3] — Pr[W>]| = negl(x).

Hybrid H4: Hybrid H4 is identical to H3 except that the challenge ciphertext ct is always
chosen as a random independent element in Z;le)mﬁ. Since the challenge ciphertext
is always a fresh random element in the ciphertext space, .A’s advantage in this hybrid is
Zero.

It remains to show that H3 and H4 are computationally indistinguishable, which we do by
giving a reduction from the LWE problem. If an abort event happens then the games are
clearly indistinguishable. Therefore, it suffice to focus on sequences of queries that do not
cause an abort. We have the following lemma:

Lemma 4.3 Assuming the hardness of LWE assumption, hybrid H3 and H4 are computation-
ally indistinguishable.

Proof Suppose there exists an adversary who has non-negligible advantage in distinguishing
hybrid Hz and H4, then we can construct a reduction B that breaks the LWE assumption using
the adversary A. Recall in Definition 2.9, an LWE instance is provided as a sampling oracle
O that can be either uniformly random Og or a pseudorandom Oy for some secret random
s € Zg. The reduction B uses adversary A to distinguish the two oracles as follows:

Invocation. Reduction B requests m + z instances from oracle O, i.e. pair (a;, b;) for
i=1,...,m+z
Setup. Reduction B constructs master public key mpk as follows:

1. Set matrix A € ZZX’" to be the first m vectors a; in pairs (a;, b;) fori =1, ..., m.

2. Assign the {m =+ i}icpn+1.m+z-th LWE instances (aj, , ,,...,a},, ) to be matrix
Ue ZZXZ.

3. Construct the reminder of master public key, namely matrices {A;};c¢,] and
{Cj}jefe, as in hybrid Hs.

4. Send mpk = (A, {A;}ic[e,1, {Cj}jere,), U) to A.
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Queries. Reduction 5 answers identity queries as in hybrid Hs, including aborting the
simulation if needed.
Challenge. When adversary A sends message (fg, pt1) and challenge attribute (x7, x3),
reduction 5 does the following:

1. Setv e Zzl the first m integers b; in LWE pairs (a;, b;), fori =1, ..., m.
2. Set challenge ciphertext ct = (cy, ¢2) as

cr = (v Re) 0. R{L R - 0)
and €2 = (bm+1, - - - bmtz) + Lg/211-
3. Send challenge ciphertext ct = (c1, ¢) to adversary \A.

Guess. After being allowed to make additional queries, A guesses if it is interacting
with a hybrid H3 or H4 challenger. Our simulator outputs the final guess as the
answer to the LWE challenge it is trying to solve.

We can see that when O = Oy, the adversary’s view is as in hybrid H3; when O = Og, the
adversary’s view is as in hybrid Hs. Hence, B’s advantage in solving LWE is the same as A’s
advantage in distinguishing hybrids H3 and Hj. O

Completing the Proof Recall that | Q| is the upper bound of the number of the adversary’s
key queries, and ¢ is the advantage of the adversary in Hyp. By Lemmas 2.22 and 2.23, we
can know that

. . 1 o 1
Pr [H(x’;) =0\ H(d) #0 A ... \ Hiidig) # 0] e [?(1 - ;} .
Thus, we know that for any (Q + 1)-tuple I denoting a challenge id* along with ID queries,
we have (1) € (%(1 -9, qi) Then by setting [Emin, Emax] = [qi (1 - qQ) , qi] in
Lemma 4.2, we have

1 1 1
= = - o &

, we have that

_Qe &
26]2[ _461[

By our parameter setting, |Q| < %sq’, where ¢ = |Pr[Wo] - %

1 0 1
— (1= =) |Pr[Wo] — 5 — negl(x) — negl(x).
q q 2

1
Pr(Wz] — 5‘ >

Wesett = [log, (2|Q|/¢e)], then we have ¢' > 2|Q|/e > g'~!. This implies qi, We

&
: = %ol
can further derive: 4%1, > 4|6qu. This quantity is non-negligible as long as ¢ is non-negligible,

as ¢ is polynomial for our setting of parameters and | Q| is polynomially bounded.

In summary, as Pr{lW,] = %, we have that

2

1
—negl(k) < [Pr[Ws] — =| + negl(k)
40lg "9 R R
1
< |Priwa] - 5 — AdvRE(19)
< |Pr[Wy] ! =0
— 4 2 - 9
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which implies Adv%WE(l’() > % — negl(x). This means the reduction B defined in
Lemma 4.3 breaks the LWE assumption with non-negligible probability. This reaches a con-
tradiction, which completes the proof. O

4.2 ada-sel secure ABE for (t-CNF*) A G from LWE

Before presenting the ABE scheme, let us first recall the building block—conforming cPRF
of the ABE construction by Tsabary [40].

Definition 4.4 (Conforming constrained PRF [40]) Let F be a function class such that 7 C
{0, 1}* — {0, 1}. A conforming constrained PRF for policies in F is a tuple of PPT algorithms
with the following syntax and properties.

— cPRF.Setup(1¥) — (pp, msk) takes as input a security parameter « and outputs public
parameters pp along with a master secret key msk.

— cPRF.Evalsk(x) — ry is a deterministic algorithm that takes as input a master secret
key msk and a bit-string x € {0, 1}, and outputs a bit-string r, € {0, 1}*.

— cPRF.Constrainme (f) — sk takes as input a master secret key msk and a function
f € F, and outputs a constrained key sk 7.

— cPRF.ConstrainEvalgy p (x) is a deterministic algorithm that takes as input a constrained

key sk s and a bit-string x € {0, 1}, and outputs a bit-string r|, € {0, 1}k,

Correctness A cPRF scheme is correct if for all x € {0,1}¢ and f € F for which
f(x) =1, it holds that cPRF.Evalgc (x) = cPRF.ConstrainEvaIsk/. (x) where (pp, msk) <«
cPRF.Setup(1*) and sk ; <— cPRF.Constrainmsk (f).

Gradual evaluation The algorithm cPRF.Constrain (in addition to cPRF.Eval, cPRF.
ConstrainEval) is deterministic and the following holds. For any fixing of pp <«
cPRF.Setup(1¥), f € F and x € {0, 1}‘Z for which f(x) = 1, define the following cir-
cuits:

— Us—y : {0, 1} — {0, 1}¥ takes as input msk and £-bits input x, computes
ry = CPRF.Evalpgk (x).
- Us—p {0, 1} — {0, 1}¢7 takes as input msk and f € F, computes
sk s = cPRF.Constrainmg (f).
- Uroy {0, 1}¢7 — {0, 1}¥ takes as input sk and £-bits input x, computes
Iy = cPRF.ConstrainEvaIskf (x).

We require that for all pp, f, x as define above, the circuit U, _, , and the effective sub-circuit
of Uy x o Uy y are the same. That is, the description of U, as a sequence of gates is
identical to the sequence of gates that go from the input wires to output wires of circuit
U f—x© Uy f-

Pseudorandomness The adaptive security game of a cCPRF scheme between an adversary .4
and a challenger C is as follows.

1. Initialization: C generates (pp, msk) — cPRF.Setup(1¥) and sends pp to .A.
2. Queries Phase I: .4 makes (possibly many) queries in an arbitrary order:
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— Evaluation Queries: .4 sends a bit-string x € {0, 1}¢,Creturns r, < cPRF.Evalmg (x).
— Key Queries: A sends a function f € F, C returns

sk < cPRF.Constrainms ().

3. Challenge Phase: A sends the challenge bit-string x* € {0, 1}¢. C uniformly samples b &

{0, 1}. If b = O then returns r* & {0, 1}*. Otherwise it returns r* <— cPRF.Evalne (x*).
4. Queries Phase II: same as the first queries phase.
5. End of Game: A outputs a bit b’

A wins the game if (1) b’ = b; (2) all the evaluation queries are not for x*; and (3) all of
the key queries f are such that f(x*) = 0. Moreover, we call it to be single-key adaptive
security if in the above described game, A can only make a single key query throughout the
entire game. A cPRF scheme is secure (resp. single-key secure) if for any PPT adversary A4,
the probability that A wins in the adaptive (resp. single-key adaptive) security game is at
most 1/2 4 negl(x).

Key simulation We require a PPT algorithm KeySim,,,(f) — sk s such that any PPT adversary
A has at most 1/2 + negl(x) probability to win the following game against a challenger C.

— Initialization: C generates (pp, msk) <— cPRF.Setup(1¥) and sends pp to .A.

— Evaluation Queries I: .4 makes (possible multiple) queries. In each query it sends a
bit-string x € {0, 1}¢ and C returns r, < cPRF.Evalme (x).

— Challenge Phase: A sends the challenge constrain f* € F. C uniformly samples b <«
{0,1}. If b = 0 then C returns sk s« < cPRF.Constrainmg(f), otherwise, it returns
skpx < KeySimg, (f).

— Evaluation Queries II: same as the first queries phase.

— End of Game: A outputs a bit b'.

A wins the game if (1) " = b and (2) all the evaluation queries x are such that f*(x) = 0.
We first recall a lemma from a prior work, and the present our construction.

Lemma 4.5 [40] Assuming the hardness of LWE with super-polynomial modulo-to-noise
ratio, there exists a conforming cPRF scheme for t-CNF function family such that all the
required properties above are satisfied.

4.2.1 Construction of ABE for (t-CNF*) A G

Let IT = (cPRF.Setup, cPRF.Eval, cPRF.Constrain, cPRF.ConstrainEval) be a conforming
cPRF for ¢-CNF function family with input length £; and output length k, and assume that
the length of msky7 is «. For all f € t-CNF let £ denote the size of sk ; for the function f.
Let Uy x, Us— y and Uy_,, be the circuit as defined in the part of Gradual Evaluation,
and denote the depth of Uy_,, as d... Let G be the function family with input length £>
and output length 1. For convenience, we denote F» as t-CNF* A G for short. ABE =
(ABE.Setup,, ABE.Encx,, ABE.KeyGen x,, ABE.Dec, ) is defined as follows.

ABE.Setup 1, (1°): The setup algorithm takes as input a security parameter «, and then does
the following:

1. Sample a random matrix A € Zj™™ along with a trapdoor basis To € Z™"*™ of lattice
A (A) by running TrapGen.
2. Sample (pp7, mskr) < cPRF.Setup(1¥), denote o := msk;7.
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. $

3. Select matrices By, ..., By, < ng’”.
. $

4. Select matrices Cy, ..., Cy, < Z("IX’”.

5. Select a random matrix U & /i
6. Output the public parameters

mpk = (A, {Bi}ie(e,1, {Cilieles) U, PP7)
and the master secret key msk = (T, o).

ABE.Setup -, (mpk, msk, U, A| g): The key generation algorithm takes as input mpk, msk,
a policy function U, A g € F, where the depth of g is d, and then does the following:

1. Compute the matrix By » < Evalpk(Us—x, {Bi}ic[c]), and denote B, = [B, ..., By, ]-
H(r—)x-

2. Compute r < [1.Eval, (x) and let I, : {0, 1} — {0, 1} be the function that on input ’
returns 1 if and only if » = r’. Compute B, <« Evalpk (-, By), and denote B, , = B, B,.

3. Define function g(-) = 1 — g(-), and compute

H, = Evalpk(g, Ci,....Cp) € szm.
4. LetFy, g = (AJA ) = (ABy,[Hy) € zpm,
5. Sample D € VAKISIPTY ) SampleLeft(A, Ta, A’Ux ALg U, 7).

6. Output sky, . » ¢ := (r, D), where Fy, 1 ¢ - D = Umod g.

ABE.Encr, (mpk, (f, x), p): In order to encrypt a message p € {0, 1}* with respect to

attribute (f, x) where f € t-CNF and x = (x1,...,xg,) € ZﬁZ, the encryption algorithm
first chooses a random vector s < Zz and three error vectors eg < x", e; <« f(’”“zf,

er < x* where y and x are B and B bounded discrete Gaussian distribution, respectively,
and then does the following:

Sample sk y < KeySim,,(f), and denote 55 = sk s.

Compute B, < Evalpk(Us— 7, {Bi}ie[«]), and denote By = [By, ..., B¢ ] - Bo— .
SetHy = (xiG + Cy|- - |x4,G + Cy,) € Z1".

Choose ¢, uniformly random matrices R;. <« {—1,1}™*" for j € [£>], and set e3 =
(R}| R, )T -eq € Zy*2.

5. SetFyyx = (AJA, ) = (AIB; — s/ ® G|Hy) € Z T,

6. Output ¢ = (s, F},x -5+ (eg, elT, eST)T, UT -s+e+ lg/21n).

Ll

ABE.Decr, (mpk, skU“A"g, ((f, x), ¢)): The decryption algorithm uses the key Ska.rN\S
:= D to decrypt ¢ with attribute (f, x). If U, ,(f) # 1, output L. Particularly, let the
ciphertext ¢ = (57, €in,1, Cin,2, €15 - - -, €ty Cour), COMpUte r <« Uroy(sp). If r = r’ then
set Uy r(f) =0.

Otherwise, compute B, By as in Enc and KeyGen respectively. Then compute ct; ., <

Evalct(Uf_m, sf, Bf) and ct, ./ < Evalct(lr, r, BX), and also compute

cg = Evale (g, {(xi, Civ e)}i2 )

Lastly, output s’ = Round(cty,; — DT - (Ctin.1, Ctin.2, Cts 7, Cty v, Clg)).
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Table 3 Parameter setting of ada-sel secure ABE for (--CNF*) A G

Parameters Description Setting

K Security parameter

n PK-lattice row dimension k€3

m PK-lattice column dimension O(nlogq)

q Modulus B(2nz)3d“’7LS
d Depth of g O(logk)

dee Depth of Up_, x K2

T SampleLeft and SampleRight parameter K (2m)dcet3
B Bound of error distribution x O(x)

B Bound of error distribution x B/c2(2m)dff"'1
k Output length of conforming cPRF K

12 Input length of g K

L The size of sk ¢ o(l)
Correctness

Lemma 4.6 IfI1 is a conforming cPRF for function class t-CNF, then ABE £, is a correct ABE
scheme for the function class F».

Proof Fix u € {0, 1}%, (pp, msk) <= ABEx, .Setup(1¥), Uy, A| g € F> and attribute (f, x)
such that Uy ,(f) A g(x) = 1. Consider the execution of ABE.Dec,.

We can show that ct, ., = BrT -5+ e’l by similar computation as [40], where ||e/l | <
m2e fké (2m)d“’+1 and B is the bound of distribution X - On the other hand, ct, = H:gr s+eg,
where |leg| < 44m3/2 B, Therefore,

Clour — D" ((Ctin,1, Clin2, Cspsrrs C s ctg))
=U" -s+e+1g/2lp—D" - (A|By,[Hy)-s —D" - (eg, €}, €,)
=er+ 1g/2ln—D" - (eo, €}, ep),

by our choice of parameters, the error term € = e; —D7 (eg, e’1 , €g) satisfies that ||e]| < g/4.
This completes the proof of correctness. O

Parameter setting for this construction For arbitrarily small constant €; € (0, 1) and
constant €3, we denote €3 = 26%, and set the system parameters according to the Table 3
below.

These values are chosen in order to satisfy the following constraints:

. I
— To ensure correctness, we require ||e; — DT. (eo, €;, €g)llco < q/4; here we bound the
dominating term:

IDT - eylloo < Tv/3m - m*CpkBem)*H! < g/4.

— For SampleLeft, we know ||ﬂ|| = 0(y/nlogq), so require that the sampling width ©
satisfies

T > 0(\/nlogq) -w(\/10g3m).
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— For SampleRight. we know ||'l?é|| < /5 and that

T > V5 - m2e@m)% ! w(/logm) > |Tg| - sy, ., - (/logm).

— To apply Regev’s reduction, we need B > /nw(logn).
— To apply the Leftover Hash Lemma, we need m > (n 4+ 1) log ¢ + w(logn).

Secret key size We give a simple analysis of the secret key size of our ABE£, construction.
By Lemma 2.2, we know that

Pr[D « DA(‘]J(FU.\'AHK)’T 2 ID] > t+/3m] < negl(n).

By our setting of parameters above, the size of the secret key of our ABE scheme for 7, is
bounded by O (k24372 log? k).

4.2.2 Security proof of ABE £,

Theorem 4.7 For parameter setting in Table 3, ABEx, scheme above is ada-sel secure as
defined in Definition 3.5 and Remark 3.6, assuming the LWE,, , , assumption holds.

Proof The proof proceeds in a sequence of games where the first game is identical to the
security experiment as in Definition 3.5, while in the last game in the sequence the adversary
has advantage zero. Our goal is to prove indistinguishability among the adjacent games. We
let W; denote the event that adversary wins the ABEz, security experiment in game i, thus
adversary’s advantage in game i is |Pr[W;] — 1/2|. The sequence of games can be described
as follows:

The sequence of hybrids (Hg, Hq, H2, H3, Hg)

Hybrid Ho: This is the original security experiment Expffa'sel(l") from Definition 3.5
between the adversary A and the challenger.

Hybrid H;: Hybrid H; is identical to Hybrid Hy except that we add an abort event that is
independent of the adversary’s view. Suppose the number of queries made by adversary
is O which is a polynomial in . And let (x, g1), - -+ , (xg, o) denote the key queries.
W.lo.g., assume that there does not exist one query (x;, g;) such that f*(x;) = g;(x*) =
1, where f* and x* are the first and the second part of the challenge attribute.

In final guess phase, upon receiving the adversary’s guess " € {0, 1} for b, the challenger
does the abort check: f*(x;) # 1 and g;(x*) # 1. If the condition does not hold, the
challenger overwrites b’ with a freshly random bit in {0, 1}, and we say the challenger
aborts the game.

Hybrid H,: We change the way challenger generates the challenge ciphertext. Instead
of computing sk g+ < KeySim,,(f*), it computes

sk g+ < cPRF.Constrainms (f*).

Now sk + = U s+ (0).
Hybrid H3: We change the way challenger generates the matrices {B;}, {C;} as follows.

It samples uniformly random matrices {R;}, {R;.}, where R; <i {0, 1ym>m, R; <i

{0, 1}"*™ "and set B; = AR; + 0;G, Cj = AR} — xsz.
Hybrid Hs: We change the way challenger generates the challenge ciphertext again.
Specifically, let the ciphertext ¢ = (s, €in,1, Cin,2, €1, - - -, €ty Cour)- Recall that previ-

ously ¢;pn 2 = ST(Bf—Sf®G)+81r,Cj = sT(ij+Cj)+e;j,wherej € [£2], e1 <i
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)N(’""Zf. In this hybrid, these vectors will be computed as ¢;; 2 = ¢in,1-Rs— 7 +elT, where
R p = Evalsim(Us— £, {(0i. R)}{_;, A), and ¢; = cin,1 - R’

Hybrid Hs: We change the way challenger answers key queries. Let x be a query
and fix ' < Evaly(x). Note that B,y = AR, +r ® G, where R,_,, =
Evalsin(Us -, {(0i, R)}_;,A), and B, = AR, + I.r') ® G, where R, =
EvaISim (Irv (}’, Ra%x)7 A)

Since Uy (f*) A g(x*) = 0, then Pr[=(f*(x) = 1 A g(x*) = 1)] = 1. If f*(x) = 1,
then I, (r") = 0 with overwhelming probability. On the other hand, when f*(x) = 1,
g(x*) must be O, then Hy = AR} + (I — g(x*))G = AR, + G, where R, =
Evalsim (g, (x*, {R}}), A). Now challenger can use algorithm SampleRight to make the
following equation hold

[AJAR, |AR, +G]-D = U mod g.

Similarly, If f*(x) = 0, I, (") = 1. Then challenger can also use algorithm SampleRight
to make the following equation hold

[AJAR, + G|AR], + (1 — g(x*))G] - D = U mod g,

no matter g(x*) = O or 1.
Hybrid He: We change the way A is generated. Instead of sampling it via TrapGen, we

sample A & Zg*™ uniformly at random.

Hybrid H7: We change again the way challenger generates the challenge ciphertext. It
now samples ¢;;,1 and ¢,y uniformly at random. Now the challenge completely hides b
and so adversary has no advantage.

Now we explain the indistinguishability between the adjacent hybrids briefly. For Hy and
Hj, the challenger in H; has probability é that doesn’t abort the game, so |Pr[W ] — 1/2| =

é|Pr[W0] — 1/2|. The indistinguishability between H; and H, comes from the pseudoran-
domness of the underling PRF of the cPRF. H; is indistinguishable from H3z because of the
Key Simulation security and the fact that random r; doesn’t leak any information of msk. We
can apply the leftover hash Lemma 2.6 to show the indistinguishability between H3 and H.
H4 is indistinguishable from Hs due to the smudging Lemma 2.8. The indistinguishability
between Hs and He comes from Lemma 2.3. Hg is indistinguishable from H; because of
Lemma 2.1. Finally, Hy is indistinguishable from Hg due to the hardness of LWE.

In conclusion, [Pr[Wy] — 1/2| = Q|Pr[W;1] — 1/2| < Q(|Pr[W2] — 1/2] + epgp) <
Q(Pr[W3] — 1/2] + eprr + keysim) < - -+ < Q(IPr[Ws] — 1/2| + eprr + keysim + ELWE +
negl(k)) = Q(eprr + keysim + eLwe + negl(k)). Therefore, the advantage of adversary in
ABE security game is negligible assuming the security of cPRF and the hardness of LWE. O

As a direct corollary of this section, we obtain the following AB-wHPS from lattices.

Corollary 4.8 Assuming LWE, there exists AB-wHPS that is

1. adaptively secure for the comparison functions;
2. adaptively secure for t-CNF* functions.
3. selectively secure for general circuits.

Moreover, the secret key size (excluding the function description) of the AB-wHPS only
depends on the depth of the function, but not the size.
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5 Optimal-rate leakage-resilient encryption schemes in the relative
leakage model

Prior work (e.g., Naor and Segev [34], Alwen et al. [6], and Hazay et al. [26]) showed
how to construct leakage resilient PKE/IBE from wHPS/IB-wHPS in the relative model. The
construction can be generalized to construct leakage resilient ABE from AB-wHPS in the
same spirit. To further achieve the optimal leakage rate, we observe that all we need is an
AB-wHPS with succinct keys (which do not depend on the function size). This is what we
construct in Sect. 3.2, i.e., Construction 3.11, Theorem 3.12, AB-wHPS and the underlying
ABE instantiations in Corollary 4.8.

Construction5.1 Ler IT  =AB-wHPS.{Setup, KeyGen, Encap, Encap*, Decap} be a
(log |K|, log |K|)-universal AB-wHPS with the encapsulated-key-space K and attribute space
X = {0, 1}* foraclass of policy functions F = {f : {0, 1}* — {0, 1}}. LetExt : xS — M
be a (log || — £, €)-extractor, where three sets K, S, M are efficient ensembles, £ = {(k) is
some parameter and ¢ = (k) = negl(k) is negligible. Furthermore, assume that M is an
additive group. Then, aleakage-resilient ABE scheme ITx = I1r .{Setup, KeyGen, Enc, Dec}
with message space M and policy function class F can be constructed as follows:

— ITx.Setup(1%): The algorithm runs (mpkn, mskn) <i IT.Setup(1%), and outputs
mpk := mpk’, and msk := msk’.

— ITr.KeyGen(msk, f): Given a master secret-key msk and a function f € F as input,
the algorithm runs AB-wHPS.KeyGen to generate and output (f, Sk?), where sk =

sk7 & AB-wHPS.KeyGen(msk, /).
— I r.Enc(mpk, x, ): Given a master public-key mpk, an attribute x € X = {0, 1}*,
and a message . € M as input, the algorithm runs AB-wHPS.Encap to generate

(CT', k) <AB-wHPS.Encap(mpk, x), and then samples s i S. Furthermore, the algo-
rithm computes and outputs

ct = (s, cto, ct1) = (s, CT, u + Ext(k, s)).

— ITx.Dec(sky, ct): Given a ciphertext ct = (s, Cto, ct) and a secret key sk ¢ as input, the
algorithm runs AB-wHPS.Decap fo generate
k = AB-wHPS.Decap(sk s, cto), and then output o = ct; — Ext(k, s).

Our construction achieves a leakage resilient ABE, and can be modified into a leakage resilient
PKE/IBE. We summarize the results in the following theorem.

Theorem 5.2 Assume IT is a selectively (or adaptively, resp.) secure (log|K|, log|K])-
universal AB-wHPS for the policy function class F, and Ext : K x & — M be a (log |K| —
£, negl(x))-extractor. Then the above ABE scheme I1x = I1r.{Setup, KeyGen, Enc, Dec}
for F is a selectively (or adaptively, resp.) £(k)-leakage resilient attribute-based encryption
scheme for the policy function class F in the relative-leakage model. Particularly, I1r is aslo

— an {(k)-leakage-resilient PKE in the relative-leakage model, if F contains only a single
function that always outputs 1.

— an L(k)-leakage-resilient |BE in the relative-leakage model, if F contains the following
comparison functions, i.e., each function fy € F is indexed by avector y, and fy(x) = 1
ifand only if y = x.
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Proof Here, we just prove the general case of ABE for a general function class F. Then, the
results for IBE and PKE are clearly set up, since IBE and PKE are special cases of ABE for
equation-testing functions and constant function, respectively.

First, the correctness of this ABE scheme I7r follows naturally from that of AB-wHPS IT.
Furthermore, the security of this ABE scheme can be argued by using a sequence of hybrids
as follows.

Hybrid Hy: This hybrid is defined to be the security experiment with £-leakage in Definition
2.11. In this hybrid, the view of A consists of the master public-key pk, leakage information

h(sk ), and challenge ciphertext (s, CTo, CTy), where (mpk, msk) <i AB-wHPS.Setup(1%),
sk; < AB-wHPS KeyGen(msk, f).s < S,

(CTo, k) < AB-wHPS.Encap(mpk, x), CT; = up + Ext(k, s).

Notice that the leakage function 4 : {0, 1}* — {0, 1} is chosen adaptively by the adversary
before the challenge stage. More importantly, in the leakage query stage, A is allowed to
query only one policy function f such that f(x*) = 1 where x* is the challenge attribute.
Hybrid Hj: This hybrid is almost identical to the Hybrid 0, except the challenge ciphertext
is computed in the following way:

(CTop, k) i AB-wHPS.Encap(mpk, x), ki = AB-wHPS.Decap(sk s, CTp),
CTi = wp + Ext(ky, s).

The only difference between Hybrid 0 and Hybrid 1 is the usage of k and k1 in the computation
of ;. In fact, k = k; according to the correctness of the underlying AB-wHPS. Hence, Hybrid
0 and Hybrid 1 are identical.

Hybrid H;: This hybrid is almost same to Hybrid 1, except the challenge ciphertext is
computed in the following way:

CT, .2 AB-wHPS.Encap*(mpk, x), k; = AB-wHPS.Decap(sk 7, CT;),
CTy = up + Ext(ky, ).

The only difference between Hybrid 1 and Hybrid 2 is the computation and usage of CTg
and CT;,. In fact, according to the ciphertext indistinguishability of the underlying AB-wHPS,
CTo and CT;, are computationally indistinguishable even for an adversary having secret key
sk 7. Hence, Hybrid 0 and Hybrid 1 are indistinguishable for an adversary having the leakage
information . (sk ). Notice that, in the real scenarios, one party is always issued just one secret
key satisfying his attributes, which will be used in the following decryption computation.
Therefore, it makes sense for us to limit just one policy function f such that f(x*) = 1 in
the leakage query stage.

Hybrid H3: This hybrid is almost same to Hybrid 2, except that the challenge ciphertext is
computed in the following way:

CT) & AB-wHPS.Encap*(mpk, x), r < M, CT| = pup+r.

Essentially, pk, CT;, kj = AB-wHPS.Decap(sk ¢, CT)) and h(sk ¢) are correlated variables.
According to the universality of underlying AB-wHPS, we know that k; is uniform over K
even given pk and CTj,, i.e.,

Hoo (k1|pk, CTy) = log(IK]).
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Furthermore, since the bit-length of leakage information /(sk r) is £, we have

Hoo (k1 lpk, CTy, hi(sk ) = log(IK]) — £.

Then, for a random s i S, Ext(ky, s) is e-close to the uniform distribution over M even
given pk, CT6, h(sky), since Ext is assumed to be a strong (log(|K|) — ¢, &)-extractor for
& = negl(x). As a result, Hybrid 2 and Hybrid 3 are statistically indistinguishable.

Notice that the view of .4 in Hybrid 3 is completely independent of 1¢;, and b. Therefore, the
advantage of .4 in Hybrid 3 is 0. Finally, combining all above hybrids together, we conclude
that the advantage of A in Hybrid O is also negligible in «. Thus the ABE scheme ITr is
{-leakage-resilient for F. O

Combining Theorems 3.12 and 5.2, we obtain the following results. Assume there exists
a sel-sel (or ada-sel) secure ABE scheme with the message space Z,, for the function class
F Ay G, where G is the class as in Definition 3.9 with parameters m, n, and the key-length
(of the extra part, excluding the function description of f) of this underlying ABE scheme for
policy function f is s(f). Then the allowed leakage length of the above leakage resilient ABE
(or IBE or PKE) scheme /77 for the function class F is £ = (nlogm — 2«) and the key-length
of ITx for fis |sk¢| = nlogm + | f| + s(ff.gy)-

Furthermore, if the secret key size s(ff,gy) is succinct, i.e., s(fAf,gy) = 0(|ff,gy|) =
o(nlogm + | f]), then we can set sufficiently large n, m such that nlogm = w(| f]). Conse-

1— 2k

. . logm—2« logm
uently, the leakage rate of this scheme I7 is UEL . = 1o ~ 1—o(l),
quently g T2 Wlogm+{fl+s(Fr.gy) RR/PAE (D
nlogm

achieving the desired optimal leakage rate.
Finally, by combining Corollary 4.8 and Theorem 5.2, we obtain the following Corollary.

Corollary 5.3 Assuming LWE, for all polynomial S = poly(x), there exist 1 — o(1) leakage
resilient ABE schemes in the relative leakage model, which are

1. adaptively secure for the comparison functions;
2. adaptively secure for t-CNF* functions of size up to S;
3. selectively secure for general circuits of size up to S.

Remark 5.4 We note that our ABE schemes are leakage resilient even if the policy function
goes beyond the size bound S. The leakage rate would still be 1 — o(1) for a slightly restricted
class that leaks n log m — 2k on the part y, the whole description of f, and the extra part of
Sklf7 (excluding the function description) of the underlying AB-wHPS. This is more restrictive
than functions that leak nlogm — 2« + | f| from the whole secret key.

6 Extension I: optimal-rate leakage-resilient encryption schemes in the
BRM

In this section, we present how to use AB-wHPS to construct optimal-rate leakage resilient
ABE in the BRM. We follow the structure of [6, 26] by first amplifying the hash proof system
and then combining it with a locally computable extractor [41]. In particular, we first amplify
AB-wHPS through parallel repetition and random sampling in Sect.6.1. Then, in Sect.6.2,
we generalize the notion of locally computable extractor by Vadhan [41] into one with larger
alphabets, and show that a refined analysis of this tool can be used to derive 1 — o(1) leakage
rate in the BRM, improving the prior analysis [6, 36] that can only achieve a constant leakage
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rate. Finally in Sect. 6.3, we present the overall construction of our leakage resilient ABE in
the BRM with optimal leakage rate.

6.1 Amplification of AB-wHPS

Definition 6.1 Let n’ be a positive integer, and H = {h : [n’] — {0, 1}} be a function class

where each function /1, € H is indexed by a value y € [n'], and h,(x) = 1 if and only if
9

x=y.

Construction 6.2 (Construction of amplified AB-wHPS) Let IT = I1.{Setup, KeyGen,
Encap, Encap*, Decap} be an AB-wHPS with the encapsulated-key-space K and attribute
space X = {0, 1}* x [n'] for a class of functions F A 'H, and let t < n' be a positive integer.

Then a new AB-wHPS lell/” with attribute space {0, 1}* and encapsulated-key-space K' for
the function class F can be constructed as follows.

- Hﬁl”t.Setup(l’(): The algorithm runs (mpkn, mskn) <i I1.Setup(1%), and outputs
mpk := mpk’’, and msk := msk’.
- Hﬁl ' KeyGen(msk, f): Given a function f € F, the algorithm first sets fi = f)if,h,- €

FAHforeveryi € [n'], and runs IT n' times to generate sk ; & 1 .KeyGen(msk™, f1)
fori € [n']. The algorithm outputs

Skf = (Skfl, Skfz,..., Sk];,,/).

- Hﬁ‘”’.Encap(mpk, x): Given mpk and an attribute x € {0, 1}* as input, the algorithm

chooses a random subset r :={ry, ..., r;} C [n'] and computes'®

(CT:, ki) < I .Encap(mpk, (x, 7)) forall i € [].

The algorithm finally outputs CT := (r,CTy, ..., CT;) and k = (ky, ..., k)T
- Hﬁl " Encap*(mpk, x): Given mpk and an attribute x € {0, 1}* as input, the algorithm
chooses a random subset r := {ry, ..., r;} C [n'] and computes

CT; & I1.Encap*(mpk, (x, 1)) for all i € [1].

Finally, the algorithm outputs CT := (r, CTy, ..., CTy).

- HI'Il ".Decap(skf, CT): Given a ciphertext CT := (r,CTy,...,CT,) and a secret key
skp = (Skj;,, skfz,..., skj;.n/), the algorithm runs I1.Decap to generate ki =
H.Decap(skf,,.,CT,-) for i € [t], and outputs k = (ki, .. k)T if _f’f (x,r;) =1

foralli € [t]. Otherwise, the algorithm outputs L.

Next, we present the following amplification theorem, which is essential an extension of
the work [6].

9 Clearly, the domain of hy is [n’]. And the parameter n’, whose concrete setting is described in Sect. 6.3, is
set to achieve the optimal leakage rate for the encryption in the bounded-retrieval model.

10 The subset {r 1,--.,rt} must be randomly chosen, as it is an important property for the analysis of locally
computable extractor in Sect. 6.2.
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Theorem 6.3 Assume IT is an (I, w)-universal AB-wHPS with the encapsulated-key-space
K for F N 'H. Then the above amplified construction of Hﬁ’ Tisan (t -1, t - w)-universal
AB-wHPS with the encapsulated-key-set K' for F. Furthermore,

— ifthe underlying I1 is selectively (or adaptively) secure, then the I1, ﬁl "“is also selectively
(or adaptively) secure;

— if the secret-key-size of IT scheme for the policy function f is (| f| + s(f)),'! then the
secret-key size of the Hﬁ'/'tfor fisn x (|f] +logn’ + s(ff,h)).

Proof The second part of the theorem follows directly by our construction from the underlying
IT to the amplified I7, ﬁ' ! especially by the relationship between policy functions of IT and

that of T} L
Similar to Theorem 3.12, in order to prove the first part of this theorem, we need to prove
the following three properties: correctness, smoothness and ciphertext indistinguishability.

Correctness Correctness of our I7, ﬁ‘ " follows directly from the correctness of the underlying
II.

Universality As IT "’/" is a parallel repetition of the underlying 7, universality of our /T} E

follows directly from the universality of the underlying /7.

Ciphertext indistinguishability We prove that the ciphertexts output by I7 |"' ”’.Encap(m pk,

x*) and le"/”.Encap*(mpk, x*) are indistinguishable, given one secret “1-key” sk s such
that f(x*) = 1 and perhaps many “0-keys” sk ¢+ such that f'(x*) = 0, where x* is the
challenge attribute. We summarize the result in the lemma below. O

Lemma 6.4 (Ciphertext indistinguishability) The construction of the amplified AB-wHPS
satisfies valid/invalid cipheretext indistinguishability as Definition 3.1.

Proof We prove the valid/invalid ciphertext indistinguishability of AB-wHPS via a hybrid
argument. More specifically, we define the following hybrids, where we start from a valid
ciphertext, and then switch row-by-row towards an invalid ciphertext. We prove that each
two neighboring hybrids are indistinguishable via a reduction from the underlying AB-wHPS.
The proof of this lemma follows directly from the indistinguishability of these hybrids.
Hybrid Hy: For a randomly chosen subset r := {r{,...,r;} C [n'], this hybrid is defined
as the ciphertext indistinguishability experiment in Definition 3.1, where A is given a valid
ciphertext

CTy := (r, I1.Encap(mpk, (x, r1)), ..., IT.Encap(mpk, (x, r;))),

In this hybrid, it is clear that the ciphertext CTy is generated as I7, ﬁl /’t.Encap.
Hybrid H;: For any 1 < z < — 1, H; is almost same to H,_j, except that A is given the
following ciphertext
CT, :=(r, I1.Encap™(mpk, (x, 1)), ..., IT.Encap®(mpk, (x, r;)),
I1.Encap(mpk, (x, r;41)) ..., , [T.Encap(mpk, (x, r;))).

In this hybrid, the first z ciphertexts are generated by I7.Encap™® (with z different attributes),
and the rest are by I1.Encap (with other r — z different attributes).

I Recall that the function s( ) denotes the size of the extra part of the secret key, excluding the description
of the function.
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Hybrid H;: This hybrid is almost same to H, 1, except that A is given the following ciphertext
CT; := (r, [1.Encap(mpk, (x, r1)), ..., I[T.Encap(mpk, (x, r;))),

In this hybrid, it is clear that the ciphertext CT, is generated as IT, ﬁ’/’t .Encap*.
Then, it suffices to prove the computational indistinguishability between H; and H,4 for
ze[t—1] ]

Claim 6.5 Suppose the valid/invalid ciphertext of the underlying AB-wHPS is selective or
adaptive indistinguishability, then the above hybrids H; and H,| are selective or adaptive
indistinguishability for any z € [t — 1].

Proof We prove this claim through establishing a reduction from the valid/inva- lid ciphertext
of the underlying AB-wHPS to the indistinguishability between H, and H_4 . This means if
there is an efficient adversary D who can distinguish H; from H,; with advantage ¢, then
we can construct an efficient reduction B to break the corresponding indistinguishability of
underlying AB-wHPS with ¢. Here, we just describe the reduction in the case of adaptive
indistinguishability (underlying AB-wHPS), and note that a similar argument can be carried
to the selective security in a straight-forward way.

Let A be the adversary for the ciphertext indistinguishability experiment for the amplified
AB-wHPS, and D be a distinguisher that distinguishes H, from H, | with a non-negligible
advantage for some z € [t — 1]. Now we describe the reduction B that breaks the ciphertext
indistinguishability of the underlying AB-wHPS when interacting with the challenger C.

Setup B simulates either the hybrid H, or H, | by running A in the following way.

1. B first get a master public-key mpk from the challenger C for the underlying AB-wHPS
I1.

2. Then B forwards this mpk to the adversary A for the amplified AB-wHPS 7T ﬁl/”.

3. At the same time, B sets a table 7 = (.

Test Stage 1 B answers the secret key queries of A in the following way.

1. Asends a function f € F to B for a secret key query.
2. B first checks whether there exists an item containing this f in the table 7.

— If yes, B returns the corresponding secret key sk s in 7' to A.
— Otherwise, B goes to the next step 3.

3. Bsets f = f}’}’hi € F A H forevery i & [n']..

4. Then B sends all f' to C to conduct secret key query for AB-wHPS, and thus get sk i as
a respond.

5. Finally, B sends sk := (Squ , skfz, ce, skf”/> as the secret key for f to A, and stores
the tuple (f, sk s) as an item into the table 7.

Challenge stage 55 simulates the challenge ciphertext to A as follows.

1. A choose any x* € X satisfying that there is at most one function f € F such that
f(x*) = 1 had been queried in Test Stage 1, as the challenge attribute to conduct the
challenge query.

2. For a randomly chosen subset r := {r,...,r;} € [n'], B sets attribute x;_l =
(™, rz41)-
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3. Then B send attribute x?_; to C for the challenge query with respect to the underlying
AB-wHPS.

4. Next, Bobtains aciphertext CT; & AB-wHPS.Encap(x?_ ) or AB-wHPS. Encap™(x7, |)
depending on a random b € {0, 1} as the challenge ciphertexts from C.

5. Furthermore, B sets x;‘ = (x, r;) fori € [t], and then calculates

{CT;F & AB-WHPS.Encap*(x;“)}

i€lz]
and
{CTI”-‘ & AB-wHPs.Encap(x;‘)}
ie[t]\[z+1]

by himself.
6. B collects all ciphetexts CT; for i € [r] together to construct (CT}, ..., CT}) according

to the indexes of these ciphertexts.
7. Finally, B sends this matrix CT* := (r, CT}, ..., CT}) as the challenge encapsulation

ciphertext to A.

Test stage 2 5 answers the secret key queries of A as in Test Stage 1, but with a restriction
that there is at most one function f € F such that f(x*) = 1 can been queried in Test Stage
1 and 2.

Output 3 simulates the output of the experiment and obtain a view H, which is either H, or
H.+1 as we will prove below. Finally, B outputs D(H).

Next, we analyze the advantage of 5. We observe that B perfectly simulates one of the two
hybrids: if the challenge ciphertext from C is valid, then the amplified AB-wHPS challenge
ciphertext CT* is generated according to H, and otherwise H, . Thus, the advantage of B
is the same as that of D in distinguishing H, from H,, 1, i.e., a non-negligible advantage ¢.
Thus, B breaks the ciphertext indistinguishability of the underlying AB-wHPS with advantage

¢, which reaches a contradiction. This completes the proof of this claim. O
Lemma 6.4 follows directly from Claim 6.5 by a standard hybrid argument. O
In summary, we complete the proof of the first part of theorem. O

Combining Theorems 3.12 and 6.3, we obtain the following corollary.

Corollary 6.6 Assume there exists an ABE scheme with the message space Z,, for the function
class F Ay H A G, where G with parameters m, n and 'H with parameter n’ are as Defini-
tions 3.9 and 6.1, then there exists an amplified AB-wHPS with the encapsulated-key-space
Z:, for the function class F.

6.2 Locally computable extractor

Definition 6.7 (Locally computable extractor, [41, Definition 6]) An extractor Ext : {0, 1}" x
{0, 1}¢ — {0, 1}? is said to be t-locally computable if forevery r € {0, 1}4, Ext(x, r) depends
only on ¢-bits of x € {0, 1}".

For our application (constructing leakage-resilient encryption in the BRM), we need a gen-
eralized variant of the above notion. Let x € {0, 1}"* be a vector. We can view it as a
concatenation of n vectors x; € {0, l}k fori € [n],ie.,x = (xlT, e, x,;r)T. In this case,
each x; € {0, 1}* can be viewed as a symbol of some larger alphabet, i.e., I" = {0, 1}%, and
we will need a locally computable extractor for I" as follow.
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Ti T
Sample : {0,1}" — [n]' Sample : {01} — T, T = {0,1}"
f:n] —{0.1} f:n] x [k] — {0,1}

Fig. 1 Depiction of averaging samplers

Definition 6.8 (Locally computable extractor for larger alphabets) Let I' = {0, 1}* be some
alphabet. An extractor Ext : I'” x {0, 1}¢ — {0, 1}" is t-locally computable with respect to I,
if for every r € {0, l}d, Ext(x, r) depends only on ¢t symbols of x = (x;r, R x,;'—)—r e,

Generally, a locally computable extractor can be obtained in two steps [41]: (1) the extrac-
tor uses part of the seed to select ¢ bits (or symbols) of x, and (2) the remaining seed is used
to apply a standard extractor on the selected bits/symbols in the previous step. Vadhan [41]
showed that as long as the selection in step (1) achieves an averaging sampler, then the com-
bined steps would achieve a locally computable extractor. Below, we summarize the result
of Vadhan [41] below, and recall the formal notion of an averaging sampler.

Definition 6.9 (Averaging sampler, [41, Definition 8]) A function Samp : {0, 1} — [n]’
is a (u, 0, y) averaging sampler, if for every function f : [n] — {0, 1} with average value

Ly £y = n,

t
Pr }Zf(zj)w—e <y.
(i1 seenip) <=Samp(Uy) |~ j=1
In order to understand such an averaging sampler more clearly, we depict it in the left side
of Fig. 1.
Next, we present a theorem by Vadhan in [41] that describes detailed requirements for a
locally computable extractor.

Theorem 6.10 ([41, Theorem 10]) Suppose that Samp : {0,1} — [n]" is an (u,0,y)
averaging sampler with distinct samples for © = (6 — 2t)/log(1/t) and 8 = t/log(1/7),
and Ext : {0, 1} x {0, 1}¢ — {0, 1}" is a strong ((§ — 37)t, €) extractor: Define Ext’ :
{0, 1} x {0, 1}/+4 — {0, 1}" by

Ext'(x, (¥1, ¥2)) = EXt(Xsamp(y,)» ¥2)-
Then Ext’ is a t-local strong (8n, & + y + 272 extractor.

As we mentioned above, our application needs a locally computable extractor for larger
alphabets, which may not be implied directly from Theorem 6.10. To tackle this issue, we
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define the following sampling procedure Sampler 1 that outputs ¢ distinct symbols of samples,
and then prove that Sampler 1 is in fact a good averaging sampler as needed in Theorem 6.10.
This would imply a locally computable extractor for larger alphabets as required in our
application.

Notations for the sampling Before describing the algorithm, we set up some notations as
follows. Let I" = {0, l}k and x = (xir, R xI)T € I'" be a vector of n symbols, where
xXi = (X1, X2, ..., xip)l el = {0, l}k fori € [n]. Let S denote a subset of [n] x [k], i.e.
S contains tuples (i, j) € [n] x [k] as its elements. In this case, we define x5 = {x;;}(, j)es-
Then, we define Sampler 1 as below. Sampler 1: Sample a random subset R of [r] that

contains ¢ elements, i.e., R = {ry, ..., r;}, and output S := {(r;, j)}ie[, jelk-
In order to understand such Sampler 1 more clearly, we depict it in the right side of Fig. 1.
Then we derive the following lemma.
K
Lemma 6.11 Foranyk € Z, 11,0 € (0, 1] and y = 2« exp(—t62/4) + (%) , Sampler

lisa (u,0,y) averaging sampler.

Proof According to the natural bijection between [rk] and [n] X [k], to prove that Sampler 1
is a good averaging sampler as Definition 6.9, it suffices to show that for any f : [n] x [k] —
[0, 1] such that n]—k Zie[n],je[k] f(, j) = u, the following inequality holds:

1
5 Yo fiph<pn-0|<vy e))

$
S <—Sampler 1 (i, ))eS

In order to do this, our first transfer the algorithm Sampler 1 into the other statistically
close algorithm Sampler 2 (via Claim 6.12), and then prove that the above inequality (1) holds
for Sampler 2 through using a Chernoff bound argument (via Claim 6.13). Thus, we conclude
that Sampler 1 is a good averaging sampler with overwhelming probability. Furthermore,
we conclude that Sampler 1 with any strong extractor yields a locally computable extractor
for larger alphabets.

Particularly, we define Sampler 2 as follows.

Sampler 2

1. Sample R = {ry, ..., r;} from [n]" uniformly at random.
— If all elements are distinct, then output S := {(r;, j)}ie[s], je[x] and terminate.

2. Otherwise, i.e., there is a repeated element, discard the whole sample and redo Step 1.
Note: the algorithm will only redo Step 1 up to « times. If the algorithm does not produce
an output by then, then output L.

Next we analyze Sampler 1 and Sampler 2 by the following two claims. O

Claim 6.12 For a set X consisting of n = n(k) different blocks and the parameters t = t (i)
such that 1 <t < n, the output distributions of Sample 1 and Sample 2 are statistically close.

Proof We notice that the distribution of Sampler 1 is identical to that of Sampler 2 conditioned
on non-L values. Therefore, their statistical distance is bounded by the probability that
Sampler 2 does not terminate in « steps. Let 7 denote the event that Sampler 2 selects
distinct elements at a particular round (and thus terminates). We have

m—1---m—t+1)

n
Pr[T] = o
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Since every round of Sample 2 is independent of others, we know the probability of Sample
2 outputs L is

(1—Pr[T]>K=<1_”("‘”'”(”"+”>K<(1_(’1—f+1>’>”

n! - n!

. —_ 1 . . .
Therefore, for 1 <t < n, it holds that 0 < ("flifrl) < 1. the statistical distance between

_ t\K
two output distributions is at most (1 — 0‘%”) < negl(x). O

Claim 6.13 For any u,t,0,n, Sampler 2 is a (u,0,y) average sampler conditioned on
non-_L output, where y = 2k exp(—t62/4).

Proof As we discussed above, it suffices to show that for any f : [n] x [k] — {0, 1} such
that ﬁ Yicinl,jetk) £ (@ J) = . we have:

1
5 Yo h<n-6|<vy,

$
S <—Sampler2 @i, j)es

conditioned on § # L.

In particular, let f : [n] x [k] — {0, 1} be a function such that p s := ﬁ D icin],jelk]
fG,j) = w. Let rq,...,r; be ii.d. random variables sampled from [r], and S; =
{(ri, ))}jerr)- Clearly, Sy, ..., S; are the choices of Sampler 2 at a particular round, and
they are also i.i.d. random variables. If ry, ..., r; are distinct, then Sampler 2 will output
S = {81, ..., S:}. Next we denote random variables t,, := % Z];:l f(ri, j)fori e [t], and
clearly, u,,’s are also i.i.d. random variables with the same expectation

1 1
Elurd =3 o 2 fou D =iT=— 3 fG.))=uy.

i'e[n]  jelk] ie[n], jelk]

Therefore, by the Chernoff bound, we have:

|

forany 0,¢ > 0. As ity > p from the assumption. Thus for this particular round, we have

1 t
;Zﬂri _/“Lf
i=1

>0 } < 2exp(—16%/4),

1< 1<
Pr[IZMr,»SM—G}SP{IZWSM—Q}
i=1 i=1
1 (2)
SPr[ ;X;M,~[—uf' 29}
1=

< 2exp(—162/4).
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Then by a union bound over all rounds, we have:

1
G Y G <n—6

S(iSamplerZ (i,j)esS

<Pr|3 d such that ! Xt: < 0
r | 3 a round such that — . —
= " — MUry = 4
<2 exp(—t92/4).

This concludes the proof of the claim. O

The proof of the lemma follows by the above Claims 6.12 and 6.13. O
Furthermore, by applying the Sample 1 to Theorem 6.10 with the following parameters
setting, we derive the following theorem.

Parameter setting Taking « as the security parameter, we set all the parameters in the
following way: k = poly(k),n = poly(x), t = K10g3(nk), S = logénk)’ T = MOgl(nk),,u =

2 _ 1 _ 2 =1 \* _
3log(nk)log(6log(nk))’ 6 = 6log(nk)log(6log(nk))’ v = 2K eXp(—tQ /4) + ( 2n ) » € =
negl(x).

Theorem 6.14 Ler I' = {0, 1}¥, Samp : {0, 1Y — [n]’ be the Sampler I (as a (u,0,y)
average sampler), and let Ext : I'" x {0, 14 = {0, 1} bea strong ((§ — 37)tk, €) extractor.
Define Ext’ : I'" x {0, 1) — {0, 1}" as

EXt/(x’ 1, ¥2) = EXt(xSamp(y]), y2)-

Then Ext’ is a t-block-local strong (8nk, & +y +2~2 M) extractor, where ¢ +y +2~2 =
negl(k) according to the setting of parameters.

6.3 Leakage-resilient encryption in the bounded-retrieval model

In this section, we construct leakage-resilient encryption schemes in the BRM, through
combining an random extractor with an amplified AB-wHPS presented in Sect.6.1. Below,
we give the specific construction of leakage resilient ABE scheme in the BRM from an
amplified AB-wHPS.

Construction 6.15 (Construction in the BRM) Let IT = AB-wHPS. {Setup, KeyGen, Encap,
Encap*, Decap} be an amplified AB-wHPS with integer parameters n’, t, the encapsulated-
key-space K' and attribute space X = {0, 1}* for a class of policy functions F = {f :
{0, 1}* — {0, 1}}. Let Ext : K! x S — M be a strong extractor, where three sets K, S, M
are efficient ensembles, k denotes the size of KC. Furthermore, assume that M is an additive
group. Then, an ABE scheme I1x = I1r.{Setup, KeyGen, Enc, Dec} with message space M
and policy function class F can be constructed as follows:

— ITx.Setup(1%): The algorithm runs (mpkn, mskn) i IT.Setup(1%), and outputs
mpk := mpk’’, and msk := msk'’.

— ITr.KeyGen(msk, f): ITr.KeyGen(msk, f): Given a master secret-key msk and a func-
tion f €F as input, the algorithm runs

sk? & AB-wHPS.KeyGen(msk, f) and output sk := sk'7.
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— ITx.Enc(mpk, x, ): Given a master public-key mpk, an attribute x € {0, 1}*
and a message i € M as input, the algorithm runs AB-wHPS.Encap to generate

(CT, k) <AB-wHPS.Encap(mpk, x) with k € K, and then samples s <i S. Fur-
thermore, the algorithm computes and outputs

ct = (s, cty, cty) = (s, CT, u + Ext(k, 5)).

— ITr.Dec(sky, ct): Given a ciphertext ct = (s, cto, ct|) and a secret key sk ¢ as input, the
algorithm runs AB-wHPS.Decap to generate k = AB-wHPS.
Decap(sk s, cto) with k € K', and then output . = ct; — Ext(k, s).

Parameter setting For security parameter «, we set the system parameters as follows: k =
poly(x), n' = poly(k), t = k log*(n'k), § = log(ln’k)’ T = 610g1(n/k) , & = negl(x). Moreover,
for the proof of leakage-resilience in the BRM, we let Ext : X' x S — M be a ((§ —37)tk, ¢)-
extractor.

Next, we prove that the construction is a leakage resilient ABE in the BRM. Our proof uses
a technique of locally computable extractors [41], i.e., Theorem 6.14, in a black-box way.

Theorem 6.16 Assume I1 is a selectively (or adaptively, resp.) secure amplified AB-wHPS with
integer parametersn’,t = k log3 (n'k) for the policy function class F, and Ext : K' xS — M
be a strong extractor. Then the above ABE scheme I1r = I1r.{Setup, KeyGen, Enc, Dec}
for F is a selectively (or adaptively, resp.) L-leakage-resilient attribute-based encryption
scheme with message space M in the BRM where € = kn' — lo‘gk(%'
Particularly, ITr is also

kn’

— an L-leakage-resilient public-key encryption scheme in the BRM with £ = kn' — Togtky”

if F contains only a single function that always outputs 1.

— a selectively (or adaptively, resp./) {-leakage-resilient identity-based encryption scheme
in the BRM with ¢ = kn' — 10&%, if F contains the following comparison functions,
i.e., each function fy € F is indexed by a vector y, and fy(x) = 1 if and only if y = x.

Moreover,

1. Public-key (resp. master public-key) size of Il is the same as that of I1, which is not
dependent on leakage parameter {.

2. The locality-parameter is t = k log3 (n'k). Thus, the size of secret-key accessed during
decryption depends on t, but not €.

3. The ciphertext-size/encryption-time/decryption-time of I1x depends on t, but not £.

Proof Similar to the proof for leakage-resilience in the relative model, we just prove the
general case of ABE for general functions F in the BRM. Then, the results for IBE and PKE can
be proved similarly, since IBE and PKE are special cases of ABE for equation-testing functions
and constant function, respectively. The correctness of this ABE scheme /7 follows naturally
from that of amplified AB-wHPS IT. Below we focus on proving leakage resilience.

Let us denote r € {0, 1}* as the randomness used to sample random subset {ry, ..., r;} C
[m] in the construction of amplified AB-wHPS, ie., r = (rq,..., r) 7. That is, for
K=y, ..., k)T € IC"/, there exists a random sampling algorithm Samp, (k') that sam-
ples a random subset {ry,...,7;} € [m] and outputs k = (k,;, ..., kr,)T. Similarly, for
(CTy,...,CTy) € cT", Samp, (CTy, ..., CT,) outputs (CT,,, ..., CT,).

We define Ext’ : K" x ({0, 1}* x S) = M by

Ext'(K', 7, 5) = Ext(Kksymp, (k') $)-
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As a result, the ciphertext CT for IT+ can be rewritten as
ct=(r,s,CT,,...,CT,,,m +Ext'(K', r,s)).

From Theorem 6.14 and the setting of parameters for Construction 6.15, we can conclude
that Ext’ : K" x ({0, 1}* x S) > M isa t-locally computable strong (log"(%k), et+y+

2R’y extractor for alphabets /C. Thus, the leakage resilience of [T can be proved
through a sequence of hybrids similar to the proof of Theorem 5.2 in the relative leakage
model.

The allowed leakage length is kn’ — At the same time, it is clear that all efficiency

log(kn’ )
parameters of [T are not dependent on leakage parameter €. Thus, [1r is a (kn — W>_
leakage resilient ABE in the BRM. O

Combining Corollary 6.6 and Theorem 6.16, we obtain the following results. Assume there
exists an ABE scheme with the message space Z,, for the function class 7 A’ H A G, where G
with parameters m, n and H with parameter n’ are as defined in Definitions 3.9 and 6.1, and
the key-length (of the extra part, excluding the function description of f) of this underlying
ABE scheme for policy function f is s(f). Then the largest allowed leakage length of the

above ABE (or IBE or PKE) scheme IT# for the function class F is £ = (kn’ — log(kn/)) with
k = nlogm and the key-length of IT# for fis|sk | = n’(nlogm+logn’+| f]| +s(ff,h,gy)).
Furthermore, if the secret key size s(ff,h,gy))is succinct, i.e., s(ff,h,gy) = 0(|ff,h,gy =
o(nlogm+logn’+|f|), then we can set sufficiently large n, m, n’ such that (logn’ + | f]) =
kn’fl kn’/
og(kn") _
G log mHog n'+ 15 (Frngy))

o(nlogm). Consequently, the leakage rate of this scheme I71r is

1
log(nn’ logm)
105'1’+|f\+5(ff.h.gy )
1+ nlogm

Finally, by combining Corollary 4.8 and Theorem 6.16, we obtain the following Corollary.

~ 1 — o(1), achieving the desired optimal leakage rate.

Corollary 6.17 Assuming LWE, for all polynomial S = poly(k), there exist 1 — o(1) leakage
resilient ABE schemes in the BRM, which are

1. adaptively secure for the comparison functions;
2. adaptively secure for t-CNF* functions of size up to S;
3. selectively secure for general circuits of size up to S.

For unbounded polynomial S, our schemes are still leakage resilient with the optimal rate for
a smaller function class. See Remark 5.4 for the discussion.

7 Extension ll: leakage on multiple keys

Our prior ABE constructions from AB-wHPS only achieve leakage resilience in the one-key
setting where the adversary can only leak on one of the all possible decrypting keys with
respect to the challenge attribute. In this section, we show how to achieve leakage resilience
in the multiple-key setting where the attacker can obtain leakage on w possible decrypting
keys for any bounded polynomial w. Our construction leverages the normal AB-wHPS (where
the ciphertext indistinguishability holds when the adversary gets one decrypting key) and a
threshold secret sharing scheme, following the bootstrapping idea of the work [24].
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Below, we first introduce a useful lemma which is the key principle for the following
parameter setting. Notice that this lemma has been previously given as Lemma C.1 in [24].
However, it seems that their proof has certain flaws. Here, we prove it again in a much more
formal way.

Lemma?7.1 Let I, ..., I, be randomly chosen subsets of size t + 1. Let tg = @(a)ztic%),
and n = O (w?*t). It holds

PrifJainry| <] =1-e9",
i#j

where the probability is over the random choice of the subsets Iy, . .., I,

Proof For all i, j € [w] such thati # j, we use X;; to denote a random variable, which
represents the size of the intersection of I; and I;. Then, we define the following random

variable
X= > X
i,jeloli#j

Clearly, it holds UHé j (r; N Fj)‘ < X. Thus, for the proof of this lemma, it is sufficient to

get a meaningful upper bound for X.

Notice also that for a fixed set I'; and a randomly chosen set I}, X;; follows a hypergeo-
metric distribution, where ¢ + 1 serves as the number of success states and number of trials,
and 7 is the population size. In this case, for 0 < § < %, there is an tail bound:

(t + 1)?
n

Pr [xl-j > +8(t+ 1)] < WD,

Furthermore, it holds

_ 2
Pr[XZ ‘”(“’2 1)((”;1) +a(r+1>)]

ww—1) ¢+1)?
=Pr| > Xz (2 ) (¢ n) +8( 4 1))
i jeloliz)
(t + 1)?

<P ii
<Pr U(X,Jz —— +8+ D)
i)

-1

2
_ w(w— 1)672520“)'
- 2

2
(”;1) +5(r+1)}

Thus, setting n = O(w?1), tg = @(wzt/c%) for any constant ¢, we have
Pr[X > to] < e %20,

[m}
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Construction 7.2 (Extended leakage resilient ABE) Let IT = IT.{Setup, KeyGen, Encap,
Encap*, Decap} be a (log |K|, log |K|)-universal AB-wHPS with the encapsulated-key-space
K and attribute space X = {0, 1}* for a class of policy functions F = {f : {0, 1}* —
{0, 1}}. Let Ext : K x & — M be a (log || — £, e)-extractor, where IC, S, M are efficient
ensembles, £ = L(k) is some parameter and ¢ = (k) = negl(k) is negligible. In addition,
let (Share, Rec) be a (f + 1)-out-of-n threshold secret sharing scheme with respect to secret
domain M, an additive group.

Then, a leakage-resilient ABE scheme ITr = I1r.{Setup, KeyGen, Enc, Dec} with mes-
sage space M for policy function class F can be constructed as follows:

— ITr.Setup(1“, n): The algorithm runs (mpkln, mskln) i IT.Setup(1%) for every i €
[n], and outputs mpk := {mpkln}ie[n] and msk := {msle}ie[n].

— ITx.KeyGen(msk, f): Given a master secret-key msk := {mskf_[}ie[n] and a function
f € F as input, the algorithm first chooses a random subset of cardinality f + 1, i.e.,
I ={r1,...,r54} € [nl, and then runs skjfr[) <i H.KeyGen(mskg, f)fori e [f+1].
Finally, the algorithm outputs

sk = (I, sk(;‘), ol sk}r”')).

— ITx.Enc(mpk, x, i): Given a master public-key mpk := {mpkf}ie[,,], an attribute

x € X = {0,1} and a message w € M as input, the algorithm first runs
(U1y ey fn) <£ Share(w). Furthermore, the algorithm runs IT.Encap to generate
(CT;, ki) g IT1.Encap(mpk;, x) for every i € [n]. Next, the algorithm samples
STy enny Sy i S, and outputs

ct=(S1,...,8n,Ct, ..., Cly, Ctyy1, ..., Cloy)

= (515w 80, CT1, oo, CTypy g + EXt(ky, s1)s oy it + Ext(ky, s0)).

— ITr.Dec(sky, ct): Given a ciphertext ct = ({s;}ie[n] {Cti}ier2n]) and a secret key

sky = (I, {Sk(fri)}ie[;+1]) as input, the algorithm first runs IT.Decap to generate
ky, = H.Decap(skgf"), cty,) and ju,, = ctyiy, — Ext(ky,, sy,) for every i € [t + 1].
Then, the algorithm outputs u = Rec(i,,, ..., Pry )

Parameter setting For security parameter «, given any w = poly(k), we set f = @ (w’k)
and n = O (w?*?). For details, we refer readers to Lemma 7.1.

Our construction achieves a leakage resilient ABE in the multiple key setting. We summa-
rize the results in the following theorem.

Theorem 7.3 Assume IT is a selectively (or adaptively, resp.) secure (log|K|, log|K])-
universal AB-wHPS for the policy function class F, and Ext : K x S — M be a (log |K| —
£, negl(x))-extractor. Then the above ABE scheme I1x = ITr.{Setup, KeyGen, Enc, Dec}
for F is a selectively (or adaptively, resp.) (£(k), w(k))-leakage resilient attribute-based
encryption scheme for F in the relative-leakage model, for any fixed bounded polynomial
(k) = poly (k).

The corresponding leakage rate is 409)

G (sk, | +logm” Furthermore, when the underlying

secret keys (Skifl), e, Sk(fr.f“))form a block source under each leakage function, the corre-
sponding leakage rate is (|skfz|(+l)ogn)'
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Proof Clearly, the correctness of this ABE scheme I7 £ follows naturally from that of AB-wHPS
IT and (¢ + 1)-out-of-n threshold secret sharing scheme (Share, Rec). Furthermore, the
security of this ABE scheme can be argued through using a sequence of hybrids as follows.

Hybrid Hy: This hybrid is defined to be the security experiment with (£, w)-leakage in
Definition 2.11. In this hybrid, the view of A consists of the master public-key mpk, leak-
age information {/; (sk ,)};[w], and challenge ciphertext ct = ({s; };e[n], {Cti}ie[2]), Where

mpk = {mpk }icpa), skp = (ﬂ,{Skgi’j)}je[zH]) with I = {ri1,...,ri+1} € [n],
fix®) =1landi € [w], s; <i S withi € [n], and

(cti, ki) < IT.Encap(mpk;, x*), cty+i = up,i + Ext(k;, s;)

with i € [n] and (up 1, ..., Ub 1+1) <i Share(up). Notice that the block leakage function
hi - {0, 1}* — {0, 1}¢ is chosen adaptively by the adversary before the challenge stage. Here,
in the leakage query stage, A is allowed to query w policy functions f;’s such that f; (x*) = 1
with each i € [w]. Recall that x* is the challenge attribute.
Hybrid H; This hybrid is almost identical to the Hp, except that for positive integer w, the
challenger chooses the random subsets I; = {r; 1,...,7i+1} € [n] with each i € [w] in
advance, and put them as parts of the master secret key, i.e., msk := ({mskf7 Yiem), Ui ielo))-
When the adversary requests the leakage queries on the challenge secret keys sk 1, fori e [w],
the challenger directly uses the pre-selected subset I to respond. Clearly, Hy to H; are
identical from the view of the adversary.
Hybrid H; This hybrid is almost identical to the H;, except the challenge ciphertext is
computed in the following way:

Given the subsets I; = {r; j}jer+1] fori € [w], the challenger computes the union of I
fori € [w], i, I' = Ujcp I7 S [n], and then partitions [r] into two disjoint sets I” and
[n]\ I". Then for each ri,j € I, the challenger computes

(ty, ; kry ;) < IT.Encap(mpk,, ,x*), k. = H.Decap(sk;rl_"‘-"), cty, ).

ri,j

Cusr; = Moy, + Ext(k;l_ﬁj, ).

For other indices r; j € [n]\ I", the ciphertexts are computed in the same way as that of
I". Therefore, the only difference between Hy and H; is the usage of k,, i and k;l__j in the
computation of Ct; 4, i forall r; ; € [n]. In fact, &, ;= k;l_.j according to the correctness of
the underlying AB-wHPS IT. Hence, H; and H; are identical.
Hybrid H3 This hybrid is almost same to Hy, except the challenge ciphertext is computed in
the following way:

The challenger first computes the subset Iy containing all elements 7; ; that are included
in more than one subset I} for i € [w], such that [y € I C [n]. Then for each ri,j €
[n\Ip = ([n]\f) U (1:'\1"0), the challenger computes

o & 1 .Encap*(mpk,, , x*), k;,,j = H.Decap(sk(f:i’j), ct. ),

Ti,j Ti.j

sy, = by + EXUKL L sp ).

On the other hand, for each r; ; € I, the challenger computes

$ i
(cty, ;. k) < H.Encap(mpk,l_yj,x*), k'/’i.j = H.Decap(sk% ’-’), cty, ),

Clutr,; = Moy + EXt(k;i,j’ Sri j)-
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The only difference between Hy and Hs is the computation and usage of cty, ; and ct;‘,.j for
eachry j € [n\ID = ([n]\I") U (I"\Ip).
Notice that, according to the ciphertext indistinguishability of the underlying AB-wHPS

I, {ct,,.’j} JeF\Ty and {Ctr, /} LeF\Iy are computationally indistinguishable even for the

adversary holdmg the challenge secret keys {sk . }iejw] = {sk%i")}ie[w],je[,Jr]] such that
fi(x®) = 1. This is because in this case, each invalid ciphertext ct;l_ ; can be decapsulated by

only one secretkey in {sk}:” ) }ielw). jelr+1- Furthermore, {ct;, . }rw_ cln)\ 7 and {Ct;’i,j }’w' )\
are trivially computational indistinguishability, since the adversary even does not possess
any secret key that could decapsulate these ciphertexts. Hence, through combining two parts
together, H, and H3 are indistinguishable for the adversary having the leakage information
{hi (sk ) }ielw]-

Notice that, in the real scenarios of ABE, the system always issues many secret keys
satisfying the specific attributes, which will be used in the following decryption computation.
Therefore, it is more general for us to consider polynomially bounded w policy function f;
such that f;(x*) = 1 in the leakage query stage.

Hybrid H,: This hybrid is almost same to H3, except that the challenge ciphertext is computed
in the following way:

Then for each r; ; € I\ Iy, the challenger computes

ct;l_/_ & H.Encap*(mpk,”.,x*), Fri s <i/\/l
o,y = Hbrij + 7
Essentially, mpk,, . ct) ,k;{ = H.Decap(sk(f:"‘j), ct), ;) and block leakage
h; (sk}r[_"'), R k;r’,' ’“)) are correlated variables. According to the universality of underlying

AB-wHPS, we know that k;, . is uniform over K even given mpk, . and ct;, . i.e
Hoo(k;l-_j Impk,, .. Ct/,,.,j) = log(IK)).

Furthermore, since the bit-length of leakage information /2; (sk 7,) = h; (sk
is £, we have

(ri, 1) (ri i+1)
e, skﬂ )

Hoo(k |mpk

r,,’

€, hi (k) = log(IK]) — £

$ . . N
Then, for a random sr, <~ S, Ext(k;i B Sr; ;) 18 g-close to the uniform distribution over M

even given mpk e hi(sk ), since Ext is assumed to be a strong (log(|K|) — ¢, €)-

rl
extractor for ¢ = njegl(ic).

On the other hand, for each r; ; € [n]\I", the challenge ciphertext can be computed in
the same way as that of r; ; € I"'\ I. The outputs of the corresponding extractor indeed
satisfy the statistical closeness property, following from the universality of the underlying
AB-wHPSIT. This is because in this case, the adversary even does not possess any information
on the related secret keys.

As aresult, combining the above two parts of arguments, H3 and Hy are statistically close.

Our parameter setting ensures that the number of indexes in subset I is at most ¢ with an
overwhelming probability. Therefore, the view of the adversary (for the challenge ciphertext)
in Hy consists of at most ¢ shares of the challenge message and n — ¢ random values. Due to
the perfect hiding property of the secret sharing scheme, the adversary’s view is completely
independent of 11, and b. As a result, the advantage of .4 in Hy is 0. Finally, combining all the
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above hybrids together, we conclude that the advantage of A in Hybrid 0 is also negligible
in k. Thus the ABE scheme ITr is £-leakage-resilient for F. O

Combining Theorems 3.12 and 7.3, we obtain the following results. Assume there exists
an sel-ada/sel-sel (or ada-ada/ada-sel) secure ABE scheme with the message space Z;;
for the function class 7 A G, where G is the class as in Definition 3.9 with parameters
m, i, and the key-length (of the extra part, excluding the function description of f) of this
underlying ABE scheme for policy function f is s(f). Then the allowed leakage length of the
above leakage resilient ABE scheme ITF with parameters n, f, @ as in the above paragraph
setting for the function class F is £ = (nlogm — 2«) and the key-length of [T for f is
skl = (7 + 1)(logn + it log s + | f1 + 5(f1,¢,)).

Furthermore, if the secret key size s(_ff,gy) is succinct, i.e., s(ff,gy) =o(nlogm+|f]),
then we can set sufficiently large n, m, 11 such that (logn 4| f|) = o(n log m). Consequently,

when the underlying secret keys form a block source under each leakage function, the corre-
2K

sponding leakage rate of this scheme ITr is _ilogm—2c gy
log ntnlogm+|fl+s(ffgy) 1+logn+\f\ﬂ(ff_gy)
nlogm

1 — o(1), achieving the desired optimal leakage rate.
Finally, by combining Corollary 4.8 and Theorem 7.3, we obtain the following Corollary.

Corollary 7.4 Assuming LWE, for any S = poly(x) and w = poly(x), there exist (£, w)-
leakage resilient ABE’s in the relative leakage model, which are

1. adaptively secure for t-CNF* functions of size up to S;
2. selectively secure for general circuits of size up to S.

Moreover, when the underlying secret keys form a block source under the each leakage
function, the corresponding leakage rate is 1 — o(1).

Furthermore, we can also achieve similar results in the BRM. By combining Corollary 4.8,
Theorems 6.3 and 7.3, we obtain the following corollary.

Corollary 7.5 Assuming LWE, for any polynomial S = poly (k) and w = poly(k), there exist
(£, w)-leakage resilient ABE schemes in the BRM, which are

1. adaptively secure for t-CNF* functions of size up to S;
2. selectively secure for general circuits of size up to S.

Moreover, when the underlying secret keys form a block source under the each leakage
function, the corresponding leakage rate is 1 — o(1).
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