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A B S T R A C T

Smart manufacturing has transformed the role of data in manufacturing, with a signi昀椀cant focus on secure data
infrastructure. As factories engage with external data sources, cybersecurity becomes crucial. Blockchain tech-
nology is introduced to safeguard this infrastructure, ensuring secure and transparent data 昀氀ow, which is vital for
industries like pharmaceutical, aerospace, automotive, and electronics manufacturing. This review provides a
comprehensive taxonomy of blockchain architectures, analyzing their working modes, strengths, and weaknesses
while identifying appropriate use cases. It also examines consensus algorithms, categorizing them as either crash
fault tolerant (CFT) or Byzantine fault tolerant (BFT) and further classi昀椀es them based on whether they are proof-
based or voting-based. The review explores the intrinsic limitations of blockchain systems and highlights speci昀椀c
manufacturing challenges where blockchain can be instrumental. It also discusses the synergy between block-
chain and cybersecurity, emphasizing how they work together to enhance security and accountability. The paper
concludes by identifying private blockchain as the most suitable architecture for certain manufacturing appli-
cations, particularly in supply chain management and machinery control. A SWOT analysis is conducted on this
architecture to provide a detailed understanding of its potential and challenges. The review suggests that while
no single consensus algorithm is best universally, each has its own merits depending on the application. Lastly,
the SWOT analysis serves as a catalyst for future research, guiding efforts to maximize blockchain’s strengths and
mitigate its weaknesses in industrial contexts.

1. Introduction

A blockchain is an immutable ledger that is shared and decentral-
ized, allowing users to send/receive transactions, data, or information
on a peer-to-peer network without relying on a trusted third party, as
de昀椀ned by [1].

The use of blockchain technology was primarily limited to crypto-
currency and electronic banking where the transactions exchanged were
昀椀nancial ones, whereas the data and information traf昀椀cked over
blockchain system were related to banking information. However, the
advent of smart contracts - a blockchain-based application - has
expanded the potential use cases of blockchain beyond transactional
exchange [2].

To illustrate, businesses and organizations utilize blockchain tech-
nology at a private level for securely storing and sharing data, rendering
it accessible to any node within a network while maintaining immuta-
bility and preventing alteration, even by the data owner. As such,

various types of blockchains have arisen to suit different purposes,
including permissionless, permissioned, hybrid, and consortium block-
chains. As tracking mechanisms are being developed to enhance trans-
parency and ensure authentic data in supply chains, research into the
potential applications of blockchain technology within this domain has
gained signi昀椀cant traction as evidenced by the increased publications in
this domain.

Blockchain technology has the potential to signi昀椀cantly impact the
manufacturing industry by enhancing transparency and ensuring data
authenticity. Traditional supply chain management models are vulner-
able to fraud and counterfeiting, but the transparency offered by
blockchain can address these issues through improved traceability and
real-time tracking. Additionally, blockchain can eliminate the need for
third-party organizations, such as banks or 昀椀nancial institutions, that
currently serve as transaction validators. This reduction not only lowers
transaction fees but also minimizes the risk of human error in authen-
tication processes. Moreover, manufacturing processes are prone to
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various anomalies, and a secure repository for storing defective data is
essential for tracing and resolving these issues ef昀椀ciently. Scholars are
increasingly drawn to this 昀椀eld, with a view to leveraging blockchain’s
capabilities to address the current gaps that exist within supply chains
[3].

The integration of machine learning algorithms in complex block-
chain networks is crucial for their future development [4]. By utilizing
AI, network parameters can be established, and node behavior analyzed,
facilitating the identi昀椀cation of potential malicious attacks on the
network. Blockchain technology has gained signi昀椀cant attention as a
promising solution for augmenting the manufacturing and supply chain
landscape [5].

The manufacturing industry faces signi昀椀cant challenges across
various sectors, with the ultimate goal being the creation of a sustainable
environment that optimizes resource use while delivering the highest
possible production quality. To address these issues, it is essential 昀椀rst to
identify the speci昀椀c problems within different sectors of the industry.
This paper focuses on exploring solutions to these gaps through the
emerging technology of blockchain.

The 昀椀rst contribution of this paper is the development of a central-
ized taxonomy of current blockchain architectures, including their
respective consensus algorithms. This taxonomy will provide a
comprehensive understanding of the distinctions between each archi-
tecture, highlighting their advantages and disadvantages, and helping to
identify the speci昀椀c gaps each architecture is designed to address.
Consensus algorithms, which are at the core of blockchain technology,
play a vital role in maintaining the security and synchronization of the
database. Therefore, gaining a deep understanding of how these key
consensus algorithms function, along with their limitations, is essential
for building a robust knowledge base of this technology. These algo-
rithms are classi昀椀ed based on Proof-Based and Voting-Based protocols,
as well as on the premises of Crash Fault Tolerance (CFT) and Byzantine
Fault Tolerance (BFT). This classi昀椀cation aids in selecting the most
appropriate consensus algorithm for speci昀椀c use cases. This, in turn, aids
in identifying the opportunities for effectively implementing blockchain
technology in various applications.

The second contribution involves identifying the challenges within
various manufacturing sectors, analyzing how these issues impact op-
erations, and discussing how blockchain technology has the potential to
address them. Additionally, the paper clari昀椀es the relationship between
blockchain and cybersecurity, exploring how these two domains can
work together to form a comprehensive security framework.

After outlining the problems, the paper compares different block-
chain architectures, quantifying their features to identify the most
suitable architecture for the discussed use cases. Following this, a SWOT
analysis is conducted on the selected architecture to not only facilitate
problem-solution research but also to investigate the solution’s prop-
erties. Understanding the advantages and disadvantages of the proposed
solution is crucial, as it paves the way for further research aimed at
addressing any shortcomings and re昀椀ning the approach.

2. Research objectives

The following points summarize the research objectives of this
review.

a) Analyze the current blockchain architectures in use and explore their
speci昀椀c details.

b) Review the prominent consensus algorithms and examine the sce-
narios in which they are applied and the problems they address.

c) Explore the challenges that blockchain systems faces
d) Investigate potential use cases of blockchain in the manufacturing
industry

e) Discuss the synergy between blockchain and cybersecurity.

f) From the information gathered through the literature review,
determine the most suitable blockchain architecture for the
manufacturing industry.

g) Conduct a SWOT analysis for the selected architecture to gain a deep
understanding of this type and its implementation.

Once the initial objectives were identi昀椀ed, the search for relevant
publications began by using speci昀椀c keywords to gather pertinent in-
formation. The key terms used for each section are highlighted in Fig. 1.
After identifying and selecting papers relevant to the topics, they were
classi昀椀ed by section, and the paper was subsequently written based on
these 昀椀ndings.

The literature reviewwas initiated by conducting an extensive search
for relevant topics, followed by identifying and categorizing papers ac-
cording to the sections where they would be applied. As illustrated in
Fig. 1, the number of references used in each section is represented along
with the most used key words for each section. Fig. 2 shows the publi-
cation years of the references, with the majority of the sources dating
from 2018 to 2023.

3. Taxonomy

3.1. Permissionless or public blockchain

3.1.1. De昀椀nition
Public blockchain is known as a transparent and secure decentralized

database network [6]. Its alternative naming “permissionless block-
chain” stems from its open-source nature that allows individuals to join,
access, and interact with the network without relying on speci昀椀c cre-
dentials or permissions [7]. This model is particularly advantageous for
public use, as users can easily create their own addresses and data, then
engage with the network in an unsupervised and uncensored manner
[8]. The lack of identity veri昀椀cation enables members to maintain their
anonymity. In contrast, earlier system models relied on a centralized
trusted third party to validate all transactions [9]. The decentralized
nature of permissionless blockchains allows members or nodes to
directly send and receive transactions without a trusted intermediary.
This architecture is commonly used in 昀椀nancial platforms such as Bit-
coin and Ethereum [10]. One of the most well-known consensus algo-
rithms in public blockchains is Proof-of-Work (PoW), which involves
data mining and is known for its signi昀椀cant computational demands that
limit scalability [11]. An alternative solution that reduces power con-
sumption and improves scalability is the implementation of a different
consensus mechanism, such as Proof-of-Stake which requires much less
power while providing comparable security to PoW [12].

3.1.2. Advantages
One of the key bene昀椀ts of permissionless blockchains is their inde-

pendence from centralized organizations [13]. This means that even if
the entity that established and initiated the blockchain withdraws its
contributions and exits the network, the blockchain systemwill continue
to operate. This eliminates any evidence of centralization, enhancing the
system’s trustworthiness and protecting it from domination by any
single party or group. Consequently, decisions within the network are
not made by a single authoritative group but are agreed upon through a
consensus algorithm where all nodes participate in decision-making
[14]. These algorithms will be discussed in the third section of this
literature review.

Furthermore, the replication of transactions across all nodes in the
network makes blockchain immutable and resilient [15].

Given the inherent transparency of public blockchains, where all
transactions are visible to every node within the network, privacy con-
cerns require anonymity measures for participants. To protect the
identities of individuals involved in transactions, users can generate new
key pairs (public and private keys) for each transaction which prevents
direct connections between transactions and individual participants
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[16]. The public key functions as a pseudonym for nodes on the
blockchain.

An additional bene昀椀t of this architectural design pertains to the
quantity of nodes present in the network. As previously stated, the
foundational principle of blockchain revolves around decentralization,
with security being a direct byproduct of data replication rather than
centralized storage—where vulnerabilities, such as breaches or unau-
thorized alterations, may manifest. Consequently, a high number of data
replications indicates a high-security index. However, it is imperative to
acknowledge that an excessive number of nodes within a network can
negatively affect the performance of the system. Thus, it becomes
apparent that the scalability of the network is not boundless [13].

All the stated properties of public blockchain imply a high-security
standard that is reliable enough to be applied in 昀椀nancial systems like

Bitcoin for example.

3.1.3. Disadvantages
One of the primary drawbacks of permissionless blockchains is their

high energy consumption, which stems from the substantial power
required to add blocks to the ledger [15].

Given that access control is beyond the purview of organizations, the
risk of hackers gaining control over 51 % or more of the network and the
ability to manipulate data is heightened, however, this type of block-
chain is mostly used on a public scale where the number of nodes is
usually very high which makes it dif昀椀cult for a bad actor to gain control
over 51 % of the network while considering the other security layers in
blockchain discussed in the de昀椀nition, thus, this possibility cannot be
omitted but it is unlikely to happen [17].

Fig. 1. Literature review strategy.

Fig. 2. Number of publications vs. year of publications.
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Additionally, the computational burden and time-consuming nature
of proof-of-work authentication required to verify blocks signi昀椀cantly
slow down the blockchain process, as it involves solving complex
mathematical problems to solve the hash of the blocks [18]. Resulting in
low throughput for this type of blockchain.

Scalability plays a prominent role in the advancement of this tech-
nology. However, as mentioned before, a high number of nodes in the
network will signi昀椀cantly increase the security of the system but
decrease its performance, thus, scaling a system comes at a cost in its
security [19].

Furthermore, operating a node on a permissionless blockchain is
technically dif昀椀cult and requires a lot of resources. Thus, the complexity
of managing the storage, bandwidth, and software updates on these
nodes poses a signi昀椀cant challenge for non-technical users [20].

3.1.4. Use cases
The initial implementation of blockchain technology was a public

permissionless blockchain system, with the most notable use case being
its application in the cryptocurrency realm, speci昀椀cally Bitcoin [1].

Over the past decade, a signi昀椀cant amount of research has been
conducted to identify areas where blockchain could be utilized to great
effect. As a result of this research, several gaps in various 昀椀elds have
been identi昀椀ed, that blockchain can be well-suited to address, given its
ability to offer transparency and trust. This is especially relevant for non-
pro昀椀t or non-governmental organizations, where these aspects are of
utmost importance and blockchain can help to 昀椀ll these gaps [21]. For
example, charitable donations.

This blockchain architecture is being investigated to 昀椀lls gaps in
applications such as Insurance [22], Medical Care [23], Cloud
Computing [24] and IoT [25].

Additionally, the usage of blockchain could be leveraged to be used
in e-voting [26], improving the security and transparency in the elec-
tronic voting processes.

Public blockchain could be used as well for the tokenization of assets.
This refers to representing ownership of physical or digital assets on a
distributed ledger [27].

Note: A P2P network also known as a peer-to-peer network is an
architecture of a network that is composed of a group of computers
where each of them acts as a node that shares data on the network. This
architecture differs from others in its decentralized nature where there is
no need for a centralized server to communicate and store the data, but
rather each node acts as a server storing the 昀椀les that it shares, the
network is said to be fully decentralized when the nodes communicate
and store data, along with these nodes having the ability to offer services
usually executed on a centralized servers [28].

Fig. 3 above summarizes the advantages, disadvantages and use
cases for the Permissionless or Public blockchain architecture discussed
in section 2.1.

3.2. Permissioned or private blockchain

3.2.1. De昀椀nition
A permissioned blockchain is a type of blockchain architecture that

functions within a non-public or proprietary environment. The network
is owned and controlled by organizations or enterprises who have the
authority to determine the participants and their roles within the
network [29]. This model is speci昀椀cally designed for industrial use and
users are not permitted to join the network unless they are granted
permission and assigned a speci昀椀c role [30]. Permissioned blockchain
uses contracts to predetermine the behavior of members on the network,
ensuring constructive and positive contributions and enabling highly
ef昀椀cient consensus mechanisms such as Practical Byzantine Fault
Tolerance (PBFT) [31]. Unlike permissionless blockchain, permissioned
blockchain does not require mining, resulting in an energy-ef昀椀cient
system with low power overhead.

3.2.2. Advantages
The architecture of this type of blockchain is centered on permis-

sions, as the name suggests. The organization that adopts this system has
the authority to grant permissions to participants on various levels, in
addition to establishing security policies determining authorized
personnel and how they access the network [21]. These features allude
to a private and proprietary blockchain that is owned by the organiza-
tion. For instance, the organization can allocate a speci昀椀c user with
access or push data capabilities into the system, while preventing un-
authorized third parties from accessing sensitive information.

A private blockchain can process transactions and store data rapidly
when compared to a public blockchain. Thus, having a high throughput.
Which is advantageous when scaling up the system [32].

As mentioned in the de昀椀nition of private blockchain section, this
blockchain architecture does not require mining or extensive computing
resources to validate the blocks, making permissioned blockchain en-
ergy ef昀椀cient, unlike public architecture [33].

The primary shared bene昀椀cial attribute between public and private
blockchains is their high security standards. While public blockchains
achieve security through the utilization of the "PoW" consensus algo-
rithm and the high number of nodes in the network, private blockchains
attain security through their proprietary nature. In private blockchain
architectures, the roles of each node are tightly controlled and pre-
de昀椀ned. Additionally, these networks typically maintain a restricted
number of nodes.

Another shared property between public and private blockchain is
the foundation of these blockchain systems. Private blockchain store
data on a ledger distributed among all the nodes in the network, thus
achieving immutability and transparency.

3.2.3. Disadvantages
When blockchain was initially introduced, its primary characteristic

was decentralization. However, the validation and authentication of
data and transactions are performed on centralized nodes in private
blockchain architectures [8].

Additionally, private blockchain systems typically have a smaller
number of nodes than public blockchain networks, resulting in less se-
curity. If a certain percentage of the nodes are corrupted, the consensus
mechanism could be compromised [34].

Anonymity is not a feature of permissioned blockchains because
identities must be veri昀椀ed in this type of networks [35]. Furthermore,
the source code of blockchain is con昀椀dential and cannot be accessed by
users for veri昀椀cation and validation.

The importance of having an anonymous identity in such network
lies behind securing one’s identity and crucial information, as discussed
in this review, any data that is registered or recorded in the blockchain
database is immutable and cannot be deleted whatsoever, thus keeping
important personal data in blockchain can be dangerous and breach
individual’s privacy in some cases.Fig. 3. Permissionless or public blockchain summary.
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3.2.4. Use cases
Private blockchain systems are increasingly being adopted by orga-

nizations that require secure exchange of data and transactions, while
also ensuring privacy by restricting information circulation to only the
nodes assigned to the network. This architecture is particularly well-
suited for supply chain management, where many organizations are
developing blockchain systems to improve ef昀椀ciency and transparency.
The fast speed of data processing and real-time monitoring capabilities
make private blockchain a desirable option for supply chain applications
[32]. Supply Chain Management (SCM) encompasses the entire 昀氀ow of
goods, services, and information, beginning with raw materials and
extending through to the end consumer. It is a fundamental component
of the manufacturing industry.

This architecture’s framework shows considerable potential in
addressing challenges related to factory-to-factory communications. The
future of manufacturing is based on collaborative efforts among diverse
factories to streamline processes effectively and expedite operations.
Factory-to-factory communication involves the exchange of various
types of data between collaborating factories, which may include sensor
data, transactional data, inventory data, and other relevant information.
In this context, inventory data plays a crucial role in demand fore-
casting. Whenmultiple factories work together to manufacture a speci昀椀c
product, with each organization contributing different components,
having streamlined and secure communication channels is essential.
This ensures effective collaboration and minimizes the likelihood of
errors arising from inaccurate forecasting, miscommunication, or faulty
data. However, the susceptibility to security breaches in the communi-
cation channels connecting these factories poses a signi昀椀cant risk [36].
Such breaches can lead to substantial losses, particularly when involving
malicious or erroneous orders, potentially causing disruptions and
昀椀nancial losses. Blockchain has the potential to contribute to securing
these channels and mitigate these risks.

The safeguarding of patient privacy necessitates a high level of se-
curity for medical records. Consequently, a private blockchain system
can serve as a secure repository for these records, granting access per-
missions solely to the respective patient, thereby ensuring the con昀椀-
dentiality and integrity of their medical data [37].

Fig. 4 above summarizes the advantages, disadvantages and use
cases for the Permissioned or Private blockchain architecture discussed
in section 2.2.

3.3. Hybrid blockchain

3.3.1. De昀椀nition
Hybrid blockchain refers to a blockchain design that incorporates

both public and private blockchain functionalities. The foundation of
this system is a private permissioned blockchain, which is com-
plemented by a public permissionless blockchain. This combination

enables organizations to determine who has access to speci昀椀c con昀椀-
dential data stored on blockchain, while also retaining the ability to
regulate which information is made available to the public [38]. It is
important to note that the hybrid blockchain is owned by an entity, and
even its owner is unable to modify or manipulate transactions or data.

3.3.2. Advantages
The utilization of a permissioned blockchain as the core of the hybrid

blockchain structure ensures that the system operates within a private
environment, thereby preventing external hackers from initiating a Sybil
attack [39].

All data is contained within the network and can be veri昀椀ed through
smart contracts, thus ensuring privacy protection while facilitating the
exchange of information between parties [39].

In addition, the absence of mining in this type of blockchain enables
cost-effective and expeditious secure transactions and data exchange.
Compared to other blockchain designs, hybrid architecture is relatively
more scalable [39].

3.3.3. Disadvantages
Despite the secure nature of the information stored on the network,

its validation process lacks automation and is reliant on smart contracts.
This approach increases the risk of information being concealed or
obscured by limiting access to the data [40].

Since this architecture is a proprietary system since it is based on
private blockchain architecture, thus it lacks anonymity since all users
should be veri昀椀ed before existing on the network. In addition, this type
has the shortcoming of having low number of nodes since it is founded
on private architecture allowing only speci昀椀c user to join the network.

3.3.4. Use cases
The hybrid blockchain has several noteworthy use cases, such as the

energy, agriculture, construction, manufacturing, supply chain, in-
dustries which enables private system operation while allowing selec-
tive public access to information. Similarly, in military and
governmental applications it offers compelling advantages. Addition-
ally, a hybrid blockchain is a suitable solution for storing medical re-
cords [38]. Furthermore, hybrid blockchain can be used as a foundation
for digital identity management solutions.

Fig. 5 above summarizes the advantages, disadvantages and use
cases for the Hybrid blockchain architecture discussed in section 2.3.

3.4. Consortium blockchain

3.4.1. De昀椀nition
Consortium blockchain is like hybrid blockchain in that it combines

aspects of both private and public blockchains. However, it differs in
terms of restricted access. This network is only accessible to a speci昀椀c

Fig. 4. Permissioned or private blockchain summary. Fig. 5. Hybrid blockchain summary.
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group of users, but it is not centralized and owned by a single company,
unlike the hybrid blockchain. This eliminates the possibility of the
network being controlled by a single entity. Consensus on this network is
established through pre-determined validator nodes, which are
responsible for initiating, receiving, and validating transactions. Other
members are authorized to only initiate or receive transactions [41]. The
consortium blockchain has the potential to be utilized in any organiza-
tion that provides services to end-users and requires private data stor-
age, selective user access, and data privacy. This type of blockchain can
ful昀椀ll these requirements effectively.

3.4.2. Advantages
Consortium blockchains, like private and hybrid blockchains, are

built on private information that can be veri昀椀ed by allowing access to
designated members and users. However, it differs from other block-
chain types by virtue of its decentralized structure, which precludes any
possibility of monopolization. It has a high throughput since the
consensus mechanisms used in this architecture do not require extensive
resources. Immutability is one of the core properties among all the ar-
chitectures of blockchain including consortium blockchain. As
mentioned in the de昀椀nition, consortium blockchain is not a proprietary
system which plays to its advantage of being more reliant on and more
secure.

3.4.3. Disadvantages
Despite its robust security and the possibility of limited public access

with special permissions, this blockchain architecture is less transparent
than public blockchains. Moreover, if a member node is corrupted or
hijacked, this signi昀椀cantly increases the risk of the network being
compromised. As private and hybrid architectures are not anonymous,
consortium blockchain shares this property as well. In addition, data can
be hidden in this network if permission to access this data is not given,
thus, making it less transparent than other types.

3.4.4. Use cases
This blockchain architecture is well-suited for the 昀椀nance and in-

surance sectors, where it can facilitate asset trading and the issuance of
insurance policies. Additionally, it has applications in the energy sector,
such as ensuring the authenticity of data in solar systems. In the mobility
sector, blockchain can be used to store asset information, and in logis-
tics, it can track assets throughout the distribution network. Moreover,
this type of blockchain is bene昀椀cial for collaborative projects involving
multiple entities [41].

Fig. 6 above summarizes the advantages, disadvantages and use
cases for the Consortium blockchain architecture discussed in section
2.4.

3.5. Taxonomy summary

The Venn diagram below visualizes the common properties between
the different blockchain architectures. As presented in Fig. 7, the
fundamental speci昀椀cations are shared among all the different architec-
tures: high-security standards, immutability, block structure, trans-
parency, etc. However, we can observe as well that the least
commonality resides mostly when comparing public with private and
consortium architecture.

4. Consensus algorithms

The two primary types of blockchains are public and private block-
chains. Initially, the consensus mechanisms of these systems were
designed as a challenging computational puzzle to be solved by the node
responsible for verifying the authenticity of a block being added to
blockchain. This algorithm is called Proof of Work (PoW) and requires
signi昀椀cant computational power, time, and effort to solve. Currently,
many cryptocurrencies rely on this consensus algorithm, which provides
high levels of security but is not particularly energy or time ef昀椀cient.
Numerous consensus algorithms were developed aiming to 昀椀nd a bal-
ance that provides high security and increases its ef昀椀ciency in terms of
energy and time requirements. This section lists a wide range of
consensus algorithms used in public and private blockchain architec-
tures, delving into their security requirements which is the maximum
tolerable faulty nodes for each algorithm, then expanding on their
respective properties.

4.1. Proof-based consensus algorithms

In synchronous blockchain networks, all nodes are assumed to be
operating under a shared time clock with minimal or no delay. These
networks ensure that state updates are completed at the end of each
cycle. On the other hand, asynchronous networks do not guarantee the
completion of each round of the algorithm and will continue to run until
the block is created and published [42]. Proof-based consensus algo-
rithms are probabilistic mechanisms that typically operates on asyn-
chronous communication networks such as the internet, additionally,
these algorithms are suitable for public applications [43]. Proof-based
consensus algorithms include but are not limited to; Proof of Work
(PoW), Proof of Stake (PoS), Proof of Activity (PoA), Proof of Importance
(PoI), and Proof of Elapsed Time (PoET). The mentioned algorithms
above will be detailed in the subsequent section.

4.1.1. Proof of work (PoW)
PoW is the earliest consensus mechanism used in bitcoin [44]. The

proof of work is a consensus mechanism that requires a node in the
network to solve a convoluted computational problem [45]. All the
nodes on the network are allowed to participate in the process, and the
昀椀rst node to solve that problem is allowed to mine the block, and the
work done by the node is rewarded. The nodes in a network can be
regular computers, servers, Internet of Things (IoT) devices, or any other
device that can connect to the network and generate or analyze data.
The work usually done by these nodes is mining which is solving for the
hash of the block, and the reward is a percentage of the transaction [46].
Within cryptocurrency, the dif昀椀culty of these problems is constantly
regulated to keep the rate of in昀氀ation of the coins under control. This
task is challenging because it involves different considerations, mainly
the dif昀椀culty of the problem should be such as hard enough to endure
spam or Sybil attacks (which is the usage of the same node to operate
numerous fake identities), but at the same time 昀氀exible enough not to
disrupt the generation of new blocks at the required rate [47]. Overall,
PoW provides reliable security for the system, but its disadvantage is
that it requires considerable time and a large amount of energy [48].
This algorithm’s fault tolerance is 51 %, which indicates that this al-
gorithm will ensures security and authenticity under the assumptionFig. 6. Consortium blockchain summary.
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that more than half of the nodes contributing to the network are not
operated by a malicious party and they are honest nodes. Fig. 8 provides
a simplistic demonstration of how this algorithm performs.

4.1.2. Proof of stake (PoS)
In contrast to PoW, Proof-of-Stake (PoS) is an algorithm that selects

the miner or node responsible for authenticating a block based on their
possession of coins, with those holding more coins and older versions
having a greater likelihood of being chosen [49]. During block mining in
Proof of Stake, a node’s possession is seized and locked to prevent ille-
gitimate actions. If any such actions occur, penalties are applied and
taken from the locked coins. If the addition of a block happens without
any suspicious activity, a fee is added to the transaction and the locked
coins are released to the original owner and the coin-age value become
zero [50]. Although this method is as secure as Proof of Work, it is faster
and less resource dependent. However, it is still vulnerable to a 51 % or
Sybil attack, although the probability of a node owning 51 % or more of
the network is signi昀椀cantly low, thus reducing the risk of such an attack.
Additionally, the likelihood of a single party owning 51 % or more of the
computational power is low as well. Furthermore, if a party owns a
signi昀椀cant share of a network and issues an attack, it will ultimately
harm their interests [51]. Fig. 9 represents a fundamental demonstration
of how PoS operates. In summary, Proof of Stake is still susceptible to
51 % attacks, but its bene昀椀t over Proof of Work is its low energy
requirements.

Fig. 7. Comparison of blockchain types: public, private, hybrid and consortium.

Fig. 8. Overview of the proof of work (PoW) algorithm.
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4.1.3. Proof of activity (PoA)
Proof of Activity is a hybrid consensus algorithm that combines the

features of PoW and PoS. During the initial phase of validation, PoA
operates like PoW. After the 昀椀rst phase is completed, the algorithm
switches to PoS to perform a secondary layer of validation [52]. In PoA,
the validation process combines elements from both PoW and PoS.
During the 昀椀rst phase, all validators, also called miners, are required to
solve a complex computational problem that is both time-consuming
and resource intensive. While the PoW layer provides an added layer
of security, it is vulnerable to a Sybil attack. Once the problem is solved
and the block is validated using PoW, it is broadcasted to the network. In
the next step, a predetermined number of validators are selected based
on their possession, as in the PoS algorithm. These validators then
sequentially validate the block or transaction until it reaches the 昀椀nal
validator, who is responsible for hashing or encrypting the block and

publishing it to the blockchain. By combining PoW and PoS, Proof of
Activity (PoA) offers an extra layer of security that reduces the proba-
bility of a 51 % attack to almost zero, since the cost of attack is much
higher in PoA [53]. Additionally, it promotes security and safety, re-
duces the likelihood of Sybil attacks, and offers a fair distribution of
rewards, along being more energy ef昀椀cient [54]. Since this algorithm is
a hybrid combination of two well designed algorithms, one that relies on
the number of honest nodes and the other relies on the possession of
coins to honest nodes, when these algorithms are combined their secu-
rity is merged as well, creating a robust security framework with a very
high attack cost. Fig. 10 represents how this algorithm operate and how
it combines PoW and PoS.

4.1.4. Proof of importance (PoI)
Fig. 11 below visualizes the working framework of PoI. The miners in

this algorithm are decided by three different parameters which are more
generalized to accommodate for everyone in the network and created
equality of opportunity, and if these parameters are in favor of an honest
node the network will be secured. PoI is a concept like PoS. It rewards
nodes with higher possession in the network with a greater chance of

Fig. 9. Overview of the proof of stake (PoS) algorithm.

Fig. 10. Overview of the proof of activity (PoA) algorithm.

Fig. 11. Overview of the proof of importance (PoI) algorithm.
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mining new blocks. However, PoS creates a potential imbalance in the
system, limiting the opportunities for other nodes to participate and
bene昀椀t from validating new blocks. In contrast, POI incorporates mul-
tiple parameters in the selection process, promoting a more equitable
distribution of mining opportunities, even for nodes with relatively
lower possessions in the network [55]. The three parameters considered
when choosing the validators:

1. Vesting: having a high score is dependent on having a high number of
vested coins which are coins that have been in the account for a
predetermined number of days [48].

2. Transaction partnership: a node would have a high value of this
parameter if it made numerous transactions with other nodes on the
network [48].

3. Monthly count and value of transactions: to have a higher score, the
transactions made should have an amount above a certain number,
and more frequently transactions are made, higher is the score [48].

Differing from PoS, this consensus protocol considers multiple pa-
rameters as mentioned previously, which enhances transparency,
decentralization, and fairness. Additionally, it is a cost-effective solu-
tion, as it does not involve any mining and utilizes minimal resources.

4.1.5. Proof of elapsed time (PoET)
Proof-of-Elapsed-Time (PoET) protocol was 昀椀rst introduced by Intel

in 2016, with the goal of ensuring fairness and equal opportunity for all
network nodes to participate in the validation process. Rather than fa-
voring nodes with greater resources or possession, the protocol
randomly assigns a wait time to each requesting node, with the node
possessing the shortest wait time being selected to validate and publish
the block [56]. As a result, PoET offers a fair and energy-ef昀椀cient
alternative to traditional consensus protocols. Fig. 12 explains how
PoET operates.

4.2. Voting-based consensus algorithms

4.2.1. Crash fault tolerant (CFT) algorithms

4.2.1.1. PAXOS. The PAXOS algorithm operates in three stages, per-
formed by three classes of operators: proposers, acceptors, and learners
[57]. First, one node or a group of nodes serve as proposers and propose
a distinct value. Their primary objective is to persuade the acceptors to
agree on a single value. Secondly, acceptors, who are the second role in
the process, consider the proposals made by the proposers and vote on
the value they prefer. After there is a consensus on a value, learners act
as the third role and learn the accepted value through majority voting

[57]. If the proposer node fails, the acceptors engage in a vote to elect a
new leader using the propose-accept procedure [58]. The assumption for
the application of PAXOS is that the crashes are not Byzantine faults [57]
which are faults that does not rise from hardware or software issues but
rather from a malicious attack, byzantine faults are described and dis-
cussed in more details in the next section. Fig. 13 represents a demon-
stration of a PAXOS algorithm reaching consensus, many scenarios
could occur for the consensus to be compromised, 昀椀rst and most
importantly, if more than 51 % of the nodes fails to communicate, the
network will not be able to reach a consensus. Similarly, if the proposer
node fails, another proposer will be elected as described before.

4.2.1.2. RAFT. The RAFT consensus algorithm was designed to create a
simpler mechanism for consensus. In RAFT, all nodes aim to agree on a
single leader who obtains most votes. The leader sends heartbeat mes-
sages to the followers to let them know of its existence, but communi-
cation only goes one way with followers only responding to requests
from the leader. If the leader crashes or fails to send heartbeats, fol-
lowers initiate a new leader election process after a certain period [59].
It is concluded from this algorithm that the nodes blindly follow the
leader which makes it intolerant to Byzantine faults because if the leader
happens to be a dishonest node, it can induce wrong or malicious in-
formation to the system. Fig. 14 represents a demonstration of how
RAFT reach consensus, the algorithm is simple and straightforward,
however, this mechanism does not tolerate Byzantine fault, it is only
resistant to crash faults, and it will keep functioning up until more than
51 % of the network fails.

4.2.1.3. Apache KAFKA/ KRaft. KAFKA on its own is a distributed event
sharing platform that is used to ensure data consistency and fault
tolerance in distributed networks. However, the system on its own is not
crash fault tolerant (CFT). KRaft is used as a consensus mechanism that
allows data synchronization for Kafka [60] rendering it crash tolerant.
Kafka is a relatively new protocol, the architecture of this platform is
composed of three hierarchies: Producers, Brokers, and Consumers.
First, the type of speci昀椀c messages is de昀椀ned by a topic. On this topic,
producers can publish messages that will be recorded to servers called
brokers. The consumers subscribe to the topics present on the brokers
from where they can pull data [61]. KRaft is the consensus algorithm
that is like RAFT, however, it is an optimized version in terms of leader
election and consensus processes [62]. The RAFT mechanism elects a
leader by selecting random nodes that votes for a leader. Conversely,
KRAFT improves this process by making the voting recognized. Thus,
when any candidate has the most recognition, it is elected as leader. This
makes the process of electing a leader more robust, transparent and
reliable [62].

Fig. 12. Overview of the proof of elapsed time (PoET) algorithm.
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4.2.2. Byzantine fault tolerant (BFT) algorithms

4.2.2.1. Byzantine fault tolerance (BFT). In 1982, Lamport published a
paper titled "The Byzantine Generals Problem," which addressed the
issue of communication failures and deceit among generals in the
Byzantine army. In this scenario, the Byzantine capital was surrounded
by enemy forces, and each of the military camps was commanded by a
general who could issue one of two orders: to attack or to retreat [63].

This opens the discussion onwhat are the possible outcomes of such a
collaboration knowing that the city is colossal, and the generals cannot
directly communicate to have a consensus over a uni昀椀ed decision. In
addition, if the decisions of generals are not harmonic, this can result in
losing control over the system which is, in this case, the city of Byzan-
tine. After each general takes their 昀椀nal decision, their orders are
delivered via messengers to other generals, implying that each general
sends their own decision for all the other generals and receives the or-
ders of their fellows.

The interpretation of the situation is assessed under the assumption
that all the messengers are honest and will deliver the orders without
tampering with the content of the messages. However, throughout his-
tory, the presence of traitor generals is common, which drastically in-
creases the complexity of the decision-making and the extent of the
success of the defense mechanism.

This problem can be translated into the blockchain world. In block-
chain, the database is decentralized and shared between the nodes
existing on this network. Speci昀椀cally, if the blockchain is public, all the
nodes can participate in the operation of con昀椀rming the authenticity of
new information introduced to the system. That leads back to the
problem of the disloyalty of certain nodes, which can be thought of as
the generals in the Byzantine problem. For the system to be stable and
breach-proof, a consensus should be reached in a way to undermine the
effect of traitors in the network.

In other words, the system should be able to tolerate the Byzantine
problem. The types of failures that are common in public blockchains are
classi昀椀ed as Crash Faults, network Faults, or Byzantine Faults nodes.
Crash faults are due to different causes from the inability of the node to
connect to the network or a malfunction in the hardware where the node
does not behave maliciously before it disconnects of after it reconnects

[64]. Yet if that type of fault occurs, it stops communicating with other
nodes, and its operation is seized but that will not result in detrimental
effects, instead, the information traded to or with that node will be
delayed, or in the worst-case scenario lost.

The serious threat comes from the crashes that are considered
byzantine faults. These nodes send corrupt information to the other
nodes, which compensates for the procedure to reach a consensus. In the
case of Byzantine Faults Tolerance, to ensure that the network is
secured, it is required that less than (N/3) are faulty nodes implying that
the percentage of Byzantine faults should be less than 33.33 % out of all
the nodes in the network. For more information refer to [65].

In the example presented above (Fig. 15 and Table 1), it is clear how
a single treacherous messenger compromised the consensus of all the
generals. Here the assumption is that the messages are instantly deliv-
ered, but practically in networks over the internet, the case is that the
communication is asynchronous which makes the problem even more
complex to rectify. The assumption in this example was that the
communication is instantaneous and if a general receives two attack
orders they will initiate an attack but if they receive a retreat note they
will retreat.

4.2.2.2. Practical byzantine fault tolerance (PBFT). The initial proposal
of the practical Byzantine fault tolerance model was presented by Castro
and Liskov in 1999. This model operates in an asynchronous system
where participants communicate through a network. In such a network,
various failure scenarios may occur, including message delivery failure,
delayed information reception, message duplication, or transmission of
information out of chronological order [66]. Proof-based consensus al-
gorithms, such as Proof of Work, necessitate that the proportion of
malicious nodes in a network is below 51 % of the total nodes or
computational power to ensure security and establish a resilient system.
In contrast, the Practical Byzantine Fault Tolerance algorithm requires a
percentage below 33 % to attain a secure network N−1

3 [67]. The notable
advantage of employing this algorithm is its low energy consumption
and reduced complexity, rendering it particularly suitable for imple-
mentation in private or consortium blockchains [68]. The algorithm
goes through 昀椀ve steps to reach consensus; Propose, Pre-prepare, Prepare,
Commit, and Reply.

Fig. 13. Overview of the PAXOS algorithm.
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a. Propose: a client publishes a request message to the primary node
and replicas.

b. Pre-prepare: the primary node processes the message, adds a
sequence number, and generates a pre-prepare message which in-
cludes a hash function. A variable re昀氀ecting the state at that instance
is recorded; if the primary node changes, this value increments by
one. The message is signed by the sender using its private key. The
primary node then publishes the message to the network, and the
replicas receive the pre-prepared message.

c. Prepare: when the message reaches the replica nodes, they verify its
authenticity by checking the hash function and validating the orig-
inality of the message. Once validation is complete, the replicas
generate a prepared certi昀椀cate and publish the message to the entire
network. This occurs only if the number of valid messages received
by the replicas is greater than or equal to (2 N + 1). If this condition
is met, the system is ready to proceed to the next phase.

d. Commit: The condition for this phase is that the replicas receive
(2 N + 1) prepared certi昀椀cates. If met, the replicas generate a
commit message to the rest of the network, and the message is
included in the local processing log. The second condition is that the
replicas receive (2 N + 1) valid commit messages. If this condition is
met, the replicas generate committed certi昀椀cates, indicating that the
message is committed.

e. Reply: in this phase, when the nodes receive (2 N + 1) authentic
commit messages from the replicas, the node replies to the client by
sending a committed certi昀椀cate [67].

The following graphic (Fig. 16) illustrates the process described
above.

4.2.2.3. Delegated byzantine fault tolerance (DBFT). DBFT was designed
to facilitate the scalability and performance of Blockchain. In this al-
gorithm, the nodes are divided into groups, and each group votes for a
node to be the delegate. The delegates are the nodes that operate
together to reach a consensus, the veri昀椀cation of the blocks is made by
other nodes. One of the delegates is the leader which serves as the
decision-maker. To address more potential problems in such networks, if
a delegate behaves maliciously, the group which is led by this delegate
can agree to elect a new delegate. In addition, the validation of a block is
done by the delegates having enough resources, if these delegates
disrupt the process of validation, they are prone to lose their resources.
Otherwise, if they behave properly, they are rewarded. In addition, if
less than a third of the delegates agree with the leader, it can be
replaced. In this fashion, the ability to breach or manipulation resulting
from delegate, or leaders are addressed [8]. The work昀氀ow of this
method is as follows: First, the client sends a request to all the other
nodes. Second, one of the nodes which is the primary node sends re-
quests to the other nodes. Third, each node sends its response to all other

Fig. 14. Overview of the RAFT algorithm.
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nodes. Finally, all nodes send their 昀椀nal response to the client. The
process is repeated while delegating a new primary node [69]. To ensure
a breach-proof network using this algorithm the number of faulty nodes
should not exceed, N−1

3 . N being the total number of nodes in the
network. Fig. 17 describes the process described above.

Figs. 18 and 19 classify the consensus algorithms discussed in Section
3. Fig. 18 organizes these algorithms into two categories: Crash Fault
Tolerance (CFT), which handles faults arising from software or hard-
ware malfunctions but does not address cyber-attacks, and Byzantine
Fault Tolerance (BFT), which can tolerate faults caused by software,

hardware, or malicious behavior. Fig. 19 further classi昀椀es these algo-
rithms into Proof-Based and Voting-Based approaches.

Table 2 below summarizes the discussed consensus algorithms and
represents some of their properties, facilitating the understanding and
comparison of these algorithms.

Consensus
Type

Fault
Type

Fault
Tolerance

Network Energy
Ef昀椀cient

Use Cases

PoW Proof-Based BFT N − 1
2

Public No Bitcoin

PoS Proof-Based BFT N − 1
2

Public Yes Ethereum

PoA Proof-Based BFT N − 1
2

Public No Decred

PoI Proof-Based BFT N − 1
2

Public Yes NEM

PoET Proof-Based BFT N − 1
2

Public Yes Hyperledger
Fabric

PAXOS Voting-
Based

CFT N − 1
2

Private Yes Zookeeper

RAFT Voting-
Based

CFT N − 1
2

Private Yes Quorum

KAFKA Voting-
Based

CFT N − 1
2

Private Yes Hyperledger
Fabric

BFT Voting-
Based

BFT N − 1
3

Pub/
Priv

Yes R3 Corda

PBFT Voting-
Based

BFT N − 1
3

Pub/
Priv

Yes HF

DBFT Voting-
Based

BFT N − 1
3

Pub/
Priv

Yes NEO

N represents the number of faults that the algorithm can tolerate, for example, if
a network have 20 nodes, the PAXOS will be able to tolerate 9 faulty nodes.

Fig. 20 represents an overview of blockchain systems.

5. Discussion on blockchain technology in manufacturing

Blockchain is a relatively new and emerging technology. Despite the
numerous bene昀椀ts it offers, there are limitations and hurdles that
impede its widespread adoption. Before applying this technology to any
sector or industry, it is crucial to 昀椀rst understand these limitations. This
understanding allows for attempts to rectify these issues and assess the
technology’s suitability, ensuring that the application can accommodate
such limitations, this section aims to tackle the prominent limitations
that blockchain faces within its intrinsic properties, four hurdles are
presented: scalability, interoperability, limitations in the consensus al-
gorithms, and personal sensitive information protection.

5.1. Intrinsic limitations in blockchain systems

5.1.1. Scalability
The widespread adoption of blockchain technology in the

Fig. 15. Byzantine generals problem overview.

Table 1
Byzantine Generals Problem Decision Table.

Initial Decision Messenger 1 Messenger 2 Final Decision
General 1 Attack Attack (Faulty) Attack Attack
General 2 Attack Attack Attack Attack
General 3 Retreat Attack Attack Attack
General 4 Attack Attack Retreat Retreat

Fig. 16. Overview of the practical byzantine fault tolerance (PBFT) algorithm.

Fig. 17. Overview of the delegated byzantine fault tolerance (DBFT) algorithm.
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manufacturing industry depends heavily on its reliability, speed, and
real-time processing capabilities. As the industry continues to expand
with an increasing number of machines, controllers, and sensors, the
volume of data being generated is also growing rapidly. Therefore, any
system implemented in manufacturing must be both 昀氀exible and scal-
able to keep pace with the industry’s ongoing expansion.

Blockchain systems offer a wide range of bene昀椀ts, however, scal-
ability emerges as a major challenge to the widespread adoption of
blockchain in some sectors [70]. The challenge in addressing scalability
issues lies in the dif昀椀culty of doing so without compromising one or
more of the core pillars of blockchain: Security, Decentralization, or
Trust [71]. Scalability emerges as a signi昀椀cant issue within blockchain
systems as the volume of data transactions continues to grow. Existing
blockchain models face limitations in terms of processing speed and
capacity.

Consequently, addressing the scalability challenge while preserving

decentralization poses an ongoing and formidable task in the realm of
blockchain technology [11]. [72] discussed 昀椀ve methods for addressing
scalability issues in blockchain: On-chain, Off-chain, Side-chain,
Child-chain, and Inter-chain solutions. While each method addresses
part of the problem, they also compromise one or more of the funda-
mental properties of blockchain. Consequently, scalability remains a
signi昀椀cant challenge for blockchain technology and requires ongoing
research and development to achieve a scalable solution that supports
widespread adoption.

5.1.2. Interoperability
The realm of Smart Manufacturing emphasizes collaboration be-

tween facilities, enabling a seamless work昀氀ow and simplifying the
manufacturing process. Given the variety of blockchain architectures
and platforms, it is crucial for this technology to be interoperable when
different facilities utilize different platforms and architectures. This
interoperability is essential to facilitate effective communication and
collaboration across the manufacturing process.

In the previous section scalability was discussed which represents the
vertical dimension of blockchain referring to the ability of the system to
handle increased load and data processing. Additionally, interopera-
bility represents the horizontal dimension of blockchain pertaining to
the capacity of diverse blockchain systems to seamlessly interact and
exchange data without the need for intermediary software that trans-
lates information to conform to different blockchain platforms. Inter-
operability represents another major challenge that impedes the
widespread adoption of blockchain technology since the majority of
existing blockchain systems operate in isolation, lacking the ability to
communicate or share data with other systems. Consequently, address-
ing this signi昀椀cant gap necessitates the development of standardized
protocols and frameworks that facilitate interoperability, thus enabling
enhanced collaboration and integration among various blockchain net-
works [73]. Fig. 21 visualizes the description of scalability and inter-
operability as vertical and horizontal dimensions.

Fig. 18. Classi昀椀cation of consensus algorithms: crash fault tolerance (CFT) vs. byzantine fault tolerance (BFT).

Fig. 19. Classi昀椀cation of consensus algorithms: proof-based vs. voting based.

Table 2
Blockchain architectures comparison.

Security Energy Consumption Privacy Throughput Complexity Total Score
Public Very High (4) Very High (1) Low (1) Low (1) Very High (1) 8
Private High (3) Low (4) Very High (4) Very High (4) Moderate (3) 18
Hybrid Very High (4) High (2) Very High (4) Very High (4) High (2) 16
Consortium High (3) Moderate (3) Very High (4) High (3) High (2) 15
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5.1.3. Limitations in the consensus algorithms
Despite the well-developed nature of decision-making algorithms,

commonly referred to as consensus mechanisms, it is evident from sec-
tion three of this paper that each of the currently employed mechanisms
possesses limitations, such as the maximum tolerable percentage of
faulty nodes in the network, if that percentage is surpassed the mecha-
nism will collapse and security is not guarantee. This may cause the
occurrence of majority or 51 % attacks on the network [74].

Section three examined various consensus algorithms, highlighting
the diverse approaches available. It is clear that each consensus mech-
anism currently in use has its limitations. For example, the Proof ofWork
(PoW) algorithm provides a high level of security but requires sub-
stantial energy consumption to maintain that security. Conversely, Proof
of Stake (PoS) offers comparable security with signi昀椀cantly lower power
requirements, but it risks centralization, as nodes with the largest stakes
have more in昀氀uence over the network. This trade-off between security,
energy consumption, and centralization applies to all the consensus al-
gorithms discussed, where addressing one limitation often comes at the
expense of another property.

In addition, different types of networks require different types of
consensus mechanisms, thus a universal algorithm is not yet developed
to suit any type of network seamlessly. These limitations restrict their
applicability across all scenarios. Therefore, the development of an

ef昀椀cient consensus mechanism holds paramount importance for
ensuring the sustainability of blockchain systems.

5.1.4. Privacy issues
Blockchain promotes transparency and immutability which are vital

aspects of this technology, ensuring privacy and con昀椀dentiality of per-
sonal information and data poses a signi昀椀cant challenge for these
systems.

As discussed in section two, public blockchains maintain an immu-
table record that is accessible to the public and allow any node of a
network to access the information. Consequently, it becomes crucial to
establish a mechanism that safeguards privacy within these networks, in
addition to addressing other fundamental aspects of blockchain tech-
nology [75].

For instance, in applications involving sensitive data, such as per-
sonal or contact information, or 昀椀nancial details, privacy concerns can
arise. As noted earlier, once data is recorded on the blockchain, it cannot
be permanently revoked or removed. Consequently, this data remains
public and accessible, potentially exposing it to malicious actors who
may exploit it.

The SWOT analysis in section 5.4.1 examines the privacy of con昀椀-
dential data within blockchain systems, using medical records as an
example to highlight potential threats. Due to the immutable nature of

Fig. 20. Blockchain systems overview.

Fig. 21. Scalability and interoperability: a vertical and horizontal perspective.
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blockchain databases, any unauthorized breach would result in leaked
con昀椀dential data, which cannot be deleted and will remain on the sys-
tem as long as it is operational. Therefore, establishing robust regula-
tions regarding what can be recorded on the blockchain is imperative to
prevent such privacy breaches. Additionally, in section 5.4.4 regulation
issues is classi昀椀ed as a threat since regulations are usually dictated by
centralized nodes which in this case if a centralized node was assigned to
provide regulation it will be contradicting one of the fundamental as-
pects of blockchain: decentralization.

After presenting the intrinsic limitations of blockchain systems, the
next step is to identify the gaps and limitations within the manufacturing
industry that blockchain has the potential to address and rectify.
Manufacturing sectors with these speci昀椀c gaps were identi昀椀ed, high-
lighting their importance within manufacturing systems and outlining
the challenges they face. Furthermore, the review discusses how
blockchain can potentially rectify these gaps and challenges. The sectors
identi昀椀ed by the literature review are categorized into two groups. The
昀椀rst group focuses on supply chain and lifecycle management and in-
cludes: Supply Chain Management (SCM), Quality Control Management
(QCM), Product Lifecycle Management (PLM), and Inventory Manage-
ment. The second group is centered on advanced technologies and
integration and comprises: Cloud Manufacturing (CM) and Industrial
Internet of Things (IIoT).

5.2. Gaps and challenges in various sectors of the manufacturing industry

Over the past decade, signi昀椀cant research efforts have been dedi-
cated to exploring the potential applications of blockchain in
manufacturing [76]. Initially motivated by its use case in crypto-
currency and electronic transactions, blockchain has been subjected to
further exploration in various other 昀椀elds. As these use cases expand, the
scalability of blockchain has emerged as a crucial challenge as
mentioned before, impacting the ability to maximize the bene昀椀ts and
outcomes derived from this technology [77].

In this section, gaps in the fundamental aspects of manufacturing
systems will be discussed exploring their respective relevance towards
the manufacturing industry. Followed by identifying the gaps that these
sectors face as improvements and developments occur to the industry.
The revolution of smart manufacturing has added challenges and
widened some gaps requiring these systems not only to be ef昀椀ciently
operational but also to consider an additional aspect, which is data se-
curity. All machinery, controllers, sensors and other devices used in
manufacturing are being connected over the internet, exposing them to
be prone to cyberattacks and data breaches resulting in substantial
damages and loses. Thus, the focus is rescoped towards the challenges
and gaps that blockchain technology have the potential to address. The
sectors were divided into two groups, the 昀椀rst group is Supply chain and
lifecycle management, and the second group is advanced technologies
and integration.

5.2.1. Supply chain and lifecycle management

5.2.1.1. Supply chain management (SCM). Supply chain management
encompasses the movement of goods, information, and funds, starting
from the procurement of raw materials through production and ending
with the delivery of the 昀椀nal product to the end user [78]. While a
centralized network is suf昀椀cient for small-scale SCM operations that
serve local areas, the situation becomes more complicated when
expanding the business to a global scale. Operating on a centralized
network at this level leads to challenges such as dif昀椀culties in achieving
scalability, security, transparency, and cost control [79].

As depicted in Fig. 22, products undergo a multitude of shipment and
transit processes, often traversing various storage facilities and
manufacturing locations, particularly in collaborative manufacturing
scenarios. Consequently, ensuring product quality becomes highly
challenging, as tracing defects back to their source becomes increasingly
arduous.

Smart manufacturing has required higher standards for the supply
chain. The 昀椀rst is the synchronization of the operation of the supply
chain and the second is ensuring the reliability of the supply chain
management [80]. Given these considerations, the evaluation of trust
mechanisms within the supply chain becomes essential. The existing
supply chain management encounters signi昀椀cant challenges in terms of
data security. Data is vulnerable to cyberattacks, breaches, insider
threats, and counterfeiting, thus tracking and tracing the products be-
comes arduous, and real-time 昀氀ow of costs will be lacking. These
above-stated shortcomings of the current supply chain management
elevate the risks of incurring additional costs. A blockchain-enabled
supply chain trust management was proposed that would lead to solv-
ing the stated issues that hinder the smooth process of the supply chain
[80].

Blockchain technology revolutionizes the operations of supply
chains and logistics by providing enhanced security, agility, trust, and
transparency. In the context of supply chain applications, the adoption
of a permissioned blockchain architecture proves to be advantageous, as
it effectively addresses the challenges associated with multi-
organization cooperation and collaboration in areas such as supply
chain management, logistics, and transactions [81].

The relationship between blockchain and supply chain was described
with three major aspects that create blockchain’s value in that use case.
The three attributes are shareability, security, and smart capabilities
[82].

Shareability is described by using a peer-to-peer network, this means
that all the nodes on the network share their information and all the
other nodes on the network receive the same information while having
the same distributed ledger. The distributed ledger represents one layer
of security.

Security is achieved on three levels; the distributed decentralized
ledger is one of the three layers of security as mentioned before [83].
Another layer is the cryptographic technology that includes the hashing

Fig. 22. Typical supply chain overview.
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of the blocks and relating the consecutive blocks by allowing each block
to have its hash and the hash of the previous block, thus creating a
blockchain. The third layer of security is the consensus mechanism
which provides security for the network overall by ruling all the nodes to
abide by a speci昀椀c algorithm that ensures security [84].

Smart Capabilities in blockchain are the features and functionalities
that makes blockchain ef昀椀cient and versatile, these capabilities include
smart contracts, which are self-executing contracts utilizing blockchain
technology to digitally enforce, verify the execution of a contract [85].

5.2.1.2. Quality control management (QCM). The persistent prevalence
of low-quality, defective, and counterfeit products in the market high-
lights the critical need for a robust quality control management strategy.
These issues arise from traditional centralized systems, leading to a lack
of trust between parties. In the supply chain domain, these problems
stem from the self-interests of supply chain participants, the asymmetric
information model in production processes, and the high costs and
technical limitations of quality inspection. A decentralized information
model, such as blockchain, offers the potential to address these chal-
lenges effectively [86].

Quality control management is a crucial aspect across various in-
dustries, where the emphasis lies on achieving high-quality production
and an ef昀椀cient supply chain. Blockchain offers a valuable solution in
this regard. It enables the establishment of agreed-upon quality metrics,
involving clients, manufacturers, and other relevant nodes as partici-
pants in the consensus-building process for these metrics. To facilitate
the implementation of blockchain, all involved nodes are connected to
IoT devices that monitor and provide the required data as speci昀椀ed in
the smart contract. The utilization of blockchain ensures the security,
authenticity, and tamper-proof nature of the stored data [87]. Moreover,
the use of smart contracts enforces responsibility and accountability
among the parties involved, thereby enhancing the overall quality
control and management practices.

The ability to ef昀椀ciently track defects that occur within
manufacturing processes, along with the capability to trace incorrect
handling conditions within supply chain systems, is crucial for identi-
fying the root causes of these problems. Collecting data from various
sensors and contextualizing these readings plays a vital role in identi-
fying such defects. However, in centralized systems, this data can be
modi昀椀ed to bene昀椀t certain parties, for instance, if data indicates that a
particular defect resulted from mishandling by a speci昀椀c party, and this
party has access to the centralized data storage, they could potentially
alter the data to conceal the defect, thereby avoiding liability. In
contrast, blockchain systems are designed so that once data is recorded,
it becomes immutable and undeletable. This feature prevents the

modi昀椀cation of data to conceal manufacturing or supply chain issues.
Additionally, because the data is authenticated, tracing the root cause
automatically induces accountability, thereby improving product qual-
ity from the manufacturing facility through the entire supply chain. This
ensures customers receive untampered, high-quality products.

Fig. 23 illustrates the difference between centralized conventional
networks typically used in manufacturing systems and the distributed
ledger model of blockchain. In centralized systems, there is a single
point of failure (SPOF); if the centralized database is breached, the
network risks losing all data. In contrast, blockchain systems ensure that
each node has a copy of the ledger, which is cryptographically protected
and maintained by robust consensus algorithms to ensure consistency
across all ledgers. This architecture creates a network resistant to cyber-
attacks and insider threats.

5.2.1.3. Product lifecycle management (PLM). Product Lifecycle Man-
agement (PLM) can be categorized into four distinct stages: product
design, manufacturing, product usage, and recycling. Each of these
phases exhibits certain de昀椀ciencies or gaps in their respective processes.
In this literature, the focus is directed toward the design and
manufacturing phases since these are the realms where defects can
manifest. Fig. 24 represents potential errors that could result in the
phases that the study is interested in.

Design Phase: the design phase holds signi昀椀cant importance as it
contributes up to 75 % of the overall cost associated with the products.
The design directly affects all the subsequent phases. This stage itself
consists of four sub-stages. It encompasses task clari昀椀cation, conceptual
design, embodiment design, and detail design [88]. These design phases
encompass numerous key components that directly impact the overall
quality of the 昀椀nal product. Ensuring traceable and transparent data
throughout these phases promotes accountability, motivating designers
to maintain accuracy in these critical manufacturing stages. Addition-
ally, a secure database offers the advantage of preserving design data in
its original format. This allows for tracing any mistakes back to their root
cause and ensures that design 昀椀les cannot be altered, providing a reli-
able reference for future use.

Facilitating a suitable collaborative platform for designers from
different entities across the globe can result in optimal designs and well-
informed decisions during this crucial phase [89].

Moreover, the availability of a secure repository for storing design
documentation ensures data integrity and prevents tampering. This is
particularly valuable for preserving copyright protection and enabling
traceability of original designs [90]. Signi昀椀cantly, the trustworthiness
and authenticity of these documents may allow companies to monetize
their design documentation, in many cases the documented designs get

Fig. 23. Comparison between conventional centralized database vs. blockchain decentralized database.
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lost, corrupted, or mixed up between tens of versions that result in losing
the original 昀椀les, but when the latest designs are stored in a database
where blockchain technology is applied, these 昀椀les cannot be changed
nor deleted, thus it is safeguarded, which makes it possible for these
companies to sell their designs to other companies with a high level of
con昀椀dence that the 昀椀les do not contain any type of errors. Blockchain
technology serves as a viable platform for such purposes, distinguished
by its secure communication protocols, reliable data exchange, and
authentication mechanisms.

Manufacturing Phase: In the manufacturing phase, numerous po-
tential errors could compromise the overall quality of the 昀椀nal products.
As illustrated in Fig. 24, issues such as faulty sensors or malfunctioning
machinery control signals can lead to defects. Blockchain technology
can be utilized to store these signals securely, ensuring they cannot be
modi昀椀ed to conceal errors, thereby facilitating ef昀椀cient tracing of the
root causes of problems. Additionally, a cyber-attack could disrupt the
smooth operation of machinery, resulting in defective products or, in
more serious cases, damage to the machinery itself. On the inspection
side, human errors can occur, thereby implementing automated in-
spection methods [91] can signi昀椀cantly reduce the number of errors in
the inspection phase, however, automating manufacturing processes
requires a secure cyber-physical infrastructure. Implementing block-
chain technology can help counter such attacks by employing multiple
layers of security. Blockchain can differentiate authentic data from
malicious data, allowing only veri昀椀ed data to pass through the con-
trollers and rejecting any potential malicious data aimed at inducing
faulty signals to the machinery.

The quality of raw materials emerges as a paramount factor in昀氀u-
encing the 昀椀nal outcomes [92]. However, the existing centralized sys-
tem often favors large suppliers, for example, these suppliers can
produce goods at a lower rate than smaller suppliers, and the centralized
system favors suppliers with greater negotiation power, thus, leading to
market dominance and inhibiting trust and authenticity for smaller
suppliers due to prevailing monopolies. As a result, the quality of raw
materials can suffer as suppliers prioritize cost reduction and maximize
their own bene昀椀ts.

In contrast, the decentralized nature of blockchain empowers every
supplier with equal trust and authority, providing equal exposure to the
market regardless of the scale of the supplier, thus fostering a more
competitive market environment. Usually, small suppliers are reliant on
third parties to be able to access the market, with blockchain applied,
this intermediary is omitted since blockchain opens the option for peer-
to-peer transactions, reducing the overall cost for small suppliers. In
addition, blockchain gives small suppliers the ability to access the global
market needless of a physical presence or complex international infra-
structure, thus expanding their market reach. This increased competi-
tion compels suppliers to deliver the best available products, promoting
their competitiveness and survival in the market.

5.2.1.4. Inventory management. The management of inventory poses a

signi昀椀cant challenge in manufacturing, particularly when dealing with
customized orders that involve a diverse range of parts. This complexity
is further compounded by the need to ef昀椀ciently handle inbound logis-
tics for transporting these customized parts from providers to manu-
facturers. To address this challenge, a potential solution lies in
leveraging blockchain applications. By utilizing a blockchain platform,
customized orders can be shared and recorded through smart contracts,
enabling effective mapping of the required parts. Subsequently, logistics
arrangements can be streamlined accordingly. This approach enhances
the ef昀椀ciency and cost-effectiveness of the order customization process,
ultimately contributing to improved 昀氀exibility in manufacturing oper-
ations. Utilizing blockchain technology to improve inventory manage-
ment and information sharing in the supply chain was demonstrated by
[93].

The preceding sections discussed the pivotal role blockchain tech-
nology can play across various hierarchies in manufacturing. For
instance, in Enterprise Resource Planning (ERP), blockchain can address
issues such as inventory management, as highlighted in the previous
section. At the Manufacturing Execution System (MES) level, blockchain
can help establish a secure and robust cyber-infrastructure, enabling
secure manufacturing communication and control. Additionally, within
the ERP framework, 昀椀nancial transactions can be executed on block-
chain systems without the need for a third-party validator. This facili-
tates seamless and secure peer-to-peer transactions, reducing budget
overheads associated with third-party services, minimizing transaction
validation lag time, and maintaining a transparent record of all trans-
actions to ensure comprehensive 昀椀nancial disclosures.

5.2.2. Advanced technology and integration

5.2.2.1. Industrial internet of things (IIoT). The data exchanged between
different entities are obtained by the Industrial Internet of Things (IIoT),
which has a high “trust tax” [94]. This means that the communication
between the nodes of collaborative projects is based on trust which in-
creases the risks of security issues. When communicating important
data, it is extremely important to maintain security, robustness, and
authentic data to ensure a secure exchange of con昀椀dential data [95].

The rising security challenges that face the implementation of IoT
were reviewed by [96], and proposed a framework to secure IoT devices,
using the strategy of Zero Trust and blockchain. Counterintuitively,
blockchain is commonly associated with a "trusted" network, yet its
actual concept revolves around facilitating "trustless" transactions. This
means that the various parties involved in the system are not required to
trust one another directly. Rather, they place their trust in the system
itself, which is designed to provide reliable and trustworthy data.
Consequently, blockchain holds promising potential as a solution for
enhancing the security of data exchange within the IoT ecosystem. The
blockchain features the ability to overcome cybersecurity challenges
and apply a high degree of privacy [97]. Blockchain as described before
is a shared peer-to-peer network that gets updated every time a change

Fig. 24. Potential sources of anomalies in manufacturing processes.
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happens. The information on blockchain once recorded is extremely
dif昀椀cult or even impossible to alter or delete [98]. Which is an aspect
that 昀椀lls one of the gaps in IoT systems. A new concept was proposed
which is the Blockchain of things (BCoT) that delves into exploring the
advantages of mixing IoT and blockchain [99]. One way to implement
blockchain to IoT is that the system will make a uni昀椀ed authentication
for identities and make list containing the public keys of the users, at-
tributes, and a list that includes the list of revocations [95].

According to the data collected the administrator of the system
generates the private keys for users. When these users perform on the
network, their attributes should match with the security policies set. In
addition, they should not be included in the revocation list, after these
authentications users can attribute to the network. Malicious attackers
can then be detected and listed on the revoked list; this can take place at
any stage. Furthermore, machine learning algorithms can be integrated
into this system. Edge computing is a powerful tool for real-time data
processing of information in the IIoT. But since the number of edge
devices connected to the networks is large and still increasing, this re-
sults in privacy and security issues. For this a blockchain-based machine
learning framework was proposed for edge services in IIoT [100].

Within extensive industrial facilities, numerous pieces of equipment
are dispersed throughout the premises, necessitating effective commu-
nication among them. Presently, communication protocols such as
Modbus or PROFINET are commonly employed for this purpose. While
these protocols offer ef昀椀ciency, they also entail inherent risks of data
corruption or unauthorized access. To mitigate these risks, blockchain
applications can be employed, wherein each machine or equipment
functions as a node within the network, enabling secure data trans-
mission. By leveraging blockchain technology, the integrity and con昀椀-
dentiality of the transmitted data can be ensured, enhancing the overall
security of the communication process.

5.2.2.2. Cloud manufacturing (CM). Cloud manufacturing encompasses
the utilization of cloud infrastructure for activities such as design,
collaboration, and idea sharing. Through the cloud, designers from
diverse entities and geographical locations can collaborate on projects.
However, due to the public nature of this communication, the risk of
security breaches becomes unavoidable. To mitigate these risks, a
centralized third party is typically required to validate the data. In
contrast, blockchain technology, with its decentralized and distributed
nature, offers an alternative approach by ensuring data immutability
and establishing trustworthiness [101]. At a different level, cloud
manufacturing can involve two entities: providers and consumers. In
this scenario, the two parties do not physically meet, and the entire
collaboration relies on trust that the data provided by the providers is
genuine, non-malicious, and free from corruption [102].

To tackle this challenge, one potential solution is the implementation
of a blockchain that guarantees the credibility and authenticity of the
data. Facilitating data sharing while ensuring that logs are securely
preserved in the database allowing anymalicious data to be easily traced
back to the entity that provided it. This ensures data authenticity and
enhances accountability, which plays a crucial role in maintaining the
integrity of the system.

Post identifying these gaps, an additional step was taken to identify a
more complete security framework that showcases the inseparable
relation between blockchain and cybersecurity. Blockchain technology
employs various methods to ensure security, including cryptographic
security through hash functions, digital signatures unique to each user,
and the Public and Private Key Infrastructure (PKI). Additionally,
consensus protocols and encryption for secure data transmission
contribute to its robust security standards. These measures create an
environment where data cannot be altered or deleted. However, an
important question arises: what if the data is corrupted before being
recorded into the blockchain? This would undermine the purpose of
implementing blockchain. Therefore, the interconnection between

blockchain and cybersecurity is crucial, as these two security pillars
complement each other to achieve a comprehensive security framework.
This interconnection is discussed then a real-life case is presented to
showcase the impact of data breaches on the manufacturing industry.

5.3. Interconnection between blockchain and cybersecurity

Transparency and immutability are critical features of blockchain
technology that play a vital role in ensuring traceability and quality
control. These features provide security on the premise that the received
data is authentic and remains unaltered. However, further research is
required to identify the most effective approaches for receiving and
validating data from monitored sources within blockchain systems
[103]. It is imperative to delve deeper into the realm of cybersecurity to
explore and develop these aspects, enabling stronger data integrity and
enhancing the overall security of blockchain implementations.

Fig. 25 illustrates the communication layers from sensors to the
storage level, passing through communication channels such as the
internet. These channels are crucial for the effective implementation of
blockchain. If sensor values are altered within this medium before
reaching the blockchain security layers, it compromises the entire se-
curity of the blockchain. This would result in the system recording and
securing faulty data, thereby defeating the purpose of the implemented
system.

In 2022, one of the biggest supply chain cyber-attacks targeted the
vehicle manufacturer Toyota which speci昀椀cally targeted a major
component supplier under the name of “Kijima Industries Corporation”.
It is suspected that the attack is a ransomware ambush. Although the
attack was not of昀椀cially con昀椀rmed, in the due time the manufacturing
process was halted. The aftermath of this incident cause Toyota to drop
their monthly production by 5 % within Japan which is equivalent to
13000 units monthly [103]. Many other major attacks occurred that
caused notable disruptions in the supply chains which resulted in huge
昀椀nancial losses. The depicted Fig. 26 illustrates the complete process of
transmitting data from a sensor to its storage in blockchain. The trans-
mission of data holds great signi昀椀cance as blockchain ensures the safety
and authenticity of the collected data. Consequently, the authenticity of
the data within blockchain relies heavily on the authenticity of the
received data. Therefore, cybersecurity assumes a critical role in veri-
fying the authenticity of the data received from sources like the supply
chain, and recording it in blockchain in its original, unmodi昀椀ed state.

6. Supply chain cyberattacks and breaches

Despite witnessing signi昀椀cant advancements, traditional supply
chain systems that have been in use for decades still face a persistent
issue of lacking transparency. While data recording and technology
utilization are ef昀椀cient, there remains a vulnerability to data breaches
and unauthorized modi昀椀cations. Unfortunately, such incidents occur
frequently, as evidenced by the global average cost of a data breach
amounting to USD 4.35 million in 2022, as reported by [104].

As depicted in 昀椀gure X, the cost associated with data breaches is
expected to rise in the coming years. This projection assumes that no
preventive measures are implemented to mitigate such attacks and
breaches. However, blockchain technology presents a robust solution to
combat these threats. Its decentralized nature serves as a deterrent
against malicious actors, as it inhibits their ability to manipulate and
compromise data. Blockchain systems effectively tackle another chal-
lenge within the supply chain, which is the recording of every trans-
action and event throughout the entire process, starting from raw
materials and culminating with the end customer. This enables all par-
ticipants to have real-time tracking of products and the ability to assess
their condition.

As illustrated in Fig. 27, data is exchanged between nodes within the
blockchain network, establishing a peer-to-peer network where infor-
mation is accessible to all participating parties. This decentralized
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structure enables thorough tracking of each product’s history, allowing
for the identi昀椀cation of the origin of any defects. Therefore, individuals
can be held accountable for any unprofessional actions or mistakes,
thereby ensuring a higher level of responsibility and accountability.
Furthermore, the manufacturing process is a formidable and intricate
process, particularly when dealing with mass production in factories.

The complexity stems from the multitude of steps involved, starting
from sourcing raw materials to delivering the 昀椀nal product to the end
customer. Among the many challenges within this process, effective
inventory management stands out as a crucial aspect. Anticipating de-
mand becomes exceptionally dif昀椀cult due to the multitude of variables
that in昀氀uence this parameter.

Accordingly, inventory management becomes a challenging task.
However, with the integration of blockchain into the supply chain, real-
time inventory tracking becomes feasible across the entire supply chain
network. This ability to track goods as they move from one node to
another provides a vital indicator of inventory levels, granting organi-
zations control over one of the numerous parameters that contribute to
reducing stockouts and improving demand forecasting. In addition,
ensuring the quality control of products is of utmost importance in the
production process, particularly when dealing with high-standard and
highly regulated items like pharmaceutical products for example.
Monitoring various environmental parameters such as temperature,
humidity, and other relevant factors throughout the entire supply chain
plays a vital role in determining the quality of the 昀椀nal product.

Blockchain systems greatly facilitate this task by offering a secure
data storage infrastructure where such critical data can be recorded and
preserved without the risk of unauthorized modi昀椀cations or

Fig. 25. Synergy between blockchain and cybersecurity.

Fig. 26. Average total cost of a data breach from 2016 to 2022.

Fig. 27. Blockchain application in supply chain management (SCM).
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manipulations. This inherent security provided by blockchain technol-
ogy signi昀椀cantly reduces the risks associated with counterfeiting and
fraudulent activities, enhancing the overall integrity and trustworthi-
ness of the supply chain.

On the other hand, transactions and payments pose signi昀椀cant
challenges within the supply chain, often consuming time and relying on
trust between parties. Instances of delayed or erroneous payments due to
human or other errors can further complicate the process. In this regard,
blockchain-based smart contracts offer a solution whereby payments
can be automatically triggered upon the ful昀椀llment of prede昀椀ned con-
ditions, such as the con昀椀rmation of delivery. This automation of pay-
ments has the potential to mitigate delays, minimize paperwork, and
eliminate the need for third-party authentication of transactions, such as
involvement from banks. By leveraging blockchain, the supply chain
ecosystem can bene昀椀t from streamlined and more ef昀椀cient payment
processes.

Ultimately, the integration of blockchain technology into supply
chains is an active area of research and implementation. Nevertheless,
the process of integrating this technology into existing supply chains
poses signi昀椀cant challenges. Further research is required to develop
ef昀椀cient methodologies that enhance the seamless integration of
blockchain systems and facilitate the exchange of data. Additionally,
there is a crucial need to enable real-time tracking within the supply
chain through the utilization of blockchain technology. Advancements
in these areas will contribute to the effective integration of blockchain
into supply chains and enable its full potential to be realized.

7. SWOT analysis

Section 2 addressed the categorization of blockchain architectures.
The focus of this literature review is on manufacturing systems, aiming
to identify key sectors where blockchain technology could address
existing gaps and challenges. The goal is to determine the most appro-
priate blockchain architecture and consensus algorithm for these sec-
tors. As highlighted in the review, supply chain management is critically
important across the industry. Enhancing security in the supply chain
not only resolves issues within that domain but also positively impacts
related areas such as Quality Control Management, Product Lifecycle
Management, and Inventory Management, all of which are inter-
connected through the supply chain. Therefore, addressing supply chain
issues can lead to improvements in these related sectors.

Initially, Section 2 explores public blockchains, known for their high
security due to the Proof-of-Work (PoW) consensus algorithm. However,
PoW is energy-intensive and requires substantial computational re-
sources, as detailed in Section 3. A potential solution is to replace PoW
with Proof-of-Stake (PoS) to reduce energy costs. Yet, public blockchains
are inherently open, which can pose problems for industries where
sensitive information, such as strategic plans, must remain con昀椀dential.
Moreover, public blockchains have relatively low transaction
throughput due to the complex consensus process, and their imple-
mentation is complex. Consequently, public blockchains may not be the
optimal choice for industrial applications.

In contrast, private blockchains offer a highly secure framework with
low energy consumption. They support various consensus algorithms
like PAXOS and RAFT, which are resilient to crash faults but not
necessarily to malicious attacks. More advanced algorithms, such as
PBFT or DBFT, can enhance security against cyber threats, as discussed
in Section 3. Private blockchains ensure privacy by restricting network
access to approved entities only, thereby safeguarding sensitive data.
They also provide high throughput, making them well-suited for real-
time data needs in industrial contexts. Additionally, private block-
chains are generally less complex to implement than other architectures,
making them a strong candidate for manufacturing, especially in supply
chain management.

Hybrid blockchains integrate features of both public and private
blockchains, potentially improving certain system aspects. However,

this integration introduces additional complexity, requiring specialized
expertise not commonly found in the manufacturing sector, where the
focus may not be on these advanced applications. Additionally, the
integration of public properties induces higher energy consumption for
this architecture.

Consortium blockchains offer security and other features like private
and hybrid blockchains but are decentralized and not owned by a single
organization. The implementation of consortium blockchains, like
hybrid blockchains, demands speci昀椀c expertise that may not be readily
available in the industry. Additionally, complete decentralization comes
at the expense of higher energy consumption for this architecture.

In summary, private blockchains are highly suitable for
manufacturing applications, especially in supply chain management,
due to their security, ef昀椀ciency, and lower complexity. While hybrid and
consortium blockchains offer certain advantages, they introduce addi-
tional complexity and require specialized knowledge on top of higher
energy consumption.

The following table summarizes the comparison to help quantify the
advantages and disadvantages of each blockchain architecture, aiding in
the identi昀椀cation of the most suitable option for manufacturing in-
dustries. The scores were assigned based on four levels: Low, Moderate,
High, and Very High. For properties with a positive contribution, Very
High was given a score of 4, and Low a score of 1. Conversely, for
properties with a negative impact, Very High was scored as 1, and Low
as 4. These quanti昀椀cations were derived from the conclusions of the
information gathered in this literature review.

After quantifying the scores of the different blockchain architectures,
private blockchain architecture proves to be the most suitable for
manufacturing industry. Although hybrid and consortium have high
scores as well, their energy consumption and complexity to be imple-
mented favors private blockchain for these applications. Subsequently,
in Section 5, a thorough SWOT analysis was conducted for this speci昀椀c
blockchain architecture.

7.1. Strengths

7.1.1. Decentralized
Private blockchain operates on a peer-to-peer network, eliminating

the need for a third-party organization to manage the database. Instead,
each node in the network maintains a copy of the ledger, which is
updated through a consensus algorithm. The nodes communicate
directly with each other, ensuring there is no centralized node [105].
The importance of this feature is that it eliminates the presence of a
single point of failure (SPOF) in the system. In centralized systems, if the
central node is compromised, the entire system can fail. However, in
blockchain networks, the system can continue to operate normally as
long as a speci昀椀c percentage of nodes remain functional, the percentage
is speci昀椀ed by the consensus algorithm used. This makes breaches
signi昀椀cantly more complex and harder to successfully achieve.

7.1.2. Immutable
The cryptographic security of data and the distribution of ledgers

ensure that once a block is added to the blockchain, it cannot be altered
or deleted. This feature, referred to as immutability, guarantees the
integrity of the data recorded on the blockchain and prevents any un-
authorized changes to the information [106].

7.1.3. Transparent
Because of the decentralized nature of blockchain, the database is

shared among various nodes in the network, which allows for trans-
parency in information sharing. This transparency is further enhanced
by the chronological order in which data is recorded on the blockchain,
making it useful in tracking speci昀椀c information in the supply chain
[107] for example. Transparency is crucial in private sectors, such as the
manufacturing industry, because it fosters trust between entities.
Additionally, it enhances the traceability of data, which ultimately
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improves accountability and responsibility—two essential features,
especially in supply chain management.

7.1.4. Secure
The fundamental strength of blockchain lies in its decentralized ar-

chitecture, which makes it inherently secure. The distribution of the
database across multiple nodes is critical to building a strong foundation
for blockchain security. By implementing a cryptographic security layer
that hashes block and connects them through these hashes, along with a
suitable consensus mechanism, a high level of security can be achieved.
Any type of data, whether it is a transaction or any other form of data, is
stored permanently in a database that features these layers of security
[108].

7.1.5. Energy independent
The high energy consumption of blockchain technology is not due to

inef昀椀cient design or devices, but rather the intentional design of the
consensus algorithm. The Proof-of-Work algorithm requires a signi昀椀cant
amount of computational power to ensure the necessary level of secu-
rity. This is because a malicious node attempting to breach the network
would need at least 51 % of the total computational power, which is
unlikely to be achieved by a limited number of attackers. However, it is
important to acknowledge the signi昀椀cant energy consumption resulting
from this algorithm [109]. This energy dependency is particular to
public blockchain architecture. In contrast, private blockchains require
signi昀椀cantly less power, as they utilize regulated consensus algorithms
such as PAXOS, RAFT, and PBFT, which do not demand high energy
consumption.

7.1.6. Robust
The strength of private blockchain architecture lies in the intercon-

nection of its aspects, all of which contribute to data security. Through
immutability, timestamping, and the use of consensus mechanisms, data
is made secure and dif昀椀cult to breach. This interplay of features makes
private blockchain architecture robust and reliable [110]. Private
blockchain introduces the property of an access control list, a feature
does not present in public blockchains. This list dictates the privileges
each node has within the network, limiting unauthorized nodes from
performing actions outside their allocated roles. This enhances the
network’s robustness and reliability.

7.1.7. Fully open source
Blockchain is built as a fully open-source platform, which allows any

participant in the network to access and scrutinize the source code,
ensuring full transparency. Moreover, blockchain is created using open-
source materials and libraries, making it easily accessible to developers
for modi昀椀cation and improvement. A signi昀椀cant advantage of its open-
source nature is that the network can be customized, with policies and
rules set speci昀椀cally to meet the needs of the application at hand. This
昀氀exibility ensures that no restrictions hinder its implementation.

7.2. Weaknesses

7.2.1. Interoperability
[111] discusses the current state of blockchain interoperability and

highlights the growing research trends in this area, identifying it as a
crucial feature of blockchain technology [112] discusses the interoper-
ability challenges of blockchain, highlighting the dif昀椀culties in
achieving seamless interoperability between different blockchain plat-
forms without relying on a trusted third party. This issue hinders the
widespread adoption of blockchain, as interoperability is crucial for
collaborations between various entities, which is especially common in
manufacturing and supply chain management, where multiple entities
are involved in the overall system.

7.2.2. Scalability
The emergence of Bitcoin brought to light the scalability challenges

facing blockchain technology. Public blockchains face limitations in
throughput, which is in昀氀uenced by the time taken to approve a block
and the size of the block. Improving one of these aspects often comes at
the expense of the other, thereby making scalability a dif昀椀cult problem
to address [113]. Public blockchains suffer from scalability issues,
particularly with transaction speed. While private blockchains are also
affected by scalability problems, the impact is not as severe as in public
blockchains. The scalability challenge for private blockchains lies in the
complexity of implementation; as the number of nodes in a private
blockchain increases, maintaining the network becomes increasingly
complex.

7.2.3. Storage
In a blockchain network, data is shared across a peer-to-peer

network, and each node in the network has a copy of the distributed
ledger, resulting in N replicas of the ledger, with N being the number of
nodes in the network. As the network expands, the challenge of data
storage becomes increasingly signi昀椀cant due to the exponential growth
of storage requirements. Additionally, since the ledger is immutable, all
data recorded since the creation of the network is preserved without the
possibility of deletion of unused data. This issue is typically addressed by
identifying and recording only the most useful data in the blockchain.
However, even with such methods implemented, storage cannot be fully
controlled and will face limitations as the network expands.

7.2.4. Prone to sybil attacks
A potential vulnerability of blockchain is its susceptibility to sybil

attacks. A Sybil attack occurs when an attacker gains control over a
signi昀椀cant portion of the network’s total computational power or
nodes—often, more than 50 %, as seen in algorithms like PAXOS. When
an attacker controls such a percentage, the consensus algorithm can be
compromised, undermining the network’s security and integrity.
Although such attacks are dif昀椀cult to execute, especially when the
number of nodes in the network is large, they cannot be ruled out
completely. Sybil attacks can trigger other types of attacks such as DoS,
DDoS, majority attack, and mining pool attack as discussed by [114].

7.2.5. Access challenges
Private blockchains have a unique characteristic where nodes

require permission to access the network, and any action these nodes
need to perform necessitates special authorization from the network
provider. Although this feature works in favor of creating amore reliable
and secure system, it creates a challenge to access the network freely,
and results in the source code being obscured, where nodes cannot ac-
cess and verify its authenticity [115]. Creating a balanced access control
list that simultaneously provides the required security while allowing
nodes to access their respective needed data is crucial and remains a
challenging task to optimize.

7.2.6. Underdeveloped technology
Various techniques utilized in blockchains such as creditworthiness,

performance, ef昀椀ciency, security, privacy, supervision, and online-to-
of昀氀ine integration are still underdeveloped [116]. This technology is
relatively new, with its 昀椀rst implementation as Bitcoin in 2009 as a
public blockchain. In late 2015, Hyperledger was founded as a private
blockchain platform. Consequently, many problems and issues continue
to arise and need to be addressed to achieve the widespread adoption of
this technology.

7.2.7. Unstandardized
When considering blockchain standards, it is crucial to note that the

technology is relatively new, and early applications of the technology
were not subject to any standards. However, there is now one interna-
tional standardization for blockchain and distributed ledger
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technologies, which is ISO 22739:2020 [117].

7.3. Opportunities

7.3.1. Eliminates third party dependency
In blockchain systems, the decentralized, peer-to-peer network ar-

chitecture eliminates the need for a third-party intermediary to
authenticate and validate data. This reduces the risk of malicious
behavior and enhances security by allowing issues to be resolved within
the network without the intervention of a third-party [118]. Instead of
requiring a centralized third party to approve and store data, the ledger
is distributed among all the nodes, avoiding a single point of failure
(SPOF) node as described before.

7.3.2. Reliable transactions
All database transactions in private blockchain are cryptographically

secured through hashing, which includes the hash of the previous block,
providing the 昀椀rst layer of security. Additionally, consensus algorithms
provide an additional layer of security. As the ledger is distributed,
altering any information in the database becomes exceedingly dif昀椀cult.
“The high level of investment by Governments and Enterprises in
implementing blockchain technology for various initiatives is an indi-
cator of potential bene昀椀ts. Various pilot projects based on are ongoing,
and it is being used and proposed in every domain where a secure and
reliable transaction is required” [119].

7.3.3. Reduce transaction costs
A substantial portion of transaction costs are attributed to the vali-

dating third party, often a bank or 昀椀nancial institution. Blockchain
technology reduces these costs by eliminating the need for such in-
termediaries, enabling trusted peer-to-peer transactions directly [120].

7.3.4. Increase traceability
Private blockchain provides traceability solutions in many domains

[107]. A soybean traceability in the agriculture supply chain was
developed on the blockchain [121]. A traceability in agri-food supply
chain management was developed which is based on blockchain [122].
A decentralized traceability application for multi-tier supply chain
networks in the automotive industry was developed based on blockchain
[123]. All these applications demonstrate the advantages of private
blockchain in manufacturing industries. The common factor among the
mentioned use cases is their emphasis on high-quality standards, which
are ultimately achieved through transparent traceability of data for
defective products.

7.3.5. Safe repository for data
The private architecture and algorithms of blockchain ensure a

secure data repository that can be accessed by all members of the
network. The entire database can be accessed by anyone in the network
[124].

7.3.6. Quality assurance
One of the major research areas for optimizing private blockchain

technology is quality control. To achieve high-quality products, trans-
parency in identifying the sources of materials, managing identities of
collaborating companies, collecting relevant data, tracking shipments,
and adopting similar standards are essential [87]. This, in turn, leads to
high-quality and reliable products. All the above-mentioned tasks that
are required to ultimately achieve high-quality production can be ach-
ieved through the implementation of private blockchain.

7.3.7. Improper customer experience
Blockchain technology has a positive impact on the relationship

between customers and brands by promoting transparency, trust, and
security. These qualities have led to increased customer loyalty [125]. In
a blockchain network, the customers can be part of the network and

have a copy of the manufacturing data ledger. They can trace back the
data history of the products they consume. This feature enables the
customers to have comprehensive knowledge about the product, and in
the case of any defect, the customer has a reliable reference for potential
solutions.

7.4. Threats

7.4.1. Privacy of con昀椀dential data
Con昀椀dentiality is paramount in medical use cases where sensitive

data, including communication between the patient and clinician,
should only be accessible by the patient [126]. Storing con昀椀dential data
in a blockchain can pose a security risk as the data is immutable and
cannot be deleted. If someone gains unauthorized access to this sensitive
information, it can result in a breach of privacy and compromise the
medical records of patients. Therefore, caution must be exercised when
considering the use of blockchain for recording con昀椀dential medical
data for example.

7.4.2. Lack of technical skills
To adopt blockchain technology, specialized knowledge and skills

are necessary. However, the lack of such expertise can hinder its adop-
tion [127]. Some of the reasons for this gap in technical skills include
limited availability of education and training, the complex nature of
technology, its rapidly evolving pace, and the lack of industry standards.
This issue becomes more critical when, after implementing blockchain
networks into industrial systems, problems arise and there is a lack of
technical expertise to address them. Such scenarios amplify concerns for
industries considering blockchain adoption, as these issues could disrupt
manufacturing processes or cause problems in supply chain operations.

7.4.3. Social acceptance
Blockchain technology is widely recognized as a leading-edge tech-

nology in the modern era. Its impact on economies, businesses, and
societies is signi昀椀cant, but the hype surrounding it can lead users to
believe that it is fully developed and 昀氀awless. There is still much
research needed to advance the technology to a more mature stage
[128]. This poses a threat to blockchain technology adoption, as
increased scrutiny and skepticism about its bene昀椀ts may emerge,
potentially leading to reduced societal acceptance and a negative impact
on its widespread use.

7.4.4. Regulation issues
The decentralized nature of private blockchain systems undermines

the dominance of centralized entities such as centralized banks in the
economy, leading to regulatory issues due to government skepticism
towards blockchain technologies [129]. Additionally, the lack of clarity,
privacy concerns, and tokenization (i.e., the conversion of real-world
assets into digital ones) contribute to these regulatory challenges.

7.4.5. Malicious nodes
The internet is vulnerable to various malicious activities such as

identity theft, fraud, hacking, viruses, and malware, which are often
initiated by malicious nodes within the network. These types of attacks
are also relevant to blockchain systems [130]. Sybil attacks occur when
a node creates multiple identities within a blockchain system to take
over the network and initiate malicious behavior. “51 % attacks” com-
promises the decision-making algorithm in a network to perform detri-
mental activities. Eclipse attacks isolate a node from the network to
manipulate its transactions. Denial of service attacks occur when a node
overloads the network with traf昀椀c, hindering the ability of other nodes
to communicate. While the robust security measures implemented in
blockchain systems make successful cyber-attacks relatively rare, the
possibility of such attacks cannot be entirely eliminated. A particularly
concerning threat is the presence of a malicious node within a private
blockchain that is authorized and listed on the access list. Such a node
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can undertake harmful actions within the network, potentially
compromising its integrity.

7.4.6. Weak private keys
Public Key Infrastructure (PKI) is used to encrypt private blockchain

data, utilizing both public and private keys. Public keys are accessible to
everyone, while private keys are con昀椀dential and function as passwords
[131]. Consequently, private keys are regarded as a crucial element of
blockchain, as they are responsible for validating and approving trans-
actions. Weak private keys, which are easily predictable and vulnerable,
pose a threat to both the user and the blockchain system. Some of the
reasons for weak private keys include improper key generation, insuf-
昀椀cient entropy, or randomness of a key, reusing keys from other ac-
counts, lack of awareness, and sharing private keys with untrusted
parties.

7.4.7. Cost of maintenance
The cost of operating and maintaining a private blockchain network

can escalate signi昀椀cantly as the network expands. When applied on a
large scale, such as in a supply chain, maintaining the network can
become costly due to two primary factors: the complexity of the system
and the shortage of experts in the 昀椀eld, which limits the ability to
negotiate labor costs effectively.(Table 3).

8. Conclusion and future work

The primary contribution of this literature review is to offer a
comprehensive and centralized comparison of prominent blockchain
technology architectures. This comparative analysis stems from the
imperative need to identify the most suitable architecture to address the
manufacturing industry’s existing gaps, as identi昀椀ed in this review. The
昀椀ndings indicate that public or permissionless blockchain is acknowl-
edged for its high level of security, attributed to its extensive used base
and the implementation of robust consensus mechanism. However, its
ef昀椀ciency is undermined by the signi昀椀cant computational power needed
for mining, along with the low throughput of this architecture, making it
unsuitable for manufacturing applications that require fast and near
real-time data exchange.

Within this context, permissioned blockchain emerges as a promising
solution to bridge the identi昀椀ed gaps in the industry’s cyber-
infrastructure. This is primarily due to its capacity for rapid data pro-
cessing and its appropriateness for real-time data monitoring. Addi-
tionally, private blockchains do not demand high energy overheads, as

the consensus algorithms used in these architectures eliminate the need
for mining, which is the primary source of high energy consumption in
blockchain systems.

Both hybrid and consortium blockchains are categorized funda-
mentally as permissioned blockchains, sharing the common trait of
combining elements from both public and private blockchain models.
However, they diverge concerning the network’s taxonomy: the hybrid
blockchain assumes a centralized structure owned by a single authority,
while the consortium blockchain operates in a decentralized manner,
with all participating entities contributing to the network, thereby
mitigating the risk of a single entity assuming control and jeopardizing
its integrity.

Consequently, the private blockchain architecture emerges as
particularly well-suited for the utilization of use cases and applications
within the manufacturing industry.

Although Hybrid and Consortium blockchains are also suitable for
industrial use cases, they are slightly less favored compared to private
blockchains. This is primarily due to their higher energy consumption
and greater complexity in implementation. Hybrid and Consortium
blockchains combine features from both private and public architec-
tures, which not only makes them more challenging to implement but
also requires more expertise to maintain effectively. In contrast, private
blockchains, being more streamlined and less resource-intensive, offer a
more practical solution for industrial applications as represented in
Table 2.

The consensus algorithms explored in this review encompass a wide
spectrum of security measures, each with its distinct advantages and
disadvantages, tailored for speci昀椀c applications. Nevertheless, the pro-
gression of blockchain technology depends signi昀椀cantly on achieving
interoperability across different blockchain architectures. To attain this
interoperability, a universal consensus algorithm is needed, one capable
of accommodating all blockchain types, whether they are public or
private.

As mentioned in section four, the existing gaps within manufacturing
industries can 昀椀nd viable solutions through the implementation of a
resilient and well-suited blockchain system. The adoption of such a
system holds the potential to avoid numerous 昀椀nancial losses within this
sector. Additionally, blockchain serves as a complementary component
to cybersecurity, mutually reinforcing one another to create a highly
secure environment where data infrastructure can be both dependable
and forti昀椀ed.

Section 昀椀ve begins with a holistic comparison of the four discussed
blockchain architectures, quantifying their features with scores to

Table 3
SWOT Analysis Summary.
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establish a common ground for comparison. This approach allows for a
clear evaluation of each architecture’s strengths and weaknesses in
relation to manufacturing use cases. Based on this comprehensive
assessment, the private blockchain architecture was identi昀椀ed as the
most suitable option. Following this analysis, the section continues by
conducting a comprehensive SWOT analysis which focused on private
blockchain, providing an in-depth examination of its strengths, weak-
nesses, opportunities, and threats. This analysis, in essence, serves as a
catalyst for future research endeavors, directing attention towards areas
within this architecture that have yet to receive extensive scholarly
research. Notably, the weaknesses and threats sections of the analysis
pinpoint speci昀椀c challenges inherent to this type of blockchain. Each of
these challenges can potentially serve as a distinct research domain.
Addressing these challenges and mitigating associated threats has the
potential to pave the way for the development of a resilient and robust
blockchain system.

A critical aspect that demands attention in blockchain research is the
regulatory challenges associated with this technology. As highlighted in
the SWOT analysis, the privacy of con昀椀dential data presents a signi昀椀cant
threat. Once data is recorded in a blockchain database, it cannot be
removed, posing a substantial risk if accessed by unauthorized parties.
This threat is largely due to the current lack of regulation governing
what data should or should not be stored on the blockchain. However,
blockchain operates on a decentralized framework, while regulation
typically requires centralized authority, creating a fundamental
contradiction. Therefore, it is essential to 昀椀nd a balance or develop an
approach to establish regulation within a decentralized system.

Blockchain technology is relatively new, offering vast opportunities
for exploration across various domains. However, its widespread
adoption in the manufacturing industry is hindered by signi昀椀cant
challenges, particularly in scalability and interoperability. Targeted
research efforts to address these and other existing issues could serve as
a catalyst for broader implementation and optimization of blockchain
technology. Additionally, the weaknesses and threats identi昀椀ed in the
SWOT analysis highlight potential research areas that merit further
investigation.

Federated learning is a key innovation in manufacturing that en-
hances collaboration between facilities. Rather than sharing raw data,
each facility trains machine learning models on its own data and then
shares model parameters to update those used by other facilities. In
essence, federated learning operates as a decentralized system, and its
synergy with blockchain technology is particularly powerful. Blockchain
can be leveraged to create a secure environment for sharing these
updated parameters, ensuring that each facility’s contributions are both
secure and veri昀椀able, thereby fostering a trustworthy and collaborative
manufacturing ecosystem. Further investigation into this domain is
essential.

Finally, a summary of the prominent hurdles facing blockchain
technology is presented below to guide future research:

" Scalability: Current blockchain frameworks have limited capacity
and face challenges as the network grows. This is particularly critical
in industrial applications, such as supply chainmanagement, where a
high number of nodes may join the network, and large volumes of
data must be ef昀椀ciently processed.

" Interoperability: Numerous blockchain platforms exist, each with
their own architecture—whether public, private, or otherwise—and
speci昀椀c consensus algorithms tailored to their applications. Howev-
er, these platforms often operate in isolation, unable to communicate
with one another, which limits collaboration and connectivity be-
tween different entities. Focusing research on enabling seamless
communication between different blockchains, without relying on
third-party software, is essential for enhancing interoperability.

" Storage: A fundamental characteristic of blockchain databases is
their immutability, meaning that data recorded within the database
cannot be altered or deleted, and remains permanently stored.

Additionally, because blockchain is decentralized, every node in the
network holds a copy of the entire database. As the network grows,
the size of the database will continue to expand, leading to signi昀椀-
cant storage concerns. Finding solutions to address these storage
challenges is crucial as blockchain networks scale over time.

" Lack of Standardization: As a relatively new technology, block-
chain lacks standardized protocols, with each platform adhering to
its own speci昀椀c standards and practices. This lack of standardization
hinders the integration of different blockchains and impedes inter-
operability, as seamless communication between blockchain plat-
forms requires a common foundational framework. Standardizing
this technology is imperative and should be a key focus of ongoing
research.

" Regulation Issues: Blockchain technology is currently not regu-
lated, which presents a challenge due to its decentralized nature.
Regulating the technology could con昀氀ict with its fundamental prin-
ciple of decentralization. However, 昀椀nding a balance that maintains
decentralization while incorporating bene昀椀cial regulations could
optimize the system. Such regulations would not only enhance the
technology but also increase social acceptance, as people tend to
trust systems with established regulatory frameworks. Addressing
this issue should be a focus of ongoing research to support the
widespread adoption of blockchain technology.

The listed hurdles represent some of the most prominent challenges
that blockchain technology is currently facing. For a more comprehen-
sive overview and a broader list of issues, refer to the SWOT analysis in
Section 5, which details the weaknesses and threats associated with
blockchain. Each of these aspects presents potential areas for further
research.
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