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ABSTRACT

Deep learning has revolutionized the use of inertial measurement
unit (IMU) sensors in mobile applications, such as human activity
recognition. Building on the success of pre-trained models across
various domains, recent studies have increasingly adopted self-
supervised learning (SSL) for a range of sensing tasks. While these
SSL approaches improve generalization and reduce labeling require-
ments, their privacy implications have received limited attention.
This paper addresses this gap by examining IMU data privacy dur-
ing pre-training through membership inference. Our work serves
two important purposes: First, it enables data owners to verify if
their data was used without permission in encoder pre-training.
Second, it demonstrates how adversaries might compromise sen-
sitive human sensing data used in pre-training. To enhance the
practicality of membership inference on unlabeled IMU sensing
data across different SSL algorithms, we introduce an activity label-
ing module and a novel perturbation strategy to exploit encoder
overfitting characteristics on training data. When an encoder over-
fits, it memorizes training data rather than learning generalizable
patterns. Therefore, when comparing the original data to the per-
turbed version, the encoder generates more distinct feature vectors
for samples from its training set than for samples it has never seen
before. We evaluate our membership inference methods on two
mainstream SSL methods across multiple datasets, demonstrating
that our method can achieve relatively high precision and recall at
low false positive rates.
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1 INTRODUCTION

Over the past decade, human sensing technology has advanced
significantly, particularly in embedded and mobile devices. These
advancements have transformed how we monitor and interact with
technology in daily life. Wearable devices have emerged as powerful
tools across diverse mobile applications, from recognizing complex
human activities [22, 24, 33, 34, 36, 45, 51, 54, 57] to enabling natural
and intuitive human-computer interactions [30, 59]. Many of these
rely heavily on data from inertial measurement unit (IMU) sensors,
which are commonly integrated into smartphones, smartwatches,
and smart earphones.

Following the success of self-supervised learning (SSL) in fields
like natural language processing (e.g., BERT [12]), more and more
studies have focused on adapting different SSL techniques for IMU
sensing applications [7]. For example, LIMU-BERT [52] introduces
a lightweight BERT-like representation learning model specifically
designed for mobile IMU sensor data. SSL methods offer two main
advantages in this context: they leverage large amounts of unlabeled
sensor data, significantly reducing data labeling costs, and they
enable the extraction of more generalizable features through large-
scale training.

Existing studies mainly focus on improving encoder training to
enhance performance across various IMU sensing tasks and sce-
narios. However, there has been limited exploration of the security
and privacy implications of these methods. This is especially con-
cerning given that IMU data can reveal sensitive information about
individuals’ identities and activities. For instance, Ahmad et al. [2]
have demonstrated that data from accelerometers embedded in
smartphones can be used for user identification. In this paper, we
conduct the first systematic study on membership inference against
SSL-based pre-trained IMU sensing encoders. The goal of a mem-
bership inference is to determine whether a given IMU reading is
part of the encoder’s pre-training dataset, as shown in Figure 1.
IMU readings that originate from users included in the pre-training
dataset are classified as "members", while those from users outside
this dataset are "non-members". In this paper, we use the terms
training data and members interchangeably.

Membership inference on SSL-based IMU encoders has two im-
portant applications [28]. First, data owners can use membership
inference methods to audit whether their (public) data was used
to pre-train an encoder without authorization. This is particularly
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Figure 1: Membership inference workflow. In the encoder pre-
training stage, the system provider generates pre-training
data using IMU readings from N users. In the inference phase,
the inferrer aims to determine whether specific data was used
in pre-training.
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important if the data owner has invested heavily in the data col-
lection or has privacy agreements with individuals whose data is
included, as unauthorized use can lead to serious financial and pri-
vacy concerns. Second, a potential attacker can use membership
inference to compromise the privacy of the pre-training data, given
the sensitive nature of IMU data. As mentioned before, the attacker
can leverage IMU data to infer personal information included in
the pre-training dataset.

Most membership inference methods assess privacy leakage
based on exploiting machine learning models’ tendency to overfit
their training data [17]. For instance, Yeom et al. [56] suggest that
training examples generally have lower loss values compared to
non-training examples. However, while existing membership infer-
ence techniques [39, 42, 49, 56] work well for supervised learning
models like classifiers, they face severe challenges when applied
to SSL methods. This is because SSL-based pre-trained encoders
output feature vectors rather than probability distributions, making
traditional methods that rely on probabilities, confidence scores,
or loss values inapplicable. Furthermore, the feature vector itself
may not capture the overfitting of the encoder on the input [28].
To address this, Liu et al. [28] propose membership inference on
pre-trained image encoders trained by contrastive learning. They
assume that member data should generate feature vectors more
similar to their augmented versions when the same augmentation
techniques from the pre-training phase are applied. While this is an
important step forward, this approach may have limitations if we
lack knowledge of the specific training algorithm or augmentation
methods.

Our Work. We propose the first membership inference method
that is agnostic to underlying SSL methods, allowing us to examine
the privacy implications of SSL-based IMU sensing applications in
a more practical context. In this paper, we use the term "inferrer" to
refer to either a data owner or an attacker conducting membership
inference. Our analysis focuses on black-box scenarios, where the
inferrer can only query a pre-trained encoder (referred to as the
target encoder) and observe its outputs without being able to modify
the encoder’s parameters or structure. This represents the most
basic way of using a pre-trained encoder, as anyone can feed data
into it and receive outputs without needing to understand how the
encoder works internally.
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Challenges. Implementing a more practical membership infer-
ence method for SSL-based IMU sensing encoders faces three signif-
icant challenges. First, most existing membership inference meth-
ods [17, 28, 42] require detailed knowledge of the target model’s
training process, including the training techniques and model struc-
ture, to train shadow models that mimic the target model’s behavior.
However, this approach is impractical for SSL-based encoders be-
cause SSL training typically requires substantial computational
resources, and the core training information may be confidential.
Second, the diversity of SSL algorithms further complicates mem-
bership inference. Techniques designed for contrastive learning
(e.g., [28]) may not generalize to other SSL-based encoders, such
as BERT. This highlights the need for an SSL-agnostic member-
ship inference method that can adapt to different SSL algorithms.
Third, the label information is essential for designing a membership
indicator to determine if a sample is part of the training data [6].
However, obtaining labels in our case is not feasible, as SSL solely
relies on unlabeled data to pre-train an encoder. Moreover, labeling
IMU data is more complex and less efficient than other data types
(e.g., images), since IMU sensor readings are not easily interpretable
by humans.

Our solution. To address previous challenges, we propose a new
approach to membership inference that eliminates the need for
labeled data and cumbersome shadow encoder pre-training. As
noted in [6], class information is important information for effec-
tive membership inference. To leverage this information despite
the absence of labels in IMU data, we first propose a pseudo activity
labeling module. This module applies Fourier transforms to extract
frequency information, enabling us to broadly categorize IMU data
into "static" or "dynamic" activities based on their high-frequency
components. To implement membership inference across different
SSL methods, our approach then generates neighboring data points
by introducing slight perturbations tailored to each activity type
and extracts their corresponding feature vectors. Under the com-
mon assumption that models tend to overfit their training data [17],
we expect that the feature vectors of training samples will exhibit
more variability when perturbed. This is because the model has
memorized specific characteristics of training samples, leading to
less consistent predictions when these samples are slightly modi-
fied. In contrast, for data points not seen during training, the model
relies on learned general patterns, resulting in more stable predic-
tions across perturbations. The whole process only needs to query
the encoder and does not require access to the training algorithm
or model structure.

The main contributions of this paper are summarized as the
following.

o To the best of our knowledge, this is the first work to investi-
gate privacy issues related to IMU data through membership
inference within the context of SSL. We propose a more
practical membership inference approach for IMU sensing
encoders, limiting the inferrer’s background knowledge of
the encoder’s architecture and training algorithm while al-
lowing access to outputs only through direct queries to the
encoder.

e We introduce an activity labeling module and a novel per-
turbation strategy that leverages overfitting in pre-trained
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encoders based on unique characteristics of IMU data, achiev-
ing SSL-agnostic membership inference without requiring
labeled data or complex shadow encoder training.

e We conduct comprehensive experiments across two differ-
ent mainstream SSL methods and three datasets, showing
potential privacy leakage in these encoders.

Ethics and Data Privacy. The data used in our experiments are
from public sources. For the practical evaluation, we collected data
by ourselves in controlled environments. All data are only used
for academic research. All the experiments were conducted in a
closed environment, and we did not leak any private information
into markets or public repositories.

2 BACKGROUND: SSL

SSL is a type of machine learning where a model learns from unla-
beled data by creating its own "labels" or learning signals. In SSL,
the model undergoes a pre-training phase that may involve tasks
like predicting missing parts of the input or distinguishing between
transformed versions of the input data [29]. This pre-training pro-
cess results in an encoder that can serve as a foundation model for
building classifiers on a variety of downstream tasks.

In this paper, we consider two mainstream SSL approaches: gen-
erative methods and contrastive methods [29]. Generative methods
rely on training an encoder fy to represent the input data x as a
distinct vector fy(x). This vector is then passed to a decoder, which
attempts to reconstruct x from fp (x). In natural language processing
(NLP), popular generative models include auto-regressive models
like the GPT series [4]. On the other hand, contrastive methods train
an encoder to encode augmented input x’ into vector representa-
tion fy(x’), enabling the measurement of similarity between inputs.
One of the classic contrastive learning methods is SimCLR [9],
which aims to learn representations by comparing samples using
the NT-Xent loss as follows:

1 & exp(sim(fy(x}), fo(x}))/7)
L=-= Z 2K . ’ ’ ’ (1)
K 378 s exp(sim(fp(x), fy(x)))/7)

where sim(-) denotes the similarity function, K is the batch size,
and 7 represents the temperature hyperparameter.

When the pre-trained encoder is available, it can serve as a
feature extractor to train a downstream classifier. There are two
popular approaches: 1) Linear Probing (LP), where the pre-trained
encoder’s parameters are frozen and not updated during classifier
training, and 2) Fine-Tuning (FT), where the pre-trained encoder’s
parameters are updated along with the classifier during end-to-end
training.

3 MEMBERSHIP INFERENCE

3.1 Problem Formulation

Membership inference, also called membership inference attack, in
the machine learning (ML) setting aims to predict if a specific train-
ing example was, or was not, used as training data in a particular
model. This makes membership inference the simplest and most
widely deployed way for auditing training data privacy [6]. In the
SSL-based IMU sensing context, the inferrer can infer whether an
IMU reading belongs to the users in the pre-training dataset.
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Following prior work [6, 21, 56], we formalize membership in-
ference as a security game between a system provider S and an
inferrer 7 as below:

(1) The provider samples a pre-training dataset D from distribu-
tion D and uses training algorithm 7~ to pre-train an encoder
fo < T (D).

(2) The provider randomly selects a bit b. If b = 0, the provider
samples x € D \ D; otherwise, selects x € D. The provider
then sends x to the inferrer.

(3) The inferrer gets query access to the encoder fy and may
have access to the pre-training distribution # according to
the background knowledge B. Then, the inferrer outputs
b — I(x fy B).

(4) The game outputs 1 if b = b and 0 otherwise.

In SSL-based IMU sensing where no ground truth labels y are
available, we define the pre-training dataset D = {X,}f\i ; asIMU
data collected from member users in the pre-training distribution
#. When sampling x € D \ D, where D represents the complete
distribution of all possible IMU sensor readings, the IMU data comes
from non-member users (those users not in the pre-training set)
who may follow a distribution different from #. In membership
inference, the primary objective is to construct a membership score
function to determine whether a given data point x belongs to the
pre-training dataset D, formalized as:

I(x fo.8) =1[1'(x fy. B) > 1l, @)

where 1 is the indicator function, 7 is the membership decision
threshold, and 7’ (x, f, B) represents the function to output the
membership score.

3.2 Threat Model

In this section, we illustrate the inferrer’s goal and limited back-
ground knowledge for the practical membership inference against
IMU sensing encoders.

Inferrer’s Goal. Given an input IMU data point x, an inferrer
I aims to determine whether it is a member user from the pre-
training dataset D of the target encoder fy. A key objective of the
inferrer is to minimize the likelihood of classifying non-members
as members (Type I error), as high false positive rates reduce the
reliability of membership inference. This reliability is crucial, as it
affects both data owners who may want to audit their datasets and
attackers who may seek to compromise user privacy.

Inferrer’s Background Knowledge. Beyond lacking access to
pre-training dataset labels, the inferrer also faces restricted back-
ground knowledge about the encoder. Encoder pre-training typi-
cally involves three key components: the pre-training data distri-
bution P, encoder architecture &, and training algorithm 7~ [28].
In this paper, we constrain the inferrer’s background knowledge to
implement a more practical membership inference. Specifically, we
consider a black-box access scenario in which the inferrer I only
has access to query the target encoder fy and observe its outputs,
without any knowledge of the encoder’s training algorithms or
structure information. This represents the most realistic and chal-
lenging setting. By imposing these constraints on the inferrer, we
ensure that the membership inference remains broadly applicable
across various SSL methods.
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We consider two scenarios that differ only in the inferrer’s knowl-
edge B on the pre-training data distribution #. In the first scenario,
Inferrer-1 17 is assumed to have the background knowledge of pre-
training data distribution P, following previous studies [25, 39, 42].
In contrast, to enhance the practicality of membership inference,
we assume that Inferrer-2 7 lacks this knowledge. It is important
to note that, while the inferrer lacks any knowledge of the en-
coder’s architecture or parameters, they can still query the encoder
and collect its output feature vectors. This is a realistic scenario,
as pre-trained encoders need to be accessible for users to enable
fine-tuning of downstream classifiers.

4 METHODOLOGY

4.1 Overview

We propose a membership inference method for pre-trained IMU
sensing models that uses the encoder’s overfitting to its training
data. Our approach works by creating multiple variants of a test
sample, where different portions of the data are systematically per-
turbed. We then pass both the original sample and its perturbed
variants through the target encoder to obtain their feature vectors.
The key insight is that the encoder responds differently to training
data versus unseen data. When processing a sample from the train-
ing set (member data), the encoder exhibits a distinctive pattern: it
partially recognizes and overfits the unperturbed portions of the
perturbed variants, leading to varying levels of similarity between
the original and perturbed feature vectors. Some perturbed vectors
remain quite similar to the original, while others differ significantly.
In contrast, when processing data not used in training (non-member
data), the encoder shows more consistent behavior. Since it has
not been overfitted to these samples, the similarities between the
original and perturbed feature vectors tend to be more stable. By
analyzing these different similarity patterns and leveraging the in-
ferrer’s background knowledge, we can determine whether a given
sample was part of the encoder’s pre-training dataset.

4.2 Activity Labeling

While labels typically play a crucial role in membership inference,
our scenario focuses on SSL where only unlabeled data is used
during the pre-training stage. To address this challenge without
access to true labels, we develop a pseudo activity labeling module.
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Figure 2: Comparison of IMU readings from two distinct
physical activities, illustrating characteristic differences in
acceleration and angular velocity patterns.
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IMU sensors capture unique patterns of human activities through
their readings, though these patterns are less intuitive to inter-
pret than visual data like images. The sensor system combines
accelerometers that measure linear acceleration along three spatial
axes (x,y, z) with gyroscopes that track angular velocity, together
providing comprehensive motion data. Different activities create
distinct features in these sensor readings. For instance, walking
generates regular, repeating patterns in both acceleration and rota-
tion measurements, while static activities like sitting produce stable
signals with minimal fluctuation as shown in Figure 2. While this
data may not be precise enough to differentiate between similar
activities (e.g., going downstairs versus going upstairs), it allows
us to reliably classify IMU data into two broad categories: static
activity and dynamic activity.

To perform this classification, we analyze the frequency charac-
teristics of the IMU signals by first applying the Fourier transform
F to convert the time-domain IMU readings x into their frequency
spectrum. This transformation facilitates efficient differentiation of
activity intensity levels. Although different activities may influence
the accelerometer and gyroscope differently, dynamic activities
tend to exhibit higher frequency components because of rapid
motion changes. In contrast, static activities primarily consist of
lower-frequency components. To exploit this difference, we define
a frequency threshold 77 that separates low-frequency components
from high-frequency components. With this threshold, we focus
specifically on the high-frequency components Ay;gp, to determine
activity dynamics:

Anigh = ), IF()1.

f>y

®)

The activity is then classified as static or dynamic by comparing
Apigh to a magnitude threshold 7,

§=1[Apign > tul, )
where § = 1 indicates a dynamic activity, while § = 0 indicates a
static activity. In this paper, we set the thresholds z¢ and 7, to 3 Hz
and 100, respectively.

Although these pseudo labels may not perfectly align with the
ground truth, they still capture underlying activity patterns, pro-
viding valuable contextual information for membership inference
against SSL-based encoders. Additionally, these coarse labels can
be used to apply data perturbation techniques, which enhance the
effectiveness of membership inference. The next section will intro-
duce this concept in more detail.

4.3 Data Perturbation

In many previous works, the inferrer needs to train shadow mod-
els to infer the membership. In many cases, these shadow mod-
els even replicate the architecture of the target model. However,
this approach presents several significant challenges in the SSL
context. First, SSL training is computationally intensive, often de-
manding substantial resources and processing time. This high re-
source requirement makes it impractical for an individual to train
their shadow encoders. Second, the diversity of SSL algorithms
further complicates membership inference because the same model
structure can be trained in different ways, resulting in different
performances. As a result, inference methods customized for one
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Algorithm 1 Perturbed data generation

Input: target data x, target encoder fy, data length T, smooth
length L, scaling factors s;in and spmax, thresholds Ty and 7.
Output: Perturbed data x’.
Step 1: Activity labeling
L: Ahigh — Zf>rf [F(x)]
2 § — L[Apign > 7l
3: Dp < (x,§) // Build data and label pair
Step 2: Data perturbation

4 X’ «x // Copy data

5. if § =1 then

6: idx « Uniform(0,T — L)

7. v« x[idx,:] // Select smooth values
8 X'[idx:idx+L,:] «v

9: else

10:  scale « Uniform(smin, Smax)

11: x'[5:3] « x[:,: 3] = scale

12: end if

13: return x’

algorithm may not generalize effectively to other encoders. Third,
many SSL frameworks involve proprietary training details, which
may be kept confidential by the developers. Given these limitations,
our membership inference instead focuses on analyzing the data
characteristics rather than relying on shadow models.

Our approach builds on the observation that encoders respond
differently to training data (member data) compared to unseen data.
When perturbing a sample from the training set, the encoder shows
a distinct response: it may partially recognize and overfit the unper-
turbed parts of the perturbed variants, resulting in varying degrees
of similarity between the original and perturbed feature vectors.
Some perturbed vectors remain highly similar to the original, while
others differ substantially.

To leverage this behavior effectively, we developed specialized
data perturbation techniques for different types of activities, as
outlined in Algorithm 1. For dynamic activities § = 1, we introduce
perturbations by selectively smoothing a small segment L of the
original data. This process begins by sampling a starting index from
a uniform distribution over the range (0, T — L), where T is the total
time steps in the IMU data. Once the index is selected, we assign a
smooth vector v at that position, with v matching the dimensional-
ity of the IMU data (i.e., 6 dimensions: 3 for accelerometer data and
3 for gyroscope data). This smooth vector v is then applied over L
consecutive time steps, replacing the original data to achieve the
smoothing effect.

For static activities § = 0, we employ a fundamentally differ-
ent approach based on selective scaling of signal components. This
method applies random scaling factors specifically to the accelerom-
eter components of the IMU data while leaving the gyroscope read-
ings unchanged. The scaling factors are drawn from a uniform
distribution U (Smin, Smax), where smin and spay define the min-
imum and maximum scaling values, respectively. The rationale
behind this design is that static activities exhibit simple and stable
patterns in accelerometer readings, as shown in Figure 2a. This
carefully designed dual approach allows us to introduce controlled
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variations while preserving the essential characteristics of each ac-
tivity type. The perturbations are specifically designed to maintain
signal characteristics while producing sufficient variation to effec-
tively probe how the target encoder responds to and learns from
the training data. In this study, we set spin = 10, Spmax = 40, and
L = 20 as default values, with further comparisons under different
settings provided in Section 6.2.

4.4 Membership Inferring

As detailed in Section 3.2, the inferrer operates under significant
constraints, having no access to the encoder’s architecture or train-
ing algorithm. The only potential advantage available to the inferrer
is background knowledge B about the pre-training data distribution
P. Therefore, we consider two inferrers in this paper: Inferrer-1,
which possesses complete knowledge of the pre-training data dis-
tribution (8 = %), and Inferrer-2, which operates without any
prior knowledge of the distribution (8 = 0). This design allows us
to systematically evaluate how background knowledge influences
inference capabilities.

Inferrer-1. Given the knowledge of pre-training data distribu-
tion, the inferrer 7; can obtain a shadow dataset D that shares the
same distribution as the pre-training data but was not used in the
actual pre-training. To make use of this additional information, the
inferrer first constructs a labeled shadow dataset D = {x;, gi}le
using the previously introduced activity labeling module. Since the
inferrer can query the target encoder and obtain output embed-
dings, they attach a linear probe (called a shadow classifier Cg_) to
the target encoder. This shadow classifier is trained using standard
supervised learning:

2

(x1,9:) €Ds

where L is the binary cross-entropy loss. Once the shadow clas-
sifier is trained, the inferrer begins the security game defined in
Section 3.1.

Given a sample x randomly drawn from the provider S, the
inferrer first generates a pseudo label § according to the activity
intensity. Then, the inferrer creates N perturbations of the sample to
build a series of perturbed samples xi, X’Z, e ,X;V. These perturbed
samples are passed through both the target encoder fy and shadow
classifier Cy_ with a softmax function to obtain their probabilities
of correct classification p;. Following the approach from LiRA [6],
we apply logarithmic scaling to these probabilities:

©)

min
Coy

L(Co, (fo(x:)), 9i)s

(6)

where ¢ is a small constant added to avoid undefined values in
the calculation. Since perturbed member data is expected to show
more diverse responses to perturbations, the scaled probabilities
should exhibit greater instability compared to non-member data.
We therefore use the standard deviation of these probabilities as
the membership function:

51 = log(—PHE ). for pi— s
pi=log(E =5 for pi=Co,(fo(xi)s,

I (x. fo. B) =

1 N
N Zl@i -p?

where p is the mean probability of all perturbed samples. 7; is set
to 0.3 for Inferrer-1 to infer membership.



SenSys ’25, May 6-9, 2025, Irvine, CA, USA

Inferrer-2. In scenarios where the inferrer lacks knowledge of
the pre-training data distribution, we propose that Inferrer-2 can
determine membership by directly examining perturbation stability.
Without any background knowledge, the inferrer can immediately
begin the security game without training shadow models, making
this approach more practical in real-world settings.

Given a sample x, the process begins with the same two steps:
generating a pseudo label § and creating N perturbed samples.
However, instead of producing output logits, the target encoder
generates N feature vectors for the perturbed samples. These fea-
ture vectors capture the high-dimensional representations of both
the original and perturbed samples. We then use the Euclidean
distance d to quantify the difference between the original feature
vector and each perturbed vector, yielding a set of distances that
characterize the model’s stability under perturbations. Intuitively,
member samples used during pre-training may exhibit different
stability patterns compared to unseen samples. The membership
function is defined as below:

N
B f) =3 L@H. &) - D% @
i=1

where d represents the mean distance across all pairs of original and
perturbed feature vectors. This formulation captures the variance in
the model’s responses to perturbations, providing a metric that can
potentially distinguish between member and non-member samples
based on their stability characteristics. In this paper, we use a default
setting of N = 100. Given that the distance of feature vectors is
smaller than the value of output logits, the decision threshold 73 is
set to 0.1 for Inferrer-2.

5 EXPERIMENTAL SETTINGS

All experiments are conducted on a Linux server with an Intel(R)
Xeon(R) Gold 6258R CPU and NVIDIA A100 GPUs with 40GB of
memory.

5.1 Encoders

In this paper, we employ two widely adopted SSL methods as the
target encoders.

SimCLR. Following Qian et al. [35], we employ SimCLR [9]
to pre-train a ResNet18 [15] as the target encoder. We adapt the
input layer of ResNet18 to suit the dimensions of IMU data. For
data augmentation, we employ random noise and resampling. The
pre-training epochs, batch size, and learning rate are set to 200, 128,
and 0.003, respectively.

LIMU-BERT. LIMU-BERT [52] is a lite BERT-inspired represen-
tation learning model designed specifically for IMU sensor data. For
our purposes, we modify only the pre-training dataset to align with
our tasks, leaving the model architecture and other components
unchanged.

5.2 Datasets

This paper quantitatively evaluates our proposed methods using
three publicly accessible datasets that have been widely employed
in IMU sensing. All IMU readings are kept in the same shape (120,
6), where 120 is the time step.
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Table 1: The information required for different member-
ship inference methods. The top 5 methods are originally
designed for supervised learning,.

Methods | Shadow Models Shadow Data Labels

Shokri et al. [42]
Yeom et al. [56]
Watson et al. [49]
ML-Leaks [39]
LiRA [6]

EncoderMI-V [28]

EncoderMI-T [28]

Zheng et al. [25]
Inferrer-1 I
Inferrer-2 I,

AN NN SN
EANANENENE NN NENEN
XXX XX|NNNANSN

HHAR. The HHAR [44] dataset comprises 9166 accelerome-
ter and gyroscope readings for 6 specific activities: biking, sitting,
standing, walking, going upstairs, and going downstairs, collected
from 9 users. In this study, users 0-6 are designated as members,
while users 7 and 8 are non-members.

Motion. MotionSense [31] comprises 4534 IMU sensor data col-
lected from 24 participants performing 6 different activities: going
downstairs, going upstairs, walking, jogging, sitting, and standing.
In this study, participants 21-23 are designated as non-members.
For simplicity, we refer to this dataset as Motion.

UCI. The UCI [37] dataset contains 2088 samples from 30 users
performing 6 activities: standing, sitting, lying down, walking, go-
ing downstairs, and going upstairs. Users 0-20 are designated as
members, with the rest as non-members.

5.3 Metrics

Following prior work [6, 49], we evaluate membership inference at
low false positive rates (FPRs) instead of balanced accuracy. To illus-
trate the importance of this choice, consider the example from [6]:
an inference method that accurately identifies 0.1% of users while
guessing randomly otherwise is more effective than one with a uni-
form 50.05% success rate, despite similar balanced accuracy. This is
because the precise privacy breach of a small subset of members
poses a greater risk than an uncertain privacy leakage across all
data groups.

Furthermore, maintaining a low FPR is crucial for membership
inference, regardless of whether the analysis is conducted by the
data owner or an external attacker. A high FPR can reduce the effec-
tiveness and reliability of membership inference as a tool to assess
potential privacy leaks in pre-training data. Following recent stud-
ies [3, 6], we focus on precision and recall at low FPRs throughout
this paper. Given the scale of the IMU datasets, we specifically tar-
get FPRs of 1% and 5%, adjusting thresholds accordingly to maintain
these levels.

5.4 Baseline Methods

This paper compares eight membership inference methods, sum-
marized in Table 1. The top 5 methods are originally designed for
supervised learning and require additional label information, which
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may not be feasible in the SSL context. Nonetheless, we still provide
these methods with all the required information, including access
to the downstream classifier trained on the same pre-training data.
While this setup grants the inference methods a significantly advan-
tageous level of background knowledge, leading to an inherently
unfair comparison, it allows us to benchmark our methods against
a strong baseline and gain valuable insights.

The remaining three methods are specifically designed for SSL.
EncoderMI-V and EncoderMI-T are two methods proposed in [28],
where the only difference is whether the membership classifier
is vector-based or threshold-based. EncoderMI exploits the data
augmentation techniques deployed in the pre-training stage of
contrastive learning to infer membership. Zheng et al. [25] focus on
another SSL paradigm, exploiting the masked modeling mechanism
to perform the inference.

6 EVALUATION

6.1 Encoder Performance

1.0
-
-
Tteam
0.9
0.g| —® LIMU-BERT 0.g| —® LIMU-BERT 0./ —® LIMU-BERT
| - SimCLR L | -® SimCLR | -m SimCLR
Train Test New Train Test New Train Test New
(a) HHAR (b) Motion (c) UCI

Figure 3: Downstream classification accuracy for different
data groups. "Train", "Test", and "New" represent member
data, same-distribution shadow data, and non-member data
relative to the training set, respectively.

Before evaluating our proposed membership inference methods,
we first examine the utility of the target encoder and quantify the
extent of overfitting.

Utility. Figure 3 presents the downstream classification accuracy
across various datasets based on the two target encoders. In most
cases, the accuracy remains higher than 90%, demonstrating the
powerful ability of the pre-trained encoders to learn effective repre-
sentations for downstream sensing tasks. Notably, the performance
of the unseen HHAR dataset is relatively lower than that of the
other datasets, achieving an accuracy of approximately 80%. This
difference could be attributed to the greater domain shift present
in the HHAR dataset, which poses additional challenges for gen-
eralization. Despite this, these encoders still maintain reasonable
performance for studying privacy leakage in this paper.

Overfitting. As shown in Figure 3, the higher performance on
the training dataset reveals the overfitting behavior. To quantify
the extent of overfitting, we present the loss values and k-fold cross-
validation results on unseen data in Table2. Specifically, the train
loss, test loss, and new loss correspond to the loss values for member
data, same-distribution shadow data, and non-member data relative
to the training set, respectively. The consistently higher new loss
values compared to both the train and test loss values suggest that
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Table 2: Overfitting analysis: cross-entropy loss of different
data groups and k-fold cross-validation performance. "5-fold
Std." represents the standard deviation of accuracy over 5-
fold validation on unseen data.

Encoder — | LIMU-BERT \ SimCLR
Dataset > | HHAR Motion UCI | HHAR Motion  UCI
TrainLoss | 0.002  0.001  0.048 | 0.044 0089  0.097
TestLoss | 0.073 0137  0.094 | 0052  0.148  0.106
NewLoss | 0735 0153 0491 | 0713 0196  0.241
5-foldStd. | 1.08% 3248% 4.70% | 2.36% 30.36% 6.60%
7-fold Std. | 275%  24.02% 8.53% | 276% 2851% 7.10%
10-fold Std. | 1.21%  26.44% 9.53% | 2.07% 29.43% 9.82%

the encoders tend to overfit the training data. The HHAR dataset
exhibits the largest loss difference, indicating the highest degree of
overfitting.

Furthermore, k-fold cross-validation results show that both en-
coders demonstrate greater performance instability on the Motion
unseen data, likely due to a significant domain shift. This suggests
that the encoder may struggle to generalize across diverse new
domains. Overall, the encoders exhibit overfitting to the HHAR and
Motion training sets in different ways, while their overfitting to
the UCI dataset is relatively moderate.

In general, the encoder achieves strong utility performance while
exhibiting some degree of overfitting to the training set, making
them applicable for membership inference.

6.2 Experimental Results

Tables 3 and 4 show the performance of our proposed methods
compared to baseline approaches on two different SSL encoders. The
low recall values reflect our focus on reliability, with uncertain data
classified as non-members to reduce false positives, as illustrated
in Section 5.3.

For LIMU-BERT, our methods significantly outperform existing
SSL-based approaches in both precision and recall at low FPRs. No-
tably, even when compared against the top 5 methods that leverage
substantially more background knowledge, our approaches show
superior performance. The only exception is LiRA, which achieves
better results, especially on the Motion dataset. However, LiRA’s
performance drops substantially when using LiRA*, a variant with-
out access to the downstream classifier trained on the pre-training
dataset. This performance gap suggests that LiRA’s better inference
results are likely based on additional knowledge gained from the
downstream classifier. This contrast highlights both the importance
of background knowledge in membership inference and the effec-
tiveness of our proposed methods in identifying member samples
with limited information.

When evaluating the SimCLR encoder, our methods generally
surpass most SSL-based baselines, with one exception: EncoderMI-
T shows slightly better performance at 1% FPR on the UCI dataset.
Similarly, our methods also cannot outperform all the top 5 methods
that possess additional information from the downstream classi-
fier. However, the strong performance of our methods compared
to several supervised learning-based baselines and most SSL-based
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Table 3: Membership inference results for LIMU-BERT. Bold values indicate the best performance by our methods across all
baselines, while underlined values represent the second-best. LIRA* refers to LiRA without access to the downstream classifier

trained on the same pre-training dataset.

Datasets — HHAR Motion UCI

Metrics — @1% FPR @5% FPR @1% FPR @5% FPR @1% FPR @5% FPR
Methods | | Precision Recall Precision Recall | Precision Recall Precision Recall | Precision Recall Precision Recall
Shokri et al. 0.7717 0.0339 0.6818 0.1074 0.5833 0.0193 0.6667 0.1006 0.0000 0.0035 0.5341 0.0557
Yeom et al. 0.6278 0.0169 0.6278 0.0843 0.4385 0.0078 0.4385 0.0390 0.4665 0.0087 0.4665 0.0437
Watson et al. 0.3823 0.0062 0.2537 0.0172 0.5714 0.0155 0.5593 0.0638 0.0000 0.0087 0.5385 0.0609
ML-Leaks 0.2759 0.0038 0.3376 0.0258 0.0000 0.0000 0.6557 0.0824 0.5430 0.0119 0.5430 0.0594
LiRA 0.9810 0.0142 0.9051 0.0710 0.9835 0.0233 0.9174 0.1084 0.9115 0.0212 0.6601 0.0971
LiRA* 0.9447 0.0099 0.4987 0.0497 0.9166 0.0107 0.5161 0.0619 0.3333 0.0050 0.4925 0.0487
EncoderMI-V 0.7826 0.0372 0.6245 0.0830 0.2857 0.0077 0.3658 0.0290 0.0000 0.0014 0.2609 0.0203
EncoderMI-T 0.7273 0.0267 0.5907 0.0730 0.4286 0.0077 0.3864 0.0329 0.5625 0.0130 0.5270 0.0565
Zheng et al. 0.2963 0.0043 0.4124 0.0358 0.1667 0.0097 0.4615 0.0464 0.2500 0.0043 0.3200 0.0246
Inferrer-1 I3 0.8750 0.0702 0.7328 0.1375 0.6471 0.0213 0.6711 0.1044 0.6316 0.0232 0.6635 0.1058
Inferrer-2 1 0.8051 0.0453 0.6882 0.1117 0.2000 0.0058 0.5000 0.0503 0.5385 0.0116 0.5000 0.0507

Table 4: Membership inference results for SimCLR. Bold values indicate the best results among all SSL-based methods, while

underlined values show the second-best results.

Datasets — HHAR Motion UCI

Metrics — @1% FPR @5% FPR @1% FPR @5% FPR @1% FPR @5% FPR
Methods | | Precision Recall Precision Recall | Precision Recall Precision Recall | Precision Recall Precision Recall
Shokri et al. 0.0000 0.0000 0.0000 0.0005 0.2222 0.0039 0.2273 0.0116 0.3636 0.0058 0.3962 0.0362
Yeom et al. 0.9520 0.2086 0.8630 0.3217 0.8182 0.0522 0.5667 0.0658 0.3636 0.0058 0.2195 0.0130
Watson et al. 0.6441 0.0181 0.3933 0.0334 0.9107 0.1006 0.8015 0.2031 0.1818 0.0029 0.7083 0.1232
ML-Leaks 0.9496 0.1933 0.8652 0.3217 0.5000 0.0103 0.5192 0.0522 0.7407 0.0290 0.5882 0.0725
LiRA 0.9584 0.0890 0.7945 0.2109 0.8365 0.0394 0.7074 0.1013 0.9919 0.0094 0.9595 0.0469
LiRA* 0.9378 0.0524 0.8397 0.1665 0.9762 0.0109 0.8809 0.0543 0.9865 0.0081 0.9327 0.0406
EncoderMI-V 0.5000 0.0091 0.3082 0.0220 0.4444 0.0116 0.5937 0.0735 0.4615 0.0087 0.4355 0.0391
EncoderMI-T 0.6441 0.0181 0.4555 0.0420 0.6667 0.0213 0.5263 0.0580 0.7273 0.0246 0.5679 0.0667
Zheng et al. 0.4000 0.0067 0.4101 0.0348 0.0000 0.0039 0.4348 0.0387 0.0000 0.0014 0.4107 0.0362
Inferrer-1 I3 0.8990 0.0916 0.7619 0.1604 0.8936 0.0986 0.7312 0.1354 0.6956 0.0232 0.5976 0.0739
Inferrer-2 I 0.8955 0.0859 0.7729 0.1695 0.8000 0.0464 0.6338 0.0870 0.4615 0.0087 0.5000 0.0507

methods demonstrates their ability to perform membership infer-
ence effectively, even with limited background knowledge.

Across all cases, we observe that Inferrer-1 consistently outper-
forms Inferrer-2, further highlighting how additional background
knowledge of the pre-training distribution enhances membership in-
ference performance. The relatively weaker performance of Inferrer-
2 on the UCI dataset may be due to the encoder’s strong general-
ization capabilities and minimal overfitting. This is supported by
the small difference in loss values and the k-fold cross-validation
results presented in Table 2.

6.3 Impacts of Different Modules

In this subsection, we conduct an ablation study on the two key
modules of our method and analyze its robustness under varying
hyperparameters. For simplicity, we use the relatively less powerful
Inferrer-2 to examine these effects.
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Table 5: Membership inference results on LIMU-BERT by
activity label (0: static, 1: dynamic). Bold values indicate per-
formances that exceed direct inference.

@ 1% FPR @ 5% FPR
Precision Recall Precision Recall
Labels 0 1 0 1 0 1 0 1

HHAR 0.7649
Motion 0.4286
UCI 0.6800
HHAR 0.7149
Motion 0.5333
UCI 0.4412

Metrics

0.0949
0.1477
0.0231
0.1161
0.1281
0.0161

0.1602
0.0429
0.0988
0.1256
0.0605
0.0396

0.8621
0.7778
0.0000
0.8961
0.8571
0.0000

0.8947
0.5000
0.5000
0.8776
0.2000
0.5000

0.0766
0.0464
0.0087
0.0910
0.0591
0.0032

0.0853
0.0107
0.0145
0.0666
0.0032
0.0132

0.6327
0.7500
0.2857
0.6960
0.7429
0.1905

I

I

Activity Labeling. By generating activity labels for the samples
to be inferred, we can conduct a fine-grained analysis of member-
ship inference across different activities. Tables 5 and 6 present per-
formance on LIMU-BERT and SimCLR encoders. The experimental
results show that activity-specific inference improves performance
across most cases. This improvement is particularly significant for
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Figure 4: The impact of different data perturba- Figure 5: The impact of different data perturba-
tions on Motion.

tions on HHAR.

Table 6: Membership inference results on SimCLR by activ-
ity label (0: static, 1: dynamic). Bold values indicate perfor-
mances that exceed direct inference.

@ 1% FPR @ 5% FPR
Precision Recall Precision Recall
Labels 0 1 0 1 0 1 0 1

HHAR 0.0853
Motion 0.0107
UCIT 0.0145
HHAR 0.1122
Motion 0.0573
UCI 0.0026

Metric

0.3333
0.8947
0.8000
0.8409
0.9167
0.7692

0.9282
0.8000
0.6667
0.9182
0.7692
0.2000

0.0766
0.0464
0.0087
0.0501
0.1084
0.0450

0.2931

0.8197
0.6731
0.6000
0.7838
0.6364

0.8047
0.6739
0.6304
0.8123
0.7059
0.3929

0.0949
0.1477
0.0231

0.0660
0.1478
0.0997

0.1602
0.0429
0.0988
0.2169
0.1210
0.0369

I

I

the SimCLR encoder on the UCI dataset, transforming the infer-
ence from ineffective to effective. This effect is likely due to certain
activities generalizing better for specific encoders while exhibiting
lower levels of overfitting. Consequently, these activities become
more distinguishable within specific data subsets rather than across
the entire dataset. These results suggest that knowledge of the un-
derlying activity type provides valuable information that enhances
membership inference capabilities. Moreover, activity labeling can
provide additional benefits by guiding specific perturbation tech-
niques, which we will demonstrate in the following part.

Data Perturbation. To evaluate our activity-based perturba-
tion strategy, we compare Inferrer-2’s performance across different
perturbation methods. We examine three alternative strategies:
1) Scale: applying only scaling perturbations to all activities, 2)
Smooth: applying smoothing to all activities, and 3) Swap: invert-
ing our proposed approach by applying scaling to dynamic activ-
ities and smoothing to static activities. As shown in Figure 4 and
Figure 5, our proposed strategy consistently outperforms these al-
ternative strategies in most cases. Notably, the performance gap is
particularly obvious when compared to the Swap strategy, which
consistently yields the poorest results among all perturbation ap-
proaches. In addition, the results reveal that applying scaling can
be detrimental to inferring dynamic activity, while it can be ben-
eficial for static activities. This can be attributed to scaling may
break the dynamic activity patterns to confuse the encoder. These
observations strongly support our approach of selectively applying
different perturbation types based on coarse activity types.

Perturbation Times. Our methods fundamentally rely on ana-
lyzing the stability characteristics of IMU data under multiple per-
turbations. Therefore, understanding the influence of the number

(a) LIMU-BERT
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Figure 6: Experiment
setup for downstream
IMU sensing data collec-
tion.
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Figure 7: Membership inference results of Inferrer-2 across
various perturbation times N.

Table 7: Membership inference performance for dynamic ac-
tivity data on the HHAR dataset at different smooth lengths.

Length L | 10 15 20 25 30
@ 1% FPR Recall | 0.0845 00710 00666 00509 0.0546
LIMU-BERT Precision | 0.8952 0.8716 0.8776 0.8354 0.8452
@ 5% FPR Recall | 0.1937 0.1451 0.1256 0.1055 0.1122
; Precision | 0.7969 0.7461 0.7149 0.6750 0.6948
Recall | 0.0748 0.1002 0.1122 0.1077 0.0710
@1%FPR | o
SimCLR Precision | 0.8818 0.9103 0.9182 0.9150 0.8738
@ 5% FPR Recall | 0.1758 0.2378 0.2169 0.2124 0.1690
‘ Precision | 0.7807 0.8267 0.8123 0.8114 0.7740

of perturbations N is crucial for evaluating our methods’ effective-
ness and robustness. As depicted in Figure 7, recall and precision
increase significantly as N grows from 5 to 50, after which the
rate of improvement slows and reaches a plateau. This relationship
validates the foundational principle of our methods: increasing the
number of perturbations enhances the robustness and reliability
of stability measurements. With more perturbation times, our ap-
proach can better characterize the inherent stability patterns of
feature vectors that differentiate member data from non-member
data, leading to more accurate membership inference.

Smooth Length. For dynamic activities § = 1, our methods
apply smoothing perturbations to generate modified samples and
analyze the stability characteristics of their corresponding feature
vectors. Table 7 presents the inference results for dynamic activity
data § = 1 under various smoothing window lengths on the HHAR
dataset. In general, the results demonstrate stable performance.
However, it is worth noting that in some cases, the performance de-
creases slightly when the smoothing length is increased to 30. This
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Table 8: Membership inference performance for static activ-
ity data on the HHAR dataset at different scaling factors.

Scaling LIMU-BERT SimCLR

g @ 1% FPR @ 5% FPR @ 1% FPR @ 5% FPR
Recall Precision Recall Precision | Recall Precision Recall Precision

(10, 20) | 0.0910 0.9067 0.1187 0.6923 0.0528 0.8333 0.0660 0.5102

(10,30) | 0.0923 0.8974 0.1161 0.6822 0.0514 0.8409 0.0660 0.6282

(10, 40) | 0.0910 0.8961 0.1161 0.6960 0.0501 0.8409 0.0660 0.5568

(10, 50) | 0.0884 0.8933 0.1201 0.7031 0.0475 0.8000 0.0567 0.5187

suggests that a smoothing length of 30 may be overly aggressive for
IMU readings with a total length of 120, potentially obscuring fine-
grained temporal patterns that are crucial for effective membership
inference in dynamic activities.

Scaling Factor. For the static activity data §j = 0, our methods
introduce scaling to generate perturbed samples. Table 8 presents
the membership inference results for static activity data on the
HHAR dataset across a range of scaling factors, showing the preci-
sion and recall rates at different FPRs. In general, these performance
metrics remain notably stable for both LIMU-BERT and SimCLR
encoders across various tested scaling factors. This consistency in
performance demonstrates that our proposed scaling perturbation
strategy is inherently robust when dealing with static activity data.

Encoder Size. The increasing prevalence of large pre-trained
encoders as foundation models across various tasks and domains
makes it essential to examine the relationship between encoder
size and vulnerability to membership inference. To systematically
investigate this relationship, we conduct experiments using three
encoder architectures of different complexity: a simple three-layer
CNN, ResNet18 (our deployed model), and ResNet34. To ensure a
fair comparison, we maintain identical pre-training configurations
across all encoders. Intuitively, larger models are more prone to
overfitting their training data, which should make membership
inference more effective. However, this tendency is not obvious in
our experimental results, as shown in Figure 8. In several scenarios,
the membership inference even performs better on the simpler
CNN compared to more complex models. For instance, in the case
of 17 on static activity, our membership inference achieves higher
recall and precision against the simple CNN compared to complex
ResNet models. This could be because the simple CNN converges
faster and learns the training data patterns more quickly within
the same number of training epochs, potentially leading to more
significant memorization of certain activities.

6.4 User Case: Fine-tuning Encoders for Specific
Applications

As illustrated in Section 2, pre-trained encoders can be deployed
locally and further fine-tuned to enhance downstream performance
for specific user applications. This fine-tuning process enables mod-
els to adjust their parameters, allowing better adaptation to unique
downstream data distributions. However, these updates may influ-
ence overfitting to the pre-training data, thereby affecting member-
ship inference performance. To evaluate the privacy implications
of pre-training data in a more practical setting, we construct a real-
world IMU sensing task and fine-tune the target encoder to varying
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Figure 8: Membership inference performance against the
SimCLR with different size encoders. 7; — 0 denotes Inferrer-
1 applied to static activity data.

degrees. In our experiment, two participants performed four dif-
ferent activities: standing, walking, running, and cycling. During
these activities, each participant used four different smartphone
models, introducing real-world variability in device hardware. An
example of the walking activity data is shown in Figure 6.

In many cases, users may only fine-tune the top layers of a
pre-trained encoder to save computational resources. To assess
privacy leakage risks associated with these fine-tuned encoders,
we examine various fine-tuning percentages, which we denote as
tuning rates. The membership inference performance of Inferrer-2
for the LIMU-BERT and SimCLR encoders across different tuning
rates is shown in Figure 9 and Figure 10, respectively. In general,
these results demonstrate that our proposed membership inference
methods can compromise the privacy of the pre-training dataset,
even under high tuning rates.

Interestingly, the inference performance improves as the tuning
rate increases in some cases. This trend is particularly evident for
the LIMU-BERT on the UCI dataset. This observation suggests that
fine-tuning may make the overfitting of the encoder to the UCI
data more pronounced by updating the model parameters, thereby
improving the ability to distinguish member from non-member sam-
ples. Another observation is that the performance across different
activity data can be exchanged in some cases, which is particularly
obvious for SimCLR on the UCI dataset. This phenomenon may be
because partial fine-tuning can remove the encoder’s overfitting to
one activity while making the overfitting to another activity more
apparent.

Overall, these findings indicate that our proposed membership
inference approach remains effective even when the target encoder
is fine-tuned, highlighting the importance of carefully consider-
ing privacy implications when deploying pre-trained models in
practical applications.

7 DISCUSSION ON COUNTERMEASURES
7.1 Early Stopping

Most existing membership inference methods are based on the
overfitting of a model to its training dataset. One of the simple
methods to mitigate overfitting is early stopping, which limits the
training epochs to prevent the model from becoming too tailored to
the training data [58]. To assess the effectiveness of early stopping
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Figure 10: Membership inference performance of Inferrer-2 on SimCLR across various fine-tuning rates, where "Pre." represents

precision.

in mitigating membership inference, we use SImCLR to pre-train
encoders for different numbers of epochs while keeping all other
pre-training hyperparameters constant.

Figure 11 shows the membership inference performance on the
HHAR dataset across different classes and pre-training epochs.
The results do not demonstrate a consistent trend indicating that
early stopping reliably mitigates membership inference attacks. For
instance, in some cases (e.g., 71 — 1), recall and precision are higher
with 200 epochs compared to 500 or 1000 epochs, whereas for others
(e.g., Iz) performance is less affected by pre-training epochs. This
may be attributed to the inherent diversity of IMU data within each
activity type, which requires longer training periods to effectively
learn inter-class distinctions.

Moreover, early stopping presents an additional challenge: while
it might help prevent overfitting, it can also compromise the en-
coder’s performance, as longer training periods typically yield bet-
ter model capabilities.

7.2 Data Augmentation

Data augmentation techniques, which involve creating modified
versions of training examples through transformations like rota-
tions and crops, have proven essential for preventing overfitting
and improving model generalization in supervised learning [43].
However, in SSL frameworks, these same augmentation strategies
can inadvertently introduce privacy vulnerabilities. For instance,
EncoderMI [28] shows how the same data augmentation methods
used during pre-training can be exploited to perform membership
inference on pre-trained image encoders. Besides, since data aug-
mentation is already a core component of contrastive learning,
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Figure 11: Membership inference performance on the HHAR
Dataset using the SimCLR encoder across varying pre-
training epochs.

introducing additional augmentation techniques is unlikely to en-
hance privacy protection and may even provide inferrers with more
information about the training process.

7.3 Differential Privacy

Differential privacy (DP) provides formal privacy guarantees for
algorithms operating on aggregate databases by ensuring that the
presence or absence of any single data point has minimal impact
on the algorithm’s output [1, 13]. In practice, DP is typically imple-
mented by adding carefully calibrated noise to either the training
data, objective function, or gradients during training [20, 41]. For
example, DP-SGD [1] applies random Gaussian noise to the gradi-
ent computed during the stochastic gradient descent process. While
the addition of noise is beneficial for privacy guarantees, it may sig-
nificantly degrade the quality of the learned representations. This
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degradation in representation quality often leads to unsatisfactory
performance in downstream classification tasks [60], creating a
challenging trade-off between privacy protection and model utility.

8 RELATED WORK

8.1 SSL-based Sensing Encoders

This paper focuses on SSL-based IMU sensing encoders, which
can effectively exploit abundant unlabeled sensor data to enhance
generalization [14]. TPN [38] employs a multi-task temporal CNN
as the encoder, training it to recognize transformations applied to
raw accelerometer data. LIMU-BERT [52] adapts BERT architec-
ture for generalizable feature extraction from multiple unlabeled
IMU sensing data. ColloSSL [19] leverages unlabeled multi-device
data from a single user as different augmentations, learning high-
quality features through multi-view contrastive loss. Cosmo [33]
introduces novel fusion-based contrastive learning and quality-
guided attention mechanisms that effectively integrate multiple
sensor modalities for human activity recognition. CrossHAR [16]
proposes hierarchical pretraining with physically-informed data
augmentation to improve generalization.

The success of these approaches in leveraging large amounts of
unlabeled IMU data demonstrates the growing importance of SSL
in sensor-based applications. However, this widespread adoption of
SSL methods also raises important questions about potential privacy
vulnerabilities in these systems, which motivates our investigation.

8.2 Membership Inference

Membership inference can be a practical threat to machine learning
models by determining whether a given input is part of the model’s
training dataset [27, 40]. For traditional supervised learning models,
the inferrer can exploit real label information to perform member-
ship inference. Shokri et al. [42] propose training multiple shadow
models to replicate the behavior of the target model and then using
a binary classifier to predict membership. Yeom et al. [56] assume
that the model’s loss on member data should be lower than on non-
member data. Salem et al. [39] choose the top-k output logits from
the target model to infer membership. LiRA [6] formulates mem-
bership inference as a hypothesis test, enhancing its effectiveness
by incorporating label information and logit scaling.

For SSL-based encoders, the inferrer cannot leverage label infor-
mation or classifier-specific indicators. EncoderMI [28] exploits data
augmentation deployed in contrastive learning to infer membership.
Mattern et al. [32] propose membership inference to pre-trained
language models by neighborhood comparison. Zheng et al. [25]
employ reconstruction errors of masked images as membership
inference signals in masked image modeling-based encoders. The
work most similar to ours is PartCrop [60], which presents a unified
approach for various SSL methods in the image domain by cropping
images and analyzing the responses in the image feature map.

Our proposed methods have some unique aspects. First, we focus
on IMU sensor data, which differs from well-studied image and text
data and can contain sensitive identity information. While there has
been limited work addressing this privacy threat within the context
of federated learning [8], our study is the first to explore its impact
on SSL models. Second, we leverage the physical information in IMU
readings for pseudo-labeling and design adaptable perturbation
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strategies for membership inference across different SSL methods
In contrast, existing methods designed for SSL methods are often
tailored to a specific algorithm and may not be applicable to others.

9 FUTURE WORK

In future work, we can explore IMU sensing encoders from four
key perspectives, as outlined below.

Multi-modal Encoders. Multi-modal models have demonstrated
potential for enhancing sensing performance [5, 50, 53, 55]. How-
ever, their dependence on larger datasets spanning multiple modal-
ities, the potential use of multiple encoders, and the expansion
of encoder size may increase the risk of privacy leakage. Future
work should investigate the potential vulnerabilities and privacy
implications of multi-modal encoders.

Large Foundation Models. Foundation models can serve as the
base model for different downstream tasks through fine-tuning or
prompt engineering. In this paper, we only focus on the human ac-
tivity recognition task. Understanding and addressing these privacy
challenges is crucial before deploying foundation sensing models in
real-world applications where they can process abundant sensitive
information about individuals’ behaviors and daily patterns.

Generative Models. While our paper focuses on using SSL-
based encoders to generate feature vectors, generative models can
directly synthesize various sensing data [10, 11, 23, 26, 46—48], play-
ing an important role in deep learning-based sensing applications
by improving data diversity. Future work could investigate whether
these generative models could potentially compromise the privacy
of the pre-training sensing data.

Privacy Protection. The goal of investigating membership in-
ference is not to compromise privacy but rather to protect against
privacy leakage [18]. Future work should focus on developing ro-
bust methods, particularly for securing IMU data that can contain
sensitive personal information, to effectively prevent information
leakage.

10 CONCLUSION

We propose a novel membership inference method for unlabeled
IMU sensing data and encoders trained using different SSL algo-
rithms. Our approach is designed to work without detailed knowl-
edge of the SSL algorithm, making it more practical to implement.
To achieve this, we leverage the physical information in IMU read-
ings to roughly classify unlabeled IMU readings into two categories:
static and dynamic activity. We then apply specific perturbations to
each activity type. Our key insight is that when these perturbations
are applied to the member data that is used to train the model, the
target encoder produces more inconsistent outputs compared to
non-member data. This occurs because the target encoder may rec-
ognize some perturbed variants as closely resembling the original
training data, while others are different. Our experimental results
on multiple SSL methods and datasets show that our method can
achieve high recall and precision at low FPRs.
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