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Abstract

While companies are increasingly moving towards the ‘pay for pri-
vacy’ model, it is unclear how consumers make privacy decisions un-
der this model. Toward that, we conducted an incentive-compatible
lottery study on Prolific to understand the factors behind users’
choice to have additional data privacy controls. With 265 United
States participants across two device risk conditions (High-risk:
camera vs. Low-risk: light bulb) and three cash conditions ($9.99
vs. $19.99 vs. $29.99), results reveal that device risk and cash offer-
ings influence participants’ lottery choice. We further observed an
interaction effect between participants’ technical literacy and cash
option. Specifically, technical participants chose the data privacy
controls instead of cash at a higher rate when the cash condition
was $29.99. In contrast, less technical participants favored the pri-
vacy option at a higher rate when the cash condition was $9.99.
Implications of our findings for user data privacy are discussed in
the paper.
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1 Introduction

The explosive growth toward Internet-based services and the In-
ternet of Things (IoT) signifies a fundamental shift towards a new
business model centered around user data. Often, the smartness of
the IoT hinges on the ability to seamlessly collect and analyze user
data and usage patterns, enabling intelligent inferences and actions
tailored to individual needs [5, 18]. Undoubtedly, smart devices of-
fer convenience and potentially an improved way of life. However,
the pervasive practice of collecting and monetizing user data has
raised growing concerns over user data privacy among both privacy
advocates and end-users [66, 75, 89, 90]. To mitigate privacy con-
cerns and protect personal data, prior research has revealed users’
willingness to pay (WTP) for (a) higher privacy and security of
the devices [12, 31, 40, 58] and (b) additional data privacy controls
that will strengthen their ability to take control of IoT devices’ data
collection and usage practices [13, 80]. Consumers’ keenness to-
wards privacy and their willingness to pay a premium have created
a new trend: service providers charging premiums for limiting data
collection and usage. One such recent example is tech-giant Meta’s
announcement of a subscription-based ‘pay for privacy’ model,
where Facebook and Instagram users are offered the option to opt
out of data sharing and usage for a fee [32, 76, 88]. While this model
is gaining in popularity among tech and IoT manufacturers, these
companies often do not provide adequate information regarding
their services’ data collection and usage practices [31, 80], which
makes it difficult for users to assess actual privacy risks and make
informed decisions.

Given the varying privacy risks and monetary costs associated
with different IoT devices and services, monetary tradeoffs are
often a fundamental component of users’ privacy decision-making
in this context. For instance, when building a smart connected
home that brings convenience while respecting data privacy, at
the purchase time, users often face a choice between IoT products
with better security and privacy features and those that come with
lower security and privacy protection. However, the added security
and privacy typically come at a premium price compared to less
privacy-protective IoT devices, and IoT devices that collect user
data for business purposes are likely to be less expensive than
those that limit data collection and usage. In this vein, previous
studies suggest that the price of IoT devices is a significant factor
in users’ privacy decisions [12, 31, 58]. Therefore, understanding
users’ tradeoff calculations between privacy and money is crucial
to comprehend how they make privacy decisions when monetary
considerations are involved.
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Toward understanding users’ tradeoff calculations between pri-
vacy and money, we replicated the ‘pay for privacy’ model with
two versions of a hypothetical data management plan. Under this
model, the Basic plan is free and included with the device price and
offers data management controls towards cloud data management,
replicating current cloud management offerings observed in the IoT
marketplace. On the other hand, the Premium plan requires a yearly
subscription fee and includes additional controls for protecting data
collection, usage, and retention over the cloud. These additional
controls were developed based on prior efforts’ findings on users’
expectations and preferences for data security and privacy in the
IoT context 29, 31].

To quantify monetary valuation of security and privacy, prior
studies often rely on participants to self-report their WTP in hypo-
thetical scenarios, which are susceptible to a phenomenon known as
hypothetical bias [4, 16, 39]. Hypothetical bias can lead participants
to overestimate their valuation of privacy, significantly diverging
from their true preferences due to the lack of incentive to reveal it
accurately [39, 59].

Consequently, to tackle the shortcomings of hypothetical biases
and incentivize users to make genuine choices between privacy
and money, we employed incentive compatibility in a lottery-based
study setup. To achieve this, we presented participants with the op-
portunity to enter a lottery pool where they could win an Internet
of Things (IoT) device by selecting one of two options. Addition-
ally, participants were screened to include only those who were
not current users of the IoT devices used in the lottery. Detailed
information on the eligibility criteria and the screening survey is
presented in Section 3.3.

Replicating the current data-centric business trend under the
‘pay for privacy’ model, in the lottery, participants were presented
with two options:

1. Option A: premium plan - The device along with a year-
long prepaid subscription of the premium data management
plan.

2. Option B: cash - The device along with the free basic plan,
plus a cash amount instead of the premium data management
plan.

Given the above incentive-compatible lottery framework, the
study’s treatment conditions were determined based on extant re-
search that focused on factors impacting users’ monetary valuations
of privacy. Perceived device risk was identified as one such factor.
While device risk perception has been noted to be significant to-
ward users’ purchase decisions related to privacy [29, 31], there is
a notable gap in the literature regarding how perceived risk dif-
ferences influence users’ cognitive processes and behaviors when
balancing privacy against monetary costs. This study aims to bridge
this gap by utilizing a mixed-methods approach to examine how
users calculate their trade-off between privacy and money based
on the perceived risk of IoT devices under high risk and low risk
categories. With these considerations, the device in the lottery was
an indoor smart camera in the high risk condition and a smart light
bulb with motion sensor in the low risk condition. Note that, in
our study, the light bulb is considered a low-risk device compared
to the smart home camera collecting users’ video feeds. However,
categorizing the smart light bulbs as a universally low-risk device
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may not be appropriate, as suggested by Nissenbaum’s Contextual
Integrity Framework [62] and is not the intention of this paper.

Next, to understand how the privacy-money tradeoff unfolds at
different price points, we also varied the cash amount in the lottery.
This approach is built upon prior studies showing that users are
willing to pay a premium for increased security and privacy for
IoT devices. However, there is a limit to their WTP. Ul Haque et
al. found that users’ self-reported maximum yearly subscription
fee for a premium data plan was, at most, the price of the device
the premium plan was offered for [80]. Therefore, our study offers
three cash options: one-third, two-thirds, and the full price of the
offered $30 IoT device in the lottery.

With these considerations, we designed a 2 (device risk - High-
risk: indoor smart home security camera vs. Low-risk: smart light
bulb with motion sensor) by 3 (cash option - $9.99 vs. $19.99 vs.
$29.99) between subject study to examine the tradeoff between
privacy controls and monetary considerations to shed light on
the overall dynamics of users’ monetary valuation of privacy in
the IoT context. In addition, as prior research demonstrates that
understandability regarding privacy and security plays a crucial
role in privacy-decision making [53, 80, 81], we measured technical
literacy as an independent variable to examine its influence on
users’ tradeoffs between privacy options and money.

These considerations lead to the following research questions:

RQ1. How do device risk (High-risk: camera and Low-risk: light
bulb) and cash option ($9.99, $19.99, and $29.99) impact par-
ticipants’ choice between the premium plan option and the
cash option offered alongside the IoT device in the lottery?

RQ2. Does participants’ technical literacy impact their consider-
ation of the lottery choice between the premium plan and
the cash option?

RQ3. What reasons lead participants to choose between the pre-
mium plan option and the cash option in the lottery?

RQ4. How do participants feel about the subscription-based ‘pay
for privacy’ model deployed in the lottery?

We conducted a survey on the Prolific platform to answer these
research questions. Analyzing data from 265 U.S. participants re-
cruited through Prolific, our study reveals that device risk and cash
option significantly influence participants’ choices in the lottery.
Participants revealed higher odds of choosing the premium plan
option in the lottery in the High-risk: camera condition than in
the Low-risk: light bulb condition. Similarly, the offered cash alter-
natives also impacted participants’ choice between the premium
plan option and the cash option offered in the lottery. Interestingly,
an interaction between technical literacy and cash option was ob-
served. Higher technical literacy was found to be associated with
users’ choice of the premium plan over cash significantly more in
the $29.99 cash option compared to $9.99 cash option, implying
a higher WTP for the premium plan among more technical par-
ticipants, echoing prior effort’s finding [80]. Qualitative analysis
provided novel insights both about participants’ reasoning behind
their lottery choices and their general perception of a ‘pay for pri-
vacy’ model. A closer examination of users’ reasoning for choosing
between privacy and cash revealed that they often view premium
privacy offerings for seemingly low-risk IoT devices negatively.
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This negative perception may further contribute to negative atti-
tudes towards IoT manufacturers. In addition, our findings offer
valuable insights regarding users’ perceptions of and expectations
for privacy in the ‘pay for privacy’ model, revealing a mismatch
between IoT providers’ data-centric business model and end-users’
expectation to have their data privacy protected.

2 Background
2.1 Antecedents of Privacy Decision-Making

Prior literature has explored multiple factors that can impact users’
privacy-decision making and their monetary valuations of privacy.
One such factor is users’ perceived risk. Research has shown that
decision-making is often based on users’ perceptions of the risk
associated with the environment [70, 72, 78, 82]. In the IoT context,
users’ perception of risk associated with an IoT device was found to
impact their security and privacy expectations from that device [12,
29, 31]. When perceived risk is high, users report greater discomfort
due to the sensitivity of collected data [60] and a higher WTP for
devices with stronger security practices [58].

In addition to risk, price is identified as another influential fac-
tor affecting purchase behavior [47, 68]. In the IoT context, even
though users are willing to pay a premium for security and privacy,
there is a limit, as prior efforts suggest. For example, Emami-Naeini
et al. reported that users expressed willingness to pay a premium
of 10% to 30% of the device price for better security and privacy
practices [31]. Similarly, Ul Haque et al. observed that, in a ‘pay
for privacy’ model, users’ maximum premium for a data manage-
ment plan with additional controls was the base price of the IoT
device [80].

Interestingly, technical literacy is noted as an important factor
that can influence users’ perception of privacy. Specifically, Kang
et al. looked at the differences in the mental models of technical
and non-technical participants, and suggested that technical partici-
pants have a more sophisticated understanding of privacy compared
to non-technical participants [46]. Recent work has demonstrated
that, despite expressing expectations of privacy in the IoT context,
users often have gaps in their understanding of privacy implica-
tions [30]. These differences in security and privacy knowledge
have important implications as several works have emphasized
the importance of understanding privacy constructs in enabling
users to make more proactive privacy decisions in different con-
texts [9, 53, 73]. For instance, research in the context of Social
Networking Sites (SNS) has shown that technical literacy impacts
the understandability of privacy features [25] and subsequent pri-
vacy behavior [9, 73]. Similarly, technical literacy has been found
to positively influence users’ comprehension of privacy controls,
leading to an increased willingness to pay for these controls [80].
While understanding privacy and security is important, Caven et
al. argued that simply providing adequate and salient information
about manufacturer data practices in security and privacy labels
may not be sufficient for users to make informed decisions. In fact,
due to gaps in users’ perceptions and abilities to understand the
information provided [46], additional information can lead to cog-
nitive overload [20]. Their findings challenge the notion that users
can make informed decisions when all relevant details are avail-
able [21, 35, 43], and motivated us to look at the effect of technical
literacy on participants’ lottery choice behavior.
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2.2 Monetary Valuation of Security and Privacy

Prior work explored user preferences and the monetary valuation
of security and privacy in IoT and non-IoT contexts. In non-IoT
contexts, research revealed that users are willing to pay premium
prices for reduced risk of online identity theft [67] and effective
phishing detection [61]. Users” WTP has also been recorded for hav-
ing privacy-preserving features [48, 71]. Tsai et al’s work revealed
that participants assigned a higher monetary value and showed
greater willingness to purchase products that better protect user
data privacy, especially when device privacy practices were made
saliently available [77].

In the context of IoT, Morgner et al. observed that offering fre-
quent security updates was a crucial factor influencing users’ self-
reported intention to purchase IoT devices [58]. The relevance of
security and privacy information to users’ WTP has been noted by
previous studies as well [12, 29, 31, 40]. While prior research has
identified device risk as a predictor of users’ purchase decisions,
it has not fully explored how perceived differences in device risk
influence users’ privacy decisions against monetary costs. For in-
stance, Emami-Naeini et al’s work observed that users mention
security and privacy as crucial to their purchase decisions [31], but
the work did not investigate how WTP might vary based on device
risk. Similarly, in an attempt to explore factors influencing users’
WTP, Ul Haque et al. observed no statistically significant difference
when users self-reported their WTP for premium privacy plans
across devices with varying risk perceptions [80]. This observed
insignificance could stem from the hypothetical nature of these
studies, where users lacked incentives to engage in realistic trade-
offs between privacy and money, which are more typical in real
purchasing scenarios. Specifically, research has shown that exam-
ining users’ monetary valuation in a hypothetical setup is prone
to ‘hypothetical bias’ [4, 16], which has the potential downside
of significantly diverging from users’ actual WTP at the point of
purchase, leading to low external validity [39, 52, 59].

To our knowledge, only Emami-Naeini et al’s work within the
IoT privacy context explored users’ WTP in an incentive-compatible
setup, aiming to mitigate the risk of hypothetical bias [30]. They
achieved incentive compatibility by using Multiple Price Lists
(MPL), which indirectly estimates WTP based on participants’ re-
sponses [4, 6, 45]. Their study observed that participants expressed
a higher WTP for deidentified data collection compared to identifi-
able data collection and revealed that users would be willing to pay
for higher security and privacy for the IoT device [30]. A key differ-
ence between our work and theirs is the focus: their study aimed to
identify WTP based on specific security and privacy attribute pairs
(e.g., deidentified vs. identified data collection) but did not focus
on how different device risks might affect users’ preferences for
privacy over monetary value. On the other hand, our work explores
factors impacting users’ tradeoff calculations between privacy and
money in a ‘pay for privacy’ setup with a focus to unfold how
device risk, among other factors, may influence users’ preference
between privacy and money in a mixed-method approach.

Another distinction between our work and Emami-Naeini et
al’s work [30] is the methodical difference in ensuring incentive
compatibility. Specifically, in contrast to their indirect approach
toward incentive compatibility, we employed a direct lottery-based
approach. Prior efforts indicated that indirect approaches like MPL
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can introduce potential biases, such as anchoring/order effect based
on whether the offered choices are in ascending or in descending
order (users’ preferences may be anchored on the first revealed
price point) [44] and framing effect (where the price lists may en-
courage users to concentrate on the middle of the table, irrespective
of their true preference) [7]. This can lead to divergences from real
purchase behavior, despite introducing incentive compatibility [6].
On the other hand, a direct lottery-based approach allowed us to
offer users incentivized tradeoffs between privacy and money, po-
tentially mimicking the typical choices users are expected to go
through during an IoT device purchase decision. Another potential
advantage of our approach over MPL is its compatibility with elic-
iting behavioral insights following the lottery. Users can respond
to the potential reasoning behind their choice through Likert-scale
items or open-ended questions. In an MPL-based setup, participants
go through several price list items, making it difficult to understand
why specific price list items were accepted or rejected [44].

Literature has also explored users’ behavior in privacy decision-
making when presented with incentives that can potentially nudge
them toward revealing personal information. These incentives can
be monetary or otherwise. In this context, Happ et al. investigated
under what circumstances users can be nudged toward revealing
their personal information in the presence of rewards [38]. Their
findings showed that offering incentives such as a box of choco-
lates just before asking to reveal passwords was surprisingly ef-
fective in encouraging participants to disclose such information,
indicating that social engineering approaches intertwined with be-
havioral norms, such as the norm of reciprocity [36], can be used
to incentivize users toward potentially revealing their personal
information [22, 37, 57].

Behavioral economics suggests that monetary incentives (e.g.,
discount prices) can also be effective in leading users toward re-
leasing their personal information. In the context of privacy, users’
willingness to accept (WTA) such rewards is expected to be con-
sistent with their valuation of the requested personal data [1, 2].
Users’ WTA for revealing personal information is typically higher
than their WTP for protecting their personal information, due to a
phenomenon known as the Endowment effect [3].

In our study, the sole purpose of the offered cash incentives in the
lottery was to provide users with an incentive-compatible tradeoff
between privacy and money. However, the offered cash options can
be considered as incentives to reveal their personal information by
not choosing the premium data privacy controls. Based on previous
research, in this setup, participants are expected to act based on
the internal valuation of their personal information and their will-
ingness to accept such incentives to reveal this information [2, 3].
Hence, in the lottery, we expect participants to perform the tradeoff
calculations based on their internal valuation of the data collected
by the offered IoT devices.

3 Methods

To address our research questions, we used two hypothetical data
management plans to offer features that grant users control over
cloud management along with IoT manufacturers’ data retention,
sharing, and usage practices. The hypothetical plan was developed
to explore participants’ willingness to pay (WTP) for the premium
plan in a hypothetical setup [80].
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The Basic plan is based on a review of the offered data man-
agement options with IoT devices in the Amazon marketplace.
Many IoT devices come with free cloud storage and basic data
viewing/sharing options. With these considerations, the Basic plan
offered free cloud storage up to 2 TB and the ability to view and
download cloud stored data. Based on a review of the IoT market-
place, IoT manufacturers offer various cloud storage options, which
can significantly differ from traditional storage providers that typ-
ically offer small storage options for free. As an example, Google
offers 15 GB of free storage for Google users!. On the other hand,
IoT manufacturers often offer arbitrarily large cloud storage up to a
certain time period, such as options to store and see cloud data up
to the past 30 days?. Hence, in our setup, we chose the cloud storage
value to be rather high in order for it to not significantly affect the
desirability of the IoT devices offered in the lottery. In addition, the
offering of the cloud management feature was included in both the
basic plan and the premium plan to make it consistent across both
plans to not bias users’ choices between the options offered in the
lottery.

The Premium plan included three additional key features, curated
based on prior findings showing users’ expectations and preferences
to control their IoT devices’ data retention, sharing, and usage
practices [29, 31]. The additional features in the premium data
management plans are: Control over cloud data retention - giving the
user an option to delete cloud stored sensor data; Control over data
sharing - giving the user an option to opt-out from third party data
sharing; and Control over data usage - giving the user an option to
restrict collected data to be used for device functionality only.

The premium plan features include data management controls
that are usually not offered by service providers and IoT manu-
facturers. For example, even when there might be a specific data
retention period mentioned, it is still not an industry standard
common practice to give users control over deleting collected data.
Instead, consumers are often given the option to request data dele-
tion from the provider’s site at the time of account termination.
Even then, data deletion requests are often manually reviewed on
a case-by-case basis and are not guaranteed [26, 33, 85]. Note that,
the premium plan features are a reflection of users’ preferences for
the IoT in the United States and can vary due to the applied privacy
law in other regions, which is discussed in Section 6.

Participants were informed that the basic plan was free with the
device purchase, while the premium plan required an additional
yearly subscription fee. This was communicated using a plan com-
parison chart shown in Figure 1. The same plan comparison chart
was used in prior work, measuring users’ WTP for the premium
data management plan [80]. Using the same versions of the data
management plan and the plan comparison chart allowed us to
make a direct comparison between the current work’s incentive-
compatible setup and the prior work’s hypothetical setup.

3.1 Study Variables and Groups

The study consists of six groups based on the levels of the indepen-
dent variable: device risk and cash option. The variable device risk
has two levels: High-risk: camera and Low-risk: light bulb. To ensure

Ihttps://support.google.com/googleone/answer/9312312
Kasa Care Plans - https://www.kasasmart.com/us/kasacare


https://www.kasasmart.com/us/kasacare
https://1https://support.google.com/googleone/answer/9312312

Investigating Users’ Decision-making for Data Privacy Controls in the Context of
Internet of Things (loT) Devices Using an Incentive-compatible Lottery Study

Features Basic data Premium data
plan
plan (free (purchased
and included | separately)
with the
device price)
Cloud data management:
e Automatic cloud data backup
e Free cloud storage of 2 TB ‘/ \/
e View and download cloud data from anywhere
Control over cloud data: v
* Option to delete data stored in the cloud
Control over data sharing:
e Option to opt-out from third-party data sharing \/
by the IoT manufacturer
Control over data usage:
e Option to limit the IoT manufacturer from using \/
collected data for any purposes other than for
the purpose of device functionality

Figure 1: Basic and premium data management plan compar-
ison chart displayed in the study.

that our manipulation of High-risk: camera and Low-risk: light bulb
devices worked, at a later phase of the study, we asked participants
in each group to rate their perceived data sensitivity of the IoT de-
vice on a scale from 0 to 10. T-tests showed a significant difference
between the perceived data sensitivity of the IoT device in the High-
risk: camera group (M = 7.26, Mdn = 7.0,SD = 2.22) compared
to the Low-risk: light bulb group (M = 4.3, Mdn = 5.0, SD = 2.66),
(t =9.74,p < .0001).

The device purchase prices were selected based on a market
analysis on Amazon, where we observed that the average price
for similar IoT devices ranges from $20 (USD) to $40 (USD) after
considering the commonly offered discounts. As such, we set the
study’s IoT device price to be $29.99 (USD). We used the decimal
numbers instead of rounding up to $30 to make the study setup
realistic.

Our second treatment variable was cash option: the cash alterna-
tive that was offered to the participants in the lottery if they chose
not to get the premium data management plan option. The cash op-
tion values were selected as one-third, two-thirds, and the same as
the device price offered in the lottery, based on prior findings [80].

With these, we had a 2 (device risk) x 3 (cash option) factorial
design, leading to six groups in the study. The group distribution
is shown in Table 1. Note that while group names included the
characters ‘A’, ‘B’, and ‘C’ to distinguish treatment conditions, the
use of ‘A’ and ‘B’ in lottery options is not associated with the group
names.

In addition, we measured participants’ technical literacy using
Kang et al’s Technical Knowledge of Privacy Tools Scale (TKPTS),
who validated the scale using a combined dataset from both on-
line and in-person setups [46]. The scale contains six true/false
questions to evaluate participants’ technical literacy to avoid self-
reporting of their own technical literacy. Based on the answers to
the questionnaire, a participant can get a score from 0 to 6, which
was used as a linear variable to observe its impact on participants’
lottery choices in the study groups.

3.2 Incentive Compatibility and Ethical
Considerations

To achieve incentive compatibility, we informed participants that
the study is about understanding users’ experience in buying IoT
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products from the marketplace. After asking questions about their
IoT marketplace attitude and experience, we used deception and in-
formed participants that we would host a lottery where participants
could win an IoT device worth $29.99. We mentioned that we would
choose five random winners from participants. We refrained from
informing them how many participants would be in the lottery pool
to prevent them from calculating any winning probability, which
might have biased their responses.

To make the lottery setup realistic, we showed participants pic-
tures and specifications of the devices they could win. The device
images were edited out to remove any brand-related information.
The specifications were curated from our analysis of the devices
frequently available in the marketplace in this price range. In addi-
tion, we added specifications such as compatibility with Amazon
Alexa, Google Assistant, and Apple Homekit to make the devices
as generic as possible. Figure 4 in the Appendix presents the edited
device images shown to the participants.

We opted for a subscription-based model for our premium plan
offering. A subscription model is a revenue model that focuses on
recurring payments, where subscribers are expected to pay a re-
curring fee, such as weekly, monthly, or yearly [87]. Several key
considerations led us to choose a subscription model for our study.
First, this model has gained widespread adoption in recent years due
to its potential for generating ongoing revenue compared to one-
time payments [54, 79]. Offering the premium plan as a subscription
would therefore enhance the realism and ecological validity of our
lottery. Second, our analysis of the IoT marketplace indicated that
IoT manufacturers often offer subscription-based tiered plans for
certain services, such as cloud storage. However, to reduce partici-
pants’ cognitive burden associated with subscriptions, we opted for
a yearly payment model while offering the first year of the premium
plan as a choice in the lottery. We refrained from explicitly inform-
ing participants of any particular value of the yearly subscription
fee of the premium plan to allow them to consider the lottery option
tradeoff according to their true WTP for the premium plan, based
on prior suggestion [86].

After being informed about the two versions of the data man-
agement plan, participants were informed about the lottery options
between Option A: premium plan and Option B: cash, which they
could choose from based on their preference to enter the lottery
pool. In addition, participants were given an option to opt out of
entering the lottery pool. The lottery choices were generated to
elicit the tradeoff between receiving additional data management
controls or accepting a cash amount based on participants’ true
preferences. Participants’ choices in the lottery were used as the
dependent variable in our analysis.

Once data collection was complete, we sent out a debriefing
statement to all the study participants to inform them about the de-
ception used in the study and the true purpose of the lottery using
Prolific’s messaging system. In addition, we informed participants
that lottery winners will receive the exact amount of money equiv-
alent to the IoT device price instead of the device using Prolific’s
bonus payment option. We refrained from sending out IoT devices
to the participants for two primary reasons. First, sending devices
would require collecting participants’ sensitive personal informa-
tion (e.g., their names and addresses). Second, we did not want to
give out IoT devices without explicitly assessing their security and
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Device Risk Perception Cash Option Group (N = 265)
High Risk: Indoor smart home $9.99 1A (N = 45)
. $19.99 1B (N = 43)
security camera
$29.99 1C (N = 41)
Low Risk: Smart light bulb with $9.99 2A (N = 46)
. $19.99 2B (N = 43)
motion sensor
$29.99 2C (N = 47)

Table 1: Study groups based on different levels of our independent variables.

privacy risks. The lottery winners were compensated $59.98 (USD)
($29.99 device price, plus the highest cash option of $29.99 across
all the groups). This was paid in addition to their base payment for
participating in the study.

Our University’s Institutional Review Board (IRB) reviewed and
approved the study design and deceptive elements used.

3.3 Participants and Eligibility Criteria

We recruited study participants from Prolific. Based on prior recom-
mendations [64, 74], we restricted the survey to participants from
the United States, who were 18 years or older, had English as their
first language, and had completed at least 50 submissions with an
approval rate of 95%.

In addition, to recruit participants who were not current users
of indoor security cameras or light bulbs, our survey was designed
to have two phases. In phase one of the survey, participants were
asked to report the types of IoT devices they currently own and the
types of IoT devices they currently do not own but would be willing
to try out if offered. In this phase, participants who reported owning
neither an indoor smart home security camera nor a smart light
bulb, alongside being interested in trying out these devices if offered,
were invited to complete phase two of the survey containing the
lottery.

Further, participants were asked to report whether they had any
computer science background to understand its distribution across
their IoT usage. This question was not used as a screener to rule
out participants to proceed to phase two.

Phase one survey took approximately 3 to 5 minutes, and par-
ticipants were compensated $1. Participants who were invited to
the phase two survey took approximately 8 to 10 minutes to com-
plete this phase and were compensated $2 in addition to the $1
compensation for phase one.

3.4 Survey Flow

After consenting, participants first completed the phase one sur-
vey that included study-specific screening questions, the Technical
Knowledge of Privacy Tools scale (TKPTS) to measure participants’
technical literacy, and demographic questions. Eligible participants
were invited to complete the phase two survey based on their an-
swers to the screening questions.

If participants agreed to proceed with the phase two survey, they
were randomly assigned to one of the six study groups to avoid
potential bias due to skewed distribution across the groups.

Participants first answered the IoT marketplace attitude ques-
tions before they came across our lottery-based manipulation. Once

participants selected their lottery choice, they did not have the
chance to go back and change their lottery choice. Next, we asked
a true/false question about the basic and premium plan to ensure
participants paid attention to our study’s manipulation.

Next, participants were asked to provide a brief reasoning behind
their lottery choice to understand their internal reasoning behind
it. Afterward, participants were asked to briefly explain how they
felt about the business model of a premium offering of privacy
options to understand their perceptions of the ‘pay for privacy’
model. We asked participants to orient their responses towards
both the positives and negatives of such a business strategy to be
able to extract themes on both sides of the spectrum.

Finally, participants answered multiple 7-point Likert items rele-
vant to the lottery choices that might explain the reasoning behind
their responses (e.g., “The premium data management plan is the
company’s business strategy to extract more money out of the
consumer”). We asked these questions after all the open-ended
questions to avoid biasing participants’ responses. Similarly, par-
ticipants were asked to rate the perceived data sensitivity of their
assigned group’s IoT device last so that it does not bias their re-
sponses.

We included two attention check questions in the form “Please
select ‘Strongly disagree’ for this statement” to ensure that partici-
pants paid attention throughout the survey. The survey instrument
for phase one and phase two can be accessed using the link in the
Appendix.

3.5 Data Analysis

We recorded responses from 819 participants who completed phase
one of the study. Among them, 374 participants were found eligi-
ble for and invited to complete phase two of the study. From the
invited participants, 341 participants proceeded to phase two, con-
tributing to our final dataset of 341 records across all groups. In the
dataset, 8 participants failed at least one attention check question,
and 69 failed the manipulation check questions that were asked
following their lottery choice. We removed 76 responses who failed
our attention and/or manipulation check questions, leading to the
final dataset of 265 valid responses across our six study groups. For
High-risk: camera group 46/129 participants chose lottery Option A:
premium plan, 78/129 lottery Option B: cash, and 5/129 chose not to
participate. For Low-risk: light bulb group these values are 22/136,
98/136, and 16/136, respectively.

We employed both quantitative and qualitative data analysis
to answer our research questions. We built a regression model to
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understand the effect of our independent variables (IVs) on the
dependent variable (DV). The variables in the model were:

o device_type: This IV had two levels: High-risk: camera and
Low-risk: light bulb

o cash_option: The IV cash amount offered to the participants
with three levels: $9.99, $19.99, and $29.99.

o tech_literacy: Participants’ technical literacy, was measured
using the TKPTS scale [46] and used as a linear IV.

e [ottery_choice: Dichotomous variable reflecting participants’
choices between Option A: premium plan and Option B: cash
in the lottery, which worked as the DV.

Because our DV was a dichotomous categorical variable, we fit
Generalized Linear Models (GLM) on the data, with logit as the link-
function [41, 65]. We leveraged the Akaike Information Criterion
(AIC) to assess the model fit [17]. We initially included demographic
factors (i.e., age, gender, education, employment, income, prior IoT
experience from phase one) and all two-way interactions of our
IVs. As the model fit did not improve with the demographic factors
included, these factors and some interaction terms were removed
in the selection process. The only interaction that improved the
model fit was the interaction between tech_literacy and cash_option
and got included in the final model.

We used Welch’s t-tests for mean comparisons for the Likert
items [24, 27]. To control for False Discovery Rate (FDR) that may
arise due to multiple testing, we performed Benjamini-Hochberg
correction [11] to the p-values, and reported corrected p-values in
the paper. Data were analyzed using SPSS [34] and R [42].

For qualitative data analysis, we employed a bottom-up inductive
coding approach [56]. Initially, one researcher coded each open-
ended question independently to generate the initial codebook. An-
other researcher then used the codebook and coded the open-ended
questions. Once the two researchers had coded the open-ended
questions independently, they met and resolved any conflicts, fi-
nalized the codebook, and updated their codes accordingly. For the
open-ended questions, we calculated Inter-rater reliability (IRR)
using Cohen’s Kappa, which ranged from 0.7 to 1, indicating “sub-
stantial” or “excellent” agreement between the two coders [49]. We
report participants’ comments with minor modifications to correct
typos and grammatical inconsistencies as needed.

4 Results

Among the 265 valid responses across all groups, there were 153
(57.7%) women, 106 (40.0%) men, and 5 (1.9%) non-binary partici-
pants. One participant preferred not to disclose their gender. Par-
ticipants’ ages ranged from 20 to 76 years (M = 40.26, Mdn =
38.0,SD = 12.95).

A series of Chi-squared tests revealed no significant differ-
ences among the groups based on participants’ gender (y%(15) =
18.41,p = .242), education level (y?(35) = 34.05,p = .514), em-
ployment status (y?(45) = 49.78, p = .289), and their income level
(x?(40) = 39.03, p = .514).

The Kruskal-Wallis test showed significant differences among
the groups based on participants’ age (H(5) = 11.203, p = .047). Ad-
ditional post-hoc tests with Bonferroni correction revealed a differ-
ence in age between participants in groups 1C (M = 45.61, Mdn =
48.0,SD = 15.63) and 2B (M = 35.65, Mdn = 36.0,SD = 10.15)
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(p = 0.037), indicating that participants in group 2B were signifi-
cantly younger than participants in group 1C.

To understand if this specific age difference between the two
groups impacted the overall model fit, we included the demographic
variable age with other demographic factors in the model selection
process. However, no demographic factors, including age, impacted
participants’ lottery choices in the full model. Hence, these factors
were removed in the best-fitted reduced model. In addition, we ran
the Mann-Whitney U test to observe if there was an age difference
between the High-risk: camera and the Low-risk: light bulb groups.
We did not notice any significant age difference between these two
groups of participants (U = 9478.0, p = .257).

A group-wise demographic breakdown of participants is pre-
sented in Table 4 in the Appendix.

4.1 IoT Usage on Prolific

In the phase one survey, participants were asked to report their IoT
usage in order for us to get an overview of the current IoT usage on
Prolific. Of 804 respondents, 537 (66.8%) reported using IoT devices
in their household. Of them, 227 (28.2%) participants reported using
three to five IoT devices, and 184 (22.9%) indicated using one to
two IoT devices in their household. The rest (126, 15.7%) indicated
using more than five IoT devices.

When asked to report the type of IoT devices being used in their
households, smart TV (410/804, 50.99%) was reported as the top
IoT device used by the participants; followed by smart speaker
with voice assistant (367/804, 45.65%) and smart watch (272/804,
33.83%). Smart toothbrush (30/804, 3.73%) and smart smoke detec-
tors (28/804, 3.48%) were mentioned to be the least used IoT devices
by our participants. Figure 3 in the Appendix presents participants’
household IoT device usage.

Finding Summary: Majority of participants (66.8%) in the phase one
survey indicated using IoT devices in their household. Smart TV
was found to be the most used in participants’ household, followed
by smart speakers. Smart toothbrushes and smoke detectors were
the least used based on the responses.

4.2 Effect of Device Risk Perception and Cash
Option on Lottery Choice (RQ1)

Across all groups, 68/265 (25.7%) participants chose Option A: pre-
mium plan, whereas 176/265 (66.4%) participants chose Option B:
cash. Additionally, 21/265 (7.9%) participants chose not to enter the
lottery pool. We removed these 21 rows from the data before fitting
the model. The model statistics are presented in Table 2.

When looking at the model outcome, we observed a significant
effect of the device_type on participants’ choices in the lottery.
Specifically, compared to participants in the Low-risk: light bulb
condition, participants in the High-risk: camera condition indicated
increased odds of choosing Option A: premium plan over Option
B: cash (OR = 2.7349,Clys% = [1.5026,5.1109]). Hence, the IoT
device’s perceived risk and severity significantly influenced partici-
pants’ tradeoff calculations between data management options and
money.
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Row Model Factor Estimate OR SE z-value p-value
1 (Intercept) -2.11 0.1211 0.53 -3.97 ook
device_type (baseline = smart light bulb with motion sensor)
2 Device: indoor smart home security camera 1.01 2.7349 0.31 3.23 ok
cash_option (baseline = $29.99)

3 Cash option: $19.99 0.78 2.1735 0.70 1.10 .29

Cash option: $9.99 2.00 7.3977 0.67 3.01 ok
tech_literacy (Continuous)
5 Technical literacy 0.17 1.1864 0.18 0.96 .34
tech_literacy * cash_option (baseline = Technical literacy * Cash option: $29.99)
6 Technical literacy * Cash option: $19.99 -0.36 0.7004 0.26 -1.38 .19
7 Technical literacy * Cash option: $9.99 -0.61 0.5418 0.25 -2.5 *

Model Fit: y*(6) = 24.7, p < .001; Pseudo — R? = 0.14; AIC = 278.06

P < 0.05; %% p < 0.01; 5% p < 0.001

Table 2: We fitted a GLM using logit as the link function to identify the significance of our IVs on our DV. In the model, the DV
was the participants’ lottery choice: 0 - Option B: cash; 1 - Option A: premium plan. OR indicates odds ratio for participants
lottery choice; an OR > 1 corresponds to increased odds of choosing Option A: premium plan from Option B: cash, whereas, an
OR < 1 corresponds to decreased odds of choosing Option A: premium plan from Option B: cash.

Similarly, the model outcome indicates that different cash_option
conditions significantly impacted participants’ lottery choices. Com-
pared to participants in the $29.99 cash condition, participants in
the $9.99 cash condition revealed increased odds of choosing Op-
tion A: premium plan over Option B: cash (OR = 7.3977,Closq, =
[2.0774, 28.6985]). However, participants in $9.99 vs. $19.99 condi-
tions did not reveal significantly increased odds of choosing the data
management options over the cash option. A similar observation
was noted between the participants in $19.99 vs. $29.99 conditions.

Finding Summary: Based on the model outcome, both device risk
perceptions and cash conditions had a significant impact on users’
lottery choices. When the IoT devices’ perceived risks were con-
sidered high, such as for an indoor smart home security camera
compared to a smart light bulb with a motion sensor, participants
were more likely to choose the additional data privacy controls in
the premium plan than taking the cash option. On the other hand,
when the offered cash option was $9.99 compared to $29.99, partic-
ipants were more likely to choose the premium plan option. This
finding indicates that higher cash alternatives may influence users
to avoid taking the data privacy controls and lure them toward
receiving the cash instead. This choice of cash over the premium
plan controls is likely dependent on participants’ valuation of the
additional data privacy controls in the premium plan, as prior
efforts suggest [1, 2].

4.3 Interaction of Technical Literacy and Cash
Option in Participants’ Lottery Choices

(RQ2)
Our model outcome reveals a significant interaction between par-
ticipants’ technical literacy and the cash option in their choice of
lottery. The visualization of the observed interaction is included in
the Appendix (Figure 5).
The model outcome showed that, compared to $9.99 cash con-
dition, in $29.99 cash condition, per unit increase in participants’

technical literacy corresponded to increased odds of choosing Op-
tion A: premium plan over Option B: cash (OR = 0.5418,Clys, =
[0.3307,0.8697]). This finding suggested that participants with
lower technical literacy scores (i.e., non-technical participants) were
significantly more likely to choose Option A: premium plan com-
pared to participants with higher technical literacy scores (i.e.,
technical participants) in the $9.99 cash condition. However, this
direction reversed in the $29.99 cash condition, where technical
participants seemed more likely to choose Option A: premium plan
than their non-technical counterparts.

Finding Summary: Based on the model outcome, technical literacy
plays a crucial role in users’ lottery choices. Higher technical lit-
eracy is likely to lead participants toward choosing the additional
data privacy controls more than the cash at the higher cash con-
dition of $29.99. This difference in participants’ lottery choices
based on their technical literacy level is consistent with prior find-
ings showing that higher technical literacy positively leads to a
higher monetary valuation of data privacy controls included in
the premium plan [80].

4.4 Participants’ Post-lottery Responses (RQ3)

We followed a two-step process to shed light on our participants’
thought processes when choosing different options in the lottery.
First, following participants’ responses to the lottery choices, we
asked them to briefly explain their reasoning behind their lottery
choice, which we qualitatively analyzed to report emerging themes
for both categories of participants, namely, participants who chose
Option A: premium plan vs. participants who chose Option B: cash.

In addition to mentioning the reasoning behind their lottery
choice, we asked participants to rate five statements (on a 7-point
Likert scale - “Strongly disagree” to “Strongly agree”) that can be
relevant to their thought process for choosing between the lot-
tery options. The research team brainstormed and curated these
statements that are likely to illuminate possible reasons behind
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participants’ lottery choices, especially to reflect on the data pri-
vacy controls’ necessity, underlying motive, and efficacy in terms
of data privacy protection. For example, participants who chose
the cash option in the lottery might feel that they do not need the
premium plan and its additional controls, as they might believe that
the IoT device does not collect enough sensitive data or that they
are capable of protecting their personal data, among other reasons.

In this subsection, we report participants’ responses to these
statements indicating potential reasons behind the lottery choice. In
the next section, we present the qualitative analysis of participants’
comments to identify recurring themes.

We performed mean comparisons between participants in the
High-risk: camera and in the Low-risk: light bulb groups to determine
whether their assigned IoT device’s relative risk perception had any
impact on their responses. Figure 2 presents participants’ responses
to the statements based on, (a) their lottery choice (left) and, (b)
their assigned group’s device risk perception (right).

(i) Participants’ responses to the statement “The premium
data management plan is the company’s business strategy to
extract more money out of the consumer”: Participants choos-
ing both Option A: premium plan and Option B: cash scored high
in their responses to this statement, indicating that participants
mostly agreed with the statement. However, participants choosing
Option A: premium plan (M = 5.11, Mdn = 5.0, SD = 1.57) indicated
lower scores compared to participants choosing Option B: cash
(M = 5.71,Mdn = 6.0,SD = 1.35), which was found statistically
significant (t = 2.78, p = .011).

Looking at the differences between participants in different de-
vice conditions, we observed that participants in the High-risk:
camera group (M = 5.20,Mdn = 5.0,SD = 1.52) indicated sig-
nificantly lower ratings for this statement than participants in
the Low-risk: light bulb group (M = 5.87, Mdn = 6.0,SD = 1.24)
(t = 3.87, p = .0004).

Hence, participants who chose the cash options in the lottery, and
those who were assigned to the light bulb conditions, agreed to this
statement significantly more than their counterparts, suggesting
that they are more likely to believe that offering the premium
plan works more toward the company’s profit motive rather than
offering privacy.

(ii) Participants’ responses to the statement “The premium
data management plan does not provide any additional pro-
tection to my data privacy”: Participants choosing Option A:
premium plan (M = 2.92, Mdn = 3.0,SD = 1.52) rated significantly
lower for this statement than participants choosing Option B: cash
(M = 3.59, Mdn = 4.0,SD = 1.63) (t = 2.96, p = .0074), indicating
more agreement for this statement among participants choosing
the cash option in the lottery.

Similar to the last statement, participants from the High-risk:
camera group (M = 3.14, Mdn = 3.0, SD = 1.62) rated significantly
lower for this statement than participants in the Low-risk: light bulb
group (M = 3.73, Mdn = 4.0,SD = 1.58) (t = 2.97, p = .0073).

In summary, participants who chose cash in the lottery are more
likely to feel that the additional data controls do not add to data
privacy protection (i.e., are not effective), which was also true for
participants who were assigned to the light bulb group.
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(iii) Participants’ responses to the statement “The device
does not collect enough personal data that requires an addi-
tional premium data management plan”: Similar to the last
two statements, participants choosing Option A: premium plan
(M = 3.26,Mdn = 3.0,SD = 1.69) rated significantly lower for
this statement compared to participants choosing Option B: cash
(M =4.51,Mdn =5.0,SD = 1.58) (t = 5.23, p = .0004).

Looking at the differences between participants in different de-
vice conditions, we observed that participants from the High-risk:
camera group (M = 3.51, Mdn = 4.0, SD = 1.53) rated significantly
lower for this statement than participants in the Low-risk: light bulb
group (M = 4.63, Mdn = 5.0, SD = 1.69) ( = 5.59, p = .0004).

These findings indicate that participants who chose the cash
options in the lottery were likely to feel that the additional data
privacy controls are not of importance as they are likely to believe
that the offered IoT devices do not call for additional data man-
agement requirements. Similarly, participants assigned to the light
bulb condition felt the same way at a higher rate compared to those
who were assigned to the indoor smart security camera.

(iv) Participants’ responses to the statement “I doubt that the
company’s premium data management plan will do what it
says it will do”: In contrast to prior statements, we did not notice
any significant difference in ratings between participants choosing
Option A: premium plan (M = 3.36, Mdn = 3.0,SD = 1.56) and
participants choosing Option B: cash (M = 3.68, Mdn = 4.0,SD =
1.54) (t = 1.41,p = .19). This finding suggests that despite their
differences in choosing the lottery option, both groups similarly
agreed with the additional data privacy controls’ efficacy towards
offering heightened protection for data privacy.

However, looking at different device conditions, we found that
participants from the High-risk: camera group (M = 3.39, Mdn =
3.0,SD = 1.51) rated significantly lower for this statement than
participants in the Low-risk: light bulb group (M = 3.87, Mdn =
4.0,SD = 1.56) (t = 2.53, p = .018). This suggests that, when addi-
tional data privacy controls were offered for the light bulbs in the
lottery, participants were more likely to be doubtful regarding the
controls’ efficacy than when the controls were offered for the smart
security camera.

(v) Participants’ responses to the statement “I am capable of
protecting my data privacy on my own hence I do not require
an additional premium data management plan”: Unlike the
previous statement, participants choosing Option A: premium plan
(M = 3.09,Mdn = 3.0,SD = 1.62) rated significantly lower for
this statement compared to participants choosing Option B: cash
(M = 4.74,Mdn = 5.0,SD = 1.46) (t = 7.225, p = .0004). Hence, par-
ticipants who chose the cash option were found to overwhelmingly
believe that they were capable of protecting their personal data,
questioning the necessity of the premium plan offering.

Looking at the differences between participants in different
device conditions, though participants from the High-risk: cam-
era group (M = 4.1,Mdn = 4.0,SD = 1.67) rated lower for
this statement than participants in the Low-risk: light bulb group
(M = 4.44, Mdn = 5.0,SD = 1.63), the difference was not statisti-
cally significant (+ = 1.65, p = .132). Hence, participants’ beliefs
about their capability of protecting their personal information did
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Figure 2: Mean difference of the post-lottery Likert items (a) between participants choosing Option A: premium plan vs. Option
B: cash (left); (b) between participants in the High-risk: camera vs. Low-risk: light bulb groups (right).

not change significantly based on the device risk condition they
were assigned to.

Finding Summary: Among participants choosing between Option
A: premium plan and Option B: cash, considerable disagreement
was observed regarding their perceptions of whether IoT devices
collect sufficient personal data and their own ability to protect
their data privacy. Interestingly, both groups agreed that the pre-
mium plan could be the IoT manufacturer’s business strategy to
extract money from consumers.

A closer look at the differences between the High-risk: camera and
the Low-risk: light bulb groups also revealed surprising observa-
tions. Specifically, compared to participants in the Low-risk: light
bulb group, participants in the High-risk: camera group disagreed
significantly more on whether the premium plan is a business
strategy of the IoT manufacturer or whether it provides any ad-
ditional protection for user data privacy. This interesting obser-
vation suggests that users’ perceptions of the premium plan may
differ significantly based on their perceived risk associated with
the IoT device for which the premium plan is offered.

4.5 Participants’ Reasoning behind Choosing

Option A: premium plan and Option B: cash
(RQ3)
Qualitative analysis of participants’ comments revealed a complete
picture of the recurring themes behind participants’ lottery choices,
which goes beyond the narrow scope of the Likert statements sug-
gesting reasons based on the controls’ necessity, motive, and efficacy.
The recurring themes both agree with the responses for the Likert
statements and identify other vital reasons for or against choosing
between the lottery options.
The number of comments for the qualitative data is equal to the
distribution of participants’ choices between options in the lottery.
In particular, 68 participants chose Option A: premium plan in the

lottery and mentioned their reasons for choosing this option (46
in High-risk: camera group and 22 in Low-risk: light bulb group),
whereas 176 participants chose Option B: cash and indicated their
reasons for choosing cash option (78 in High-risk: camera group and
98 in Low-risk: light bulb group). In this paper, example comments
are presented with minor corrections to address typos as needed.

4.5.1 Reasons for Choosing Option A: premium plan. Participants’
main reasons behind choosing the premium plan option instead of
receiving cash are presented below.

(i) Preference to have additional data privacy protection:

In total, 26/68 (38.25%) (19 in High-risk: camera group and 7 in Low-
risk: light bulb group) comments indicated participants’ preferences
for having additional data privacy options to have control over data,
which worked as their primary reason for choosing the premium
data management option in the lottery, as portrayed in the following
comment.

“Just made sense, I would rather my data be protected if there is
an option for it. $19.99 is nice and all, but if I am using one of these
things and it is recording everything about me, I would rather be safe.”
(GR 2B)

Concerns over data privacy may often lead participants to go for
privacy-protective measures, as the following comment suggests.

“The additional features are important to me. I do not appreciate
not being able to delete or manage my personal information. It makes
me very uncomfortable.” (GR 2C)

Participants’ responses to the Likert statements further align
with this theme, where participants choosing Option A: premium
plan disagreed significantly more with the statement that suggests
the premium plan does not provide additional controls over per-
sonal data. Similarly, these participants disagreed with the state-
ment about being capable of protecting their personal data. Hence,
they likely prefer having additional data controls offered in the
premium plan to protect their data privacy, as suggested by this
theme.
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(ii) More valuable than the cash alternative:

Many participants felt the premium plan was more valuable and a
better deal than the cash offered as the other option. For these par-
ticipants, their valuation of the premium plan compared to the cash
offer was an important consideration when choosing the premium
plan option in the lottery. In particular, 25/68 (36.76%) (20 in High-
risk: camera group and 5 in Low-risk: light bulb group) comments
reflected this theme, as suggested in the following comment.

“I picked the premium data management instead of the cash be-
cause I think that that offers a premium that is much more valuable
than the $29.99 I would have received.” (GR 1C)

As this comment suggests, offering additional features in the
premium plan made it more worthwhile than the cash for some
participants.

“Although the cash would be nice, the premium plan has features
above the basic plan that I would appreciate and take advantage of.”
(GR 1B)

(iii) Convenience of trying the plan out without paying first:
For some participants, the convenience of not worrying about pay-
ing the subscription fee was essential as the offered option included
a prepaid yearly subscription to the premium plan. These partic-
ipants indicated their preference to experience the plan and its
additional features without paying first; hence, they felt that the
prepaid one-year subscription offers more benefits than money.
In particular, 15/68 (22.06%) (9 in High-risk: camera group and 6
in Low-risk: light bulb group) comments indicated this reason for
choosing the premium plan option.

‘I figure if I was lucky enough to be a winner, I would like to see the
full experience a new-to-me product can offer and see if it is something
I would like to continue after the year is up.” (GR 2B)

‘T would not have to worry about purchasing the plan or keeping
up the payments.” (GR 1A)

4.5.2  Reasons for Choosing Option B: cash. Comments reveal some
crucial factors behind choosing Option B: cash instead of receiving
the premium data management plan option, which we elaborate
on here.

(i) Questioning the need for the premium plan alongside
having preferences for cash:

For a subset of participants, it was unclear why the premium plan
option might be necessary. These participants felt that the premium
plan was unnecessary, especially when a basic plan was offered
with the device, and they would rather have the cash instead. In
total, 85/176 (38.29%) (35 in High-risk: camera group and 50 in Low-
risk: light bulb group) comments suggested this theme. This theme
echoes their responses to the Likert statements, where participants
choosing the cash option agreed more that the premium plan option
does not provide any additional data privacy protection. One such
comment is presented below.

“T am more interested in a cash payment instead of the premium
data management plan since the device already comes with a basic
data plan. I am not too picky about third-party sharing or data usage,
so the basic plan works for me.” (GR 1B)

Many participants, especially in the Low-risk: light bulb group,
indicated that they do not see the need for any premium offering
when it comes to protecting data collected by a light bulb, which also
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aligns with the Likert statement responses where participants in the
light bulb condition rated significantly more that the device does
not collect excessive personal data that would require additional
protection. Hence, the cash option is preferable, as suggested in the
following comment.

“I do not think I need such stringent data management, such as the
option to delete cloud data or prevent third parties from accessing it,
for data related to light bulbs.” (GR 2A)

Some participants felt that managing the premium plan and its
additional options would be tiresome, indicating some inconve-
nience or hassle in managing the additional plans in the settings,
especially those who consider themselves ‘basic’ technology users.

“T understand why control over your own data is a good thing to
have, I just do not have the energy to manage that side of things, and
would rather have the $29.99 cash” (GR 2C)

Another frequently mentioned reason behind users’ choice was
that they preferred cash over the premium plan option. Overall,
59/176 (33.52%) (26 in High-risk: camera group and 33 in Low-risk:
light bulb group) comments indicated the notion of ‘I'd rather have
cash” or “Cash is always good!”, suggesting a general preference for
money, especially when offered as an alternative.

‘I may not need the premium data management plan, however, I
can use the $19.99 for anything else.” (GR 2B)

(ii) Trying out the device first before committing to the paid
plan:

For a handful of participants, wanting to try out the device before
committing to any subscription was crucial behind their choice
of the cash option in the lottery. Specifically, 29/176 (16.48%) (18
in High-risk: camera group and 11 in Low-risk: light bulb group)
participants indicated this preference, as shown in one of such
comments.

“Tam unsure if I will enjoy the light bulb. If I do enjoy the functions
I may consider buying the premium service plan separately after using
the device for a while.” (GR 2A)

Some participants expressed a need for more information about
the device and the premium plan offering before committing to the
premium offering.

“T'would like to do more research on the premium plan and whether
or not it would be beneficial to me personally before I decide to try it.”
(GR 1C)

(iii) Negative sentiments toward subscription-based models:
Some participants indicated a strong negative sentiment towards
the subscription-based payment model, which affected their deci-
sion. Specifically, 21/176 (11.93%) (9 in High-risk: camera group and
12 in Low-risk: light bulb group) participants revealed disliking the
hassle of getting locked into subscription plans, as this comment
suggests.

“... T have too many subscriptions and free trials to keep track of as
it is. The extra features I would be getting with the premium version
are not worth the hassle of a subscription in my opinion.” (GR 1A)

(iv) Questioning the efficacy of the data privacy controls:

A few participants (4/176 (2.27%)) (1 in High-risk: camera group
and 3 in Low-risk: light bulb group) seemed to distrust whether
the features would work as they suggested, indicating a notion
of distrust on manufacturers’ commitments for data privacy. This
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outlook aligns with participants’ responses to the Likert statements,
where participants across all groups indicated greater agreement
that the premium offerings are nothing but the company’s business
strategy, especially when their profit model often relies on the
monetization of the device collected data.

“I do not really believe that my data would be more protected if I
subscribed to the premium plan.” (GR 2C)

As pointed out in the following comment, a notion of general
distrust over privacy in the era of the interconnected world is also
observed.

“Privacy is good, but since when have I really had internet privacy
anyways?” (GR 2B)

4.6 Participants’ Attitudes towards the

Subscription-based ‘Pay for Privacy’ Model

(RQ4)
To understand participants’ attitudes towards the ‘pay for privacy’
model, we asked participants across all the groups (N = 265) to
indicate how they feel about the premium data management of-
fering for a fee. Participants’ answers shed light on the model’s
positives and negatives, as described here and summarized in Ta-
ble 3. An interesting observation was that participants’ comments
sometimes overlapped with their reasoning for choosing between
the lottery choices (as discussed in the previous subsections) and
their attitude towards the ‘pay for privacy’ model. For example, par-
ticipants’ negative attitude towards the subscription-based model
was a frequently mentioned reason for not choosing the premium
plan in the lottery.

4.6.1 Positive factors towards accepting the ‘pay for privacy’ model.
Participants’ comments explored several reasons behind accepting
the ‘pay for privacy’ model, as described below.

(i) Offers choice and flexibility:

Overall, 84/265 (31.7%) (48 in High-risk: camera group and 36 in
Low-risk: light bulb group) participants felt that offering additional
privacy options for a fee should give users the flexibility to choose
the best option based on their personal needs and preferences. In
this way, consumers would choose from several options instead of
being forced to pay for the highest tier, especially if a free basic
option is available.

“I like when they are sold separately, so that if you do not want the
premium plan, you do not have to purchase it. It opens up many more
options...” (GR 2A)

Some participants also pointed out that a separate plan should
offer users the choice to cancel the plan if they feel the plan is not
worthwhile for the money.

“T would rather purchase the data plan separately in case I choose
to cancel.” (GR 2C)

(ii) Brings cost-effectiveness to the structure:

Some participants felt that separating the device and the plans could
make it more cost-effective and make the product more affordable.
In total, 24/265 (9.1%) (11 in High-risk: camera group and 13 in
Low-risk: light bulb group) participants reflected on this theme.
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“.. I guess it makes it more accessible to get the device in the
first place. Otherwise, if everything was included but there was no
subscription, the device might be super expensive.” (GR 1 A)

(iii) Additional protection for products with high data sensi-
tivity:

A total of 11/265 (4.15%) (6 in High-risk: camera group and 5 in Low-
risk: light bulb group) participants’ comments indicated that, though
the generic offering of such premium plans may not apply to all
IoT products, the premium privacy offering should offer additional
data privacy options for the IoT devices that collect more sensitive
data, as this comment suggests.

“T guess it would be nice to have the extra features but it might
really depend on the type of device. I do not really see the benefit of a
premium plan for a light bulb, but could perhaps see the benefit for a
smart lock for your home.” (GR 2C)

4.6.2 Negative factors towards rejecting the ‘pay for privacy’ model.
Participants’ comments also went in the other direction in exploring
why the ‘pay for privacy’ model was rejected, as described below.

(i) Data privacy offerings should not be kept behind a pay-
wall:

A total of 57/265 (21.51%) (20 in High-risk: camera group and 37 in
Low-risk: light bulb group) comments reflected that personal data
privacy should be free and included and should never be behind
a paywall, which was the main reason for rejecting the premium
offering for an additional fee.

‘T feel like the features that are included in the premium data plan
should instead be included in the basic plan. Options to stop third
parties from collecting your data and the option to delete data from
the cloud should be basic options. You should not have to pay for such
basic options.” (GR 2C)

While expressing their opinions against the model, some par-
ticipants indicated that under specific regulations, manufacturers
might be forced to offer user data privacy for free, pointing out
the importance of strict privacy regulations to protect user data
privacy.

“T do not normally object to it, but since the premium features
were all privacy options it felt a little scummy to me. I feel like in
other areas, like the EU, the company would be required to offer those
options without additional charge.” (GR 1A)

(ii) Potentially contributes towards ‘subscription-fatigue’:
Towards rejecting the ‘pay for privacy, our participants often indi-
cated being overwhelmed by a substantial ‘subscription-fatigue” A
total of 53/265 (20.0%) (28 in High-risk: camera group and 25 in Low-
risk: light bulb group) comments suggested negative sentiments
toward subscription-based models, indicating a general dislike to-
wards the trend of subscription-based service offerings in recent
years.

“.. There is always a ‘premium’ option for everything these days
and I can not afford them. So I do not think about them” (GR 2B)

Some participants also indicated that offering multiple options
and a tiered subscription model can be confusing and a hassle
for consumers to manage. They would rather have the features
included with the device, even if they add up to the overall price.
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Positive factors toward accepting ‘pay for

Negative factors toward rejecting ‘pay for

Participants’ suggestions towards improv-

privacy’ privacy’ ing ‘pay for privacy’
1. Offers choices and flexibility 1. Data privacy offerings should not be 1. Ensuring simplicity and balance
(31.7%) kept behind a paywall (21.51%) between the offered tiers (7.55%)

2. Brings cost-effectiveness to the
structure (9.1%)

2. Potentially contributes towards
‘subscription-fatigue’ (20.0%)

2. Ensuring that device functionality is not tied
to the purchase of premium plan (6.79%)

3. Additional protection for products
with high data sensitivity (4.15%)

3. Potential for distrust towards
manufacturers’ data practices (18.49%)

3. Offering free trials of the premium plan be-
fore the purchase (5.28%)

4. Seemingly unnecessary for products
with low data sensitivity (10.95%)

Table 3: Frequent themes mentioned by the participants towards both accepting or rejecting the ‘pay for privacy’ model
alongside offered suggestions towards improving the model’s acceptability.

“T think it should just be included for one price. Offer whatever you
want for the product and plan and just make it simple.” (GR 2C)

(iii) Potential for distrust towards manufacturers’ data prac-
tices:

A subset of participants (49/265, 18.49%) (23 in High-risk: camera
group and 26 in Low-risk: light bulb group) felt that requiring users
to pay for privacy features can make consumers concerned by creat-
ing negative feelings and distrust towards the offered manufacturer.

“To me, the premium plan seems to be saying ‘give us more money
or we will share and sell data we have collected on you.” It turns me
off from the product.” (GR 2B)

Some participants felt that a ‘pay for privacy’ model might result
from manufacturers’ unethical practices of extracting money from
consumers by potentially leveraging their privacy concerns, as this
comment suggests.

“It feels more like a scam but definitely an opportunity to make
money. Many people I know are concerned about privacy when it
comes to IoT devices.” (GR 1A)

(iv) Seemingly unnecessary for products with low data sensi-
tivity:
For many participants, especially in the Low-risk: light bulb group,
having a separate premium plan seemed unnecessary. They seemed
to have a hard time justifying why the premium plan and additional
data management features were necessary for a light bulb, which
was also found to be a common reason for choosing the cash option
in the lottery. In total, 29/265 (10.95%) (4 in High-risk: camera group
and 25 in Low-risk: light bulb group) comments reflected on this
theme.

“T cannot see the value in such plans personally, especially for
something as simple as a pack of smart bulbs. I do not know why
anything other than maybe an extended warranty or protection plan

being needed.” (GR 2C)

4.6.3 Users’ expectations and suggestions toward improving ‘pay for
privacy’ model’s acceptability: Participants’ comments sometimes
included suggestions or guidelines regarding what they feel should
be ensured to make the premium privacy offerings worthwhile.
These suggestions often reflected on their expectations from such
a model in order for them to consider accepting it.

(i) Ensuring simplicity and balance between the offered tiers:
Some participants pointed out that the tiered architecture should
be balanced, respect users’ various needs and expectations, and be
simple and easy to use. In addition, the price differences between
the tiers should be reasonably set to make it attractive to users.
Overall, 20/265 (7.55%) (9 in High-risk: camera group and 11 in Low-
risk: light bulb group) participants indicated this theme in their
comments.

“.. It needs a good balance between options and simplicity for users
to work well.” (GR 1A)

“.. I definitely like ‘tiers’ of plans that offer different things for
different price points so I can kind of pick and choose which additional
services are worth it for me.” (GR 1C)

(ii) Ensuring that device functionality is not tied to the pur-
chase of premium plan:

In total, 18/265 (6.79%) (11 in High-risk: camera group and 7 in
Low-risk: light bulb group) participants felt that, despite the offering
of premium options requiring a fee, manufacturers must make sure
that the device remains fully functional even if consumers do not
purchase the premium offering.

“As long as the device functions properly, for its entire product
lifecycle, without the need for a premium subscription, I am fine with
the concept. If I have to pay for a product upfront and then I am forced
to pay a subscription to benefit from the product, I will not use the
product. For instance, I wanted to buy an Oura ring, but with their
new pricing model you have to pay for the product and a subscription
to benefit from it, which is untenable to me.” (GR 2B)

(iii) Offering free trials of the premium plan before the pur-
chase:

Some participants (14/265, 5.28%) (5 in High-risk: camera group
and 9 in Low-risk: light bulb group) suggested that the premium
offering of additional features should include a free trial so that
users can experience them before deciding to ultimately pay for it,
as these comments point out.

“My preference would be for it to be made available with purchase,
without additional cost, for at least a trial period.” (GR 1A)

“.. I would need to see how it fits in my life before considering

paying extra for the plan” (GR 2A)
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5 Discussion and Design Recommendations

5.1 Mismatch between Businesses’ Profit Motive
and User Expectation for Data Privacy

The ubiquity of IoT devices and the potential for privacy breaches
due to excessive data collection have been extensively documented
in previous research [31, 66, 90]. A key takeaway from research
looking at users’ expectations to mitigate these concerns is that
users are generally willing to pay premium prices for data security
and privacy, aligning with the ‘pay for privacy’ model, which can
incentivize IoT manufacturers to ask a premium price for enhanced
security and privacy features [30, 58, 80]. This suggests an apparent
alignment between IoT producers and consumers: manufacturers
can offer premium data protection services, and users will willingly
pay for these options, appreciating the effort toward improved
security and privacy.

However, our incentive-compatible study revealed that 66.4%
of participants chose the cash option in the lottery rather than
opting for additional data privacy controls under the premium plan.
Qualitative findings revealed reasons that may lead consumers to
reject the ‘pay for privacy’ model altogether. Hence, despite the
offering of premium data management controls in a ‘pay for privacy’
model, data collection and usage by service providers are likely to
remain unchanged for many, posing a significant threat to user data
privacy. This discrepancy highlights a mismatch between the data-
centric profit models of service providers and IoT manufacturers
and consumers’ expectations for data privacy protection.

To understand this potential mismatch and its implications for
privacy, we must examine it from the perspectives of both stakehold-
ers. From the service provider’s standpoint, user data is a crucial
asset for business growth, especially in the current era of data-
driven profit models [5, 18]. In such models, the utilization of user
data is essential for revenue and business expansion, requiring
IoT manufacturers to collect data. Previous studies support this
assertion, finding that IoT manufacturers often employ poor data
collection and usage practices [50, 55, 84] and fail to provide clear
information about what data is collected and how it is used [31, 80].
Given that monetization of user data is one of the major revenue
sources in a data-oriented business model, offering effective pri-
vacy controls that genuinely restrict data collection is expected to
include a premium price in a ‘pay for privacy’ model, which aligns
with prior findings showing that users would be willing to pay for
such offerings.

While our participants’ preference for cash over additional con-
trols might seem to align with the concept of the ‘privacy paradox,
a closer examination from the consumer’s perspective reveals a
different explanation. The ‘privacy paradox’ suggests that, despite
expressing concerns about privacy, users often engage in behaviors
that can compromise their privacy [15, 63]. However, in our study,
one of the primary reasons participants rejected the ‘pay for pri-
vacy’ model was their belief that data security and privacy should
be free and inclusive. This internal belief likely led them to view
‘pay for privacy’ as a violation of personal rights, causing them
to reject the model even when the offered privacy controls could
potentially mitigate the pervasive use of device-collected data. The
dichotomy between the controls’ intended purposes and the busi-
ness’s profit motive may have further contributed to this rejection,
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as indicated by participants’ comments. This finding echoed prior
efforts demonstrating that even when privacy controls are offered
at no cost, users may still question their effectiveness if data collec-
tion is a major contributor to a business’s revenue structure [81].
Therefore, regardless of whether a ‘pay for privacy’ model is imple-
mented, users’ rejection of privacy controls is a plausible scenario,
leading to no substantial change in manufacturer data collection
and potentially violating privacy. The observed results suggest that
the current dynamics not only empower service providers to con-
tinue data collection but also place a cognitive burden on consumers
by offering unprecedented choices despite their preferences for data
privacy, as illustrated by this participant’s comment:

“The fact that I can not delete and control data use on the basic
plan is terrifying to me. My privacy concerns make the premium plan
mandatory if I use the camera and that feels bad. I hate like I am being
extorted to use the product the way I think any reasonable consumer
would want it to be able to be used.” (GR 1C)

We argue that the most effective solutions to address this power
imbalance between service providers and consumers require leg-
islative intervention. New and revised regulations should mandate
that service providers and IoT manufacturers offer effective means
for data privacy protection. Moreover, our findings suggest that
policymakers must ensure that fundamental data privacy controls
cannot be manipulated or restricted behind a paywall, safeguard-
ing users’ rights to data privacy. Additionally, regulations should
prevent service providers from manipulating choice architecture
as a trust-building strategy while maintaining data collection, as
previous studies have demonstrated [13, 81].

Furthermore, we believe that the HCI community, particularly
privacy researchers, has a responsibility to assist users in making
informed privacy decisions. Our results indicate that users often
struggle to understand the implications of data privacy controls,
questioning their efficacy and necessity, especially when the con-
trols are offered for seemingly low-risk IoT devices. To mitigate
these challenges, privacy researchers should develop and validate
strategies for effective privacy risk communication and educate
users about the implications of privacy controls. While current
suggestions for offering privacy notices and labels can be helpful
in informing users about device data practices [20, 21, 28, 69], how-
ever, these notices standalone may not be enough for the concerns
users’ have regarding the contradictory nature of the manufactures’
profit model and offering of data security and privacy. Towards this
end, empowering users with tools and education to reduce cogni-
tive overload while making privacy decisions remains an ongoing
challenge that requires careful attention.

5.2 Tradeoff between Data Privacy Controls and
Money

Our incentive-compatible lottery study reveals an interplay of sev-
eral factors influencing users’ choices between receiving additional
data privacy controls and money. We observed that participants’
decision to choose the premium plan over receiving money was
impacted by the underlying risk factors and data sensitivity asso-
ciated with the IoT device. Compared to the Low-risk: light bulb
condition, participants in the High-risk: camera condition exhibited
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a significantly increased likelihood of choosing the premium plan
instead of receiving money.

Interestingly, Ul Haque et al’s work in the hypothetical setup
found that participants’ WTP for the premium data management
plan did not vary significantly between the High-risk: camera vs.
Low-risk: light bulb conditions [80]. In comparison, our incentive-
compatible study revealed that, when participants calculate the
tradeoff between choosing additional data management options or
receiving money by giving up additional data management controls,
the perceived risk of the data collected by the IoT device of interest
plays a crucial role. This aligns with prior efforts indicating that
users perceive risks associated with different IoT devices differ-
ently, impacting their privacy expectations and preferences [29].
Our results further unfold the nuances of users’ decision-making
process, especially when a monetary tradeoff for privacy is present.
We found that participants often viewed IoT manufacturers and
their privacy offerings negatively when considering low-risk de-
vices, such as the smart light bulbs in our study. This challenges
prior findings that users are consistently willing to pay for data
privacy [30, 31], highlighting the importance of context and condi-
tions when evaluating privacy against monetary costs. Our findings,
supported by qualitative evidence, provide clarity on these critical
scenarios.

Furthermore, irrespective of their assigned IoT device, partic-
ipants in the $9.99 conditions were significantly more likely to
choose the premium plan than the $29.99 conditions. Qualitative
data further complemented this finding by revealing that partic-
ipants’ valuation of the premium plan features often influenced
them to choose the premium plan instead of receiving money. These
findings suggest that participants performed monetary valuations
of the yearly subscription fee of the offered premium data manage-
ment plan and decided to choose the premium data management
option at a higher rate when the offered cash option was at a lower
price point, irrespective of the IoT device. Hence, the cash option of
$9.99 is likely lower than their monetary valuation of the premium
plan. In contrast, the cash option of $29.99 is likely higher than
their valuation of the premium plan for a $29.99 IoT device. This is
likely based on their true valuation of the premium plan, as prior
effort suggests [86].

We observed an interaction between participants’ technical liter-
acy and the offered cash option, which likely corresponds to the dif-
ference in WTP between technical and non-technical participants.
Towards that, Ul Haque et al.’s effort revealed participants’ technical
literacy to be a significant predictor of their self-reported WTP for
the yearly subscription fee of the premium data management plan,
mediated by the understandability of the data management plan
features [80]. Higher technical literacy was found to be impacting
participants’ understandability of the premium plan features, which
might led to a higher WTP for the premium plan, especially for the
higher price points of the WTP (i.e., “expensive” and “too expensive”
price points [80]). Hence, technical participants are likely to have
a higher understanding of the premium plan features, leading to
an overall higher monetary valuation than non-technical partici-
pants. This likely caused technical participants to choose Option A:
premium plan at a significantly higher rate in the $29.99 condition.
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5.3 Challenges in Eliciting Users’ True
Preferences for Privacy

Exploring the monetary valuation of privacy at the time of purchase
is a significant focus in HCI research. However, replicating users’
true behavior at the point of purchase is challenging. To address
the difficulty in measuring users’ preferences, studies often use
hypothetical approaches, such as contingent valuation [12, 83],
where participants report their hypothetical WTP for a product.
As discussed in Section 2.2, hypothetical measures can deviate
significantly from actual WTP due to hypothetical bias and lack of
incentives [39, 59].

To investigate genuine user preferences, researchers should im-
plement incentive-compatible approaches. The selection of such
an approach should be tailored to the study’s goals. For instance,
Emami-Naeini et al. [30] used a Multiple Price List (MPL) method,
enabling the quantification of WTP for privacy constructs. MPL is
straightforward and easy to implement but has limitations: it relies
on discrete choices, which, if too broad, can be cognitively taxing,
and if too narrow, may miss true WTP ranges [6]. Additionally,
as an indirect method, MPL might differ from the real purchase
process.

In contrast, our direct lottery-based incentive-compatible ap-
proach offered the choice between privacy and money, closely
replicating the considerations users face when purchasing an IoT
product with a trade-off between privacy and money. As users are
familiar with lottery setups, the setup required minimal familiariza-
tion. Another advantage of the setup was its potential for explaining
participants’ thought processes, potentially revealing behavioral
insights and the reasoning behind their choices, as illustrated in
post-lottery choice responses. This is particularly difficult in a setup
like MPL due to the presence of multiple price point considerations,
which can obscure the reasons for accepting or rejecting certain
points.

Nonetheless, ensuring the effectiveness of our approach required
careful considerations. Although the overall lottery setup is intu-
itive, we needed to verify that the premium plan option and its
feature offerings were clearly explained and understood. To do that,
we included a manipulation check question after the lottery choice
to confirm participants’ comprehension of the basic and premium
plans. Participants who failed the check were removed. Also, we
wanted to ensure that our participants were interested in the offered
rewards, which we addressed by pre-screening participants and
only included those who were not current users and were interested
in receiving the offered IoT devices.

Despite the advantages of our setup and its effectiveness for
our specific research target, there are some drawbacks to consider
when determining its suitability for a given research need. For
instance, this method can be resource-intensive, necessitating care-
ful planning and significant budgets (e.g., payments for the lot-
tery). Further, precise WTP quantification remains difficult and
may require narrower price intervals, similar to MPL. If quanti-
fying users’ WTP for a specific product is the primary research
goal, other direct incentive-compatible WTP elicitation methods,
such as the Becker-DeGroot-Marschak (BDM) method [10], may be
more suitable. Nonetheless, researchers should be cautious about
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the potential limitations of these approaches. For instance, the auc-
tion component of BDM may necessitate strategic maneuvers that
participants may find difficult to grasp [14].

5.4 Disconnection between Perceived and
Actual Risks associated with IoT

Our findings demonstrate that users’ perceived risks associated
with the IoT devices under consideration significantly influence
both their perception of the additional controls in the premium
plan and their choice in the lottery. Specifically, we observed that
participants in the Low-risk: light bulb condition were significantly
more likely to choose the cash option and indicated in their post-
lottery Likert responses that the device (i.e., light bulbs) does not
collect sensitive data that would necessitate the premium plan
controls.

This perception of smart light bulbs as seemingly benign and low-
risk suggests a disconnect between users’ perceived risks associated
with these IoT devices and the actual risks they may pose, which
likely has implications for data privacy as well. As the contextual
integrity framework suggests, these seemingly benign smart devices
deployed in users’ private settings can potentially violate both the
Appropriateness and Distribution norms, implying a breach of data
privacy [62]. For example, sensor data collected by smart light bulbs
can be used to infer sensitive behavioral patterns related to users’
behavior and personal spaces (e.g., their home), such as when they
leave the house and return, when they go to bed and wake up,
among other things. Access to these patterns by malicious actors
can lead to data privacy breaches and physical security threats.

Therefore, it is crucial to educate consumers about how seem-
ingly low-risk devices can pose potential privacy risks. Risk com-
munication approaches focusing on bridging the gap between per-
ceived and actual privacy risks can be effective in achieving this
goal.

5.5 Difficulty in Defining ‘Premium’ Features

Our results suggest that reaching an agreement between consumers
and service providers regarding what should be considered pre-
mium features and included in a ‘pay for privacy’ model may be
challenging. While offering additional controls over third-party
data sharing and usage can directly impact service providers’ data-
oriented businesses and thus be considered premium features for
which they may charge a fee, participants’ responses indicated that
they view these data privacy controls as fundamental and should
be free.

Our findings indicate that achieving such consensus may not
be straightforward. For example, our participants often found data
deletion behind a paywall to be the most intrusive option and voiced
their opposition, likely stemming from their perception of their
right to personal data. On the other hand, participants frequently
questioned the need for additional controls for light bulbs, which
collect data that is perceived to be of low risk and sensitivity, and,
therefore, not worthy of a premium offering.

Hence, to reach a consensus on the definition of premium fea-
tures, both legislative guidance defining users’ rights for data pri-
vacy and the underlying context in which the premium plan is
deployed should be considered.
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5.6 Design Recommendations for ‘Pay for
Privacy’

To establish a balance between users’ privacy preferences and busi-
nesses’ needs to incorporate the model into their revenue struc-
tures, we curated a list of recommendations for the existing ‘pay
for privacy’ model based on our findings. These recommendations
also emphasize the importance of respecting user data privacy and
maintaining a healthy provider-consumer relationship.

First, businesses should make fundamental privacy options, such
as options to delete cloud stored data, free and inclusive with the
product offering, while more advanced features can be included as
premium tiers. This aligns with our participants’ strong negative
reactions to encountering basic privacy options locked behind a
paywall. While this strategy may not directly contribute to profit,
it can potentially lead to perceived goodwill among users. Our par-
ticipants pointed out that monetizing basic privacy rights can lead
to doubts and distrust about the company’s intentions, potentially
causing participants to decline services and choose alternatives [51].
Therefore, including certain built-in privacy options in the product
offering should help build trust with the user base, which has been
shown to be crucial for business sustainability and growth [8, 19].

Second, While participants expect fundamental options like the
right to delete cloud-stored data inclusive, features that enhance
utility without compromising the right to privacy should be consid-
ered premium. For instance, personalized services that leverage user
data beyond basic device functionality to offer convenience and
value could be premium offerings. For smart security cameras, pre-
mium features might include offering dynamic and person-specific
privacy zones - where users can create personalized zones that
adapt to specific events, or where a camera can detect individual
family members and automatically blur their faces in recordings.
Offering personalized privacy shields where sensitive activities can
be automatically detected, and recording can be paused might also
be a premium option for indoor security cameras. These personal-
ized features align with the user’s suggestion that premium options
should not restrict core device functionality.

Third, businesses should carefully consider the risks and benefits
of employing a subscription-based ‘pay for privacy’ model. Despite
the popularity and excessive inclusion of subscription-based pre-
mium tiers in company business models, our results suggest that
participants dislike being locked into subscriptions and feel bur-
dened by the notion of everything becoming a subscription service,
contributing to the phenomenon known as ‘subscription fatigue’
Hence, depending on the characteristics of the features, offering
certain premium features as a one-time price increase for the de-
vice could be more appealing to users, as indicated by participant
feedback.

Finally, a “one-size-fits-all” approach to the ‘pay for privacy’
model should be avoided. Our study finding suggests that user sen-
timent towards the premium offering significantly differed based on
the associated IoT device. Hence, the device context and perceived
risks should factor into the curation of features in a premium offer-
ing. For instance, deidentified cloud storage could be a premium
plan feature only if deidentification of device-collected data is guar-
anteed. In the case of smart security cameras that capture users’
videos and facial information, deidentification might not be feasible.
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Instead, providing local file storage options could be a more suitable
option.

To address this, when developing a tiered ‘pay for privacy’ model,
it is crucial to consider several important aspects carefully. For
instance, the tiered offering should cater to different user needs
through distinct levels, including offering a free or minimally priced
basic option and allowing users to opt out of higher tiers. Addi-
tionally, these tiers should offer users the choice and flexibility to
select a plan based on their specific needs. Further, even with a
tiered premium model, manufacturers should ensure the device re-
mains fully functional for users who do not purchase the premium
offering. Finally, offering users a free trial of the premium plan
can be effective, allowing them to experience the product before
committing based on their individual needs and preferences.

6 Limitations of the Study

We took several measures, such as screening and employing at-
tention and manipulation checks, to ensure the study’s internal
validity and data quality. However, the reported findings should be
interpreted while considering the following limitations.

First, our study recruited participants through the Prolific plat-
form who are adults residing in the United States. These participants
possess the technical ability to use Prolific and participate in online
surveys, which may not be representative of the general population
of the United States.

Second, we conducted an incentive-compatible lottery study to
prevent participants from self-reporting their preferences between
privacy and money. However, despite having incentive compatibil-
ity in place, participants’ responses to the lottery may not directly
correlate with participants’ privacy vs. money tradeoff calculations
at the point of the purchase in real life, which needs to be investi-
gated.

Third, the features included in our study’s premium data man-
agement plan were drawn from prior research investigating user
expectations regarding IoT device data management in the United
States [29, 31, 80]. Consequently, consumers from different regions
(e.g., Europe, Asia) with varying privacy norms and regulations
(e.g., General Data Protection Regulation (GDPR) applicable for EU
countries [23]) may hold different privacy expectations and exhibit
different attitudes toward the premium plan.

Fourth, our work incorporated multiple demographic factors
(e.g., age, gender, income level) in the statistical model but observed
no significant effect. However, to limit the scope of the study, we
could not consider all possible factors in our study (e.g., Big-five
personality factors, risk-taking tendency) that might be relevant to
privacy decision-making, but were not explored to keep the study
tractable. However, as participants were assigned to different groups
randomly, these factors are likely to be evenly distributed across the
groups, hence, not impacting the group differences observed in the
study. Future efforts can expand on our findings to explore whether
and how users’ personality traits and attributes affect participants’
privacy decision-making.

Finally, to avoid overwhelming participants, we incorporated
only four data privacy controls in our data management plans,
curated based on prior research on users’ privacy exceptions from
IoT devices [29, 31]. As such, user perceptions may vary depending
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on a different set of data management controls, and further research
is warranted to investigate the influence of such variations.

7 Conclusion

This study investigated users’ choices between premium data man-
agement offerings and monetary options in an incentive-compatible
lottery study. Our findings revealed that factors such as the risks as-
sociated with an IoT device and the cash conditions play significant
roles in users’ calculations when weighing the tradeoff between
additional privacy options and money. Additionally, participants’
technical literacy significantly interacted with their choices. By
qualitatively analyzing participant responses, we identified users’
reasons behind their lottery choices, as well as their reasoning
behind accepting and rejecting the ‘pay for privacy’ model, and
discussed the implications of our findings for user data privacy.
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A Appendix

A.1 Survey Instruments

Survey questionnaire for the study can be accessed from the
following URL: https://raw.github.com/ehsan-ashik/wtp-lottery-
study/main/survey_instrument.pdf.


https://techxplore.com/news/2023-12-web-pay-privacy.html
https://techxplore.com/news/2023-12-web-pay-privacy.html
https://www.consumerreports.org/privacy/connected-devices-share-more-data-than-needed-study-says-a7015033345/
https://www.consumerreports.org/privacy/connected-devices-share-more-data-than-needed-study-says-a7015033345/
https://www.washingtonpost.com/technology/2021/09/26/ask-company-delete-personal-data/
https://www.washingtonpost.com/technology/2021/09/26/ask-company-delete-personal-data/
https://en.wikipedia.org/w/index.php?title=Subscription_business_model&oldid=1241951474
https://en.wikipedia.org/w/index.php?title=Subscription_business_model&oldid=1241951474
https://www.wired.com/story/meta-facebook-pay-for-privacy-europe/
https://www.wired.com/story/meta-facebook-pay-for-privacy-europe/
https://raw.github.com/ehsan-ashik/wtp-lottery-study/main/survey_instrument.pdf
https://raw.github.com/ehsan-ashik/wtp-lottery-study/main/survey_instrument.pdf
https://techxplore.com

CHI ’25, April 26-May 01, 2025, Yokohama, Japan Ul Haque et al.
Metric Levels Gr 1A Gr 1B Gr 1C Gr 2A Gr 2B Gr 2C
Age ) M = 4058 = 3793 M = 4561 M = 400 M = 3565 M = 4187

SD =10.57 SD =12.36 SD =15.63 SD =12.22 SD =10.15 SD =145
Man 16 17 20 25 13
Gender Woman 27 23 25 17 33
Non-binary 2 1 0 1 1
Prefer not to Answer 0 0 1 0 0
Less than high school 0 0 0 2
High School graduate or GED 7 5 6 5 4
Some College 16 12 9 14 12
. 2-year degree 3 6 4 2 8
Education 4-year degree 15 11 17 16 16
Master’s degree 3 5 9 4 4
Doctoral degree 0 0 1 1 0
Professional degree 1 2 0 0 1
Employed full time 28 19 24 21 19
Employed part time 4 8 4 5 4 4
Self-employed 3 5 6 4 8 3
Care-provider 0 0 1 1 0 0
Employment Homemaker 2 1 3 4 1 8
Retired 2 2 4 2 0 5
Student 2 4 1 1 0 2
Disabled 2 1 0 1 2 4
Unemployed, not looking for work 0 0 0 0 1 0
Unemployed, looking for work 2 3 3 4 6 2
$0 0 0 0 3 2 1
$1 to $9,999 9 6 6 4 7 11
$10,000 to $24,999 9 7 8 5 5 12
$25,000 to $49,999 12 7 9 14 11 10
Income $50,000 to $74,999 4 8 11 6 6 7
$75,000 to $99,999 3 5 3 7 3 3
$100,000 to $149,999 5 8 3 4 4 1
$150,000 and greater 3 1 1 2 4 2
Prefer not to answer 0 1 0 1 1 0
N=45 N=43 N=41 N =46 N=43 N=47

Table 4: Participant demographics by groups.

A.2 Demographics Summary

Table 4 shows a group-wise summary of participants’ demograph-
ics.

A.3 IoT Usage Statistics

Figure 3 reports participants’ household IoT device usages in the
Prolific platform.

A.4 Images of the IoT Devices Used in the Study

Figure 4 presents the edited-out versions of the images of the IoT
devices we used in the study. In the High-risk: camera group, the
reference IoT device was an indoor smart home security camera, and
in the Low-risk: light bulb group, the reference device was a smart
light bulb with motion sensor. We edited out all the brand-related
information from the images to avoid biasing the participants.
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Figure 3: IoT device usages reported by our participants in phase one study.
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Figure 4: IoT device images used in the study. Indoor smart-home security camera in the HR group (top) and Smart light bulb
with motion sensor in the LR group (bottom). The brand related information is edited out.
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Figure 5: Interaction plot of technical literacy and cash options from the model.

A.5 Visualization of Observed Interaction

Figure 5 shows the plot indicating the interaction of technical lit-
eracy and cash option, predicted by the model and described in
Section 4.3.
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