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Abstract
Internet-of-Things (IoT) devices are increasingly common in both
consumer and industrial settings, often performing safety-critical
functions. Although securing these devices is vital, manufacturers
typically neglect security issues or address them as an afterthought.
This is of particular importance in IoT networks, e.g., in the industrial
automation settings.

To this end, network attestation – verifying the software state of
all devices in a network – is a promising mitigation approach. How-
ever, current network attestation schemes have certain shortcomings:
(1) lengthy TOCTOU (Time-Of-Check-Time-Of-Use) vulnerability
windows, (2) high latency and resource overhead, and (3) suscepti-
bility to interference from compromised devices. To address these
limitations, we construct TRAIN (TOCTOU-Resilient Attestation
for IoT Networks), an efficient technique that minimizes TOCTOU
windows, ensures constant-time per-device attestation, and maintains
resilience even with multiple compromised devices. We demonstrate
TRAIN’s viability and evaluate its performance via a fully functional
and publicly available prototype.
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1 Introduction
Rapid expansion and popularity of the Internet of Things (IoT)
devices and Cyber-Physical Systems (CPS) have resulted in the de-
ployment of vast numbers of Internet-connected and inter-connected
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devices. Such networks, composed of numerous devices, collabo-
ratively execute sensing and/or actuation tasks in diverse settings,
such as smart factories, warehouses, agriculture, and environmental
monitoring. However, the resource-constrained nature of IoT devices
makes them vulnerable to remote attacks. This poses significant risks:
malicious actors can compromise data integrity or even jeopardize
safety within critical control loops. Given the safety-critical func-
tions they perform and the sensitive data they collect, protecting IoT
devices against such attacks is essential. Remote attestation (RA), a
well-established security service, detects malware on remote devices
by verifying the integrity of their software state [15, 32, 39]. How-
ever, applying single-device RA techniques to large IoT networks
incurs high overhead. Many techniques, including [4, 7, 10, 28, 47],
made progress towards efficient network (aka swarm) attestation
(NA). Nonetheless, they have substantial limitations, which form
the motivation for this work.
Time-of-Check to Time-of-Use (TOCTOU): Prior techniques do
not guarantee simultaneous (synchronized) attestation across all net-
worked devices. Network structure, potential mobility, intermittent
connectivity, and congestion can lead to staggered reception of RA
requests, thus widening the time window for discrepancies in RA
timing. Also, even if networked devices are all of the same type,
varying memory sizes and application task scheduling can result
in different execution times of RA. These factors lead to a poten-
tially long TOCTOU window, where the state of network devices is
captured over an interval of time rather than at the same time. This
increases the risk of undetected transient malware presence. The
TOCTOU problem arises in two cases:
TOCTOURA – the window of vulnerability between two successive
RA instances performed by a device, during which the state of the
software is unknown and potentially compromised without detection;
colored orange in Figure 1(a). TOCTOURA can be exploited by
transient malware that: (1) infects a device, (2) remains active for
a while, and (3) erases itself and restores the device software to its
“good” state, as long as (1)-(3) occur between two successive RA
instances.
TOCTOUNA – the inter-device TOCTOU window, i.e., the time
variance between the earliest and the latest RA performed across
networked devices. colored red in Figure 1(a).

Consider a situation where, the verifier performs network attesta-
tion. Device-A receives an attestation request, performs its attestation
at time 𝑡0 and replies to the verifier. At time 𝑡1 > 𝑡0, the verifier
receives device-A’s attestation report, checks it, and decides that
device-A is benign. However, device-A is compromised at time
𝑡2 > 𝑡1. Meanwhile, due to network delay, device-B performs its
attestation at 𝑡3 > 𝑡2 and replies. The verifier receives device-B’s
attestation report at 𝑡4 > 𝑡3 and (erroneously) concludes that both
devices are now benign.
Synchronized Attestation – An important requirement for NA is
that all attestation reports should accurately reflect current system
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Figure 1: TOCTOU Window Minimized by TRAIN

state. If devices are attested at different times, the verifier cannot
determine if the network as a whole is (or was) in a secure state, even
if all individual RA reports reflect the benign state. This undermines
trust in current attestation methods, motivating the need for more
synchronized network-wide attestation.
Performance Overhead: Attesting the entire software state of a
device is computationally expensive. For safety-critical IoT devices,
minimizing time spent on non-safety-critical tasks (e.g., RA) is cru-
cial to maintain responsiveness and real-time performance. Even a
lightweight RA, which is typically based on a device computing a
relatively fast Message Authentication Code (MAC) (usually imple-
mented as a keyed hash) requires doing so over the entire application
program memory. This introduces a non-negligible delay which is
a function of memory size. For example, a TI MSP430 microcon-
troller unit (MCU) running at 8MHz takes ≈ 450ms to compute an
SHA2-256 HMAC over 4KB of program memory [40]. This delay is
significant for real-time or safety-critical systems with tight timing
constraints.
Energy Overhead: Execution of RA consumes energy on battery-
powered or energy-harvesting IoT devices. This is particularly prob-
lematic for devices deployed in remote or inaccessible locations
where battery replacement is difficult or infeasible. Reducing power
consumption is therefore both beneficial and important.
Unreliable Communication: Malware-infected devices can subvert
the attestation process by dropping or modifying attestation requests
and replies. Prior techniques do not adequately address this problem.
To this end, we construct TRAIN: TOCTOU Resilient Attestation for
IoT Networks. It offers two protocol variants: TRAINA – for devices
equipped with real-time clocks (RTCs), and TRAINB – for devices
without such clocks. TRAIN is designed to work with low-end IoT

devices that have a small set of security features, based on RATA
[15] or CASU [14] RA techniques which were originally developed
for a single-device RA setting. TRAIN pairs these RA techniques
with GAROTA [3] – another recent technique that constructs a mini-
mal active Root-of-Trust (RoT) for low-end devices and guarantees
operation even if a device is fully malware-compromised. Specif-
ically, TRAIN uses NetTCB and TimerTCB of GAROTA which
ensure, respectively: (1) timely sending and receiving messages, and
(2) starting attestation on time, with no interference from any other
software.
Contributions of this work are:
(1) Reduced TOCTOU Window: TRAIN employs time synchro-

nization (using RTCs or a depth-based mechanism) to ensure
nearly simultaneous attestation across all devices in the net-
work, substantially reducing the TOCTOUNA window. The
TOCTOURA window is mitigated by the use of CASU or RATA
security features. Figure 1(b) shows decreased TOCTOU win-
dows by TRAIN.

(2) Efficient and resilient RA: TRAIN combines a few RoT con-
structions to minimize RA-induced performance overhead and
power consumption for individual devices, while guaranteeing
timely RA execution by isolating it from any potential malware
interference.

(3) Open-Source Implementation: TRAIN’s practicality and cost-
effectiveness is confirmed via a fully functional prototype on
a popular low-end IoT device platform – TI MSP430 micro-
controller, using FPGA [45].

2 Background
2.1 Targeted Devices
We focus on resource-constrained devices using low-end MCUs,
such as Atmel AVR ATmega and TI MSP430, which are low-power
single-core platforms with limited memory. These devices have 8-bit
or 16-bit CPUs, 1-16MHz clock frequencies, and typically ≤ 64KB
of addressable memory. Data memory (DMEM) ranges from 4 to
16KB, while the rest is program memory (PMEM). Software exe-
cutes in-place from PMEM. It runs on “bare metal”, with no memory
management for virtual memory or isolation.

A representative architecture for targeted devices includes a CPU
core, DMA controller, and interrupt controller connected via a bus
to memory regions: ROM, PMEM, DMEM, and peripheral memory.
ROM holds the bootloader and immutable software. Device soft-
ware resides in PMEM, and DMEM is used for the stack and heap.
The device may incorporate both internal peripherals (timers) and
external peripherals (sensors, actuators).
2.2 Remote Attestation (RA)
As mentioned earlier, RA is used for malware detection on a remote
device. It is typically achieved via a challenge-response protocol
that enables a trusted entity called a verifier (Vrf) to remotely verify
the software state of an untrusted remote device (Prv):

(1) Vrf sends an RA request with a challenge (Chal) to Prv.
(2) Prv generates an unforgeable attestation report, i.e., an au-

thenticated integrity check over PMEM, including the soft-
ware, and Chal, and sends it toVrf.

(3) Vrf verifies the report to determine whether Prv is in a valid
state.
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The report includes either a Message Authentication Code (MAC)
or a signature, depending on the type of cryptography used. In the
former case, Prv andVrf must share a unique secret key – K𝐷𝑒𝑣 ,
while in the latter, K𝐷𝑒𝑣 is a unique private key of Prv. In either
case, K𝐷𝑒𝑣 must be stored securely and be accessible only to the
trusted attestation code on Prv.

A large body of research [2, 14, 15, 17–20, 26, 38, 40, 41, 49,
56] explored RA for low-end devices. Prior work can be split into
passive and active techniques. The former only detects compromise
and offers no guarantee of the device responding to an RA request.
Whereas, the latter either prevents compromise and/or guarantees
small security-critical tasks (e.g., an RA response).

2.3 Network Attestation (NA)
Unlike single-device RA, which involves oneVrf and one Prv,NA
deals with a potentially large number (network, group, or swarm) of
Prv-s. This opens new challenges. First, naïve adoption of single-
Prv RA techniques is inefficient and even impractical. Also, NA
needs to take into account topology discovery, key management, and
routing. This can be further complicated by mobility (i.e., dynamic
topology) and device heterogeneity. Moreover, TOCTOUNA (inter-
device TOCTOU) emerges as a new problem.

2.4 Building Blocks
RATA [15] is a passive Root-of-Trust (RoT) architecture that mit-
igates TOCTOURA with minimal additional hardware. RATA se-
curely logs the last PMEM modification time to a protected memory
region called Latest Modification Time (LMT), which can not be
modified by any software. Prv’s attestation report securely reflects
the integrity of its software state indirectly through the LMT. This ap-
proach is based on the principle that any modification to the software
in PMEM would necessitate an update to the LMT. Thus, by attest-
ing the LMT, RATA effectively attests the software state without
needing to read the entire PMEM contents. This minimizes RA com-
putational overheads of Prv by attesting only a fixed-size (32-byte)
LMT (plus theVrf’s challenge of roughly the same size), instead of
attesting its entire software in PMEM.
CASU [14] is an active RoT architecture that provides run-time
software immutability and authenticated software updates. It defends
against code injection (into PMEM) and data execution attacks by
preventing (1) unauthorized modification of PMEM and (2) code
execution from DMEM. CASU monitors several CPU hardware
signals (e.g., program counter, write-enable bit, and destination
memory address) and triggers a reset if any violation is detected.
The only means to modify PMEM is via secure update. CASU
inherently prevents TOCTOURA since PMEM cannot be overwritten
by malware.
GAROTA [3] is another active architecture which guarantees exe-
cution of trusted and safety-critical tasks. These tasks are triggered
based on arbitrary events captured by hardware peripherals (e.g.,
timers, GPIO ports, and network interfaces), even if malware is
present on the device. GAROTA provides two hardware properties:
“guaranteed triggering” and “re-triggering on failure”. The former
ensures that a particular event of interest always triggers execution
of GAROTA TCB tasks, while the latter ensures that if TCB execu-
tion is interrupted for any reason (e.g., attempts to violate execution
integrity), the device resets, and the TCB task is guaranteed to be

executed first after the boot. GAROTA has 3 flavors: TimerTCB,
NetTCB, and GPIO-TCB,. In this paper, we are interested in the
first two: (1) TimerTCB – A real-time system where a predefined
safety-critical task is guaranteed to execute periodically, and (2)
NetTCB – A trusted component that guarantees to process com-
mands received over the network, thus preventing malware on the
MCU from intercepting and/or discarding commands destined for
the RoT.

2.5 Hash Chains for Authentication
Hash chains provide a secure, scalable, and efficient means of au-
thentication, originally proposed by Lamport [31]. Over the last
40+ years, they have been used in numerous settings where one
party (signer/sender) needs inexpensive (though limited or metered)
authentication to a multitude of receivers.

An 𝑚-link hash chain is constructed by repeatedly applying a
cryptographic hash function 𝐻 , starting with the initial secret value
𝑥0, such that:

𝐻 (𝑥0) = 𝑥1, 𝐻 (𝑥1) = 𝑥2, ..., 𝐻 (𝑥𝑚−1) = 𝑥𝑚, i.e., 𝑥𝑚 = 𝐻𝑚 (𝑥0)

To set up the operation of an𝑚-link hash chain, signer (sender) re-
tains 𝑥0 (root) and shares final 𝑥𝑚 (anchor) with all receivers. Given
a value 𝑥𝑖 where (0 ≤ 𝑖 ≤ 𝑚), it is computationally infeasible to
compute 𝑥𝑖−1 or any previous value 𝑥𝑘 for 𝑘 < 𝑖. Conversely, calcu-
lating 𝑥𝑖+1 or any subsequent value 𝑥 𝑗 where 𝑗 > 𝑖 is straightforward;
𝑥 𝑗 can be computed by repeatedly applying the hash function 𝐻 ()
to 𝑥𝑖 (j-i times).

For the first authentication round, signer reveals 𝑥𝑚−1 and all

receivers can easily authenticate it by comparing 𝐻 (𝑥𝑚−1)
?
= 𝑥𝑚 . In

the second round, the signer reveals 𝑥𝑚−2, and so on. This continues
until the hash chain is exhausted, at which point a new hash chain is
generated and shared. See Section 4.3 for the use of hash chains in
TRAIN.

Suppose that a receiver is de-synchronized: it currently has 𝑥𝑖 and,
instead of the expected 𝑥𝑖−1, it next receives authenticator 𝑥 𝑗 where
𝑗 < (𝑖 − 1). This means that this receiver missed 𝑖 − 𝑗 − 1 successive
authenticators: 𝑥𝑖−1, ..., 𝑥 𝑗+1. Nonetheless, a receiver can quickly
re-synchronize by authenticating 𝑥 𝑗 via computing 𝐻 (𝑖−𝑗) (𝑥 𝑗 ) and
checking if it matches 𝑥𝑖 .

3 Design Overview
3.1 System Model
Network: We assume a single verifier (Vrf) and a network of mul-
tiple low-end embedded devices as Prv-s. Vrf is assumed to be
trusted and sufficiently powerful. The network is assumed to be: (1)
connected, i.e., there is always a path betweenVrf and any of Prv-s,
and (2) quasi-static during attestation, i.e., its topology can change
as long as the changes do not influence the path of message prop-
agation. TRAIN is network-agnostic and can be realized over any
popular medium (e.g., WiFi, Bluetooth, Cellular, Zigbee, Matter).
RA Architecture in Prv: All Prv-s must support RATA or CASU
architecture: in a given deployment, either all support the former or
all support the latter, i.e., no mixing.1 As mentioned in Section 2, an

1This is not a hard requirement, meaning that a mix of RATA and CASU devices would
work as well; however, it makes the presentation simpler.

90



SenSys ’25, May 6–9, 2025, Irvine, CA, USA P. Frolikov et al.

attestation token in RATA is computed as a keyed hash over a small
fixed-size input.

In contrast, CASU prevents any PMEM modification (except via
secure update), thus obviating the entire need for RA. However,
CASU does not offer Prv liveness. Note that, in any secure RA tech-
nique, an attestation token returned by Prv provides both attestation
and Prv liveness. The latter is important for detecting whether Prv
is operational, i.e., not powered off, destroyed/damaged, or phys-
ically removed. To this end, CASU supports a “secure heartbeat”
feature, whereby Vrf periodically issues a random challenge and
Prv simply computes (and returns) a keyed hash over that challenge.
This costs about the same as attestation token computation in RATA.
We discuss various use-cases of RATA and CASU in Section 7.2.
Network Interface in Prv: The primary network interface of each
Prv is placed within TRAIN’s Trusted Computing Base (TCB). This
ensures that TRAIN protocol messages are handled with the high-
est priority, even in the presence of malware or run-time attacks.
TRAIN uses two special attestation-specific packet types: request
and report. Normal software outside TCB is prevented from sending
or receiving these packet types; this is achieved by inspecting each
incoming/outgoing packet header in order to prevent tampering with,
and forgery of, TRAIN messages. Furthermore, TRAIN packets are
always handled with higher priority than other tasks. This approach
is based on NetTCB of GAROTA [3]. Besides, we adopt TimerTCB
from GAROTA to guarantee (nearly) synchronized attestation start
times.

With these security features, RATA-enabled Prv-s are safeguarded
against full compromise and malware-based disruption of the attes-
tation process. The benefit is more subtle in the case of CASU:
although CASU guarantees no malware, software running on CASU-
enabled Prv-s can still be susceptible to control-flow attacks, which
would prevent, or delay, receiving of Vrf attestation requests and
generation of secure heartbeats. The above features ensure that this
does not occur.
Prv TCB: TRAIN TCB includes both hardware and software com-
ponents, i.e., akin to RATA and CASU, TRAIN is a hybrid architec-
ture. In addition to the trusted software of either RATA or CASU,
TRAIN software includes TimerTCB, NetTCB, and NA logic de-
scribed in Section 4. The primary network interface (NetTCB) is
shared between the TRAIN software and other non-TCB software.
Incoming messages cause an interrupt via NetTCB. TRAIN software
prioritizes TRAIN protocol messages. It forwards other incoming
messages to the intended application (outside TCB) and outgoing
messages to the destination. TCB hardware components are:

• NetTCB – Network interface for TRAIN messages
• TimerTCB – Timer used for simultaneous attestation
• DMEM segment reserved for running TRAIN software
• Part of ROM reserved for TRAIN software, key shared with
Vrf, and hash chain data

3.2 Adversary Model
In line with other network attestation (NA) techniques, TRAIN con-
siders software-only remote network attacks. We assume an adver-
sary (Adv) that can inject malware and exercise full control over a
compromised Prv, except for its TCB.Adv can manipulate any non-
TCB peripherals and external components, such as Direct Memory

Access (DMA), sensors, actuators, and other (non-primary) network
interfaces. Also, Adv has comprehensive knowledge of software
(i.e., non-TRAIN software) running on Prv, including its memory
vulnerabilities. Thus, it can launch run-time (e.g., control-flow) at-
tacks.

We also consider a network-based Adv represented by a ma-
licious (non-TRAIN) entity in the Prv network. Consequently, all
packets exchanged betweenVrf and Prv-s can be manipulated by
Adv: based on the Dolev-Yao model [16], Adv can eavesdrop on,
drop, delay, replay, modify, or generate any number of messages.
DoS Attacks: TRAIN prevents DoS attacks that attempt to “brick”
Prv-s via malware, or control-flow attacks. However, DoS attacks
that jam the network or attempt to inundate specific Prv’s network
interfaces are out of scope. For countermeasures, we refer to well-
known techniques, such as [34, 37, 57].
Physical Attacks: TRAIN does not offer protection against physical
attacks, both invasive (e.g., via hardware faults and reprogramming
through debuggers) and non-invasive (e.g., extracting secrets via
side-channels). Such attacks can be mitigated, at considerable cost,
via well-known tamper-resistance methods [42, 48].

3.3 Protocol Elements
As mentioned in Section 1, we construct two TRAIN variants, based
on the availability of a real-time clock (RTC) on Prv-s:
(1) TRAINA: Each Prv has an RTC. In an attestation request,Vrf

includes the exact time when all Prv-s should perform attesta-
tion.

(2) TRAINB: Prv-s do not have RTC-s. In an attestation request,
Vrf provides the height of the spanning tree, composed of all
Prv-s. Each Prv estimates the time to perform attestation using
spanning tree height and its own secure timer.

TRAINA is designed for an ideal best-case scenario where each Prv
is assumed to have a synchronized RTC. TOCTOUNA window is
completely removed in TRAINA. On the other hand, TRAINB is
intended for a more realistic scenario where each Prv has a timer.
Although TRAINB can not offer precisely synchronized attestations
on Prv-s, it still significantly reduces TOCTOUNA. Section 6.1
provides further details.
TOCTOUNA resilience Due to the availability of RTC in TRAINA
and the spanning tree’s height in TRAINB, all Prv-s perform at-
testation almost simultaneously. Figure 1(b) shows the eliminated
TOCTOU window in TRAINA.
Attestation Regions: Unlike prior NA schemes which perform at-
testation over the entire PMEM, TRAIN is built on top of either
RATA or CASU, which enables Prv to compute a MAC over a short
fixed size including: (1) LMT𝐷𝑒𝑣 andVrf’s challenge, in RATA, or
(2) merely Vrf’s challenge, in CASU. Section 4 provides details
about other parameters included in the MAC computation.
Authentication of Attestation Requests: Most prior work in net-
work (or swarm) attestation does not take into account authentication
of attestation requests. While this may or may not be an issue in
a single Prv RA setting2, it certainly becomes a concern in NA.
If requests are not authenticated, Adv can readily mount a DoS
attack whereby Adv floods all Prv-s with bogus requests, each of

2Vrf authentication in a single Prv setting is thoroughly discussed in [9].
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which causes all Prv-s to perform attestation and generate numerous
useless replies.

This issue is deceptively simple. The naïve approach to address
the problem is forVrf (which already shares a unique symmetric key
with each Prv) to send an individual attestation request to every Prv,
authenticated with each shared key. This is unscalable for obvious
reasons.

Another intuitive approach is to assume that every Prv knows
Vrf’s public key andVrf simply signs each attestation request with
a timestamp. Despite scaling well, this approach opens the door for a
simple DoS attack whereby Adv floods the network with attestation
requests with fake signatures, forcing all Prv-s to verify them, and
due to failed verification, discard the requests. This incurs heavy
collective computational overhead on the entire network.

Yet another trivial method is to assume a separate group key
(shared among Vrf and all Prv-s) that is used exclusively for au-
thenticatingVrf-issued attestation requests. This is quite efficient
since a simple MAC (realized as a keyed hash) would suffice. How-
ever, a key shared among a potentially large number of Prv-s raises
the risk of its eventual compromise, which would have unpleasant
consequences.

Also, managing the group and key revocation becomes increas-
ingly complex as the network grows.

TRAIN uses hash chains to authenticate attestation requests. Hash
chains, as described in Section 2.5, are well-known constructs used
in numerous similar settings where symmetric keys are unscalable
and traditional public key signatures are too expensive.

They provide forward security and efficient verification, while
offering relatively simple key management. Although hash chains
suffer from some fragility in terms of synchronization and timing
requirements, these issues are more palatable than those that stem
from managing large numbers of shared keys.

4 TRAIN Protocols
This section describes two protocol variants 3. The notation used in
the rest of the paper is summarized in Table 1.
Assumptions: As mentioned above, we assume that each Prv shares
a unique symmetric key (K𝐷𝑒𝑣) withVrf. Also, throughout a sin-
gle attestation instance,Vrf is assumed to be within the broadcast
range of at least one Prv, and the entire Prv network must remain
connected during this time. Furthermore, all Prv-s have a parameter
(t𝑚𝑎𝑥𝐷𝑒𝑙𝑎𝑦) that denotes the maximum attestation report (Att𝑟𝑒𝑝𝑜𝑟𝑡 )
propagation delay in the network. In the absolute worst case of a line
topology, it can be set as: t𝑚𝑎𝑥𝐷𝑒𝑙𝑎𝑦 = 𝑛 ∗ 𝑡𝑟𝑒𝑝𝑜𝑟𝑡 , where 𝑛 is the
number of Prv-s and 𝑡𝑟𝑒𝑝𝑜𝑟𝑡 is the Att𝑟𝑒𝑝𝑜𝑟𝑡 propagation delay. We
also assume that the attestation request (Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 ) propagation de-
lay (𝑡𝑟𝑒𝑞𝑢𝑒𝑠𝑡 ) and the Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 verification time (𝑡ℎ𝑎𝑠ℎ) are known
to all Prv-s. t𝑚𝑎𝑥𝐷𝑒𝑙𝑎𝑦 is needed to limit the time when each Prv
forwards other Prv-s’ attestation results towardsVrf. For the sake
of simplicity, we assume that no new attestation requests are issued
while one is being served.
NOTE: As mentioned at the end of Section 3.3, the use of hash chains
for Vrf authentication is optional; a separate group key shared

3For clarity and completeness, a detailed pseudo-code implementation of both TRAINA
and TRAINB is provided in the extended version of this paper, available at https://www.
arXiv:2502.07053.
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Figure 2: Prv State Machine

between Vrf and all Prv-s could be used instead, albeit with the
risk of its possible leak.

4.1 TRAINA: RTC-Based NA Technique
Commodity RTCs, such as MCP7940MT-I/SM [54], are now readily
available for under $0.60 per unit. This affordability marks a sig-
nificant shift from the past, when real-time security features were
often too costly for IoT devices. This motivates our design of anNA
protocol for devices with RTCs. We begin by presenting this simple
variant of the core ideas of TRAIN. An alternative variant without
the RTC requirement is described in Section 4.2. TRAINA has two
message types:
Attestation Request (Att𝒓𝒆𝒒𝒖𝒆𝒔𝒕 ): Generated by Vrf, it contains:
Hash𝑁𝑒𝑤 , HashInd𝑁𝑒𝑤 , and t𝑎𝑡𝑡𝑒𝑠𝑡 , which are used to authenticate
Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 . Note that Hash𝑁𝑒𝑤 is used as a challenge for this NA.
Att𝒓𝒆𝒒𝒖𝒆𝒔𝒕 also includes the packet type field: “req” and the iden-
tifier ID𝑆𝑛𝑑 of either Vrf that originated it (for the first hop), or a
Prv that forwards it (for subsequent hops). ID𝑆𝑛𝑑 is used by each
receiving Prv to learn its parent in the spanning tree.
Attestation Report (Att𝒓𝒆𝒑𝒐𝒓𝒕 ): Generated by each Prv, this mes-
sage carries the attestation report. It contains an authentication token
(Auth𝑟𝑒𝑝𝑜𝑟𝑡 ), which provides message integrity. LMT𝐷𝑒𝑣

′ is included
in the calculation of Auth𝑟𝑒𝑝𝑜𝑟𝑡 and in Att𝑟𝑒𝑝𝑜𝑟𝑡 only for RATA-
enabled Prv-s. Similar to Att𝒓𝒆𝒒𝒖𝒆𝒔𝒕 , Att𝒓𝒆𝒑𝒐𝒓𝒕 also includes the
packet type field: “rep” and the identifier of Prv that generated
this report. Also, Att𝑟𝑒𝑝𝑜𝑟𝑡 includes Hash𝑁𝑒𝑤 that was received
in Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 and the actual time (t𝑎𝑡𝑡𝑒𝑠𝑡 ′) when attestation is per-
formed. We now describe Prv operation as a state machine with
five states, as shown in Figure 2: Idle, Verify, Attest-Wait, Attest, and
Forward-Wait.

P1. Idle: Prv runs normally. Upon receiving an Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 , it pro-
ceeds to Verify. Any Att𝑟𝑒𝑝𝑜𝑟𝑡 received in this state is discarded.
P2. Verify:
P2.1: Prv checks if HashInd𝐶𝑢𝑟 > HashInd𝑁𝑒𝑤 and t𝑎𝑡𝑡𝑒𝑠𝑡 > 𝑇 ,
where 𝑇 is its current RTC value. If either check fails, it discards
Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 and returns to Idle.

P2.2: Prv computes and checks whether𝐻𝑠 (Hash𝑁𝑒𝑤)
?
= Hash𝐶𝑢𝑟 ,

where 𝑠 = HashInd𝐶𝑢𝑟−HashInd𝑁𝑒𝑤 .4 If not, it discards Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡
and returns to Idle. (Note that a Prv might receive duplicate
Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 -s from multiple neighbors; it simply discards them.)

4Recall that it is possible for 𝑠 > 1, (as discussed at the end of Section 2.5) meaning
that Prv became de-synchronized. Also, HashInd𝑁𝑒𝑤 is decremented by one in every
RA instance.
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Notation Meaning
ID𝐷𝑒𝑣 Identifier of responding Prv
ID𝑃𝑎𝑟 Identifier of responding Prv’s parent
ID𝑆𝑛𝑑 Identifier of the sending device

𝐻 () Cryptographic hash function (e.g., SHA2-256) used in hash chain
computation

𝐻𝑠 (𝑥) Denotes 𝑠 > 1 repeated applications of 𝐻 () starting with initial
input 𝑥

Hash𝑁𝑒𝑤
Hash value sent by Vrf that authenticates it to all Prv-s; it also
serves as the challenge for this NA instance

Hash𝐶𝑢𝑟 Current hash value stored by Prv
HashInd𝑁𝑒𝑤 Index of Hash𝑁𝑒𝑤 sent by Vrf
HashInd𝐶𝑢𝑟 Index of Hash𝐶𝑢𝑟 stored by Prv
Height𝑁𝑒𝑡 Network spanning tree height
Height𝐶𝑢𝑟 Height of Prv in the spanning tree

LMT𝐷𝑒𝑣
Last Modification Time (of PMEM), only used in RATA, stored
on Vrf

LMT𝐷𝑒𝑣
′ Last Modification Time (of PMEM), only used in RATA, stored

on Prv
K𝐷𝑒𝑣

Shared key between Prv and Vrf, securely stored on Prv and
restricted to its trusted attestation code

Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡
Attestation request message (Vrf → Prv):
["req", ID𝑆𝑛𝑑 , Hash𝑁𝑒𝑤 , HashInd𝑁𝑒𝑤 , t𝑎𝑡𝑡𝑒𝑠𝑡 ]

Att𝑟𝑒𝑝𝑜𝑟𝑡
Attestation report message (Vrf ← Prv):
["rep", ID𝐷𝑒𝑣 , ID𝑃𝑎𝑟 , t𝑎𝑡𝑡𝑒𝑠𝑡

′, Hash𝑁𝑒𝑤 , {LMT𝐷𝑒𝑣 }, Auth𝑟𝑒𝑝𝑜𝑟𝑡 ]

Auth𝑟𝑒𝑝𝑜𝑟𝑡
Authentication of attestation report in Att𝑟𝑒𝑝𝑜𝑟𝑡 :
MAC(K𝐷𝑒𝑣 , ID𝑃𝑎𝑟 , t𝑎𝑡𝑡𝑒𝑠𝑡

′, Hash𝑁𝑒𝑤 , {LMT𝐷𝑒𝑣
′})

t𝑟𝑒𝑞𝑢𝑒𝑠𝑡 propagation delay of Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡
t𝑟𝑒𝑝𝑜𝑟𝑡 propagation delay of Att𝑟𝑒𝑝𝑜𝑟𝑡
tℎ𝑎𝑠ℎ Computation time for Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 verification
t𝑀𝐴𝐶 Computation time for MAC generation
t𝑠𝑙𝑎𝑐𝑘 Additional slack time

t𝑚𝑎𝑥𝐷𝑒𝑙𝑎𝑦 Max delay to receive an Att𝑟𝑒𝑝𝑜𝑟𝑡 from a descendant Prv
t𝑎𝑡𝑡𝑒𝑠𝑡 Time to begin attestation, set by Vrf
t𝑎𝑡𝑡𝑒𝑠𝑡 ′ Time when a given Prv actually performed attestation

t𝑡𝑖𝑚𝑒𝑜𝑢𝑡 Vrf’s timeout for receiving all attestation replies

Table 1: Notation Summary

P2.3: Prv replaces: Hash𝐶𝑢𝑟 with Hash𝑁𝑒𝑤 , and HashInd𝐶𝑢𝑟
with HashInd𝑁𝑒𝑤 . Then, Prv stores ID𝑆𝑛𝑑 as ID𝑃𝑎𝑟 , sets ID𝑆𝑛𝑑

field of received Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 to its ID𝐷𝑒𝑣 , and broadcasts modified
Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 .
P2.4: Prv sets (using its RTC) a secure timer (TimerTCB) to
t𝑎𝑡𝑡𝑒𝑠𝑡 and transitions to Attest-Wait.

P3. Attest-Wait: Prv runs normally while the timer is ticking. If
any Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 is received in this state, it is discarded.
P4. Attest: When the timer matches t𝑎𝑡𝑡𝑒𝑠𝑡 , Prv sets t𝑎𝑡𝑡𝑒𝑠𝑡 ′ to the
current RTC value, computes Auth𝑟𝑒𝑝𝑜𝑟𝑡 , and composes Att𝑟𝑒𝑝𝑜𝑟𝑡
as defined above. It then uni-casts Att𝑟𝑒𝑝𝑜𝑟𝑡 to ID𝑃𝑎𝑟 , sets the timer
to t𝑚𝑎𝑥𝐷𝑒𝑙𝑎𝑦 , and transitions to Forward-Wait.
P5. Forward-Wait: Prv runs normally while the timer is ticking. If
Prv receives an Att𝑟𝑒𝑝𝑜𝑟𝑡 , it checks whether the report’s Hash𝑁𝑒𝑤

matches that previously received in Verify. If not, it is discarded.
Otherwise, Prv uni-casts received Att𝑟𝑒𝑝𝑜𝑟𝑡 to its parent and re-
mains in Forward-Wait. When the timer matches t𝑚𝑎𝑥𝐷𝑒𝑙𝑎𝑦 , Prv
transitions to Idle. Note that any Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 received while in this
state is discarded.

Whereas, as shown in Figure 3, Vrf’s state machine has four
states: Idle, Initiate, Collect, and Tally.
V1. Idle: Vrf waits for an external signal to begin an attestation
instance. When it occurs,Vrf transitions to Initiate.
V2. Initiate:Vrf assigns t𝑎𝑡𝑡𝑒𝑠𝑡 , as described in Section 4.4, which
accounts for request propagation and network height. (t𝑎𝑡𝑡𝑒𝑠𝑡 is
computed by each Prv in TRAINB.) It then initializes Attest=Fail=∅,

Idle Initiate

Tally Collect
AttreportComplete or

ttimeout

Start

Figure 3:Vrf State Machine

and NoRep={ID𝐷𝑒𝑣-s of all Prv-s}. Next,Vrf sets ID𝑆𝑛𝑑 toVrf,
composes Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 , and broadcasts it. (Recall the assumption that
at least one Prv must be within broadcast range of Vrf at this
time.) It then sets a local timer to t𝑡𝑖𝑚𝑒𝑜𝑢𝑡 , as detailed in Section
4.4, which factors into network size and delays, and then transitions
to Collect.
V3. Collect:Vrf waits for Att𝑟𝑒𝑝𝑜𝑟𝑡 -s. Upon receipt of an Att𝑟𝑒𝑝𝑜𝑟𝑡 ,
Vrf first checks that Hash𝑁𝑒𝑤 contained in Att𝑟𝑒𝑝𝑜𝑟𝑡 matches that
in the currently pending Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 ; otherwise, it is discarded. Next,
Vrf validates Att𝑟𝑒𝑝𝑜𝑟𝑡 by looking up the corresponding K𝐷𝑒𝑣

shared with Prv (identified by ID𝐷𝑒𝑣) and recomputing the MAC.
If MAC validation fails, Att𝑟𝑒𝑝𝑜𝑟𝑡 is discarded. Otherwise:
V3.1 (CASU): ID𝐷𝑒𝑣 is moved from NoRep to Attest.
V3.2 (RATA):Vrf maintains the last valid LMT𝐷𝑒𝑣 for each Prv.
When processing an Att𝑟𝑒𝑝𝑜𝑟𝑡 from a given Prv,Vrf compares re-
ceived LMT𝐷𝑒𝑣

′ with the stored LMT𝐷𝑒𝑣 for that Prv. A mismatch
signifies failed attestation and ID𝐷𝑒𝑣 is added to Fail. Otherwise,
it is added to Attest. In either case, ID𝐷𝑒𝑣 is removed from NoRep.
V3.3 If NoRep = ∅,Vrf transitions to Tally.
V3.4 If t𝑡𝑖𝑚𝑒𝑜𝑢𝑡 timer expires,Vrf transitions to Tally.

V4. Tally:Vrf outputs Attest, Fail, and NoRep. It then returns to
Idle.

4.2 TRAINB: Clockless NA Technique
Despite its relatively low cost, an RTC might still not be viable for
some IoT deployments. This leads us to construct a TRAIN variant
without RTCs.

There are still just two message types, Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 and Att𝑟𝑒𝑝𝑜𝑟𝑡 ,
of which only Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 differs from TRAINA:
Attestation Request (Att𝒓𝒆𝒒𝒖𝒆𝒔𝒕 ): Generated by Vrf, Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡
includes two extra fields: Height𝐶𝑢𝑟 and Height𝑁𝑒𝑡 which represent
the height of the sender (Vrf or Prv) and the spanning tree height
of the network, respectively. Height𝐶𝑢𝑟 is essentially a hop counter
during the propagation of Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 throughout the network. It is
initialized to 0 byVrf and incremented by each forwarding Prv.
Prv’s state machine has five states, three of which are identical

to those in TRAINA. Only Verify and Attest differ, as follows:
P2. Verify:
P2.1: Prv checks whether HashInd𝐶𝑢𝑟 > HashInd𝑁𝑒𝑤 . If this
check fails, it discards Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 and returns to Idle.

P2.2: Prv computes and checks whether𝐻𝑠 (Hash𝑁𝑒𝑤)
?
= Hash𝐶𝑢𝑟 ,

where 𝑠 = HashInd𝐶𝑢𝑟−HashInd𝑁𝑒𝑤 . If not, it discards Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡
and returns to Idle. Duplicate Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 -s from multiple neighbors
are also discarded.
P2.3: Prv replaces: Hash𝐶𝑢𝑟 with Hash𝑁𝑒𝑤 , and HashInd𝐶𝑢𝑟
with HashInd𝑁𝑒𝑤 . Then, Prv stores ID𝑆𝑛𝑑 as ID𝑃𝑎𝑟 , sets ID𝑆𝑛𝑑
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field to its ID𝐷𝑒𝑣 , increments Height𝐶𝑢𝑟 , and broadcasts modified
Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 .
P2.4: Prv sets a secure timer (TimerTCB) to:

attestWait = (Height𝑁𝑒𝑡 − Height𝐶𝑢𝑟 ) ∗ (𝑡𝑟𝑒𝑞𝑢𝑒𝑠𝑡 + 𝑡ℎ𝑎𝑠ℎ) (1)

and transitions to Attest-Wait.
P4. Attest: Identical to TRAINA, except that Prv sets t𝑎𝑡𝑡𝑒𝑠𝑡 ′ to
its current secure timer value, to be later validated by Vrf. The
degree of reduction of TOCTOUNA depends on the accuracy and
functionality of Prv’s secure timer. Also, the propagation delay
from Vrf to each Prv affects TOCTOUNA. This is discussed in
more detail in Section 6.1.

Note that t𝑎𝑡𝑡𝑒𝑠𝑡 in TRAINB is a timer value (increases from 0),
unlike that in TRAINA, which represents the current time. Vrf’s
state machine has four states identical to that of TRAINA.
Protocol Trade-offs: TRAIN’s two variants address distinct deploy-
ment constraints. TRAINA uses RTCs to synchronize attestation
timing globally via precise timestamps (t𝑎𝑡𝑡𝑒𝑠𝑡 ), thus minimizing
TOCTOUNA with marginal hardware costs. Whereas, TRAINB elim-
inates RTC dependencies by deriving attestation timing from the
network topology (Height𝑁𝑒𝑡 ), thus sacrificing TOCTOUNA preci-
sion for broader applicability. These synchronization implications
are addressed in Section 7.3.

4.3 Renewing Hash Chains
As typical for any technique utilizing hash chains, the issue of chain
depletion must be addressed. An 𝑚-link hash chain is depleted af-
ter𝑚 authentication instances (𝑚 NA instances in our context). To
address this issue and ensure long-term operation, we need a mecha-
nism for refreshing the hash chain.

Recall the well-known Lamport hash chain construct from Section
2.5. Suppose that the current hash chain of length 𝑚 being used is
X:

𝐻 (𝑥0) = 𝑥1, 𝐻 (𝑥1) = 𝑥2, ..., 𝐻 (𝑥𝑚−1) = 𝑥𝑚

Suppose that we have already used up 𝑚 − 2 links of the chain for
all Prv-s. This means that only two links in the chain remain, and
the entire chain will be depleted whenVrf reveals 𝑥1 and then 𝑥0 in
the next two NA instances. Knowing this, Vrf wants all Prv-s to
switch over to a new hash chain X′:

𝐻 (𝑥 ′0) = 𝑥 ′1, 𝐻 (𝑥
′
1) = 𝑥 ′2, ..., 𝐻 (𝑥

′
𝑚−1) = 𝑥 ′𝑚

To do so, it includes in the next Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 (Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚−1 ) two extra
values/fields:

Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚−1 = [“req”, ID𝑆𝑛𝑑 , Hash𝑁𝑒𝑤=𝑥1, HashInd𝑁𝑒𝑤=1,
t𝑎𝑡𝑡𝑒𝑠𝑡 , NewChain=𝒙 ′𝒎 , Auth=𝑴𝑨𝑪 (𝒙0, 𝒙 ′𝒎) ]

These two new fields convey the anchor of the new hash chain
NewChain and its authenticator Auth computed as a MAC over
NewChain using, as a key, still-unreleased next link in the current
chain – 𝑥0. Upon receiving such an Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 , in addition to the usual
Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 processing, a Prv stores NewChain and Auth. Obviously,
at this time, a Prv has no way to verify Auth since it does not yet
know 𝑥0. A Prv continues to process this Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 , as detailed
earlier.

However, at this stage, each Prv maintains a current hash X,
where HashInd𝐶𝑢𝑟 = 1 and Hash𝐶𝑢𝑟 = 𝑥1. A Prv waits for the
next NA instance, wherein Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚 should convey 𝑥0. Upon

receiving Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚 , a Prv obtains 𝑥 ′0, which may differ from
the original 𝑥0 if it was modified by Adv in transit. As part of its
normal processing, a Prv first verifies that 𝐻 (𝑥 ′0) = Hash𝐶𝑢𝑟 = 𝑥1.
A Prv recomputes Auth′ using the newly received 𝑥 ′0 and its stored
NewChain value. If Auth′ matches the previously stored Auth, a Prv
completes the switchover to the chainX′ by setting HashInd𝐶𝑢𝑟 =𝑚

and Hash𝐶𝑢𝑟 = 𝑥 ′𝑚 .
This simple renewal technique is secure, lightweight, and trivial

to implement. However, two factors contribute to its fragility.
Timing: It must hold that the time difference betweenVrf sending
Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚−1 and Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚 is sufficiently long to avoid forgeries
of NewChain and Auth. However, even when the time difference is
reasonably long, Adv can delay the delivery of Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚−1 to one
or more targeted Prv-s. If Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚 is sent byVrf when at least
one Prv has not yet received Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚−1 , Adv can learn 𝑥0 from
Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚 . It can then change the NewChain field in Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚−1
from 𝑥 ′𝑚 to𝑦𝑚 , and Auth field – from𝑀𝐴𝐶 (𝑥0, 𝑥 ′𝑚) to𝑀𝐴𝐶 (𝑥0, 𝑦𝑚),
where 𝑦𝑚 is the anchor of Adv-selected hash chain.

This issue is not unique to the present technique. It is indeed
quite similar to the timing requirement in the well-known TESLA
protocol for secure multicast and its many variants [46]. TESLA also
uses the delayed key disclosure mechanism and makes reasonable
assumptions about timing.5 The timing issue can be further mitigated
if Vrf switches the chain in Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚 only if it has received
legitimate responses from all Prv-s upon sending Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚−1 .
DoS on Prv-s: Upon observing Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚−1 , Adv (present in the
network) can modify NewChain and/or Auth fields. Each Prv would
then duly store these two values. Once the subsequent Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚
arrives in the nextNA instance, each Prv would fail to verify stored
NewChain and Auth, thus ending up being unable to process any
further Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 -s. Although there is no full-blown fix for this
problem, one way to side-step it is forVrf to begin switching to the
new hash chain prior to a few links being left in the old chain, i.e.,
when Hash𝐶𝑢𝑟 = (𝑚 − 𝑘) for some reasonably small 𝑘 . In this case,
Auth = 𝑀𝐴𝐶 (𝑥𝑚−𝑘−1, 𝑥 ′𝑚), which can be verified in the successive
attestation, Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑚−𝑘−1 . Then, Vrf can decide to switch to X′
when it receives valid Att𝑟𝑒𝑝𝑜𝑟𝑡 -s from all Prv-s, indicating that all
have the identical NewChain, 𝑥 ′𝑚 .

4.4 Timeouts
The overall attestation timeout (onVrf) is set as follows:

t𝑡𝑖𝑚𝑒𝑜𝑢𝑡 = 𝑛 ∗ (𝑡𝑟𝑒𝑞𝑢𝑒𝑠𝑡 + 𝑡ℎ𝑎𝑠ℎ + 𝑡𝑟𝑒𝑝𝑜𝑟𝑡 ) + 𝑡𝑀𝐴𝐶 + 𝑡𝑠𝑙𝑎𝑐𝑘 (2)

where 𝑛 is the total number of Prv-s in the network. Vrf sets the
attestation time in TRAINA as follows:

t𝑎𝑡𝑡𝑒𝑠𝑡 = Height𝑁𝑒𝑡 ∗ (𝑡𝑟𝑒𝑞𝑢𝑒𝑠𝑡 + 𝑡ℎ𝑎𝑠ℎ) + 𝑡𝑠𝑙𝑎𝑐𝑘 + 𝑡𝑐𝑢𝑟𝑟𝑒𝑛𝑡 (3)

where t𝑐𝑢𝑟𝑟𝑒𝑛𝑡 isVrf’s current time.
t𝑎𝑡𝑡𝑒𝑠𝑡 must be large enough for every Prv to receive Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡

before the actual attestation begins. Note that an inflated t𝑎𝑡𝑡𝑒𝑠𝑡 does
not influence TOCTOUNA; it only incursVrf’s waiting time. In the
worst case (line topology), the total request propagation time would
be: 𝑛 ∗ (𝑡𝑟𝑒𝑞𝑢𝑒𝑠𝑡 + 𝑡ℎ𝑎𝑠ℎ). Once all devices receive the request, they
perform attestation at (ideally) the same time t𝑎𝑡𝑡𝑒𝑠𝑡 , taking 𝑡𝑀𝐴𝐶 .
Finally, Att𝑟𝑒𝑝𝑜𝑟𝑡 -s from all Prv-s need to be returned toVrf, which

5See Section 2.2 in IETF RFC 4082: https://www.ietf.org/rfc/rfc4082.txt).
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Figure 4: TRAIN Proof-Of-Concept with Three Prv-s

takes at most 𝑛∗𝑡𝑟𝑒𝑝𝑜𝑟𝑡 in the worst case. Note that t𝑟𝑒𝑝𝑜𝑟𝑡 may differ
from t𝑟𝑒𝑞𝑢𝑒𝑠𝑡 due to network congestion caused by simultaneous
response transmissions from all Prv-s. An additional tolerance value
t𝑠𝑙𝑎𝑐𝑘 helps account for unexpected delays.

5 Implementation
TRAIN is prototyped atop openMSP430[43], an open-source im-
plementation of TI MSP430 MCU, written in Verilog HDL. Open-
MSP430 can execute software generated by any MSP430 toolchain
[55] with near-cycle accuracy. We extended both RATA and CASU
architectures to support TRAIN. In this implementation, Prv and
Vrf are connected via UART.

5.1 TRAIN Software
Using the native msp430-gcc toolchain, TRAIN software on Prv is
compiled to generate software images compatible with the memory
layout of the modified openMSP430. TRAIN software, responsible
for processing TRAIN protocol messages and generating attesta-
tion responses, is housed in ROM. NetTCB is triggered whenever
a TRAIN protocol message is received; this is determined by the
cleartext message type in the header.

Also, TimerTCB is triggered to start attestation whenever the
timer expires in the Attest-Wait state. For cryptographic operations
we use a formally verified cryptographic library, HACL* [25]. It pro-
vides high-assurance implementations of essential cryptographic
primitives, such as hash functions and MAC-s. SHA2-256 and
HMAC are used for hash and MAC, respectively. Both RATA and
CASU implement their respective cryptographic operations using
HACL*.

To emulateVrf, we developed a Python application with ≈ 200
lines of code, as described in Sections 4.1 and 4.2. The application
runs on an Ubuntu 20.04 LTS laptop with an Intel i5-11400 processor
@2.6GHZ with 16GB of RAM.

5.2 TRAIN Hardware
As mentioned earlier, Prv-s in TRAIN can adopt either CASU or
RATA architecture, possibly equipped with different system re-
sources (e.g., CPU clock, memory, peripherals). We refer to CASU-
based Prv-s as TRAINCASU and RATA-based Prv-s as TRAINRATA.
We implemented and evaluated both as part of the proof-of-concept.

The design is synthesized using Xilinx Vivado 2023.1, a popular
logic synthesis tool. It generates the hardware implementation for
the FPGA platform. The synthesized design is then deployed on a
Basys3 Artix-7 FPGA board for prototyping and evaluating hardware
design.

Figure 4 shows a proof-of-concept implementation of TRAIN.
In it, three Prv-s (implemented on Basys3 FPGA boards) are con-
nected toVrf. For the sake of simplicity, Prv-s are deployed using
a star topology for signal routing. All three Prv-s in Figure 4 are
TRAINCASU devices. However, we also implemented TRAIN with
TRAINRATA devices for performance evaluation.

6 Evaluation
6.1 Security Analysis
Network-based Adv: This adversary (Adv) is a malicious (not
a TRAIN Prv) physical network entity, e.g., a non-compliant IoT
device or a computer.

Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 in TRAINA includes: “req”, ID𝑆𝑛𝑑 , Hash𝑁𝑒𝑤 , HashInd𝑁𝑒𝑤 ,
t𝑎𝑡𝑡𝑒𝑠𝑡 , while Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 in TRAINB also includes Height𝐶𝑢𝑟 and
Height𝑁𝑒𝑡 . Prv authenticates each Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 by verifying HashInd𝑁𝑒𝑤 ,
t𝑎𝑡𝑡𝑒𝑠𝑡 , and checking if 𝐻𝑠 (Hash𝑁𝑒𝑤) = Hash𝐶𝑢𝑟 , where 𝑠 =

HashInd𝐶𝑢𝑟 − HashInd𝑁𝑒𝑤 . The Hash𝑁𝑒𝑤 is known only to Vrf,
and recovering it from Hash𝐶𝑢𝑟 is computationally infeasible, so
Adv cannot forge Hash𝑁𝑒𝑤 . However,Adv can modify other fields
(such as t𝑎𝑡𝑡𝑒𝑠𝑡 , Height𝐶𝑢𝑟 , and Height𝑁𝑒𝑡 ) affecting Prv’s attesta-
tion time. Nonetheless, this is later detected by Vrf, as t𝑎𝑡𝑡𝑒𝑠𝑡 ′ is
included in Auth𝑟𝑒𝑝𝑜𝑟𝑡 within each Prv’s Att𝑟𝑒𝑝𝑜𝑟𝑡 .
Adv can also alter the ID𝑆𝑛𝑑 field in Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 , supplying an

incorrect ID𝑃𝑎𝑟 to Prv. This may obstruct valid Att𝑟𝑒𝑝𝑜𝑟𝑡 -s from
benign Prv-s. However, Vrf will notice the absence of Att𝑟𝑒𝑝𝑜𝑟𝑡
from affected Prv-s.

Att𝑟𝑒𝑝𝑜𝑟𝑡 includes: “rep”, ID𝐷𝑒𝑣 , ID𝑃𝑎𝑟 , t𝑎𝑡𝑡𝑒𝑠𝑡 ′, Hash𝑁𝑒𝑤 , {LMT𝐷𝑒𝑣
′},

and Auth𝑟𝑒𝑝𝑜𝑟𝑡 , with authenticity and integrity ensured by Auth𝑟𝑒𝑝𝑜𝑟𝑡 ,
computed as:
MAC(K𝐷𝑒𝑣 ,ID𝑃𝑎𝑟 ,t𝑎𝑡𝑡𝑒𝑠𝑡 ′,Hash𝑁𝑒𝑤 ,{LMT𝐷𝑒𝑣

′}). Manipulation of
ID𝐷𝑒𝑣 is detectable byVrf since ID𝐷𝑒𝑣 is used to retrieve the corre-
sponding key.
Adv can forge an Att𝑟𝑒𝑝𝑜𝑟𝑡 only if: (1) Adv forges Auth𝑟𝑒𝑝𝑜𝑟𝑡

without knowingK𝐷𝑒𝑣 , which is infeasible with a secure MAC func-
tion, or (2)Adv learnsK𝐷𝑒𝑣 and constructs an authentic Auth𝑟𝑒𝑝𝑜𝑟𝑡 ,
which is infeasible since K𝐷𝑒𝑣 is in the TCB and is only accessible
to TRAIN software.
Malware-based Adv: TRAIN remains secure despite malware pres-
ence on any number of Prv-s due to: (1) Prv’s TCB ensuring
K𝐷𝑒𝑣 secrecy, (2) NetTCB enforcing receiving and forwarding of
Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 and Att𝑟𝑒𝑝𝑜𝑟𝑡 (3) TimerTCB ensuring timely Att𝑟𝑒𝑝𝑜𝑟𝑡
generation, and (4) Prv’s TCB blocking non-TCB software from
sending Att𝑟𝑒𝑝𝑜𝑟𝑡 or Att𝑟𝑒𝑞𝑢𝑒𝑠𝑡 messages. These measures prevent
DoS attacks from Prv-resident malware.
TOCTOUNA & TOCTOURA: TRAINA eliminates TOCTOUNA
as long as the RTC is accurately synchronized with theVrf. Mean-
while, minimizing TOCTOUNA in TRAINB depends on: (a) the se-
cure timer, and (b) propagation delay fromVrf to each Prv. Two sce-
narios relating to the former could increase TOCTOUNA in TRAINB:
(a-1) Adv tampering with a Prv’s secure timer, or (a-2) timer drift
due to physical imperfections, disrupting the attestation schedule.

To address (a-1), TRAINB uses TimerTCB to: (1) prioritize the
timer’s Interrupt Service Routine (ISR) for timely attestation, and
(2) protect timer configurations from unauthorized changes. Al-
though (a-2) can’t be fully addressed, TRAINB significantly reduces
TOCTOUNA compared to unsynchronized schemes. For example,
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Notation Description
𝑃𝐶 Program Counter pointing to the current instruction being executed
𝑊𝑒𝑛 1-bit signal that represents whether MCU core is writing to memory
𝐷𝑎𝑑𝑑𝑟 Memory address being accessed by MCU core
𝐷𝑀𝐴𝑒𝑛 1-bit signal that represents whether DMA is active
𝐷𝑀𝐴𝑎𝑑𝑑𝑟 Memory address being accessed by DMA

𝑟𝑒𝑠𝑒𝑡 Signal that reboots the MCU when it is set to logic ‘1’
𝑇𝐶𝑅 Trusted code region, a fixed ROM region storing TRAINCASU SW

𝐸𝑅
Executable region, memory region where authorized (normal) soft-
ware is stored

𝐸𝑃
Executable pointer, a fixed memory region storing current 𝐸𝑅
boundary

𝐼𝑉𝑇𝑅 Reserved memory region for the MCU’s interrupt vector table

𝑀TRAIN
Memory region protected by TRAINCASU hardware, including 𝐸𝑅,
𝐸𝑃 , and 𝐼𝑉𝑇𝑅

𝑔𝑖𝑒
Global interrupt enable, 1-bit signal that represents whether inter-
rupts are globally enabled

𝑖𝑟𝑞 1-bit signal that represents if an interrupt occurs

𝐼𝑅𝑄𝑐𝑓 𝑔
Set of registers in DMEM used to configure of interrupts, e.g., timer
deadline and UART baudrate

𝐼𝑆𝑅𝑇 Timer interrupt service routine: 𝐼𝑆𝑅𝑇 = [𝐼𝑆𝑅𝑇𝑚𝑖𝑛
, 𝐼𝑆𝑅𝑇𝑚𝑎𝑥 ]

𝐼𝑆𝑅𝑈 UART interrupt service routine: 𝐼𝑆𝑅𝑈 = [𝐼𝑆𝑅𝑈𝑚𝑖𝑛
, 𝐼𝑆𝑅𝑈𝑚𝑎𝑥 ]

Table 2: Notation Summary

with a propagation delay 𝑡𝑟𝑒𝑞𝑢𝑒𝑠𝑡 = 1ms and Height𝑁𝑒𝑡= 10, 000,
Prv-s wait for up to 10s. A timer drift of 100ppm results in a 1ms
drift, reducing TOCTOUNA from 10, 000ms to 1ms in TRAINB.

Recall that TRAINB assumes identical network propagation de-
lays. However, in reality, variations may occur due to congestion
or connectivity changes. For instance, with Height𝑁𝑒𝑡= 10, 000 and
𝑡𝑟𝑒𝑞𝑢𝑒𝑠𝑡 = 1ms, if the delay between Prv𝑖 and Prv𝑗 is 1.5ms, Prv𝑖
starts attestation 0.5ms earlier than its descendants. To minimize this,
(b), 𝑡𝑟𝑒𝑞𝑢𝑒𝑠𝑡 should average all network propagation delays. Note
that Height𝑁𝑒𝑡 over-estimation byVrf doesn’t affect TOCTOUNA;
it only delays attestation start on Prv-s.

6.2 TRAINCASU Formal Verification
We formally specify TRAINCASU with TRAINB security goals using
Linear Temporal Logic (LTL). Formal verification plays a crucial
role by showing that TRAINCASU adheres to well-specified goals. It
assures that it does not exhibit any unintended behavior, especially in
corner cases, rarely encountered conditions and/or execution paths,
that humans tend to overlook. By employing computer-aided tools,
we define and validate LTL rules that govern TRAINCASU operation.
The use of LTL enables precisely capturing temporal dependencies
and expected behavior over time, ensuring that TRAINCASU meets
stringent security standards. Table 2 describes the notation used in
this section. We use regular propositional logic, such as conjunc-
tion ∧, disjunction ∨, negation ¬, and implication→. A few other
temporal quantifiers are used as well:

• XΦ (neXt) – holds if Φ=true at the next system state.
• FΦ (Future) – holds if there is a future state when Φ=true.
• GΦ (Globally) – holds if for all future states Φ=true.

Figure 5 formally describes TRAINCASU hardware security proper-
ties using propositional logic and temporal quantifiers. Recall that
TRAINCASU is based on CASU combined with GAROTA. All such
properties must hold at all times to achieve TRAINCASU’s security
goals.

LTL 4 states that any modifications to 𝑀TRAIN, including 𝐸𝑅, 𝐸𝑃 ,
and 𝐼𝑉𝑇𝑅, trigger a reset when TRAINCASU software is not running.
𝐸𝑅 is a region in PMEM, where normal device software resides,
while 𝐸𝑃 is a fixed region in PMEM that points to 𝐸𝑅. Upon a secure
update, 𝐸𝑃 is updated to point to the new verified software version.
𝐼𝑉𝑇𝑅 also resides in PMEM and contains the ISR addresses. As
stated in LTL 5, the MCU cannot execute any code outside 𝐸𝑅 or
TRAINCASU code in read-only memory (ROM).

LTL 6 ensures that, if the timer or the UART peripheral configu-
rations are modified by any software (other than the timer or UART
ISR-s), a reset is triggered. LTL 7-9 specify atomic operation of
timer ISR, LTL 7 and LTL 8 guarantee that 𝐼𝑆𝑅𝑇𝑚𝑖𝑛

and 𝐼𝑆𝑅𝑇𝑚𝑎𝑥

are the only legal entry and exit points, respectively. Also, LTL 9
states that DMA and other interrupts must remain inactive while
timer ISR executes. Similarly, LTL 10-12 enforce UART ISR atom-
icity. Finally, LTL 13 guarantees that 𝑔𝑖𝑒 can be disabled only if the
timer or UART ISR-s are running. Any violations result in a device
reset. Note that we slightly modified CASU and GAROTA to realize
TRAINCASU:

(1) TRAINCASU employs both TimerTCB and NetTCB, while
GAROTA uses them individually in each case.

(2) Trusted PMEM Updates rule from GAROTA is integrated to
Equation 4.

(3) GAROTA’s Re-Trigger on Failure property is not viable since
TRAINCASU cannot retain a consistent timer value upon a
failure (e.g., a reset) in TRAINB.

To verify the above LTL rules, we convert the Verilog code described
at the Register Transfer Level (RTL) to Symbolic Model Verifier
(SMV) [36] using Verilog2SMV [24]. The SMV output is in turn fed
to the NuSMV [13] model-checker for specified LTL rule validation.
NuSMV works by checking LTL specifications against the system
finite-state machine for all reachable states. This comprehensive
approach ensures that TRAINCASU’s security goals are thoroughly
validated, offering robust assurance against potential vulnerabilities.
See [45] for further proof details.

6.3 Hardware Overhead
Recall that underlying hardware RoT for Prv-s in TRAIN is either
CASU or RATA with additional hardware support from GAROTA.
Table 3 compares the hardware overhead of TRAINCASU and TRAINRATA
implementations with the baseline openMSP430, CASU, and RATA
architectures. TRAINCASU implementation requires 0.46% more
Look-Up Tables (LUTs) and 0.55% more registers over CASU. Also,
TRAINRATA implementation needs 0.05% LUTs and 0.69% registers
over RATA. Numbers of additional LUTs and registers are under 15,
implying minimal overheads incurred by NetTCB and TimerTCB.
Comparison with Other Hybrid RoT: We compare TRAIN with
other hybrid RoT constructions leveragingRA: VRASED [40], RATA
[15], CASU [14], GAROTA [3], and APEX [41]. Note that RATA,
CASU, APEX are implemented based on VRASED, and all the
above architectures are (in turn) based on openMSP430. Results are
shown in Figure 6. APEX has a higher overhead than others due
to additional hardware properties required for generating proofs-of-
execution.
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• Security Properties Stemming from CASU
- Software Immutability in PMEM:

G : {modMem(𝑀TRAIN) ∧ (𝑃𝐶 ∉ 𝑇𝐶𝑅) → 𝑟𝑒𝑠𝑒𝑡} (4)
- Unauthorized Software Execution Prevention:

G : {(𝑃𝐶 ∉ 𝐸𝑅) ∧ (𝑃𝐶 ∉ 𝑇𝐶𝑅) → 𝑟𝑒𝑠𝑒𝑡} (5)

• Security Properties Stemming from GAROTA
- IRQ Configuration Protection:

G : {[¬(𝑃𝐶 ∈ 𝑇𝐶𝑅) ∧𝑊𝑒𝑛 ∧ (𝐷𝑎𝑑𝑑𝑟 ∈ 𝐼𝑅𝑄𝑐 𝑓 𝑔)] ∨ [𝐷𝑀𝐴𝑒𝑛 ∧ (𝐷𝑀𝐴𝑎𝑑𝑑𝑟 ∈ 𝐼𝑅𝑄𝑐 𝑓 𝑔)] → 𝑟𝑒𝑠𝑒𝑡} (6)

- Timer ISR Execution Atomicity:

G : {¬𝑟𝑒𝑠𝑒𝑡 ∧ ¬(𝑃𝐶 ∈ 𝐼𝑆𝑅𝑇 ) ∧ (X(𝑃𝐶) ∈ 𝐼𝑆𝑅𝑇 ) → X(𝑃𝐶) = 𝐼𝑆𝑅𝑇𝑚𝑖𝑛
∨ X(𝑟𝑒𝑠𝑒𝑡)} (7)

G : {¬𝑟𝑒𝑠𝑒𝑡 ∧ (𝑃𝐶 ∈ 𝐼𝑆𝑅𝑇 ) ∧ ¬(X(𝑃𝐶) ∈ 𝐼𝑆𝑅𝑇 ) → 𝑃𝐶 = 𝐼𝑆𝑅𝑇𝑚𝑎𝑥
∨ X(𝑟𝑒𝑠𝑒𝑡)} (8)

G : {(𝑃𝐶 ∈ 𝐼𝑆𝑅𝑇 ) ∧ (𝑖𝑟𝑞 ∨ 𝐷𝑀𝐴𝑒𝑛) → 𝑟𝑒𝑠𝑒𝑡} (9)
- UART ISR Execution Atomicity:

G : {¬𝑟𝑒𝑠𝑒𝑡 ∧ ¬(𝑃𝐶 ∈ 𝐼𝑆𝑅𝑈 ) ∧ (X(𝑃𝐶) ∈ 𝐼𝑆𝑅𝑈 ) → X(𝑃𝐶) = 𝐼𝑆𝑅𝑈𝑚𝑖𝑛
∨ X(𝑟𝑒𝑠𝑒𝑡)} (10)

G : {¬𝑟𝑒𝑠𝑒𝑡 ∧ (𝑃𝐶 ∈ 𝐼𝑆𝑅𝑈 ) ∧ ¬(X(𝑃𝐶) ∈ 𝐼𝑆𝑅𝑈 ) → 𝑃𝐶 = 𝐼𝑆𝑅𝑈𝑚𝑎𝑥
∨ X(𝑟𝑒𝑠𝑒𝑡)} (11)

G : {(𝑃𝐶 ∈ 𝐼𝑆𝑅𝑈 ) ∧ (𝑖𝑟𝑞 ∨ 𝐷𝑀𝐴𝑒𝑛) → 𝑟𝑒𝑠𝑒𝑡} (12)
- Interrupt Disablement Protection:

G : {¬𝑟𝑒𝑠𝑒𝑡 ∧ 𝑔𝑖𝑒 ∧ ¬X(𝑔𝑖𝑒) → (X(𝑃𝐶) ∈ (𝐼𝑆𝑅𝑇 ∨ 𝐼𝑆𝑅𝑈 )) ∨ X(𝑟𝑒𝑠𝑒𝑡)} (13)

Figure 5: TRAINCASU Hardware Security Properties

Architecture Look-Up Tables Registers
openMSP430 1854 692

CASU 1956 726
TRAINCASU 1967 (+11) 740 (+14)

RATA 1928 728
TRAINRATA 1935 (+7) 737 (+9)

Table 3: TRAIN Hardware Overhead
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Figure 6: Hardware Overhead Comparison

6.4 Run-time Overhead
Since Vrf is not a resource-constrained device, we focus on the
overheads incurred on Prv. Table 4 provides an overview of the run-
time overhead for TRAIN and a comparison with prominent prior
NA techniques: SEDA [7], SCRAPS [47], DIAT [1], and SANA [4].

Request Report
Verification GenerationArchitecture
Time (ms) Time (ms)

TRAINCASU (@ 8MHz) 13.0 29.5
TRAINRATA (@ 8MHz) 12.9 29.8

SEDA Initiator
(SMART) (@ 8MHz) N/A

56900 +
256 ∗ 𝑔

SEDA participating devices
(SMART) (@ 8MHz) N/A

96 +
256 ∗ (𝑔 − 1)

SEDA Initiator
(TRUSTLITE) (@ 24MHz) N/A 347.2 + 4.4 ∗ 𝑔
SEDA participating devices
(TRUSTLITE) (@ 24MHz) N/A

0.6 +
4.4 ∗ (𝑔 − 1)

SCRAPS
(LPC55S69) (@ 150MHz) N/A 2109.1

SCRAPS
(ATmega1284P) (@ 20MHz) N/A 40147.4

DIAT (@ 168MHz) N/A 835
SANA (@ 48MHz) 921.5 3125.8

Table 4: Run-time Overhead Comparison
(𝑔: number of neighbors of a device)

Generating the attestation report (Att𝑟𝑒𝑝𝑜𝑟𝑡 ) is quite fast for both
TRAINCASU and TRAINRATA Prv types, since the overhead is domi-
nated by the computation of an HMAC over a minimal fixed-length
region. In comparison, initiators in SEDA have to sign the entire
aggregated report, resulting in a significantly longer timing over-
head compared to TRAIN. The report generation time of other Prv-s
is also higher than TRAIN as they must attest the whole program
memory and verify neighbors’ reports. Moreover, report generation
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Figure 7: TRAIN Simulation for Line/Star Topologies

time in SEDA grows (almost) linearly, relying on the number of
neighbors, denoted by 𝑔.

We also examine run-time overhead of SCRAPS, DIAT, and
SANA. These schemes perform relatively complex tasks as part
of attestation and thus incur high run-time overhead despite being
implemented on more powerful devices.

In summary, compared to DIAT, SCRAPS, and SANA, TRAIN is
lightweight in terms of run-time overhead.

6.5 Energy Consumption
Dynamic power consumption measurements from Xilinx Vivado
show that TRAINCASU and TRAINRATA consume 115𝑚𝑊 , of which
111𝑚𝑊 is consumed by either CASU or RATA. This represents a 2%
increase in total on-chip power. Total time spent by TRAIN (request
verification and report generation) is 42.5ms for TRAINCASU and
42.7ms for TRAINRATA. Therefore, energy consumption per attes-
tation instance is ≈ 0.00221mWh for TRAINCASU and TRAINRATA,
which is negligible.

6.6 Scalability Eval via Network Simulation
We conduct network simulations using the OMNeT++ [44]. Since
TRAINA and TRAINB protocols are similar, only the former is sim-
ulated. Simulations are performed at the application layer. Crypto-
graphic operations are simulated using delays that correspond to
their actual execution times on TRAINCASU and TRAINRATA Prv-
s. We exclude Vrf’s verification time from the simulations and
set the communication rate between Prv-s to 250Kbps. This rate
matches the standard data rate for ZigBee – a common communi-
cation protocol for IoT devices. Simulations are conducted with
various spanning tree topologies: line, star, and several types of trees,
with degrees ranging from 2 (binary) to 12. We also vary the number
of devices from 10 to 1, 000, 000. Simulation results for TRAINCASU
and TRAINRATA are almost identical, thus, only TRAINCASU results
are shown in Figures 7 and 8.

As evident from Figure 7, the run-time of TRAIN is constant with
the star topology and grows linearly with the linear topology. This is
because, in the former, Prv can start attestation almost immediately
(as there is no forwarding to descendants), while each Prv waits until
the farthest-away Prv is ready to perform attestation in the latter.
The actual run-time for the star topology is 343ms. For a network
with a tree topology, TRAIN run-time overhead is logarithmic in the
number of Prv-s since the tree height governs it. Simulation results
show that TRAIN is efficient in both small and large networks with
various topologies.

0 200K 400K 600K 800K 1M
Number of devices in the network

1

2

3

4

5

Ru
n-

ti
m

e 
(s

ec
on

ds
) Binary Tree

4-ary Tree
8-ary Tree
12-ary Tree

Figure 8: TRAIN Simulation for Various Tree Topologies

7 Discussion
7.1 TRAIN Compatibility
The rationale behind our choice of Prv RA platforms (i.e., CASU
and RATA) is due to their minimal RA overhead (HMAC over min-
imal fixed size input), TOCTOURA mitigation, and extensibility,
which facilitates the construction of TimerTCB and NetTCB with
a few hardware modifications. However, TRAIN is also compatible
with otherRA platforms to minimize the TOCTOUNA window,while
losing the benefits of CASU and RATA. Some examples of compati-
ble devices are:

• Devices with custom hardware RoT, e.g., Sancus [38] or
TrustVisor [35].

• Devices with off-the-shelf TEE, such as TrustZone-A or
TrustZone-M [6].

• Devices with hybrid (HW/SW) RoT, such as SMART [17],
VRASED [40], TyTAN [8], TrustLite [27].

• Devices without any hardware RoT. In this case, the device
OS must be trusted.

7.2 RATA vs. CASU
Given that RATA operates as a passive RoT and CASU functions as
an active RoT, it is natural to question the necessity of RATA and why
CASU is not utilized exclusively. The justification for employing
RATA over CASU stems from three primary reasons: (1) Memory
Constraints: In CASU, only half of the program memory (PMEM)
can store authorized software, while the other half is reserved for the
secure update process. This significant (50%) PMEM reservation can
be prohibitive for low-end devices with limited memory. (2) Access
to Non-Volatile Memory: CASU prevents normal software from
modifying PMEM. However, some software may require access
to non-volatile memory (e.g., flash) for benign purposes, such as
storing text or image files. RATA allows such access and is preferred
in these circumstances. (3) Hardware Overheads: RATA has slightly
lower hardware overheads compared to CASU.

7.3 TOCTOUNA Minimization in TRAINB

Even though TRAINB cannot achieve perfect synchronization with-
out RTCs, it significantly reduces the TOCTOUNA window com-
pared to naïve approaches where the window scales with both span-
ning tree depth and network congestion. Recall that Section 6.1
illustrates the reduction in TOCTOUNA window through a concrete
example. By computing attestation timing based on the network
topology, TRAINB effectively eliminates the spanning tree traversal
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RA Method Type Passive/Active TOCTOURA Network TCB Attestation Time Platform

RealSWATT [53] SW Passive ✓ ✘ 𝑂 (𝑛) ESP32

SANCUS [38] HW Passive ✘ ✘ 𝑂 (𝑛) openMSP430

IDA [5] Hybrid Passive ✓ ✘ 𝑂 (𝑛) openMSP430

RATA [15] Hybrid Passive ✓ ✘ 𝑂 (1) openMSP430

GAROTA [3] Hybrid Active ✘ ✓ 𝑂 (𝑛) openMSP430

CASU [14] Hybrid Active ✓ ✘ 𝑂 (1) openMSP430

TRAIN Hybrid Passive/Active ✔ ✔ 𝑂 (1) openMSP430

Table 5: Comparison with Other Individual Attestation Schemes (𝑛: attested area size)

NA Method TOCTOUNA Simulator Underlying
Platform Remark

SEDA [7] ✘ OMNeT++ SMART/TrustLite Provides pioneering scheme using secure hop-by-hop aggregation

SANA [4] ✘ OMNeT++ TyTan Extends SEDA with aggregate signatures and sub-networks

LISA [10] ✘ CORE Unspecified Introduces neighbor-based communication and quality metric

SeED [22] ✘ OMNeT++ SMART/TrustLite Extends SEDA with self-initiated RA

TRAIN ✔ OMNeT++ CASU/RATA Minimizes TOCTOU window, RA overhead, and isolates RA functionality

Table 6: Comparison with Other Network Attestation Schemes

component of the TOCTOUNA window, leaving only network delay
as a factor influencing the imperfection of the synchronization.

8 Related Work
Individual Device Attestation (RA) is an extensively studied topic
and numerous schemes have been proposed in the literature. These
techniques generally fall into three categories: software-based, hardware-
based, and hybrid. Software-based RA [32, 50, 51, 53] is only viable
for legacy devices with no secure hardware features. It uses request-
to-response time (between Vrf and Prv) to establish confidence
in the integrity of the attestation report. Nonetheless, network lim-
itations (e.g. intermittent connection, network congestion) on Prv
introduce noise to the request-to-response time, making software-
based RA impractical.

In contrast, hardware-based RA techniques [11, 12, 33, 35, 38,
52] either (1) embed Prv attestation functionality entirely within
dedicated hardware, or (2) require substantial changes to the under-
lying hardware to support isolated execution of trusted software, e.g.,
SGX [23] or TrustZone [6]. However, such hardware features are
often too complex and costly for low-end devices constrained by
size, energy, and cost.

Given the limitations of both hardware- and software-based ap-
proaches in low-end embedded platforms, software/hardware co-
design (hybrid) [5, 8, 17, 27, 40, 41] has recently emerged as a
promising solution. It aims to provide equivalent security guarantees
to hardware-based RA while minimizing modifications to the under-
lying hardware. Table 5 compares various software, hardware, and
hybrid RA methods.
Network Attestation (NA) enables scalable attestation for large

groups of interconnected devices. Few prior work [1, 4, 7, 10, 21,
22, 28–30, 39, 47] refers to this process as Swarm Attestation; we

employ the term Network Attestation to denote the same concept.
Table 6 shows a comparison with other NA schemes.

The first scheme, SEDA [7], employs secure hop-by-hop aggre-
gation of RA reports. Initially,Vrf broadcasts an attestation request
to Prv-s. Each Prv attests its children nodes and forwards aggre-
gated RA reports to its parent. Finally, Vrf verifies only the last
RA reports to assess the status of all Prv-s. SANA [4] extends
SEDA with a novel aggregate signature scheme, ensuring low ver-
ification overhead with minimal trust anchor. It partitions Prv-s
into subnetworks and aggregates RA results across the entire net-
work, facilitating public verification by multipleVrf-s. LISA [10]
introduces neighbor-based communication to propagate RA reports.
Prv-s verify RA reports of other Prv-s before forwarding them
to prevent replay attacks, and a quality metric for NA techniques
captures the information from each Prv. SeED [22] enhances the
efficiency of SEDA and resilience against DoS attacks by enabling
Prv-s to self-initiate RA.

9 Conclusion
This paper constructs a TOCTOU-resilient NA protocol (TRAIN)
for networks of low-end IoT devices. It facilitates simultaneous
attestation across the network while minimizing runtime/energy
overhead by computing HMAC over minimal fixed-size input. Two
variants of the protocol, based on the availability of real-time clocks,
are present. An open-source prototype implemented on TI MSP430
demonstrates the practicality of TRAIN on commodity hardware.
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