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Abstract—The adoption of modern encryption protocols such
as TLS 1.3 has significantly challenged traditional network
traffic classification (NTC) methods. As a consequence, re-
searchers are increasingly turning to machine learning (ML)
approaches to overcome these obstacles. This paper analyses
ML-based NTC studies by developing a taxonomy of their
design choices, benchmarking suites, and prevalent assump-
tions impacting classifier performance. Through this system-
atization, we demonstrate widespread reliance on outdated
datasets, oversights in design choices, and the consequences
of unsubstantiated assumptions. Our evaluation reveals that
the majority of proposed encrypted traffic classifiers have
mistakenly utilized unencrypted traffic due to the use of legacy
datasets. Furthermore, by conducting 348 feature occlusion
experiments on state-of-the-art classifiers, we show how over-
sights in NTC design choices lead to overfitting and validate
or refute prevailing assumptions with empirical evidence. By
highlighting lessons learned, we offer strategic insights, identify
emerging research directions, and recommend best practices
to support the development of real-world applicable NTC
methodologies.

1. Introduction

Network Traffic Classification (NTC) is a fundamental
process that identifies and categorizes traffic into predefined
classes. NTC is crucial for various applications, including
network management and security, Quality of Service (QoS)
provisioning, and lawful interception. However, the increas-
ing adoption of encryption protocols, particularly Trans-
port Layer Security (TLS) 1.3, has introduced significant
challenges to traditional NTC methods. Encrypted traffic
obscures payload content, rendering many conventional clas-
sification techniques ineffective and necessitating new ap-
proaches that do not rely on signatures in plain-text payloads
(e.g., deep packet inspection [21]). As a result, researchers
are increasingly turning to machine learning (ML) to address
these challenges [50], [92].

Despite the pressing need for effective NTC in the con-
text of modern encrypted traffic, current research efforts face
several challenges. One of them is the reliance on outdated
datasets collected before 2018 [19], [27], [65], [87]. We
show that these legacy datasets do not accurately reflect the
characteristics of contemporary network traffic, particularly

with the adoption of TLS 1.3. Furthermore, such datasets
often contain unencrypted traffic or utilize deprecated cipher
suites (e.g., 3DES and RC4), leading to deceptive results
when training and evaluating ML models.

Another significant challenge stems from design choices
when developing NTC models. Many studies overlook the
potential for overfitting due to session-specific artifacts,
which are often uninformative (i.e., initialized using pseudo-
random values during session establishment). We show that
this results in classifiers that perform well on test data but
fail to generalize to real-world scenarios, undermining their
robustness and reliability.

Furthermore, the field is fraught with unsubstantiated
and often conflicting assumptions. Many studies assume
that imperfect randomness of ciphers causes discernible
patterns in encrypted payloads, which can be exploited for
NTC [10], [28], [33], [501, [55], [74], [92]. By making this
assumption increasingly questionable, TLS 1.3 guarantees
that the only learnable characteristic of a ciphertext is its
length [66]. Additionally, there are disputes over the impact
of practices such as truncating or padding payload data
on classification performance [78]. These conflicting views
create confusion and hinder the development of effective
NTC methodologies.

To the best of our knowledge, these methodological
pitfalls across the entire classification pipeline have not
received sufficient scrutiny. Therefore, we address outstand-
ing challenges in NTC through this study by making the
following contributions:

1) Systematization of Knowledge: We comprehen-
sively analyse NTC studies, identifying their design
choices and benchmarking suites.

2) Discuss pitfalls in NTC: By critically evaluat-
ing widely used network traffic datasets, design
choices, and common assumptions, we identify and
demonstrate common pitfalls in NTC.

3) CipherSpectrum: We introduce CipherSpectrum, a
contemporary network traffic dataset, to address the
limitations of existing datasets. For cipher-agnostic
NTC, the dataset uniformly presents traffic sessions
encrypted with all three mandated/recommended
cipher suites of TLS 1.3.

4) Strategic insights: Building on lessons learned, we
propose best practices and future research direc-
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tions that lead to accurate, generalizable and real-
world applicable network traffic classifiers.

Scope of the Paper: This paper concentrates on raw-
information based NTC [28], [50], [55], [91], which extracts
information directly from network traffic, such as packet
headers and payloads. While we exclude side-channel based
approaches [18], [46], [60], [64] and multimodal methods
[2], [15], [48], [49], we recognize that a thorough under-
standing of raw data is fundamental to NTC. By focusing on
how raw data can be meticulously used to classify traffic, we
aim to provide insights that can enhance raw information-
based classifiers and inform and improve multimodal ap-
proaches. The increasing adoption of raw-information-based
NTC [61] further underscores the relevance and timeliness
of this study.

This paper is organized as follows. In Section 2, we
present a taxonomy and classification of existing NTC stud-
ies, detailing their design choices, benchmarking suites, and
prevalent assumptions. Section 3 provides a systematization
of these studies, synthesizing insights and identifying com-
mon trends. In Section 4, we outline the unresolved chal-
lenges in NTC by formulating specific research questions
that address the issues of outdated datasets, design over-
sights, and unsubstantiated assumptions. Section 5 presents
our empirical investigations, where we prove our conjectures
and answer the research questions through extensive exper-
iments. Finally, in Section 6, we discuss the implications of
our findings and highlight emerging research directions.

2. Taxonomy and Classification

In this section, we lay the groundwork for our network
traffic classification (NTC) study using raw information. We
introduce a taxonomy that organizes the various aspects of
classifier development, focusing on the key choices made
throughout the process. Broadly, these decisions fall into two
main categories: design choices and benchmarking choices,
which are discussed in Section 2.1 and Section 2.2 respec-
tively. This framework serves as a basis for understanding
and analyzing the development and evaluation of network
traffic classifiers in this paper.

2.1. Design Choices

The design of a Network Traffic Classification (NTC)
system involves several ancillary decisions that impact its
functionality, accuracy, and suitability for specific tasks.
Key design considerations include the granularity of data,
the methods used to extract relevant information, and the
selection of features for analysis. For instance, MAC ad-
dresses, IP addresses, and protocol ports are commonly
referred to as Strong Identification Information (SII) [50].
Incorporating SII constitutes an important design choice
within the system’s overall framework.

As illustrated in Figure 1, each choice impacts how the
classifier processes network data, which is crucial in refining

1826

DATA EXTRACTION STRATEGY G

AW STRON
GRANULARITY IDENTIFICATION
BYTE (B) PACKETSELECTION | [TATURES INFO. USAGE
Does not use
sI

Figure 1. Taxonomy of design choices in raw information based NTC

the classifier’s capability. This section delves into these de-
sign considerations, structured to reflect the decision-making
paths highlighted in Figure 1.

2.1.1. Traffic Granularity. Traffic granularity defines the
level of detail at which network traffic is analyzed and clas-
sified. To formalize, we represent the set of all traffic packets
as P = {p',..,pPI}, where each packet p' = (z',7',t")
for i € [1,|P]]. In this notation, =' represents the 5-tuple
consisting of the source IP, destination IP, source port, desti-
nation port, and protocol; y* denotes the packet size in bytes,
with y* € (0, 00); and ¢* stands for the packet’s transmission
timestamp, measured in seconds, with ¢* € [0, co). The most
prominent traffic granularities found in the literature include:

Packet Granularity represents the finest level of anal-
ysis, where each packet p' = (z%,b",#") is individually
examined.

Burst Granularity analyzes traffic in bursts, or clusters
of packets transmitted within short intervals, separated by
idle periods. A burst B™ consists of packets that arrive
within a specified time window defined by the burst du-
ration threshold At¢. Formally, let B represent the set of
all bursts, and each burst b can be defined as: b"
{p' € P |t —t~1 < At}, where n € [1,|B]].

Flow Granularity groups all unidirectional packets with
the same 5-tuple z*. Let F represent the set of all flows,
where each flow f* is a collection of packets with the same
x'. Formally, the flow f* can be defined as:
ff={peP|z'=2IVp'p € ¥}, where k € [1, |F]]
and 7,5 € [1,|P|].

Session Granularity (or Bi-Flow Granularity) aggre-
gates traffic flows between two endpoints into a single
granularity by treating flows in both directions as part of
one conversation. In this approach, the 5-tuple z? is treated
as bi-directional, meaning that flow A —+ B and B — A are
combined. Formally, let S represent the set of all sessions,
where each session s™ consists of paired flows f* that
capture the full interaction between two endpoints

2.1.2. Data Extraction Strategy. Once the traffic granular-
ity is determined, the next essential design choice involves
selecting a data extraction strategy. This strategy defines how
data is captured from the chosen granularity level and how
it is represented. Referring to Figure 1, we categorize data
extraction strategies into the following types:
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Type 1: First m Bytes of Selected Granularity This
strategy involves extracting the first m bytes from the entire
data segment of the selected granularity level, whether it
is packet, burst, flow, or session. This approach treats the
selected granularity as a continuous data stream without
regard to individual packet boundaries or the number of
packets it contains. As shown in Figure 1, this method is
the default—and, effectively, the only—option available for
packet granularity, where each packet’s raw information is
extracted for classification.

Type 2: First m Bytes of n Packets In this method,
the classifier extracts the first m bytes collectively from a
sequence of n packets within the selected granularity (e.g.,
burst, flow, or session). If the total size of these n packets
is less than m, padding is applied to reach the desired byte
length. Conversely, if the total size exceeds m, it is truncated
to match the specified size.

Type 3: First m Bytes Per Packet of n Packets This
approach extracts the first m bytes from each of the first n
packets within the selected granularity, resulting in a total of
m X n bytes. By preserving packet boundaries and treating
the initial bytes of each packet separately, this strategy
retains the structural integrity of network traffic.

As Figure 1 depicts, an additional choice for the Type
2 and Type 3 strategies is the selection of n packets from
which data will be extracted, offering two primary options:

First n Packets: This option selects the initial n packets
of the chosen granularity (burst, flow, or session) under the
assumption that the earliest packets often contain critical
information, such as protocol handshakes or initial data
exchanges.

Any Consecutive n Packets: Alternatively, the n pack-
ets can be any consecutive sequence within the granularity,
providing flexibility to capture patterns that may occur at
various stages of the communication.

2.1.3. Raw Features. Building on the selected traffic gran-
ularity and data extraction strategy, the next aspect in de-
signing a network traffic classification (NTC) system is
the choice of raw features, as illustrated in Figure 1. Raw
features refer to the unprocessed data extracted directly from
network traffic without prior aggregation or manipulation.
These features play a critical role in NTC as they often
capture unique patterns essential for accurate classification.
The choice of traffic granularity and data extraction strategy
shapes the availability, scope, and type of raw features that
can be used. Broadly, these features can be categorized into
packet header information and application layer payloads.

Packet headers provide essential metadata about the
packet’s path through the network.

Layer-2 (L2): The Ethernet layer comprises attributes
such as source and destination MAC addresses, which iden-
tify devices on the local network.

Layer-3 (L3): The Network layer mainly includes at-
tributes like source and destination IP addresses, which are
critical for routing data among networks.
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Layer-4 (L4): The Transport layer primarily consists of
source and destination ports, along with other flow control
and error recovery features.

Layer-7 (L7): The Application layer payloads contain
the actual data transmitted by applications. However, with
the growing prevalence of encryption protocols, much of this
payload data is encrypted, limiting accessibility to plaintext
for analysis.

2.1.4. Strong Identification Information (SII). Following
the selection of raw features, another critical consideration
in designing network traffic classification (NTC) systems is
the use of Strong Identification Information (SII), as outlined
in Figure 1. SII refers to features directly identifying a user,
device, or application, providing highly discriminative infor-
mation that can significantly enhance classification accuracy.

According to literature, typical examples of SII include:
MAC addresses in L2 (ethernet layer), which are unique
identifiers for network interfaces; IP addresses in L3 (net-
work layer), serving as numerical labels assigned to devices
on a network; and protocol ports in L4 (transport layer),
which are numeric identifiers for specific applications or
services.

While some studies opt to obfuscate SII to mitigate
overfitting, others choose to incorporate SII to leverage its
discriminative power.

2.2. Downstream Tasks and Benchmarking

Network traffic classification covers a range of down-
stream tasks focused on identifying specific network activi-
ties, applications, or security threats. Benchmarking in this
context involves selecting suitable datasets to rigorously test
and validate the classifier’s effectiveness in performing the
chosen downstream task. Several public datasets are avail-
able as benchmarks, each addressing a specific classification
task.

A significant area of focus as a downstream task is
detecting malicious activities, including malware communi-
cations, network intrusions, and botnet traffic. The USTC-
TFC2016 dataset [87] provides samples of malicious and
benign traffic, enabling the development of classifiers ca-
pable of detecting malware within network flows. Simi-
larly, the CIC-IDS2018 dataset [72] contains a range of
intrusion scenarios alongside benign traffic. Additionally,
CIC-I0T2022 [14] and Bot-IoT [40] datasets focus on IoT
environments, offering traffic data that includes both normal
device activities and malicious behaviours associated with
botnets.

Another critical task involves classifying encrypted and
anonymized traffic, such as VPN and Tor communications.
The ISCXVPN2016 dataset [19] includes traffic data from
both VPN and non-VPN connections, assisting researchers
in creating models that can identify the use of VPNs. Sim-
ilarly, the ISCXTor2016 dataset [27] focuses on Tor traffic
classification, offering both Tor and non-Tor traffic samples.

In application identification, web and mobile traffic
classification has gained prominence. The CSTNET-TLS1.3
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dataset [50] supports web traffic classification by providing
samples of web communications using TLS 1.3. The Cross-
Platform Application dataset [65] offers network traffic
generated by various mobile applications across different
platforms, including Android and iOS.

In addition to these public datasets, private datasets
collected from operational networks or controlled
experiments are often employed to evaluate network
traffic classifiers.

At its core, ML in NTC transforms raw network data
into meaningful insights by identifying patterns and relation-
ships that may not be explicitly defined. The interplay be-
tween data granularity, feature selection, and benchmarking
choices shapes how models learn and perform, ultimately
determining their effectiveness in real-world scenarios.

3. Systematization

To provide a comprehensive overview of the existing re-
search on Network Traffic Classification (NTC), we conduct
a systematic literature survey focusing on studies that utilize
raw network traffic information. Our objective is to identify
and analyze key literature that discusses the design choices
and methodologies pertinent to our scope, particularly in the
context of encrypted communications.

3.1. Methodology

We initiate the survey by conducting an extensive
search across multiple academic databases, including JS-
TOR, SCOPUS, EBSCO, and Google Scholar. The search
is guided by the following query: (“network traffic” OR
“encrypted traffic”’) AND (“classification” OR “analysis”
OR “detection”) AND (“review” OR “survey” OR “sok”).
This search string was designed to capture a broad spectrum
of literature related to NTC, emphasizing works that offer a
critical overview or synthesis of the field. Since the first raw-
information based network traffic classifier was published in
2015 [1], [10], [33], we filtered our search to studies from
2015 onward.

The initial search yields approximately 152 articles. To
refine this pool of literature, we exclude studies that were
(a) not directly related to the subject matter, such as those
focusing on unrelated networking topics or other domains
(e.g., road traffic analysis, NTC studies that do not leverage
ML); (b) non-peer-reviewed, to ensure the academic rigour
and credibility of the sources; and (c) duplicate studies, to
maintain a unique set of references. From the refined list
of papers, we selected raw-information based NTC studies
that detail their design choices and the benchmarking suites
used (see Section 2).

3.2. Culmination

The collected articles are then meticulously analyzed and
grouped based on the themes and design choices discussed
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in Section 2. These categories include traffic granularity,
data extraction strategy, raw features used, Strong Identifi-
cation Information (SII) and dataset usage. We present the
culmination of this process in Table 1, which provides a
concise reference to support our subsequent analysis and
discussions.

4. Unresolved Challenges in NTC

Despite significant advances, several open problems in-
hibit the development of robust and generalizable classi-
fiers. These issues impede the ability of models to perform
effectively in real-world scenarios and limit the practical
applicability of research findings. This section identifies and
critically examines three primary snags affecting current
NTC approaches: reliance on outdated datasets, unsubstanti-
ated assumptions, and issues caused by oversights in design
choices.

4.1. Snag 1: Legacy Datasets

The literature summarized in Table 1 reveals that many
studies continue to rely on network traffic datasets collected
before 2018. This reliance raises concerns since encryption
protocols and cipher suites have evolved significantly since
then. Specifically, the adoption of protocols such as TLS
1.3 has deprecated algorithms such as 3DES and RC4 and
has mandated or strongly recommended the use of enhanced
cipher suites. Furthermore, TLS 1.3 encrypts portions of the
handshake process previously transmitted in plaintext [66].

These changes reduce the metadata and observable pat-
terns available to network traffic classifiers. Consequently,
models developed using older datasets and the assumptions
they are based on, may not adequately account for these
changes. Applying these models to contemporary network
traffic could lead to decreased performance or even complete
ineffectiveness.

To address this potential gap, we evaluate the validity
and applicability of older datasets in the context of current
network conditions. To this end, we formulate the following
research questions to determine whether newer datasets are
necessary for improving network traffic classification.

S1 - Research Questions

S1-RQ1: Do legacy datasets contain encrypted net-
work traffic that accurately reflects modern proto-
cols?

S1-RQ2: Do encryption algorithms used in legacy
datasets remain valid and relevant for contemporary
NTC?

4.2. Snag 2: Oversights in Design Choices

We suggest that NTC models often overfit due to a
lack of careful feature selection. Feature choices are often
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Table 1. RAW INFORMATION BASED NETWORK TRAFFIC CLASSIFICATION

Study Raw Features Used Data Extraction Traffic Granularity Datasets Used
Ref. Year L2 L3 L4 L7 # Bytes  # Packets Packet  Burst Flow  Session VPN'16 TOR'16 TFC'16 CP'17 Other Private
[86] 2015 [ ] L] [ ] L ] 1000 = = = = T1 = = = = = s
[87]1 2017 L M LY L] L ] T84 - - - - T1 - - v - -
[B5] 2017 L M) LY [ ] L ] T84 = = = = T1 s = = = = =
[94] 2018 - L] L) [ ] 784 3% - - T2 - v - - - -
[35] 2018 [ ] L] [ ] L ] 1024 = = = = T1 s = = = [23] = =
[11 2019 L ] L] L ] L ] T84 - - - - T1 - - - - - v
[89] 2019 = = = L ] 784 = = = = T1 s - - - - -
[13] 2019 Ly LY L ] L ] T84 - - - - T1 v - - -
[32] 2020 L ] L] L] L ] T84 = = = = T1 s = = = = =
[10] 2020 - o ° L[] 1500 - Tl - - - '4 - - -
[70] 2020 Ly LY L] L ] 900 - = = = T1 = = s = = =
[55] 2020 - LY L] L ] 1500 - T1 - - - v - - - -
[30] 2020 Ly LY L] L ] 128 5% = = T3 = s = = = s
[90] 2020 L ] L] L] L ] T84 - - - - Ti - - - - [42] =
[771 2021 = L] L] L ] 1480 = T1 = = = s = = = =
[56] 2021 L M LY L] L ] T84 - - - - T1 v - - -
[33] 2021 = = = L ] 256 10 <= = = T3 = s = = = = =
[311 2021 [ ] L] L] L ] T84 - - - T1 - - - v - [36] =x [75] =
[26] 2022 Ly LY L] L ] T84 = = = T1 = = = s = = =
[50] 2022 - - LY L ] 128 5% T1 - - T3 v v v [50]
[54] 2022 L ] L] L] L ] 300 = = = = T1 = = s = = =
[57] 2023 L M LY L] L ] 3072 - - - - T1 v - - - v
[45] 2023 = = LY L ] 128 5% T1 = = T3 = = = = [40] = =
[74] 2023 - - LY L ] 128 - T1 - - - v - - - - -
[28] 2023 Ly LY LY L ] 1024 = = T1 = = s s s s [72] =
[52] 2023 - LY L] L ] 300 30 % - - - T2 - - - - [43] =
[92] 2024 = LY LY L ] 320 5% = = T3 = s s s = [14] =

Raw Features Used: L2=Ethernet layer; L3=Network layer; L4=Transport layer; L7=Encrypted payload; @=Use with SII; ©=Use without SII;

Data Extraction Strategy: # Bytes=No. of bytes;
T1=Type 1(First m bytes);

# Packets=No. of packets;
T2=Type 2(First m bytes of n packets);

n %=First n packets; n *#=Any consecutive n packets;

T3=Type 3(First m bytes per packet of n Packets);

Datasets Used: VPN’16: ISCXVPN2016 [19]; Tor’16: ISCXTor2016 [27]; TFC’16: USTC-TFC2016 [87]; CP"17: Cross-Platform Application [65];

%: Dataset collected on or before 2018

made without considering the selected traffic granularity
and data extraction strategy. We categorize this tendency to
overfit into three types: data leakage overfitting, contextual
overfitting, and temporal overfitting.

4.2.1. Data Leakage Overfitting. This problem occurs
when models inadvertently learn from features that should
not be available during inference, which leads to an illusion
of high performance that does not generalize to real-world
scenarios. While some studies have made commendable
efforts to prevent overfitting related to Strong Identification
Information (SII) (see Table 1), some have not. Another
issue arises from exposing Server Name Indication (SNI) !
to ML models. As SNI is frequently used for labelling traffic
in datasets [50], [51], [73], exposing it creates a potential
shortcut that models can exploit.

Studies that perform classification based on the first
m bytes of a flow or session granularity, where m is set
to include the initial TCP and TLS handshakes frequently
do not obfuscate the SNI. To capture the SNI, m must
be large enough to encompass the cumulative sizes of
the packets from the beginning of the TCP session up to
and including the TLS Client Hello message. The TCP

1. The SNI extension in the TLS handshake reveals the hostname the
client is attempting to connect to

handshake involves three packets (SYN, SYN-ACK, ACK)
with minimal payloads, typically totalling around 162 bytes
(without TCP options) [20]. The TLS Client Hello message,
which includes the SNI, follows the TCP handshake and
varies in size but is typically around 600 bytes, depending on
the number of supported cipher suites and extensions [66],
[67]. Therefore, choosing an m value greater than 700 bytes
generally ensures that the SNI is included in the training
data. According to Table 1, m ranges from 764 to 3072 in
literature, raising concerns about data leakage overfitting.

Similarly, studies that consider the first n packets of a
flow or session granularity, where n includes the packets
containing the TLS Client Hello message, are likely to
capture the SNI. Since the TCP handshake consists of three
packets and the TLS Client Hello is typically sent in the
fourth packet, setting n > 4 is likely to include the SNI
[66].

If the SNI is not obfuscated, models may end up using
SNI values as shortcuts for classification rather than learn-
ing meaningful patterns in the underlying traffic. However,
in practice, the presence of the TLS handshake and the
SNI is not always guaranteed. For example, in TLS 1.3,
mechanisms such as Encrypted Client Hello (ECH) encrypt
the SNI to enhance privacy [68]. Further, the presence of
TLS handshake is not always guaranteed due to session
reestablishment [51].
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Consequently, models that rely on the SNI may struggle
with accurate classification in real-world conditions where
this information is either encrypted or absent.

4.2.2. Contextual Overfitting. Contextual overfitting refers
to the phenomenon where a model learns to exploit irrele-
vant features or context-dependent patterns present in the
data that do not reflect the intrinsic nature of the target
class. In the NTC domain, contextual overfitting arises when
models exploit features that are artifacts of the network
protocols or specific implementations rather than intrinsic
properties of the traffic generated by target applications.

In contrast to data leakage overfitting, contextual over-
fitting impacts classifiers of studies that split a single
TCP/UDP session into multiple training and testing sam-
ples. As shown in Table 1, they are (1) packet and
burst granularity-based classifiers, and (2) flow and session
granularity-based classifiers which extract information from
any consecutive n packets.

For example, according to RFC 791 [69], RFC 6864 [81]
and RFC 6274 [25], the IP Identification (IP ID) field in L3
(IP header), is initialized for each session with a pseudo-
random number generator and incremented sequentially for
each packet transmitted. As a consequence, the high-order
bits remain relatively consistent.

Similarly, the IP Header Checksum, which is a 16-bit
one’s complement of the one’s complement sum of all 16-
bit words in L3 (IP header) [69], poses a risk for contextual
overfitting. Due to the changing nature of attributes, such
as the IP ID and Total Length, the Header Checksum
varies with each packet. However, packets with similar Total
Lengths and minor differences in IP IDs (i.e., adjacent
packets) have similar checksum values within a session.

As per RFC 9293 [20], fields such as the Sequence
Number and Acknowledgment Number in I4 (TCP header)
are specific to each TCP session, initialized using pseudo-
random functions and incremented with data transfer. Due to
gradual increments caused by uploads/downloads, the high-
order digits of Sequence and Acknowledgement numbers
remain mostly consistent across packets in the same TCP
session.

As a consequence, models that see multiple packets
from the same session may inadvertently learn patterns
based on the stable high-order bits of fields like IP ID, IP
header checksum, and TCP Sequence and Acknowledgment
numbers, leading to overfitting. Since these features are
either randomly generated per session or influenced by
such random values, they should not be relied upon for
classification, as they reflect session-specific artifacts rather
than meaningful traffic characteristics.

4.2.3. Temporal Overfitting. Temporal overfitting occurs
when models capture features that fluctuate over time due
to dynamic network conditions, system configurations, or
temporal changes unrelated to the application’s behaviour.
These features may provide superficial patterns specific to
the time and environment of data collection, leading to mod-
els that do not generalize well under different conditions.
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A notable example is the TCP Timestamp Option, intro-
duced in RFC 1323 [9] to enhance TCP performance over
high-speed networks. Each TCP segment can contain a 32-
bit Timestamp Value (TSval) set by the sender and a 32-bit
Timestamp Echo Reply (TSecr) from the remote host. The
TSecr field reflects the TSval received from the sender in
the previous segment, allowing for more accurate round-trip
time (RTT) measurements. Since packets within a session
are sent in quick succession, the most significant bits of
TSval and TSecr remain consistent.

Further, TCP Window Size is a dynamic value negotiated
between the sender and receiver to manage flow control
and optimize data transmission. According to RFC 7323
[8] and RFC 9438 [88], the Window Size is influenced
by several factors independent of the traffic class, such
as the available receive buffer, network congestion levels,
bandwidth-delay product (BDP), and the Path Maximum
Transmission Unit (MTU). For instance, during periods of
high network congestion, the Window Size may be reduced
to prevent packet loss. If models rely on the TCP Window
Size as a feature, they could overfit to transient network
conditions upon which the dataset is collected.

Since these features fluctuate based on time-sensitive
factors such as timing within a session, network congestion,
and buffer availability, they should not be relied upon for
classification. These elements reflect temporary network
states rather than intrinsic characteristics of the traffic
itself, thus limiting the model’s ability to generalize across
varying network environments.

Table 2 summarizes the overfitting tendencies associated
with the discussed raw features. It details the types of over-
fitting each feature may introduce, along with the affected
traffic granularities and data extraction strategies. Notably,
none of the studies listed in Table 1 take steps to obfuscate
or mask these session-specific attributes. As a consequence,
while these features may contribute to higher performance
on familiar data, models trained on them risk failing to
generalize to unseen traffic where these learned patterns
are absent. To validate our suppositions, we formulate the
following research questions.

S2 - Research Questions

S2-RQ1: Does data leakage from SII and SNI affect
the generalizability and robustness of network traffic
classifiers?

S2-RQ2: Do session-specific contextual artifacts
contribute to overfitting in NTC?

S2-RQ3: Do time-specific temporal artifacts con-
tribute to overfitting in NTC?
4.3. Snag 3: Unsubstantiated Assumptions

Examining the literature reveals several unsubstanti-
ated and often contradictory assumptions regarding design
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Table 2. OVERHITTING TYPE AND AFFECTED TRAFFIC GRANULARITY

Affected Granularity

Feature Type
Packet Burst Flow Session

Src. MAC Addr. DL v v v v
Dst. MAC Addr. DL v v v v
IP ID (! v v T2% T3 T2% T3
IP Header Checksum C v v T24% T3 T24% T3
Src. IP Addr DL v v v v
Dst. IP Addr. DL v v v v
Src. Port DL v v v v
Dst. Port DL v v v v
TCP Seq. No. (! v v T2% T3 T2% T3
TCP Ack. No. C v v T24% T3 T24% T3
TCP Window Size T v v T2% T3 T2% T3
TCP Options - TSval T v v T24% T3 T24% T3
TCP Options - TSerc T v v T2% T3 T2% T3
TLS SNI DL - - T1T2% T3% T1 T2% T3k
DL=Data Leakage; C=Contextual; T=Temporal;

*=First n Packets; <=Any consecutive n Packets;

T1=Type 1(First m bytes); T2=Type 2(First m bytes of n packets);
T3=Type 3(First m bytes per packet of n Packets);

v=Affects regardless of the data extraction strategy.

choices.

While all studies shown in Table 1 utilize the encrypted
payload (L7), their justifications vary.

Some studies suggest that encrypted payloads contain
inherent patterns resulting from the imperfect randomness
of encryption algorithms [10], [28], [33], [50], [55], [74],
[92].

However, TLS 1.3 guarantees that the same plaintext
will always produce different ciphertexts due to the use of
Authenticated Encryption with Associated Data (AEAD) ci-
phers like AES-128-GCM, AES-256-GCM and ChaCha20-
Poly1305, and unique initialization vectors (IVs) [66]. Given
these robust security measures, the claim that machine
learning models can still learn and exploit patterns directly
from encrypted payloads is concerning. It suggests potential
vulnerabilities in the cipher suites, implying that encrypted
communications may not be as secure or random as in-
tended.

There is also inconsistency in the perceived sufficiency
of encrypted payloads for classification: several studies ar-
gue that both metadata (L2, L3, and L4) and encrypted
payloads (L7) are necessary for accurate classification. In
contrast, others assert that the encrypted payload alone is
adequate [33], [89].

Furthermore, all studies listed in Table 1 use truncation
and padding techniques to create a consistent, fixed-length
embedding for training proposed ML models. However,
some studies argue that altering payload lengths to fit a
fixed-size representation can result in losing important in-
formation, negatively impacting the model’s classification
performance [78].

To address these discrepancies, we formulate the follow-
ing research questions:
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S3 - Research Questions

S3-RQ1: Can state-of-the-art network traffic classi-
fiers detect meaningful patterns in encrypted pay-
loads?

S3-RQ2: Is encrypted payload alone sufficient for
accurate network traffic classification?

S3-RQ3: Does truncating or padding traffic pay-
loads impact classification accuracy?

5. Decoding the NTC Fidelity

In the previous section, we identified research questions
related to: (Snag-I) limitations of widely used datasets,
(Snag-2) oversights in design choices, and (Snag-3) con-
tradicting assumptions in literature. To address the Snag-
1 questions, we begin with an evaluation of widely used
datasets, assessing their relevance and content in light of
these concerns. Following this, we conduct 348 strategic
experiments using state-of-the-art classifiers to answer the
questions posed in Snag-2 and Snag-3.

5.1. NTC Dataset Evaluation

In Section 4.1, we raised concerns about the credibility
and applicability of network traffic classification models
that rely on datasets collected before 2018. This section
addresses these doubts by empirically evaluating datasets to
uncover their true potential and suitability for contemporary
NTC tasks.

5.1.1. Dataset Selection. To conduct meaningful analysis,
we select public datasets used in more than one study pre-
sented in Table 1 or those claimed to include TLS 1.3 traffic.
This selection criterion ensures that we focus on datasets
with significant influence in the research community and
those containing modern encryption protocols. By scrutiniz-
ing these datasets, we aim to answer research questions S1-
RQI and S1-RQ2, thereby justifying their use in developing
effective NTC models.

5.1.2. Methodology. To systematically evaluate the encryp-
tion protocols and encryption algorithms present in the
selected datasets, we process packet capture (PCAP) files
and extract relevant encryption information using the Tshark
tool?. A simplified pseudocode of our analysis script is
presented in Algorithm 1.

We extract all unique session identifiers for each PCAP
file in the dataset, which represent individual communication
sessions in the network traffic (Line 2, 3). These session
IDs encompass TCP and UDP sessions, allowing for a
comprehensive dataset analysis.

We then iterate over each session ID to determine
whether the session is encrypted (Line 4, 5). This task

2. Tshark: https://tshark.dev/
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Algorithm 1 Dataset evaluation
1: Initialize pcap_stats dictionary for the dataset
2: for each pcap_file in dataset do

3: session_ids + Extract session IDs from pcap_file
4 for each s_id in session_ids do

5 type +— Check if session s_id is encrypted

6 if type is “encrypted” then

7: Increment pcap_stats| “encrypted” ] by 1

8 c_suite < Get cipher suite of session s_id
9: if ¢_suite is “unknown” then

10: Increment pcap_stats| “unknown” ] by 1
11: else

12: e_algo + Get enc. algo from c_suite
13: Increment pcap_stats/e_algo] by 1

14: end if

15: else

16: Increment pcap_stats{ “unencrypted”] by 1
17: end if

18: end for

19: end for

is carried out by checking for the presence of encryption
protocols such as TLS for TCP sessions or DTLS/QUIC for
UDP sessions (Line 6).

Encrypted sessions: If a session is encrypted (type is
encrypted), we increment the count of encrypted sessions
of the dataset being analyzed. We then attempt to identify
the specific cipher suite used in the session by examining
the “Server Hello” packet of the TLS handshake packets
(Line 7, 8). Suppose the cipher suite cannot be identified due
to missing handshake packets. In that case, we increment
the count of sessions with unknown to account for sessions
with unidentified encryption methods (Line 9, 10). If the
cipher suite can be determined, we extract the encryption
algorithm and increment the count of sessions encrypted by
it (Line 12, 13). This helps us understand the distribution
and representation of different encryption algorithms within
a dataset.

Unencrypted sessions: If a session is not encrypted (type
is unencrypted), we increment the count of umencrypted
sessions. This category includes sessions either transmitted
in plaintext or unrelated to encryption protocols (Line 16).

After processing all sessions within a PCAP file, we con-
tinue to the next file in the dataset (Line 18). By aggregating
the statistics across all PCAP files, we construct a detailed
overview of encryption usage and cipher suite distribution
within the dataset.

5.1.3. SI-RQI: Encryption in Legacy Datasets. The re-
sults of the encryption usage analysis of the selected datasets
are shown in Figure 2a. This indicates a substantial variation
in the proportion of unencrypted versus encrypted traffic
across different datasets. The results underscore the preva-
lence of unencrypted traffic in several widely used datasets,
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undermining their applicability in evaluating modern en-
crypted NTC models.

Among the datasets analyzed, the CSTNET-TLS1.3
dataset [50] stands out as it exclusively contains encrypted
network traffic, as claimed.

In stark contrast, several legacy datasets reveal a signif-
icant presence of unencrypted traffic. The ISCXVPN2016
[19], and USTC-TFC2016 [87] datasets, for example, ex-
hibit notably high percentages of unencrypted traffic, at
98.9% and 94.7%, respectively. This suggests a dominant
presence of plaintext communications in these datasets,
which limits their applicability in scenarios that require
encrypted traffic analysis. Similarly, the ISCXTor2016 [27]
dataset, which is intended to capture traffic from the Tor
network, still shows 89.3% of its traffic as unencrypted. This
indicates that a considerable portion of the dataset lacks the
encryption expected from a privacy-focused network like
Tor. The Cross-Platform Application dataset [65], which is
relatively more balanced, still reveals that 69.7% of its traffic
remains unencrypted.

These proportions are widely misaligned with real-world
conditions. According to Google’s Transparency Report, as
of October 2024, more than 93% of web pages loaded
in Google Chrome are secured with SSL/TLS encryption
[37]. This discrepancy highlights a critical gap between the
encryption distributions within these datasets and the actual
state of internet traffic, where encryption has become the
norm.

5.1.4. SI-RQ2: Encryption Algorithm Usage. As shown
in Figure 2b, CSTNET-TLS1.3 dataset stands out by ex-
clusively containing traffic encrypted with current, secure
AEADs, in line with the recommendations of TLS 1.3
[66]. In contrast, pre-2018 datasets like ISCXVPN2016,
ISCXTor2016, and USTC-TFC2016 contain traffic sessions
encrypted using outdated algorithms such as AES with CBC
mode (both 128-bit and 256-bit), 3DES, and RC4, which
are deprecated in contemporary security standards due to
their known vulnerabilities [6], [59], [62]. This reliance on
outdated encryption algorithms further limits the effective-
ness of legacy datasets for developing and benchmarking
classifiers.

Moreover, another notable gap is the limited representa-
tion of traffic encrypted with the ChaCha20-Poly1305 cipher
suite [7]. Despite being a recommended algorithm in TLS
1.3 and the default AEAD in several widely-used secure
communication protocols like OpenSSH, WireGuard, and
OTRv4, none of the datasets include considerable propor-
tions of ChaCha20-Poly1305-encrypted traffic. This lack of
representation is a critical omission, considering the growing
adoption of this algorithm in modern security protocols [16],
[66].

Takeaway 1: Substantial portions of public datasets
contain unencrypted traffic.

Takeaway 2: Widely-used datasets include sessions en-
crypted by vulnerable and deprecated ciphers, potentially
misleading machine learning models.
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Figure 2. Public network traffic dataset evaluation.

Takeaway 3: Although secure ciphers like ChaCha20-
Poly1305 are seeing growing adoption, they remain under-
represented in public datasets.

Takeaway 4: Given the widespread adoption of TLS 1.3
and QUIC [24], [44], public datasets should be critically
evaluated and updated to reflect contemporary conditions.

5.2. CipherSpectrum

The analysis in the previous sections highlighted sev-
eral limitations in existing public datasets, particularly their
unencrypted nature and usage of outdated encryption pro-
tocols. Moreover, the literature indicates that many publicly
available datasets are flow features (i.e., extracted statistics)
instead of raw traffic [77], [87]. While these datasets are
valuable for statistics-based NTC, they are unsuitable for
raw information-based or multimodal methods. As a result,
many researchers are compelled to rely on self-collected
or private traffic datasets, which compromises the repro-
ducibility and credibility of their results [13], [77], [85],
[94]. Further, some publicly available datasets, such as
ISCXVPN2016, exhibit significant class imbalances [55],
which can be detrimental to the performance of deep-
learning models that are known to be sensitive to such
imbalances [74].

To collectively address these issues and to support our
subsequent experiments, we develop a new traffic dataset:
CipherSpectrum. CipherSpectrum includes network traffic
encrypted with modern cipher suites mandated/strongly-
recommended by TLS 1.3 [66], providing a robust foun-
dation for research in raw information-based NTC.

5.2.1. Composition. CipherSpectrum consists of encrypted
TCP/UDP sessions for 40 distinct domains (classes), each
represented by traffic encrypted with the three major TLS
1.3 cipher suites. Specifically, for each class and cipher suite,
CipherSpectrum contains 1,000 TCP/UDP session samples,

totalling 120,000 sessions (40 classes x 3 cipher suites per
class x 1,000 sessions per suite). For instance, traffic for
example.com includes 1,000 sessions with TLS-AES-128-
GCM-SHA256, 1,000 with TLS-AES-256-GCM-SHA384,
and 1,000 with TLS-CHACHA20-POLY 1305-SHA256. To
support the development of robust and generalizable NTC
models and facilitate research that reflects a range of en-
crypted traffic scenarios, we make CipherSpectrum publicly
available>.

The data collection and development methodology for
CipherSpectrum is provided in Appendix A to maintain
focus on the primary discussion.

Takeaway 5: CipherSpectrum provides a comprehensive
dataset by uniformly representing traffic encrypted using the
three mandated and recommended cipher suites of TLS 1.3.

Takeaway 6: Public availability of CipherSpectrum sup-
ports the development of robust and generalizable NTC
models, facilitating cipher-agnostic network traffic classi-
fication.

5.3. Design Choices and Assumptions Validation

In this section, we address the research questions related
to (Snag-2) oversights in design choices and (Snag-3) un-
substantiated assumptions, as discussed in Section 4.2 and
Section 4.3 respectively.

We conduct 348 systematic occlusion experiments to
substantiate the speculative claims in which the features
in question are masked, removed, or obfuscated from the
input. This approach allows us to assess the impact of these
features on model performance and to prove our conjectures
empirically.

5.3.1. Dataset Selection. For our evaluation, we focus on
encrypted traffic adhering to TLS 1.3 by utilizing two

3. CipherSpectrum: https:/cspectrum. web.cse.unsw.edu.au
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datasets: CipherSpectrum and CSTNET-TLS1.3 [50]. Al-
though both models demonstrate their multi-class classifi-
cation abilities, we randomly select 10 classes from each
dataset. This decision is motivated by several factors: (1)
preliminary tests on larger class sets confirmed the same
pitfalls, reinforcing the generalizability of our findings; (2)
the pitfalls we highlight are independent of the class count,
making a more extensive selection unnecessary; (3) restrict-
ing the class set aligns with YaTC’s proposed capabilities,
which max out at 20 classes, ensuring a fair and unbiased
comparison; and (4) conducting 348 occlusion experiments
is computationally intensive, and limiting the number of
classes allows for a thorough yet efficient analysis, enabling
deeper scrutiny and reliable reproducibility.

In CipherSpectrum, the selected classes include an
equal mix of traffic encrypted using AES-128-GCM, AES-
256-GCM, and CHACHA20-POLY1305, ensuring a bal-
anced representation of encryption algorithms. In CSTNET-
TLS1.3, we address the class imbalance problem by ran-
domly selecting 10 classes containing more than 400
TCP/UDP sessions. Furthermore, we randomly select 400
TCP/UDP sessions from each selected class. By adopting a
dual-dataset approach, we aim to confirm the generalizabil-
ity of our findings across different traffic characteristics and
encryption schemes.

5.3.2. Model Selection. To substantiate our claims, we
selected ET-BERT [50] and YaTC [91] for our evaluation
due to their open-source nature, credibility from publi-
cation in top-ranked venues (A* by CORE), and proven
superiority over traditional ML methods [63], [84], [91].
ET-BERT, regarded as state-of-the-art [28], [91], serves as
a foundation for numerous studies [17], [45], [47], [53].
[74], while both models effectively address a range of NTC
challenges. However, our goal is not to evaluate or compare
their performance as an end objective. Instead, we use
these models as illustrative tools to demonstrate how design
choices (see Section 2.1) influence model behaviour, leading
to overfitting and other methodological pitfalls. Appendix
B explains the model-specific preprocessing steps applied
to represent each level of granularity and data extraction
strategy for ET-BERT and YaTC.

5.3.3. Occlusion Strategies. The occlusion strategies used
in our analysis are summarised in Table 3. The A7 occlusion,
which includes all data, provides a baseline performance
metric. The DI occlusion, designed to test Strong Identifi-
cation Information (SII) based data leakage overfitting (see
Section 4.2.1), provides a secondary baseline. Our obser-
vations indicate that the presence of SII can overshadow
other features, preventing models from learning additional
information. Therefore, subsequent occlusions are compared
against the performance of DI. In D2, we eliminate Server
Name Indication (SNI) by replacing relevant bytes with
random hex values, allowing us to examine the extent of
SNI-based data leakage overfitting.

We further employ C and T occlusions to assess con-
textual and temporal overfitting (see Sections 4.2.2 and
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4.2.3). We randomize context- and time-dependent header
features in these occlusions to identify the model’s reliance
on these session-specific artifacts. To evaluate the combined
impact of all these overfitting shortcuts, the CTD occlusion
randomizes or removes all features associated with DI, D2,
C and T occlusions.

To examine the distinct roles of header and payload in
NTC, we implement HI and PI occlusions. All header infor-
mation is preserved in HI while the payload is eradicated
and padded to a uniform length with 0z00. This ensures
that the model’s reliance on header features alone can be
observed without interference from payload variations. Con-
versely, all header information is removed in P/, eliminating
all identifying metadata from the headers. We also strip
TCP options from the representation to avoid unintended
impacts from variable header lengths, allowing the analysis
to focus solely on the payload’s contribution to classification
performance.

The EI, E2, and E3 occlusions assess whether state-
of-the-art classifiers can identify patterns in the encrypted
payload or if they rely solely on payload length. In EJ,
we isolate the encrypted payload by removing all plaintext
information (e.g., header details) to measure its standalone
impact. In E2, we mask the encrypted payload with 0zF'F,
removing inherent randomness and leaving only payload
length as a potential feature. Finally, E3 replaces the en-
crypted payload with pseudo-random values independent of
class labels, simulating perfect randomness. This configura-
tion further helps us determine whether any discernible pat-
terns are artifacts of payload length rather than encryption-
induced imperfections. All three occlusion techniques were
applied to data extraction strategies that do not depend on
the first m bytes or first n packets as they do not exclusively
contain encrypted payloads due to handshake packets.

As shown in Table 2, not all overfitting tendencies
affect every traffic granularity. Therefore, we run occlusion
experiments only on the relevant design choices. To ensure a
fair and unbiased evaluation, we iteratively train and test the
selected models for each occlusion separately (as opposed
to training once and testing against different occluded data).
Drawing on the results presented in Tables 4 and 5, Sections
5.3.4 to 5.3.10 offer an in-depth analysis of the experimental
findings. However, to maintain conciseness, we report the
average accuracy of each occlusion across different design
choices. Specifically, for each occlusion type, the accuracy
values discussed (e.g., for ET-BERT under A1 occlusion)
represent the mean accuracy computed across the 12 design
choices presented in Tables 4 and 5.

5.3.4. S2-RQ1: Data leakage overfitting. To address the
data leakage concerns discussed in Section 4.2, we use the
Al, DI, and D2 occlusions, as outlined in Table 3. For Al
we conduct 48 experiments across two classifiers and 12
design choices, with results presented in Tables 4 and 5.
This configuration establishes baseline performance, with
ET-BERT and YaTC achieving average accuracies of 0.96
and 0.90, respectively.
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Table 3. FEATURE OCCLUSION STRATEGIES

L1 L2 L3 L7
1D Occlusion Strategy Implications of the results
MAC A. IP A. IPID  Checksum Poris Seq & Ack Window S. Optlons Payload SNI

Al All Data - - - - - - - - - - Baseline performance

D Anonymized SII R R - R - - - Reliance on SIT

D2 Anonymized SNI R R - - R - - - - R Reliance on SNI

(& wio Contextual O. R R R R R R - - - - Contextual overfitting proof

T wio Temporal O. R R - - R - R R - - Temporal overfitting proof
CTD  wlo Overfitting R R R R R R R R - R Absolute performance

H1 Header Only R R - - R - - - E R Contribution of the header

P1 Payload Only E E E E E E E E - - Contribution of the payload

E1 Encrypted Payload Only E E E E E E E E ENC E  E payload’s contribution

E2 E1 - Masked E E E E E E E E MSK E  E payload’s length’s contribution

E3  E1 - Obfuscated E E E E E E E E OBF E  Implicit pattern’s contribution

L2=Ethernet layer;
A.=Address;

0.=0verfitting;
ENC=Encrypted;

L3=Network layer;
Ports=Source and destination ports;
E=Eradicate (replace relevant bytes with 0z00);

L4=Transport layer;

Impact of SII: To examine the impact of Strong Iden-
tification Information (SII), we repeat the 24 experiments
for each classifier using the DI occlusion. On average, ET-
BERT achieved an accuracy of 0.51 (] 0.45), while YaTC
reached 0.62 (] 0.28). The average accuracy drop of 0.36
highlights the influence of SII on classifier performance,
exposing the risk of overfitting. Besides the resultant poor
generalizability, obfuscation practices, such as MAC address
randomization and dynamic IP allocation, reduce the relia-
bility of SII, as these features change frequently or can be
intentionally altered to protect privacy [58], [93].

We commend the studies shown in Table 1 that avoid us-
ing SII for classification, emphasizing that MAC addresses,
IP addresses, and protocol ports should not be relied upon
as features for classification.

Impact of SNI: The D2 occlusion is applied to design
choices that rely on the initial portion of a TCP/UDP ses-
sion. Specifically, this includes data extraction strategies that
focus on the First m bytes, First m bytes of n packets, and
First m bytes per packet of n packets, as shown in Tables 4
and 5. When using the DI occlusion on these strategies, ET-
BERT and YaTC achieved average accuracies of 0.17 and
0.44, respectively. Under D2, ET-BERT’s accuracy remained
largely unchanged at 0.16 (J 0.01), while YaTC’s accuracy
decreased to 0.38 (J 0.06). This difference is potentially
due to the data representation sizes each classifier uses. ET-
BERT represents T/ and T2 granularities with 640 bytes
and T3 with 128 bytes per packet across 5 packets, which
is unlikely to capture the SNL In contrast, YaTC uses 1600
bytes for T1 and T2 granularities and 320 bytes per packet
for 5 packets in T3, making it more likely to include the
SNIL

The influence of SNI on classification accuracy is min-
imal in our experiments due to its inconsistent capture
across different TLS implementations. The position of the
SNI extension within the ClientHello message varies, ap-

L7=Encrypted payload;
Seq & Ack=Sequence & Acknowledgment numbers;
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(Only features in question are shown in the table)

Window S=Window size;

R=Randomize (replace relevant bytes with Oznn, where n is a random hexadecimal value);

MSK=Replace encrypted bytes with 0xF'F'; OBF=Randomize encrypted bytes with Oxnn, where n is a random hexadecimal value;

pearing earlier in Firefox and later in Chromium. Since
data extraction strategies operate on fixed-length byte seg-
ments, the SNI may or may not be included, showcasing
minimal overall impact on accuracy. However, this posi-
tional variance highlights the importance of considering
implementation-specific factors, as unintended SNI exposure
can still introduce bias. As hypothesized in Section 4.2.1,
classifier accuracy is affected by SNI data leakage, though
the extent of this impact depends on design choices and data
representation sizes.

Guideline 1: Avoid using Strong Identification Informa-
tion (SII) features such as MAC addresses, IP addresses, and
protocol ports, as they contribute to overfitting and reduce
model generalizability.

Guideline 2: Obfuscate or exclude SNI data in initial
portions of sessions to prevent data leakage overfitting,
mainly when using large data representations that may
capture the SNI unintentionally.

5.3.5. S2-RQ2: Contextual overfitting. To assess the pres-
ence of contextual overfitting, we implemented the C oc-
clusion, which randomizes session-specific fields such as
the IP Identification (IP ID), IP header checksum, and TCP
sequence and acknowledgment numbers.

As discussed in Section 4.2.2, contextual overfitting
occurs when a single TCP/UDP session is split into multiple
samples used in training and testing sets. To demonstrate,
we focused on packet and burst-based granularities and
employed data extraction strategies that select any consec-
utive n packets, as these are more susceptible to contextual
overfitting.

Our experimental results, summarized in Tables 4 and
5, show that under the C occlusion, the average accuracies
of ET-BERT and YaTC decreased to 0.57 (J/ 0.06) and
0.55 ({ 0.05), respectively. This is a noticeable drop from
their average accuracies of 0.63 and 0.60 under the baseline
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Table 4. FEATURE OCCLUSION RESULTS - CLASSIFICATION ACCURACIES AGAINST CIPHERSPECTRUM DATASET

ID  Model Packet Burst Flow Session
T1 T2 x T24 T3* T3¢  Ti T2 T24 T3k T34
A1 ETBERT 099 098 09 _ 09 _ 097 _ 090 098 093 _ 094 _ 09 _ 095 _ 0.9
YaTC 094 090 084 084 080 087 089 086 089 080 090 091
b; ETBERT 079 04l 010 012 03l 008 029 0.1l 010 023 057 079
YaTC 042 074 051 049 036 054 040 036 036 03 042 041
Dy ETBERT - B 008 010 - 0.08 B 0.10 009 - 0.52 -
YaTC 3 3 043 038 ; 0.50 3 034 029 - 037 ;
- ETBERT _ 068 0.3 - - 0.29 - 020 ; - 0.18 - 0.68
YaTC 037 0.69 - - 0.35 ; 033 ) - 0.30 - 0.37
; ETBERT 076 038 - - 030 N 023 B - 0.21 N 071
YaTC 040 073 - - 0.36 ; 0.38 ) - 0.29 - 0.39
crp ETBERT 062 033 - - 0.26 - 0.19 B - 0.17 - 0.63
YaTC 033 069 - - 035 ; 032 3 - 0.28 - 033
f; ETBERT 080 037 010 009 029 010 028 010 012 025 058 079
YaTC 044 072 027 0.27 022 048 028 011 026 023 030 036
£ ELBERT 002 0.2 - - 0.14 N 0.13 B - 011 N 0.11
YaTC 030 031 - - 0.29 : 026 : - 0.28 - 0.25
&, ELBERT _ 0.2 0.3 - - 0.14 - 0.13 B - 0.11 - 0.11
YaTC 036 039 - - 0.42 ; 037 ) - 0.39 - 0.33
53 ETBERT _ 0.1 0.12 - - 0.14 N 0.13 B - 0.10 N 0.11
YaTC 0.31 030 - - 031 ; 027 ) - 0.28 - 0.26
5, ETBERT 012 012 - - 0.11 - 0.12 B - 0.13 - 0.12
YaTC 034 032 - - 037 ; 033 3 - 035 - 03
4, ETBERT 012 oll - - 0.12 - 0.11 ; - 0.13 - 0.11
YaTC 0.31 0.29 - - 0.34 ; 03 ) - 0.29 - 0.27

Table 5. FEATURE OCCLUSION RESULTS - CLASSIFICATION ACCURACIES AGAINST CSTNET-TLS1.3 DATASET

ID  Model Packet Burst Flow Session
T1 T2 x T24 T3* T3¢  Ti T2 T24 T3k T34
A ETBERT 099 098 095 09 099 095 099 093 092 099 092 098
YaTC 098 083 089 090 093 094 096 095 095 093 096 007
b; ETBERT 097 074 050 053 079 057 079 066 06 _ 076 071 073
YaTC 090 0.6l 0.81 079 070 080 081 092 092 068 095 0.86
- ELBERT 09 075 - - 072 - 0.68 B - 074 - 071
YaTC 086 058 - - 0.66 ; 0.75 3 - 0.63 - 0.81
T ETBERT 094 068 - - 0.64 - 0.63 ; - 0.70 - 0.68
YaTC 086 0.8 - - 0.61 ; 0.75 ) - 0.62 - 0.83
crp ETBERT _ 083 067 - - 049 N 051 B - 0.61 N 056
YaTC 069 0.2 - - 0.51 ; 0.63 ) - 0.45 - 0.73
q;  EEBERT 096 077 068 069 078 058 079 081 079 078 072 077
YaTC 090 062 068 068 073 069 080 080 079 071 086 085
5 ETBERT 0.3 0.3 - - 0.11 - 0.11 ; - 0.11 - 0.09
YaTC 038 034 - - 0.35 ; 0.26 ) - 0.37 - 0.22
© ETBERT 013 014 - - 0.12 N 011 B - 011 N 0.10
YaTC 046 040 - - 0.47 ; 033 ; - 0.50 - 0.34
g3 ELBERT 0.3 0.4 - - 0.12 - 0.11 B - 0.11 - 0.10
YaTC 038 033 - - 035 ; 027 3 - 0.37 - 0.22
5y ETBERT _ 0.1 0.13 - - 0.12 - 0.12 ; - 0.13 - 0.11
YaTC 024 039 - - 0.47 ; 0.31 ) - 0.48 - 0.33
4, ETBERT 012 014 - - 0.13 - 0.11 B - 0.12 - 0.13
YaTC 022 035 - - 037 : 028 : - 0.39 - 031

*=First n Packets; <=Any consecutive n Packets;
T1=Type 1(First m bytes); T2=Type 2(First m bytes of n packets); T3=Type 3(First m bytes per packet of n Packets);
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condition DI.

The consistent decline in accuracy across all evaluated
design choices when applying the C occlusion indicates that
the models rely on session-specific contextual features as
shortcuts for classification.

This reduction in performance highlights the importance
of mitigating context-dependent, session-specific artifacts in
the dataset.

Guideline 3: Avoid uninformative, session-specific fields
such as IP ID, IP header checksum, and TCP se-
quence/acknowledgment numbers to reduce contextual over-
fitting risks.

5.3.6. S2-RQ3: Temporal overfitting. We applied the T
occlusion strategy to assess temporal overfitting, which
involves randomizing time-variant fields such as the TCP
option timestamps.

Mirroring our approach for contextual overfitting, we
conducted 12 experiments for each model, as reflected in
Tables 4 and 5. Consistent with the previous findings, both
ET-BERT and YaTC showed a decrease in average accuracy
under the T occlusion. Their accuracies dropped to 0.57
(J 0.06) and 0.56 (] 0.04), respectively, compared to their
baseline accuracies of 0.63 and 0.60.

This decline in performance indicates that the models
were leveraging time-dependent features as shortcuts for
classification, confirming the presence of temporal overfit-
ting.

Guideline 4: Exclude or randomize time-variant fields,
such as TCP timestamps, to prevent models from developing
dependencies on temporal patterns.

5.3.7. Consequences of Design Choice Oversights. To
further illustrate the impact of design choice oversights, we
evaluated ET-BERT and YaTC using their originally pro-
posed data preprocessing and representation techniques (as
opposed to preprocessing methods discussed in Appendix
B). Under these original conditions, ET-BERT and YaTC
achieved high average accuracies of 0.91 and 0.93 across
the two datasets. However, when the features associated with
data leakage, contextual overfitting, and temporal overfitting
were randomized, the accuracy of ET-BERT dropped sharply
to 0.59 (] 0.32), while YaTC’s accuracy fell to 0.68 (] 0.25).

These significant accuracy declines underscore the extent
to which both models relied on features prone to data
leakage and overfitting. This highlights the need for careful
design choices to avoid reliance on artifacts that compromise
the model’s generalizability and robustness.

Guideline 5: Ensure data extraction strategies minimize
reliance on contextual and temporal features by avoiding
overlap between training and testing samples drawn from
the same sessions.

5.3.8. S3-RQ1: Patterns in Cipher Texts. In this sec-
tion, we investigate the existence of discernible patterns
in encrypted payloads, some of which claim to be due
to imperfect randomness in encryption ciphers. ET-BERT
and YaTC have explicitly suggested their ability to exploit

patterns in encrypted payloads, serving as ideal candidates
for this analysis.

First, we perform the EI analysis, as outlined in Table
3. In this configuration, we use only the encrypted payload,
removing any plaintext information (e.g., header details) to
isolate its contribution to classification. As shown in Tables
4 and 5, we conducted 12 experiments per classifier and
on average, ET-BERT achieved an accuracy of 0.12, while
YaTC achieved an accuracy of 0.30.

Next, we apply a masking strategy in the E2 occlusion
configuration, replacing the encrypted payload bytes with
0zFF. This test addresses the hypothesis of imperfect ran-
domness by removing any underlying randomness in the
payload, leaving only the encrypted payload length as a
potential feature for the model. Under these conditions,
ET-BERT maintained an accuracy of 0.12, while YaTC’s
accuracy increased to 0.39 (1 0.09).

The increase in classifier accuracy under the E2 configu-
ration can be attributed to differences in data representation
and the impact of masking, which removes noise introduced
by encryption. ET-BERT processes network traffic as a
token sequence without explicit packet boundaries, limiting
its ability to leverage structural information. In contrast,
YaTC’s Matrix Flow Representation organizes traffic into
structured segments, preserving per-packet boundaries. This
structured approach allows YaTC to better exploit class-
specific patterns in payload lengths that remain observ-
able in TLS 1.3 despite encryption [66]. By eliminating
encryption-induced randomness, the E2 masking strategy
enhances YaTC’s ability to recognize these patterns, leading
to improved classification accuracy.

Finally, in the E3 occlusion configuration, we replace
the encrypted payload bytes with pseudo-random values
independent of the class labels, simulating a scenario of
perfect randomness. This approach aims to eliminate any
patterns that could arise from encryption, further testing
whether observable patterns stem from payload length rather
than cipher-related randomness. In this setup, ET-BERT
again averaged an accuracy of 0.12, and YaTC maintained
an accuracy of 0.30.

Collectively, the 72 experiments presented in Tables 4
and 5 demonstrate that state-of-the-art classifiers do not
learn any intrinsic patterns from encrypted payloads beyond
their length. This finding aligns with the guarantees provided
by TLS 1.3, which asserts that the only observable char-
acteristic in encrypted payloads is their length [66]. Thus,
our results reinforce that any previously perceived patterns
within encrypted payloads are likely artifacts from outdated
datasets containing unencrypted data.

Guideline 6: Focus on encrypted payload length rather
than content, as classifiers primarily rely on payload length
for classification rather than intrinsic patterns in the cipher
text.

Guideline 7: Use structured representations (e.g., seg-
mented matrices) to better capture payload length varia-
tions, especially when packet boundaries are relevant to the
model.
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Guideline 8: Be cautious in interpreting patterns ob-
served in encrypted data, as they may result from unen-
crypted or outdated datasets rather than meaningful insights
in modern encrypted traffic.

5.3.9. S3-RQ2: Sufficiency of Encrypted Payload Alone.
To evaluate whether encrypted payload alone is sufficient
for classification, we applied the DI, H1, and EI occlusions,
as outlined in Table 3. For reference, ET-BERT and YaTC
achieved baseline accuracies of 0.63 and 0.60 under the DI
condition. When isolated to encrypted payload only (EI
occlusion), ET-BERT’s accuracy dropped significantly to
0.12 (] 0.51), and YaTC’s to 0.30 (] 0.30), suggesting that
encrypted payload alone provides limited information for
accurate classification.

Next, we isolated header information using the HI oc-
clusion. ET-BERT matched its baseline DI accuracy of 0.63,
indicating that its classification is entirely based on header
information. In contrast, YaTC’s accuracy under HI dropped
slightly to 0.57 (J 0.03), showing that it relies on both
header and payload information for classification, though
header information plays a dominant role.

These results suggest that claims regarding the suffi-
ciency of encrypted payload alone for classification may
stem from artifacts present in unencrypted network traffic
datasets. While encrypted payload lengths contribute when
appropriately represented, they are insufficient for accurate
classification in contemporary networks where headers re-
main essential.

Guideline 9: Avoid relying solely on encrypted pay-
loads for classification, as they provide limited information;
header data remains crucial for accuracy.

Guideline 10: Be cautious of assumptions about payload
sufficiency, as these may originate from artifacts in outdated
or unencrypted datasets.

Guideline 11: Leverage both header and payload length
information to improve classification performance, espe-
cially in modern, encrypted network environments.

5.3.10. S3-RQ3: Truncating, padding vs performance. To
further examine the role of payload length in classification,
we tested the impact of truncating and padding the payload.
Recognizing that manipulating the only learnable character-
istic—payload length—can reduce performance, we imple-

mented two occlusion strategies: E2 and E2.
In E2, we truncate the payload by 25%, representing
the traffic with only 0.75m bytes (where m is the original

byte length used for the granularity). Similarly, in E2, we
truncate the payload by 50%, using 0.5m bytes to represent
traffic. For YaTC, additional padding of 25% and 50% is
applied, respectively, to compensate for the reduced payload
length. However, this padding adjustment does not impact
ET-BERT due to its token sequence-based representation.
Compared to the baseline E2, YaTC’s average accuracy
decreased from 0.39 to 0.35 ({ 0.04) and 0.31 (. 0.08) for

E?2 and E2, highlighting its dependency on payload length
for classification. In contrast, ET-BERT’s average accuracy
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remained unchanged, further demonstrating that its linguistic
representation does not leverage the encrypted payloads’
length for classification.

As RFC 8446 states, “TLS does not hide the length of
the data it transmits, though endpoints can pad TLS records
to obscure lengths.” [66]. These experiments highlight the
effects of truncation and padding on classification perfor-
mance, reinforcing the significance of payload length as a
critical feature in NTC.

Guideline 12: Avoid arbitrary truncation or padding of
payloads, as these modifications can significantly impact
classifier accuracy. Especially for models that rely on pay-
load length as a key feature.

6. Discussion

This study systematically examined the current land-
scape of raw-information-based network traffic classification
(NTC) identifying key challenges that impact its effective-
ness. Our findings highlight the importance of prioritizing
updated datasets that reflect modern encryption protocols.
Similarly, we emphasize that design choices and features
should be selected based on a thorough evaluation of RFCs
(Request for Comments) to assess suitability and informa-
tiveness. Future work could broaden the scope of analysis
to explore a broader range of models and datasets. Further-
more, we highlight the need for greater transparency and
reproducibility in developing ML models for NTC.

Limited Scope: Researchers, particularly within the net-
work security community, have emphasized the critical need
for improved reproducibility [5], [38], a call to action we
support. As discussed in Section 5.3.2, the scope of our
analysis was confined to two fully reproducible models
considered state-of-the-art and publicly available datasets.
We emphasize that the focus of our analysis was not to
evaluate the performance of classifiers but rather to un-
cover potential pitfalls in design choices. To achieve this,
we focused on state-of-the-art models and ensured they
represented a diverse range of design choices, enabling a
representation of the challenges in the field. Although this
may not capture the entirety of practices in the field, our
reported findings expose pitfalls that are symptomatic of
the broader literature. To maintain transparency and foster
further research, we make all scripts related to our evaluation
publicly available*. In this context, our work contributes to
ongoing efforts that advocate for a more critical evaluation
of developments in this area [3], [4], [38].

Validity of CipherSpectrum: Synthetic data collected
using automated scripts without human involvement has
faced scrutiny regarding its credibility and representative-
ness. However, CipherSpectrum addresses the immediate
need for a contemporary dataset while remaining valid for
evaluating raw-information-based NTC models designed for
TLS 1.3 encrypted traffic. This validity stems from the
dataset’s inclusion of accurate header and payload infor-
mation, verified by ensuring full rendering of web pages

4. https://github.com/nime-sha256/ntc-enigma
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during data collection. In future work, we plan to extend
CipherSpectrum by incorporating data collected with human
involvement, enhancing its fidelity further. Additionally, we
make our instrumented Chromium version publicly available
to support and facilitate research in this domain>.

7. Conclusion

Our systematization of knowledge uncovered draw-
backs in raw information-based network traffic classification
(NTC). We identified a widespread reliance on outdated
datasets, oversights in design choices leading to overfitting,
and the consequences of unsubstantiated assumptions.

Specifically, we demonstrated that popularly used
datasets include substantial amounts of unencrypted network
traffic and do not reflect contemporary security protocols
and standards (e.g., TLS 1.3). To address this issue, we
introduced CipherSpectrum, a contemporary dataset that
embodies modern encryption practices, enabling the devel-
opment of robust and generalizable NTC models.

Through 348 feature occlusion experiments on state-
of-the-art classifiers, we achieved two main objectives: (1)
we demonstrated how design oversights can lead to overfit-
ting, hindering the classifiers’ generalizability; (2) we vali-
dated/refuted prevailing assumptions by providing empirical
evidence, thereby reducing confusion and inconsistency in
the field.

Building upon our findings, we provided strategic in-
sights and best practices to mitigate the identified issues.

In conclusion, our work underscores the necessity for
updated datasets and careful design choices to make NTC
more robust and applicable. Further, by reevaluating pre-
vailing assumptions, we paved the way for more effective
network traffic classification in today’s encrypted landscape.
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Appendix A.
Cipherspectrum

A.1. Collection Methodology

Our primary objective is to capture encrypted network
traffic and facilitate the downstream task of web traffic clas-
sification (see Section 2.2). Therefore, to create CipherSpec-
trum, we focused on collecting web traffic encrypted with
the three cipher suites mandated/strongly-recommended by
TLS 1.3: TLS-AES-256-GCM-SHA384, TLS-CHACHA20-
POLY1305-SHA256, TLS-AES-128-GCM-SHA256 [66].
This strategy ensures that the dataset aligns with modern
encryption standards and contemporary network traffic.

A.1.1. Browser Selection and Customization. To browse
websites and generate network traffic, we chose two open-
source web browsers: Firefox [22] and Chromium [11].
Firefox inherently allows users to configure cipher suite
preferences, enabling us to modify the encryption algorithms
used in secure communications directly. However, since
Chromium does not provide this capability natively, we
customized its source code to add a feature for selecting spe-
cific cipher suites. This browser selection and customization
enabled us to create a controlled and diverse environment
for generating traffic.

A.1.2. Domain Selection and Automation. To generate
realistic web traffic, we selected the top 2000 domains
listed on Cloudflare Radar [12] to align with recent
trends and reliable traffic sources following the practice
of [39], [50], [76]°. After identifying the top domains,
we implemented an automated process to verify their
accessibility as follows: if a domain is accessible via a web
browser without errors, we extract five URLs belonging
to web-pages of the same domain. For example, for the
domain “example.com”, the extracted URLs would include:
https://example.com, https://example.com/contact-us,
https://example.com/settings, https://example.com/privacy,
and https://example.com/about-us. Any domain that was
either inaccessible via a browser or lacked five URLSs from
the same domain was excluded from the final list. We
selected five web pages per domain to capture a relatively
diverse set of traffic patterns, and to include a variety of
content types within each domain. This filtering process
resulted in a refined set of 132 domains and a total of 660
URLs.

A.1.3. Traffic Collection Process. Further adhering
methodologies from previous studies [29], [34], [39], [76],
[79]. [80], [82], [83], we automated the traffic collection
process using Selenium [71] as shown in Algorithm 2.

For each iteration of the traffic collection process,
the algorithm begins by iterating over the three tar-
get cipher suites: TLS-CHACHA20-POLY1305-SHA256

6. We opted for Cloudflare Radar instead of currently dormant Alexa
[41] rankings.
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Algorithm 2 Network traffic collection
1: urls < load 660 urls of shortlisted domains
2: for each iteration in {1 to 100} do
for each c_suite in {“c20”, “al28”, “a256”} do
4 for each browser in {“chromium”, “firefox”} do
5 for each url in urls do
6: run browser with c_suite
7: start traffic capture with tshark
8
9

load url with browser
capture screenshot after page load

10: end traffic capture with tshark
11: quit browser

12: end for

13: end for

14: end for

15: end for

(“c20™), TLS-AES-128-GCM-SHA256 (*“al28”), and TLS-
AES-256-GCM-SHA384 (“a256™) (Line 3). This ensures
that traffic is collected in a balanced manner for all
three cipher suites mandated/strongly-recommended by TLS
1.3. Within each iteration, the algorithm proceeds to loop
through two selected browsers, Chromium and Firefox, to
generate diverse traffic patterns (Line 4).

For each URL in the set of 660 shortlisted URLs (Line
5), the algorithm follows a systematic process. First, the
browser is launched with the specified cipher suite for the
current iteration (Line 6), ensuring that all traffic generated
in this session uses the intended encryption algorithm. Traf-
fic capture then begins using Tshark (Line 7), which records
all incoming and outgoing network packets. The algorithm
then directs the browser to load the selected URL (Line
8), simulating a user accessing the webpage and generating
realistic network traffic. Once the webpage is fully loaded, a
screenshot is taken to document the state of the page during
the session (Line 9).

After this, the algorithm ends the traffic capture pro-
cess and saves the recorded packets for analysis (Line 10).
Finally, the browser is quit to clean up session data and
free up system resources (Line 11). This entire sequence
is repeated for each URL (Line 5) across each browser
(Line 4) and each cipher suite (Line 3) within every iteration
(Line 2). By repeating this procedure across 100 iterations,
the algorithm effectively captures a diverse dataset, reflect-
ing traffic encrypted with different cipher suites in varied
browser environments.

The sequential website visits allowed for capturing dif-
ferent variants of each site, resulting in a more compre-
hensive and representative traffic patterns [39], [76]. All
data was collected using a university network, providing a
realistic environment from January 13, 2024, to March 10,
2024.

A.2. Traffic Lebelling

At the conclusion of the traffic collection process, we
successfully gathered a total of 396,000 traffic traces, result-
ing from 100 iterations across three different cipher suites,
two browsers, and 660 URLSs. To prepare this raw traffic data
for analysis, we utilized SplitCap’ to segment the collected
traces into individual TCP/UDP sessions. During this pro-
cess, we discarded any unencrypted sessions or unrelated
network conversations, such as DNS and ARP traffic, to
maintain a focus on encrypted communications.

The remaining split sessions represent individual, en-
crypted connections that were established to request various
resources from servers in order to load the 660 URLs. To
provide meaningful labels for these encrypted TCP/UDP
sessions, we employed a Server Name Indication (SNI)-
based labeling strategy. This technique, inspired by prac-
tices from previous studies [50], [S1], [73], uses the SNI
field within the TLS handshake to identify and label each
session with the corresponding server name. This labeling
approach ensures that each session is accurately associated
with its originating domain, allowing for precise and reliable
classification of network traffic based on the requested web
resources.

Appendix B.
Evaluation - Data Preprocessing

To represent various design choices using ET-BERT and
YaTC, we extracted raw data following the methods outlined
in Table 6. For both models, we adhered to the originally
proposed number of bytes and packets to accurately capture
different granularities. We also maintained the train, test, and
validation splits as defined in the original studies to ensure
consistency.

For both ET-BERT and YaTC, data selection incorpo-
rates all layers—L2, L3, L4, and L7—unless stated other-
wise.

Table 6. DATA PREPROCESSING FOR SELECTED MODELS

Model Packet T1 T2 Burst, T3
ET-BERT 128B 640B 640B of 5 pkt 128B per pkt of Spkt
YaTC 1600B  1600B 1600B of 5 pkt ~ 320B per pkt of Spkt

B=Bytes; pkt=Packets; T3=First m bytes per packet of n Packets;
T1=First m bytes; T2=First m bytes of n packets;

7. SplitCap: https://www.netresec.com/?page=SplitCap
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Appendix C.
Meta-Review

The following meta-review was prepared by the program
committee for the 2025 IEEE Symposium on Security and
Privacy (S&P) as part of the review process as detailed in
the call for papers.

C.1. Summary

This paper systematizes the space of works using ma-
chine learning classifiers on network traffic in the context of
encrypted traffic. The key motivation is that, given modern
protocols like TLS 1.3, studies of ML classifier efficacy on
old datasets or using improperly curated or censored datasets
may dramatically overestimate the accuracy of the resulting
classifiers. The authors survey these prior works and identify
a variety of risk areas for generalizing to modern protocols.

Based on this survey, the authors design an experiment
for evaluating whether these risks occur in practice. They
take existing open datasets and create a new CipherSpectrum
datasets, designed to be reflective of properly encrypted
traffic. They evaluate two SOTA ftraffic evaluaton ML ap-
proaches and show that, when the dataset is reasonably
curated and irrelevant parameters are censored, the accu-
racy of these techniques declines dramatically. Further, the
authors show that, in prior datasets, at least one of these
models learns trends from fully-encrypted data, implying
that part of their classification performance is resulting
from weak encryption. The authors conclude that traffic
classification approaches must carefully consider the effect
of traffic encryption, and provide their reproducible dataset
and evaluation to enable this.

C.2. Scientific Contributions

« Independent Confirmation of Important Results with
Limited Prior Research

» Provides a New Data Set For Public Use

» Creates a New Tool to Enable Future Science

o Addresses a Long-Known Issue

« Provides a Valuable Step Forward in an Established
Field

C.3. Reasons for Acceptance

1) The paper addresses a long-known issue and pro-
vides independent confirmation of important results
with limited prior research. While the limitations of
applying learning to encrypted traffic are straight-
forward, the wealth of works incorrectly attributing
performance to encrypted traffic characteristics jus-
tifies a systematic review of these limits.

2) The paper provides a new data set for public use.
The CipherSpectrum dataset contains a variety of
encrypted traffic. Whereas prior datasets and related
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3)

works contributed to confounding factors from in-
correct train-test splits, CipherSpectrum specifically
takes steps to eliminate these confounding factors.
The paper creates a new tool to enable future sci-
ence. The paper evaluation is a reproducible artifact
that can be used as a baseline for future network
traffic classification studies.
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