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Abstract—We consider the problem of geographically dis-
tributed data storage in a network of servers (or nodes) where
the nodes are connected to each other via communication links
having certain round-trip times (RTTs). Each node serves a
specific set of clients, where a client can request for any of the files
available in the distributed system. The parent node provides the
requested file if available locally; else it contacts other nodes that
have the data needed to retrieve the requested file. This inter-
node communication incurs a delay resulting in a certain latency
in servicing the data request. The worst-case latency incurred at
a servicing node and the system average latency are important
performance metrics of a storage system, which depend not only
on inter-node RTTs, but also on how the data is stored across
the nodes. Data files could be placed in the nodes as they are,
i.e., in uncoded fashion, or can be coded and placed. This paper
provides the necessary and sufficient conditions for the existence
of uncoded storage schemes that are optimal in terms of both per-
node worst-case latency and system average latency. In addition,
the paper provides efficient binary storage codes for a specific
case where optimal uncoded schemes do not exist.

I. INTRODUCTION

Distributed data storage systems are an integral part of
modern cloud-computing infrastructure. Over the last decade,
coding theory has played an integral role in ensuring cost-
effective fault-tolerance for distributed data storage systems,
for e.g., through the development of regenerating codes [1],
[2], locally repairable codes [3], [4] and codes with availability
[5] (see [6], [7] for a survey). In this paper, we study a coding
formulation that is relevant for geographically distributed
(or geo-distributed) cloud storage systems where the data is
replicated primarily to enable low latency data access to clients
across a wide geographic area. In fact, most major commercial
cloud storage providers including Google Cloud [8], Amazon
AWS [9], and Microsoft Azure [10] offer support for geo-
distributed data storage.

Geo-distributed cloud storage systems consist of nodes
(data-centers/servers) connected to each other through links
having certain round-trip delays. Each node serves a specific
set of clients, where each client can request for any data
available in the system. One of the desired features of geo-
distributed storage systems is to provide wait-free or low-
latency access to data. Providing wait-free access requires
every file to be replicated at every node, which is inefficient
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in terms of storage utilization, and also infeasible when the
storage requirement is comparable to the total storage capacity
of the system. Given that total replication of files at nodes is
not possible, several schemes based on partial replication have
been proposed in the literature, where each node stores only
a subset of the data (see [11], [12] and references therein),
which we refer to as uncoded storage schemes.

In uncoded storage schemes where nodes store only a subset
of the data, clients may have to fetch data from remote nodes,
and thereby incur a data access latency of the inter-node
round-trip-time (RTT)'. In this paper, we study two latency
metrics that are relevant to practice. First, we consider the
worst-case latency incurred over the system - the maximum
round trip time required to fetch an object from a node for
a given storage scheme. The second metric is the average
latency (measured across nodes and files), which determines
the average throughput of the system as per Little’s law? [12].

Instead of storing copies of data files across nodes, one
could also store functions of files (for e.g., linear combination
of files) in the nodes, which we refer to as coded storage®.
Coded storage can be beneficial (in terms of latency) over
uncoded storage schemes in certain cases, while in others,
uncoded schemes work best. Both cases are illustrated below.

Example 1. Consider a data storage system with 4 nodes
{A, B,C, D}, each capable of storing one file. Suppose the
system has to store 3 information files {W1y, Wy, W3}. The
nodes along with inter-node RTTs are depicted in Fig. 1. The
figure shows two possible ways of storing the information files
on the nodes. In the first method, uncoded files are placed
whereas the second method uses coded storage on node D
which stores a coded file that is bit-wise XOR of the 3 files.

Denote the contents of nodes as {Xa,Xp,Xc,Xp}. Table
I shows the encoding and decoding of the 3 information files
at each node. The resulting per-node worst-case latencies and
system-average latency* are also provided in the table. We
see that the coded scheme outperforms the uncoded scheme

! Assuming that the system is well-provisioned, RTTs between the nodes,
which can be relatively large (tens to a few hundreds of ms, see Sec. V) are
a dominant component of user data access latency.

2The throughput of a data store - the average number of client requests
that can be served per second - is an important metric in data store design.

3Coded storage is known as erasure coding in the existing literature.

4The latency terms are formally defined in Section IL
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Fig. 1: Example 1: Data store with 4 nodes and 3 files with
inter-node RTTs. Storage type - Left: Uncoded, Right: Coded.

TABLE I: Per-node worst-case latencies and system average
latency for the coded and uncoded schemes shown in Fig. 1.
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in both the latency metrics. It can be further verified that the
coded scheme has the least latency over all uncoded schemes.

Example 2. Consider again a 4-node 3-file system as in
Example 1, but with different inter-node RTTs as given in
Fig. 2. An uncoded storage scheme is also shown in the figure,
with which it is possible for each node to obtain all the 3
files by contacting only its 2 least RTT neighbors. This results
in minimum per-node worst-case latency and average latency
which no coded storage scheme can beat.

Thus, it is useful to know the class of storage systems
where an uncoded scheme itself gives optimal worst-case and
average latency. This is the focus of current paper. It is notable
that in computer systems and performance analysis literature,
there are several works that aim to optimize data placement
in geo-distributed data storage systems by utilizing knowledge
of inter-node RTTs [13]-[21]. These works develop optimiza-
tion frameworks and solutions for data/codeword placement
based on latency, communication cost, storage budget, and
fault-tolerance requirements. However, even for the simpler
objective of minimizing average and worst-case latencies, the
best strategies are not known. In particular, for a given storage
budget and worst-case latency, it is unclear when uncoded
strategies obtain optimal average latency, or how erasure codes
should be designed to minimize average latency. There are also
works which provide latency analsysis based on MDS storage
(as in [21], [22]), but as will be shown later, MDS codes
are not suited well for average latency constraints. Notably,
different from classical erasure codes, the erasure codes must
be designed and codeword symbols must be placed on the
nodes based on the RTTs to minimize latency. This paper
makes progress on these problems.

The rest of the paper is organized as follows. Section II

A< W1

D<€ W3 B € W2

CEWL

Fig. 2: Example 2: Data store with n = 4 nodes {4, B, C, D},
k =3 files {W1, Ws, W3}, and their inter-node RTTs.

develops the system-model, provides formal definitions of
storage codes and associated latencies. Section III gives the
main contribution of the paper where the problem of optimal
uncoded storage is converted to one of vertex coloring on
a special subgraph called the nearest-neighbor graph, and
provides necessary and sufficient condition for an optimal
uncoded scheme to exist. Section IV provides coded storage
schemes for some specific cases where optimal uncoded
schemes do not exist. Section V gives an application of the
main result on a hypothetical geo-distributed data-center net-
work. The paper concludes with possible research directions
for future in SectionVI.

II. SYSTEM MODEL AND PROBLEM FORMULATION

We model the data storage network of n servers and
k < n files by an undirected weighted complete® graph
G = (WNV,T), where N' = {1,2,...,n} denote the n nodes,
and T = {7(i,7) : 1 <i,j < n} is the edge-weight matrix,
representing the RTTs between a pair of nodes. RTT is same in
either direction, i.e., 7(i,7) = 7(j,7) V(i,7) € N X N. Also
7(i,1) =0 Vi € N.Let Wy,... Wy denote the k information
files (each of unit file-size) to be stored in the storage network.
Each node has capacity to store data worth 1 file-size ©. We
denote [k] = {1,2,...,k} to represent the file index set. Let
X1,...X, denote the data stored in each of the n nodes.

Note that the point-to-point single-hop model above can also
be applied to a more general multi-hop scenario, where the
communication between two nodes (i, j) traverses intermedi-
ate nodes. In this case, the sum total of RTTs of the links
along the least RTT path between the nodes is taken as the
equivalent edge weight 7(7,j) in our model.

A linear storage code with sub-packetization « can be de-
fined as follows. Assume that each information file W;; j € [k]
can be split into a sub-packets (W1, Wja,...,W;,), with
each sub-packet belonging to a finite field F. Similarly, a file
stored in node i € N, X;, is composed of « sub-packets
(X1, X2, ..., Xia), also belonging to F. Denote

5 A complete graph is one where an edge exists between every pair of nodes.

In a general setting, each of the n servers can store M > 1 files, and
the requirement is to store kM (< nM) information files in the network.
The paper addresses M = 1 case. The storage codes thus obtained can be
extended to M > 1 case by partitioning each of the node contents into M
stripes and then applying the code on each stripe.
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Definition 1 (Linear storage code). A linear storage code C
on G is defined by a (ka X na) generator matrix G such that

T=w'a (D

The column j in G comprises the linear weights of each of
the ko sub-packets of W that combine to make the jth coded
sub-packet in X. We only consider the codes with rank(G) =
ak, the condition necessary for decoding all information files
from the coded files.

An uncoded storage scheme is a special case of linear
storage codes where there is no sub-packetization (o = 1)
and no coding across the files.

A. Average Latency and Per-node Worst-case Latency

Given a code C on G, the decoding process and associated
latencies are formally defined in Appendix F of the extended
paper [23]. Here, we provide an intuitive definition of the
latency as follows. For a certain wait-time L, a node ¢ has
access to the contents of those nodes ¢ whose RTT satisfies
7(t,7) < L. Using the contents from these nodes, certain raw
files can be decoded. Latency at node ¢ to decode a file W;,
denoted as l , is defined as the minimum wait-time L at node
i needed to decode file W;".

Per-node worst-case latency of code C at node i is defined
as

L9 () = max (') )
Jelk]
Average latency of code C is defined as
Lung(©) = 7= 3 1 3

LENJE (k]

Given a node i, let ()x((f < )\1’) <. < )\(;_1)) be the sorted
list of RTTs to node 1, i.e., (T(j,i) 1 j € N) in ascending
order. That is, )\57? is the m™ least RTT value to node i from
other nodes. By definition, )\((f) =7(i,1) = 0.

Proposition 1. For any code C on G, per-node worst-case
latency at any node 1 is lower-bounded as:

L3..(0) = Ay, @)

max
Further, the average latency La,4(C) is lower-bounded as:

1 (i)
Laug(c) Z % Z Z )\j (5)
€N jelk]
Proof. See Appendix A of the extended paper [23]. O

Definition 2. Given a directed subgraph D of G with the same
node set, a code C is said to be admissible on D if the decoding
of any file at any node involves file transfers only along the
directed edges of D .

7Strictly speaking, as users/clients request files from nodes, the latency
should also include the delay between a user and its local node. But this
delay can be neglected since it is dominated by inter-node RTT (see [14],
[20]), and since the delay remains same for any choice of the storage code,
thus not affecting the storage optimization.

C

(a) Example 1 (b) Example 2

Fig. 3: Nearest-neighbor graphs G, for Section I examples.

III. MAIN RESULT

In this paper, we consider only the codes meeting the worst-
case latency optimality constraint (4). Satisfying this constraint
are the codes admissible on a special subgraph called the
nearest-neighbor graph.

Definition 3. A nearest-neighbor graph Gy_1 is defined as a
directed subgraph of G where each node i has incoming edges
from (k — 1) other nodes having (k — 1) least RTT values to
node 1.

Remark 1.

o The incoming edges to a node i in Gi_1 have, in ascending
order; the weights )\g )7 . )\8371

o In this paper, we refer to neighbors of a node i in G,,_1 as
only the (k — 1) nodes from which there are incoming edges
to node i. But, a node connected only via an outgoing edge
from node i is not referred as its neighbor in Gj_.

o Multiple G._1 are posszble when multiple nodes share the

same RTT value of A9t a node i.

(k=1)
Gi—1 for Examples 1 and 2 of Section I are shown in Fig. 3.
Note that there always exist codes that are admissible on G_1,
such as the MDS (Maximum Distance Separable) codes given
below.

Example 3 (Scalar MDS Codes). Let « = 1(no sub-
packetization) 8 and G be a k x n matrix of a MDS code.
From k information files, let n coded files be generated with
this MDS matrix G as in (1), and place one coded file at
each node. Due to MDS property, any information file can be
recovered at a given node if there are k coded files, which
can be obtained by using the local data at the node and
by contacting (k — 1) least RTT nodes. Hence this code is
admissible on a Gj_1.

The reason for looking into admissible codes on Gj_q is
because of their latency optimality properties as shown next.

Proposition 2. Any admissible storage scheme C on Gj_,

meets the per-node worst-case latency bound in (4), i.e,
L..(C) = AL, ©)

8Storage code without sub-packetization is known as Cross-object erasure
coding in [11]. MDS codes with sub-packetization also exist (see [12]).
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Fig. 4: Extended graphs for the examples in Section I.The
dashed edges are those added on top of G,.

Proof. A given node ¢ can only use the links avallable m Gr_1,
and the maximum weight of its incoming edges is )\(k 1) O

Even though any admissible code (such as MDS code) on
Gr—1 is worst-case latency optimal, it need not be average-
latency optimal. However, if an uncoded admissible code
exists on a Gi_1, it is both worst-case latency and average-
latency optimal as given below.

Proposition 3. If there is an admissible uncoded scheme C on
Gr_1, then it meets the average latency lower bound in (5):

=D IDIEVL ™

zeNje[k

avg

Conversely, an optimal uncoded scheme in the original com-
plete graph G that meets the latency bounds of (4) and (5)
exists only if it is admissible on some Gi_1 of G.

Proof. See Appendix B of the extended paper [23] for proof
of (7). The converse can be seen from the fact that every node
is forced to communicate with precisely (k — 1) least latency
neighbors in order to meet both the latency bounds. O

We thus look for existence of admissible uncoded storage
schemes on Gy_1. For this, we first convert the problem into
that of vertex coloring [24] on a related undirected graph called
the extended graph.

Definition 4. Given a nearest-neighbor graph Gy_1, its ex-
tended graph H is defined as an undirected graph on same
node set formed by the following rules.

o If 2 nodes are connected by a (directed) edge in Gj_1,
connect them by an (undirected) edge in H.

o If 2 nodes are neighbors® of same node in Gi,_,, then also
connect them by an edge in H.

Fig. 4 shows the extended graphs for the examples of Section I.
Vertex coloring of a graph G = (N, &) isamap p: N — S
such that p(v) # p(w) whenever v and w are adjacent. The

elements of set S are called the colors. The smallest size of
set S with which G can be vertex colored is known as its

9see Remark 1 for definition of neighbor in G

chromatic number denoted by x(G). One result that we use is
that if G has a complete subgraph of m nodes, then x(G) > m.

Theorem III.1 (Vertex Coloring). An admissible uncoded
storage scheme exists on Gy,_1 if and only if the corresponding
extended graph M has chromatic number x(H) =k .

Proof. By associating each file with distinct color, result is
obtained. A detailed proof is in Appendix C of the extended
paper [23]. O

Thus, the theorem along with Proposition 3 implies that a

latency optimal uncoded scheme exists on the original graph

G if and only if H of some Gy _1 is k-colorable. Let us apply

this result to (n, k) = (4, 3) systems of Section I.

« Example 1: Extended graph is itself a complete graph
of 4 nodes, and hence it needs 4(> k) colors. So, from
Theorem III.1, no latency optimal uncoded scheme exists,
which reinforces the observation in Section I.

« Example 2: By assigning same color to the non-adjacent
nodes A and C' (in ‘H), & = 3 coloring is possible as
shown in Fig. 4 . Thus, an optimal uncoded scheme exists
as shown in Section I.

One consequence of the theorem is for special case of k = 2.

Corollary 1. For any data storage system G with k = 2,
there always exists an optimal uncoded scheme that meets the
latency bounds of (4) and (5).

Proof. See Appendix D of the extended paper [23]. O

IV. CODED STORAGE SCHEMES ON Gj._1

We next look at networks where Theorem III.1 does not hold
on any nearest-neighbor graph G;_;. As no optimal uncoded
scheme exists, we need to look for coded schemes on Gj_1
that are average latency optimal. This is an open problem.
However, as a byproduct of Theorem III.1, we provide a family
of admissible binary codes on Gy_; for the special case of
X(H) = (k+ 1) as described below.

Consider a data storage network where an extended graph
has x(H) = (k + 1), i.e., H needs one more color than the
no. of files. By replacing k of these colors by files, and then
converting an extra color to an appropriate linear combination
of files, it is possible to get an admissible coding scheme on
Gr—1, as described next.

x(H) = (k + 1) implies a valid (k + 1) vertex-coloring
map: p: N — S := {c1,c¢a,...,crr1}. Associate some k of
the (k + 1) colors directly with & file indices , and mark the
remaining color as coded. That is, form a bijective function
f:S—={1,2,...,k, x} where x represents a coded color.

A. Encoding Algorithm at each node i € N

If 7 is mapped to an uncoded color, i.e, f(p(i)) € [k], then
the file assignment is X; = Wf(p(i)). On the other hand, if 7
is mapped to a coded color f(p(i)) = *, then:

o Let R(7) = {j € N: (i,7) € Gr—1} be the set of nodes that
are adjacent to node ¢ via outgoing edges from i in Gp_1

(called as receive nodes).
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Regions Seoul Mumbai Ireland London California Oregon
Seoul 0 120 230 240 138 126
Mumbai 120 0 121 113 228 220
Ireland 230 121 0 13 138 126
London 240 113 13 0 146 137
California | 138 138 230 146 0 22
Oregon 126 220 126 137 22 0

Fig. 5: A sample data store with 6 nodes and their inter-node
RTTs (in ms) measured as per AWS public cloud [11] [25].

« For each receive node r € R(¢), identify the index of the
missing file p(r) as follows. The node 7 and all of its (k—1)
neighbors in G _; except node ¢ have uncoded colors. This
is because these nodes are adjacent to ¢ in /4 and hence
cannot share the same color as ¢. Therefore, r has access
to some (k — 1) uncoded files from its (k — 2) uncoded
neighbors and itself. Hence, there is precisely one file which
is not available with 7 that it wishes to get from 7. Denote
the index of this missing file as u(r)

« For node i, its (k — 1) neighbors in Gr_; have distinct,
uncoded colors due to valid vertex coloring. Hence ¢ has a
missing file which needs to be provided by itself. Denote
this missing file index as (%)

o Assign the sum (bitwise-XOR) of missing files to node ¢ as:

Xi=Y Wy ,S:={ulr):re{iJUR®G}} @8)
fes

By construction, the above code is admissible as every node
has at most one missing uncoded file, which can be obtained
from its coded neighbor. For clarity, a decoding algorithm has

been added in Appendix E of the extended paper [23].
Using the above algorithm, we can get multiple admissible
codes, one for each choice of vertex coloring on H (unique
up to color permutation), and for each choice of coded color.
It is not known whether this family of codes contains a
system average-latency optimal code on Gy_;. Nevertheless,
the codes are attractive from implementation perspective since
they are worst-case latency optimal, binary-coded, and have

just enough file additions to make the code admissible.

V. APPLICATION TO A DATA-STORAGE SYSTEM

We illustrate the efficacy of Theorem IIl.1 on a sample geo-
distributed data-center network of 6 nodes as shown in Fig. 5.
The inter-node RTTs are taken from measurements as per
Amazon AWS public cloud [11] [25]. Consider k = 4 files.

Non-existence of Optimal Uncoded Scheme: For (n,k) =
(6,4), there is a unique nearest-neighbor graph Gs as shown in
Fig. 6. The figure also shows the extended Graph H. It can be

M

(a) (Unique) G3
Fig. 6: AWS data-store (cities replaced by initials) for k = 4.

(b) The extended Graph H.

TABLE II: AWS data store with (n,k) = (6,4): A Binary-
code obtained using 5-vertex coloring of H. *: coded color.

Node | Vertex Code Decoding File recovery
Index Color latency (ms)

i p(i) X Wi, Wy Wi Wy
S) *c1 Wi+ W+ Wy | Wo=Xg+Xpr+Xo | 120 126 138 126
(M) c2 Wy Wi =Xs+ Xn + X1 0 121 113 121
(0] c3 Wa 121 0 13 126
L) cq W3 113 13 0 137
©) cq W3 Wi = Xs+ X1+ Xo 138 138 0 22
(0) cs Wy Wi =Xs+ X1+ Xo 126 126 22 0

seen that the induced sub-graph among nodes S, L, I, M,O
is a complete graph Ks, and hence k£ = 4 coloring is not
possible. Thus, as per Theorem III.1 and Proposition 3, no
optimal uncoded scheme exists (in terms of both average and
per-node worst-case latency).

Admissible Binary Codes: From Fig. 6, we can see that H
can be 5- colored by assigning same color to C' and L. Since
x(H) = (k + 1), we can obtain admissible binary codes as
described in Section IV.

Let us mark c; as the coded color and associate rest of the
colors directly with uncoded files as given in Table II. Now,
c¢1 is mapped to node S(Seoul) which is a neigbhor of nodes
M, C, and O in G3 . The node S has a missing file Wy
while node M needs W, and nodes C, O both need W; from
node S. Hence the codeword on node S as per (8) is X; =
W1 & Wy & Wy. The decoding equations at each node and
the corresponding latencies are also tabulated in Table II. The
resulting average latency i8S Lg,4(C) = 81.67 ms, compared
to the non-achievable lower bound of 76.37 ms.

VI. CONCLUSION AND FUTURE WORK

We introduced the problem of latency optimal storage schemes
on a geo-distributed data network having certain inter-node
round-trip times. By modeling the storage network as a
weighted complete graph, we showed that a latency optimal
uncoded storage exists if and only if it is admissible on a
subgraph called the nearest-neighbor graph. We then obtained
vertex-coloring based condition for such an optimal uncoded
scheme to exist. In the networks where the vertex coloring
condition fails, our result provides justification for employing
coded storage. Finding optimal codes for such networks is an
open problem and is the direction of our future work.
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