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Abstract—In the era of ubiquitous digital platforms and perva-
sive mobile device usage, digital evidence has become increasingly
integral to civil and criminal justice systems. However, the unique
characteristics of digital evidence present significant challenges
to maintaining its integrity and ensuring its admissibility in legal
proceedings. This paper explores the critical role of Chain of Cus-
tody (CoC) in digital forensics, a simple yet powerful process vital
for ensuring the trustworthiness and security of digital evidence
throughout its lifecycle. We investigate the theoretical foundations
and practical implementations of CoC, categorizing contempo-
rary practices into three main categories: Traditional Paper Trail,
System-oriented, and Infrastructure-driven approaches. Through
a comprehensive analysis, we evaluate these practices against key
criteria, highlighting their strengths and limitations in preserving
evidence integrity. This study offers an extensive review of
existing CoC methodologies and underscores opportunities for
future research aimed at enhancing the reliability and security
of the digital investigation process.

Index Terms—Digital Forensics, Digital Evidence, Chain of
Custody, Evidence Admissibility, Blockchain

I. INTRODUCTION

In today’s interconnected world, digital devices such as smart-
phones, wearables, and connected vehicles have become in-
tegral to daily life, continuously generating vast amounts of
data. These mobile devices not only store extensive personal
information but also remain portable and easily operable, cre-
ating a rich digital footprint that follows individuals wherever
they go. The field of digital forensic sciences has emerged to
leverage this data, enabling forensic investigators to uncover
hidden truths in complex scenarios by analyzing information
from suspects, victims, and others involved in a case. This
capability has led to a significant increase in the use of digital
evidence in civil and criminal proceedings in recent years [1].

The importance of digital evidence and the legitimacy of
digital forensics are well-established in legal contexts. For
example, the U.S. court formally recognized digital informa-
tion as acceptable evidence and implemented the mandatory
electronic discovery (eDiscovery) system in 2006, laying the
foundation for this field [2]. Over the past decade, digital
evidence has played a critical role in solving major cases,
such as the Boston Marathon Bombing in 2013, where digital
forensic analysis of security footage and suspects’ digital
devices provided crucial insights [3]. Similarly, in the College
Admissions Bribery Scandal in 2019, digital evidence, includ-

ing emails and text messages, was instrumental in exposing
fraudulent activities [4].

Despite its growing importance, the use of digital evidence
presents unique challenges compared to traditional physical
evidence, particularly concerning its admissibility in court. The
vast amount of data and its rapid creation and transmission
make digital evidence susceptible to manipulation, alteration,
or degradation. Several cases have highlighted the difficulties
in maintaining the integrity and authenticity of digital evi-
dence, leading to its exclusion from court proceedings [5]. For
instance, in the case, Jones v. Riot Hospitality Group (2024),
the District Court dismissed the lawsuit after determining that
the plaintiff had intentionally deleted pertinent text messages
with co-workers, which were critical evidence in the case [6].
Ensuring the integrity of digital evidence and the investigative
process, as well as establishing the evidence’s admissibility,
are fundamental challenges in digital forensics. The admissi-
bility of evidence is governed by specific regulations, such as
the Federal Rules of Evidence in the United States. Rule 901,
which addresses the authentication of evidence, requires that
evidence be proven to be original and free from tampering
[7]. In digital forensics, this entails not only demonstrating
the integrity of the digital evidence but also verifying the
legitimacy of its source. This underlines the importance of
originality and unbroken continuity of forensic investigations.
Chain of Custody (CoC) is a straightforward yet critical pro-
cedure that documents the complete and chronological journey
of evidence, ensuring transparency in how it has been handled
and maintaining its integrity and authenticity throughout the
investigative process [8].

The inherent complexity in digital evidence has intensified
the challenge of maintaining authenticity and establishing the
admissibility of both the evidence and its corresponding CoC.
This challenge has encouraged academic efforts to develop
solutions that are both theoretically robust and practically
applicable in everyday digital forensics practices. With the
emergence of advanced intelligent systems and cutting-edge
technologies such as Cloud Computing and Blockchain, there
is a growing focus on leveraging these technologies to improve
the reliability and security of CoC practices. This paper
explores various CoC practices proposed in academic literature
and observed in real-world forensic scenarios. It also addresses
the unique challenges faced in this field, emphasizing the need
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for further research into applying such advanced technologies
and secure infrastructures to advance digital forensics.

The remainder of the paper is structured as follows: Section
II outlines the foundational concepts of digital forensics and
CoC. Section III explores the essential requirements for a ro-
bust digital forensics CoC considering both legal and practical
aspects. Section IV provides a comprehensive description of
the different CoC approaches, with a qualitative analysis of
the merits and demerits of each. Section V critically examines
these practices against the identified requirements and criteria.
The paper concludes with a synthesis of key insights and future
research directions that enrich the digital forensics landscape.

II. BACKGROUND

Digital Forensics. Amidst the rapid evolution of the digital
landscape, the scope of digital forensics has expanded sig-
nificantly, evolving from a focus on digital data stored within
computers for use as evidence in legal cases to a broader array
of activities and processes [9]. Ken Zatyko, former director of
the Defense Computer Forensics Laboratory, defined digital
forensics as “the application of computer science and inves-
tigative procedures for a legal purpose involving the analysis
of digital evidence.” This involves analyzing legally relevant
digital information stored or transmitted in binary format,
adhering to protocols such as search authorization, maintaining
a secure CoC, using validated tools, ensuring reproducibility,
and providing comprehensive reports and potential expert
testimony [10].

Digital forensics encompasses the entire lifecycle of digital
evidence, from identification to presentation in court. It draws
data from diverse sources, including online repositories, digital
devices, and external storage systems. These data sources
are essential for uncovering user activities and understanding
events. Various models have been proposed to standardize
the digital forensics process, typically following a six-phase
progression: Identification, Collection, Preservation, Examina-
tion, Analysis, and Presentation, as depicted in Figure 1. This
process involves identifying potential data sources, protecting
evidence from alteration, collecting data, analyzing it, and
presenting findings in a coherent report in a court of law [2].

Forensics Ecosystem. The digital forensics ecosystem com-
prises a complex network of stakeholders and technologies that
underpin systematic and scientifically driven investigations
involving digital evidence. Understanding this ecosystem is
crucial for comprehending how digital evidence is handled
throughout a case’s lifecycle, from initial identification to court
presentation. Figure 2, adapted from Almazrouei et al. (2019)
[11], illustrates the digital forensics ecosystem’s dynamics. It
includes interactions between various stakeholders categorized
into four main domains: Forensic Services, Investigative, Le-
gal, and External Stakeholders. These interactions involve the
exchange and examination of digital evidence. For instance,
forensic investigators may share evidence with other experts
for independent analysis.

Grasping the roles and interactions of these stakeholders
is essential for understanding the handling and progression

Fig. 1: The Six-Phase Lifecycle of the Digital Forensics
Investigation Process.

of digital evidence. This understanding also highlights the
challenges of preserving the integrity and admissibility of
evidence, as discussed in Section I. For example, Ćosić et al.
(2012) used Petri nets to model the lifecycle of digital evidence
and the influence of human factors across all investigative
stages [12]. The collection, examination, and analysis phases
are particularly vulnerable to tampering or manipulation, given
the involvement of multiple stakeholders. Addressing these
challenges is crucial for ensuring trustworthy and secure
forensic investigations, especially as the ecosystem evolves
with emerging intelligent systems and technologies.

Digital Evidence vs. Physical Evidence. Digital evidence,
like physical evidence (e.g., documents, weapons, finger-
prints), provides critical information linking individuals and
events to criminal activities. However, key differences dis-
tinguish digital evidence from traditional forms of physical
evidence [13]:
• Broader Information Range: Digital evidence can encom-

pass a vast array of data;
• Sensitivity: It involves handling data that may be both

personally and physically sensitive;
• Complex Interactions: Digital evidence often intersects

with broader criminal justice issues beyond traditional evi-
dence collection roles;
Despite its advantages in providing extensive information

for convictions, digital evidence poses unique challenges. Its
large volume, rapid creation, and potential for manipulation
make authentication complex. Digital evidence is also vul-
nerable to various external influences and human factors that
can threaten its integrity. Unlike physical evidence, which is
straightforward to document, digital evidence requires more
complex procedures. The ease of remote access, file copying,
and user mobility complicates the documentation and preser-
vation of digital evidence [14]. The volatile nature of digital
evidence necessitates meticulous documentation throughout
the investigation. Only the evidence that remains unaltered
and reliable meets the admissibility standards in court [15].
Therefore, a robust CoC is crucial to ensure the integrity and
authenticity of digital evidence throughout the legal process.
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Fig. 2: Different Stakeholders Involved in the Digital Forensics
Ecosystem.

Chain of Custody. In digital forensics, the principle “if you
didn’t write it down, it didn’t happen” reflects the vital need
for thorough documentation, given the volatile nature of digital
evidence. Proper documentation is essential to verify that
the evidence presented in court is genuine and untampered.
The CoC process ensures this by meticulously recording each
step of the evidence’s journey throughout the case lifecycle.
According to guidelines [16], CoC documentation should
address the following:

• WHAT? What is the evidence?
• HOW? How was it collected and stored?
• WHO? Who took possession of it?
• WHEN? When was it collected, transferred, or handled?
• WHERE? Where did the evidence travel?
• WHY? Why was the evidence transferred?
The CoC must provide a detailed account of evidence

handling, including the identities, locations, and actions of
individuals involved in its examination and analysis. This
comprehensive documentation maintains evidence integrity
and enhances transparency and accountability throughout the
forensic process. In legal proceedings, the CoC is crucial for
supporting the investigator’s testimony. When presented in
court, the CoC affirms the authenticity and integrity of the
evidence, corroborating the investigator’s claims. Moreover, it
also complies with standards such as the Daubert Standard
[17], which determines the admissibility of expert testimony
by requiring that any scientific methods and principles used
are both relevant and reliable. The CoC documentation en-
sures that all documented processes and methodologies can
withstand legal scrutiny, safeguarding against claims of mis-
handling or tampering and supporting the court’s ability to
make informed decisions about the case [9].

III. CHAIN OF CUSTODY REQUIREMENTS FOR DIGITAL
FORENSICS

Recent research and guidelines have outlined a multitude of es-
sential requirements for maintaining the digital evidence CoC

in digital forensics investigations. Despite varying approaches,
they all share common goals. Here is a summary of these
crucial requirements:

(R1) The digital CoC must be comprehensive, enabling the
documentation of diverse forensic activities throughout
various phases of the investigative process.

As elaborated in Section II, the digital investigative
process encompasses a spectrum of diverse forensic ac-
tivities, spanning from evidence collection to its ultimate
disposition [8].

(R2) The digital CoC must be complete, ensuring that every
forensic activity during the investigative process is doc-
umented with unbroken continuity.

A break in the CoC signifies a period during
which control of the evidence becomes uncertain, and
actions conducted on the evidence remain unaccounted
for. These breaks create potential vulnerabilities for
malicious activities that could jeopardize the integrity
of the evidence, as highlighted in [18].

(R3) The storage and preservation of digital evidence must
maintain a high level of security, upholding all three
aspects of security – confidentiality, integrity, and avail-
ability.

As emphasized earlier, the central objective of the
CoC is to preserve the integrity of digital evidence,
making it compliant with the requisite standards for
admissibility in legal proceedings [19]. Equally signif-
icant is safeguarding this evidence from unauthorized
access as it might expose sensitive information about
the involved stakeholders. Moreover, for the investigative
process to proceed seamlessly, it is imperative to ensure
that authorized individuals can promptly access and
examine the evidence whenever necessary.

(R4) Once entries to the CoC are made and authorized, they
must remain unaltered and immutable.

Once documented, CoC entries should remain unal-
tered to preserve credibility and avoid misinterpretation
during legal proceedings [2], [19], [20].

(R5) All stakeholders interacting with evidence and CoC must
be irrefutably authenticated to ensure non-repudiation,
providing undeniable proof of their identity.

Every individual who handles the evidence should
be accountable and identifiable through their interaction
with the CoC [21]. This ensures the ability to trace back
and verify the individuals responsible for the evidence
at any given point in the CoC.

(R6) The digital CoC process must be verifiable by all stake-
holders involved in the forensic ecosystem.

Especially, in the legal domain, the digital CoC
should enable the court and the jury to corroborate
the integrity of the evidence by scrutinizing each doc-
umented event linked to the evidence, as authorized by
the respective overseeing investigator, thereby deeming
it admissible.
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(R7) The digital CoC must enforce access control measures,
considering various factors, including the stakeholder’s
role in the investigation and the nature of the evidence.

Effective access control within the digital CoC is
imperative due to the diverse roles played by stakehold-
ers throughout the investigation process. Given that var-
ious individuals and entities are involved in the forensic
ecosystem, each with distinct responsibilities at different
stages of the investigation, it becomes essential to tailor
access rights within the CoC accordingly [19].

Establishing an unbroken CoC requires meeting these es-
sential requirements, but from a practical standpoint, some
additional factors must be considered.

(R8) CoC models must be usable for real-world implementa-
tion and provide tangible benefits.

(R9) The framework should have an intuitive and user-
friendly design with acceptable complexity and learn-
ability to accommodate the diverse backgrounds of
forensic stakeholders.

(R10) The CoC should balance computational (bandwidth,
storage, power, etc.) and non-computational (physical
space, human resources, etc.) resource needs, consider-
ing budget constraints and resource availability.

(R11) The framework must consider both direct costs and
potential liabilities, especially when using third-party
services for the storage of the evidence and/or deploy-
ment of the CoC framework.

IV. CHAIN OF CUSTODY PRACTICES

In this section, we explore and evaluate various CoC practices
both from academic literature and real-world digital foren-
sics applications. We break down these practices into their
fundamental principles and discuss the implications of each,
including the integration of modern digital infrastructures and
systems. In Figure 3, we encapsulate the distinctive features
of the different CoC practices, illustrating the taxonomy of the
digital CoC landscape.

A. Traditional Paper Trail of Chain of Custody

One of the most straightforward methods for maintaining
the CoC involves the use of traditional paper forms. This
approach relies on detailed documentation to capture crucial
information during the evidence collection, examination, and
analysis phases. These forms chronologically record every
individual who handles the evidence and track its movement
throughout the investigative process. The primary goal of CoC
is to ensure thorough and transparent record-keeping, which is
facilitated by these paper forms. For instance, NIST introduced
a CoC template in 2012 [22], originally designed for physical
evidence but also applicable to digital evidence management.

The CoC paper form includes several key sections. The
metadata section links the evidence to the specific case and
includes relevant case details. A comprehensive description
of the seized evidence is provided, followed by a section that

Fig. 3: Taxonomy of CoC Practices in Digital Forensics.

tracks the evidence’s trajectory throughout its lifecycle. During
the examination and analysis phases, when custody transitions
between forensic investigators occur, the form is updated to
record these transfers, including the reasons for the transfers
and the signatures of authorized personnel.

Despite its simplicity, the paper-based CoC approach offers
several benefits. It provides transparency by offering a clear
and traceable record of evidence interactions, which is crucial
for legal proceedings. The method ensures accountability by
restricting access and requiring signatures from authorized
personnel, thereby reinforcing security and responsibility. Fur-
thermore, physical forms are subject to strict physical access
controls and can be signed by multiple involved parties to
validate each stage of the process.

With technological advancements, traditional paper forms
are increasingly replaced by digital formats, often managed
via spreadsheet software [23]. However, original physical
copies with signatures are usually retained for legal pro-
ceedings to meet due process requirements. Paper systems,
being less reliant on technical resources, remain viable in
resource-constrained scenarios. Although evolving, the tradi-
tional paper-based method remains a critical component of
evidence documentation, ensuring that all necessary informa-
tion is captured and maintained throughout the investigative
process [24]–[26].

B. System-oriented Chain of Custody

Digital evidence poses unique challenges not encountered
with traditional physical evidence, as highlighted in Section
II. These challenges underscore the need for advanced systems
to manage the CoC effectively. The complexity of document-
ing every interaction with digital evidence has prompted the
development of specialized systems designed to automate and
streamline the CoC process, ensuring the evidence’s integrity
and admissibility in legal proceedings [27].
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One of the pioneering frameworks in this domain is the
Digital Evidence Management Framework (DEMF) proposed
by Ćosić et al. (2010) [28]. The DEMF framework was among
the first to systematically enhance CoC documentation across
all stages of the investigative process. It captures four criti-
cal factors associated with each interaction involving digital
evidence:

DEMF = f{
fingerprint_of_the_file, // what
biometric_characteristics, // who
timestamp, // when
gps_location // where

}

This work can be regarded as a foundation of the system-
oriented CoC approaches, exerting a significant influence on
various system-based CoC practices, which are discussed next.

CoC-centric Systems (Metadata-driven Approaches). As
digital evidence acquisition technology has advanced and
forensic imaging formats have become more sophisticated,
researchers have sought to leverage the arbitrary metadata
associated with forensic images to capture several important
details pertaining to the digital evidence to improve its in-
tegrity. This approach aims to capture comprehensive details
related to the evidence within the forensic image, ultimately
contributing to the creation of a more detailed CoC record.

Metadata-driven approaches aim to incorporate detailed in-
formation about the evidence into forensic images, enhancing
the integrity of the CoC. Forensic file formats like Advanced
Forensic Format 4 (AFF4) support flexible metadata capture,
which helps in documenting evidence more comprehensively
[15]. Researchers have explored using metadata schemas such
as Resource Description Framework (RDF) in conjunction
with AFF4 to manage and exchange metadata across dis-
tributed forensic environments [29] [30].

Furthermore, metadata-driven methods have also been ap-
plied to comprehensively capture the forensic workflow and
effectively preserve the digital CoC. This method involves
specifying a byte-level structure for the CoC, meticulously
documenting critical information related to the case, the ev-
idence, and the examiner responsible for its handling. This
detailed CoC data is then appended to the forensic image,
alongside its system metadata. To ensure the CoC’s integrity,
the CoC-appended image is subjected to digital signing using
the examiner’s private RSA key. This digital signing process
occurs both during the evidence collection and examination
phases. Furthermore, this iterative process expands the CoC
whenever there is a change of custody and a new examiner
takes charge of the evidence. Thus, the entire record of the
forensic analysis performed on the evidence is preserved in
the CoC. It’s worth noting the noble contributions of Shah et
al. (2017) [31] in this context.

Systems with Integrated CoC. With the growing prominence
of digital forensics and increasing volumes of evidential data,
law enforcement agencies have adopted various evidence

management systems, such as ERIN7 [32], EvidenceOnQ
[33], ChainLinx [34], and Evidence Manager [35]. These
systems are designed to enhance the efficiency and integrity
of evidence handling by establishing immutable CoC through
automated evidence logs [23]. They document every interac-
tion with the evidence in an unalterable audit trail, which is
crucial for maintaining the evidence’s integrity.

Many of these systems assign unique barcode values to
individual evidence items, facilitating accurate tracking and
reference. They automate the CoC process by generating and
recording date-time stamps for all transactions, which are
stored in a permanent audit trail. While some systems still re-
quire manual scanning of barcodes, they significantly stream-
line the documentation process. This audit trail records details
such as user logins, transaction timestamps, data changes, and
device IP addresses. The comprehensive log can be reproduced
as a CoC report for legal proceedings.

These evidence management systems may be deployed
locally or support distributed connectivity through the cloud,
allowing remote access. They enhance CoC reliability by
automating the documentation process and integrating with
other forensic tools, which helps in maintaining accountability,
transparency, and security [29].

System-driven approaches are experiencing a surge in pop-
ularity for upholding the integrity of digital evidence. Their
appeal lies in their capacity to automate the documentation
of the chronological history of evidence handling in the form
of a CoC. This diminishes reliance on manual oversight to
ensure the integrity of the investigative process, as system-
imposed restrictions ensure adherence to CoC requirements.
This enhancement significantly bolsters the reliability of the
CoC, especially since these systems frequently rely on real-
world transducers like GPS, time-stamp generators, biometric
identification, and digital signatures [29]. Moreover, they can
be integrated with other forensic tools, becoming an integral
component of the investigative process.

C. Infrastructure-driven Chain of Custody

In recent years, the landscape of digital forensics has
evolved significantly due to the complexities introduced by
digital evidence and the stringent legal requirements for ev-
idence admissibility. This evolution has led to a shift to-
wards infrastructure-driven approaches, leveraging advanced
technologies like Cloud Computing, Blockchain, and IoT.
These technologies play a pivotal role in maintaining the
integrity and accountability of digital evidence throughout its
lifecycle. Over a decade ago, researchers began to observe a
shift towards distributed forensic investigations, with multiple
analysts collaborating across different geographic locations
[15]. This shift was accompanied by the advent of IoT
technologies, which introduced the concept of Digital Wit-
nesses [2]. IoT devices, including smart cameras and sensors,
are capable of collecting and storing digital data relevant to
their surroundings, potentially serving as crucial evidence in
legal and investigative contexts. These IoT devices can act as
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preservers and sharers of data, constituting Digital Evidence
that can be communicated with other interconnected devices
or the cloud. Collaboration among IoT devices forms the
foundation of this approach, with the underlying infrastructure
serving as a pivotal enabler in establishing a trusted CoC. To
embrace this digital transformation, recent researchers have
diligently directed their endeavors toward forging a widely
distributed and decentralized digital forensics infrastructure,
with the overarching goal of enhancing the management of
investigative processes and upholding the integrity of digital
evidence originating from diverse sources.

To address these changes in the digital forensics land-
scape, there has recently been a notable shift away from
the traditional practice of centralized evidence storage, often
located on local on-premise servers, to decentralized solutions
employing distributed databases managed by trusted entities
[19], [21], [36]. This trend arises from a critical need to
address the easily manipulable nature of digital data and
to safeguard the integrity of evidence in an increasingly
interconnected digital landscape. By introducing redundancy
through distributed storage, the goal is to ensure the consistent
state of all evidence instances within the distributed environ-
ment, thus minimizing the risk of tampering or unauthorized
alterations. This distributed storage is often realized through
commercial cloud solutions implemented on top of a public
infrastructure. However, it’s essential to note that commercial
distributed storage solutions are not always recommended for
digital forensics, particularly in police investigations where
the utmost security and control are required [37]. Therefore,
a collaborative effort involving law enforcement agencies, the
court system, and other authorized entities becomes imperative
to establish dedicated distributed storage systems implemented
on top of a private infrastructure tailored to the unique needs
of storing and preserving digital evidence.

Similarly, the concept of decentralization has also found its
way into the implementation of the CoC. The CoC serves a vi-
tal role in enhancing transparency throughout the investigative
process, documenting every interaction with digital evidence
to ensure its integrity and admissibility. By decentralizing
and distributing the storage and preservation of the CoC
among trusted stakeholders, transparency and accountability
are significantly bolstered. The redundancy introduced in the
storage architecture further reinforces the immutability of
the CoC, safeguarding against any attempts at tampering or
unauthorized alterations. Moreover, with the integration of
cryptographic technologies like digital signatures, and grey
hashing [38], the CoC can harness the full potential of this
decentralized infrastructure to not only meet the stringent re-
quirements of digital forensics but also satisfy legal standards,
ensuring a robust and trustworthy process from start to finish.

For instance, in recent years, various attempts have been
undertaken to harness the potential of Blockchain technology
to realize this decentralized approach to maintain and preserve
digital CoC. Noteworthy among these efforts is the Ethereum-
based CoC framework proposed by Bonomi et al. (2018)
[21], which stands as a prominent example in this context.

However, full decentralization is challenging to achieve within
the digital forensics ecosystem due to its inherent requirements
of security, accountability, and governance. As a result, many
researchers [2], [19], [21], [36], [38]–[40] have shifted their
focus towards implementing the CoC via private, permissioned
blockchains such as Hyperledger (closed infrastructure), where
the participation to the network is authorized by a central
certified authority, unlike public blockchain networks (open
infrastructure) such as Bitcoin.

Shifting towards such infrastructure-driven methods has
notably increased the complexity of the CoC process when
compared to the traditional, more straightforward approaches.
However, it has concurrently introduced a range of advantages,
including immutability, transparency, security, and decentral-
ization, in ensuring the chronological record of evidence han-
dling within the CoC framework for forensic applications by
harnessing the power of the underlying complex infrastructure.
Based on our extensive literature review and analysis, we
summarize the merits and demerits inherent to each of the
practices in Table I.

V. CHAIN OF CUSTODY QUALITY ASSESSMENT

In this section, we conduct a qualitative comparison of the
various CoC practices discussed in Section IV based on a
set of parameters derived from the requirements outlined in
Section III and the unique characteristics observed in each
CoC practice. Our evaluation framework consists of four
primary criteria: (1) Documentation, (2) Legal Credibility,
(3) Applicability, and (4) Resource Requirements. Each cri-
terion is further subdivided into specific subcriteria to perform
a comparative analysis of the strengths and limitations of each
CoC practice and identify opportunities for further exploration.

A. Criteria for Comparing Chain of Custody Practices

We first introduce the criteria and subcriteria used to quali-
tatively assess the three categories of CoC practices for digital
evidence. These criteria are:
(C1) Documentation. As previously emphasized, the CoC
essentially functions as a chronological record of all activities
related to digital evidence throughout the case’s lifecycle. In
Section III, through (R1) and (R2), we address two critical
aspects of the CoC documentation process: Comprehensive-
ness and Completeness. It is important to note that different
CoC practices adopt varying approaches to ensure compre-
hensive and complete documentation. The primary distinctions
between these approaches lie in the following aspects:
• Manual Inputs: There are two dimensions to consider here.

First, the extent to which the documentation process relies
on manual obligations to record data. Second, the volume
of data that necessitates manual recording.

• Data Redundancy: Redundant documentation involves
maintaining one or more backups of the primary CoC
document. This redundancy increases the resource costs as-
sociated with maintaining consistency among all document
instances but also enhances the process’s resilience against
intentional or unintentional tampering.
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CoC Practice Merits Demerits

Paper Trail CoC [22] • Feasible in resource-constrained environments due
to the lack of need for computational resources

• Minimal maintenance cost
• Highly usable due to low complexity, requires no

specialized training
• Easy integration with the existing legal and inves-

tigation process

• Huge reliance on manual obligation for com-
prehensive and complete documentation of the
investigative process

• Each record’s verification is tied to a physical sig-
nature, a vulnerable point that could be exploited
through malicious forgery

• Often reliant on witness testimonies to resolve
gaps for legal credibility

• Requires non-computational resources: human la-
bor, storage space with physical access control,
etc.

System-oriented CoC
[28] [29] [32]

• A balance between automated processes and man-
ual involvement to ensure compliance with legal
requirements

• Digital signatures are more secure than physical
signatures, therefore improving verifiability and
accountability

• With the support of the system, manual labor is
significantly reduced from recording and main-
taining trails of paper forms

• Transparency of the investigative process is still
reliant on the manual obligation to record every-
thing during the investigation process

• Different systems utilized during different stages
of the investigation can cause issues in com-
patibility and interoperability therefore increasing
chances for compromising immutability

• Usage and maintenance cost is higher than paper
trail CoC

Infrastructure-driven CoC
[19] [21] [36]

• Automated comprehensive and complete docu-
mentation of all interactions with the evidence
without reliance on a manual obligation

• High transparency and immutability depending
on the nature of the infrastructure chosen (e.g.,
Blockchain)

• High verifiability and accountability with integrat-
ing cryptographic technologies such as hashing,
digital signatures, etc.

• Decentralized and redundant design of the in-
frastructure can distribute the attack surface area,
potentially reducing the possibility of tampering
and unauthorized access

• Introduces substantial complexity, particularly af-
fecting usability and learnability

• Understandability of the underlying infrastructure
is low, requires very specialized training to use

• Highly resource-intensive. Requires substantial
computational power, bandwidth, storage, etc.

• Suffers from challenges such as cost of security,
scalability, resource utilization, efficiency, etc.

• Challenging to integrate with the existing forensic
tools and the legal ecosystem

TABLE I: Qualitative Analysis of the merits and demerits of different Chain of Custody Practices based on our literature
review and analysis. Only a few examples of each practice are cited in the table.

(C2) Legal Credibility. As discussed in Section I, the admissi-
bility of digital evidence presents a dual challenge: preserving
the integrity of digital evidence and the investigative process,
along with establishing the admissibility of evidence in legal
proceedings. As the CoC plays a pivotal role in tackling both
of these challenges its legal credibility hinges on ensuring
several such aspects:

• Immutability: It pertains to the ability of the CoC to
ensure that once entries are documented and authorized, they
cannot be altered or tampered with in any way.

• Transparency: It ensures that there is a comprehensive
record of every step taken, making the entire investigative
process open and comprehensible to all relevant parties.

• Accountability: It entails the clear and irrefutable identifi-
cation of every individual involved in handling the digital
evidence throughout the investigative process.

• Verifiability: This involves providing a means for all parties
to confirm the accuracy and reliability of the information
recorded in the CoC.

(C3) Applicability. This criterion aims at assessing the practi-
cality of implementing the conceptual CoC framework in real-
world digital forensic scenarios encompassing a spectrum of
vital considerations, as follows:

• Complexity: This metric delves into the intricacy of the
CoC framework’s implementation, seeking to understand
how involved and multifaceted the process might be.

• Learnability: The concept of learnability assesses how
quickly individuals, particularly forensic professionals, can
grasp how to efficiently use and interact with the CoC
framework. A framework that is intuitive and readily un-
derstandable expedites the incorporation of best practices.
Conversely, a steep learning curve may necessitate substan-
tial training and thus potentially hinder widespread adoption.

• Usability: It evaluates the user-friendliness of the CoC
framework. It considers aspects such as the intuitiveness of
the interface and the overall ease of interaction.

• Cost: This aspect takes into account the financial implica-
tions of implementing and maintaining the CoC framework.
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It encompasses both the initial costs required for setup and
integration and the long-term expenses for maintenance.

(C4) Resource Requirements. This criterion delves into the
crucial aspect of comprehending what resources are necessary
for the practical deployment and maintenance of a CoC frame-
work. A thorough examination of resource needs is essential
in assessing the scalability, sustainability, and adaptability of
the CoC framework in real-world digital forensic applications.

• Non-Computational: This category encompasses the des-
ignated but limited resources such as human elements and
physical space essential for the CoC framework’s opera-
tionality. It involves factors like the allocation of human
labor and physical space for several activities like docu-
mentation, storage, and preservation.

• Computational: This dimension focuses on more dy-
namic and expandable resources, including computational
resources vital for the CoC framework’s function. It en-
compasses elements such as logical storage, computational
power for processing and analysis, and the necessary band-
width for efficient data transfer and communication.

B. Qualitative Comparison of Chain of Custody Practices

Table II conducts a qualitative evaluation of the three
broad categories of CoC practices, as elaborated in Section
IV, against the criteria outlined earlier. The table primarily
employs relative terminology (e.g., Low, Medium, High) to
subjectively characterize and assess each practice while si-
multaneously emphasizing the distinctions among them. It is
crucial to acknowledge that this analysis involves an inherent
element of subjectivity, and our evaluations of each technique
and criterion are based on our best judgment. While alternative
viewpoints may exist regarding the precise assessment of
each technique, we assert that the criteria delineated in the
assessment framework serve as valuable guidelines for steering
future research in the domain of digital CoC.

The documentation process for the paper trail CoC is
primarily manual due to its reliance on the manual obligation
to record every event associated with the evidence accurately.
However, some processes can be automated with the assistance
of the system, although a significant portion still relies on indi-
vidual interactions. In contrast, the infrastructure-driven CoC
benefits from an underlying infrastructure that automatically
records and securely stores a comprehensive log of every inter-
action, along with a wealth of related information benefitting
from inherent data redundancy due to its distributed nature. For
CoC systems, which often have central data storage, there’s the
potential for multiple backups to safeguard against data loss
or tampering. However, paper-based practices typically have a
straightforward documentation process that doesn’t inherently
require data redundancy. While some may choose to create
digital backups of paper forms to protect against data loss, it’s
not a fundamental component of the process.

The evaluation of sub-criteria under the umbrella of legal
credibility reveals the extent to which each CoC process
relies on other processes to fulfill these criteria and their

Criteria Sub-criteria Paper System Infra.

(C1) Manual Inputs High Medium Low
Data Redundancy Low Medium High

(C2)

Immutability Medium Medium High
Transparency Low Medium High

Accountability Low High High
Verifiability Low Low High

(C3)

Complexity Low High High
Learnability High Medium Low

Usability High Medium Medium
Cost Low Medium High

(C4) Non-Computational High Low Low
Computational Low Medium High

(C1) Documentation, (C2) Legal Credibility, (C3) Applicability,
(C4) Resource Requirements

TABLE II: Qualitative Comparison of the Chain of Custody
Practices. This assessment framework is derived from the
requirements outlined in Section III, and the unique character-
istics observed in each CoC practice described in Section IV.

susceptibility to potential malicious exploitation. For instance,
the low transparency observed in the paper trail CoC results
from its heavy reliance on manual obligations for recording
transactions. Additionally, each record’s verification is tied to
a physical signature, a vulnerable point that could be exploited
through malicious forgery. Often, gaps in this CoC need reso-
lution through witness testimonies. In contrast, infrastructure-
driven CoCs minimize their reliance on manual obligations by
leveraging the underlying digital infrastructure to ensure the
fulfillment of legal criteria.

The applicability of each CoC practice carries distinct
characteristics. Paper-based forms, with their manual entries
and physical signatures, require no specialized training, pos-
sess minimal maintenance costs, and exhibit high usability.
Conversely, system-driven approaches introduce a degree of
complexity, necessitating training for individuals interacting
with the system. Usability here depends significantly on the
design of the system interface. Infrastructure-driven CoCs,
while potent, present substantial complexity, particularly re-
garding learnability. The diverse range of individuals involved
in the investigative process can find understanding the under-
lying infrastructure challenging. Nevertheless, usability can be
enhanced through an intuitive design.

Finally, the resource requirements for each of the practices
align with their inherent characteristics. In the case of the
paper-based CoC process, its predominantly manual nature
necessitates a substantial amount of human labor compared
to the other approaches. Notably, the paper forms’ typical
central storage within a physically secured location adds to the
demand for non-computational resources, especially physical
access control measures. On the other hand, both the systems
and infrastructure-driven CoC frameworks significantly rely
on computational resources such as processing power, ample
storage, sufficient bandwidth, and more. Since the physical
infrastructure underlying these processes is often outsourced,
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they are not very dependent on non-computational resources.

VI. DISCUSSION AND RESEARCH DIRECTION

In this section, we briefly summarize the qualitative com-
parison of various CoC practices conducted in the previous
section, using criteria that address key aspects of credibility
and practicality. Also, we discuss the implications of our
findings and explore potential research directions to advance
the field of digital forensics.

Despite its limitations in offering fully transparent and
verifiable documentation for legal proceedings, the paper
trail CoC excels due to its simplicity, familiarity, and cost-
effectiveness. Its straightforward approach integrates well with
existing legal systems, where gaps in documentation can often
be addressed through expert witness testimonies during court
hearings. This adaptability makes it a widely used method in
practical forensic and legal contexts.

Conversely, infrastructure-driven CoCs, while complex and
resource-intensive, provide essential assurances of immutabil-
ity, transparency, accountability, and verifiability by leveraging
the capabilities of the underlying infrastructure, making them
crucial for consideration by digital forensics and legal author-
ities. However, the lack of standardized practical implemen-
tations in industry or government remains evident, as these
technologies are primarily confined to academic research and
exploration. For example, blockchain-based CoC frameworks
have been extensively studied in recent years, but their adop-
tion in real-world applications is still limited due to several
unresolved challenges in optimizing these resource-intensive
infrastructures for digital forensics. Despite blockchain’s in-
herent advantages of immutability, transparency, and security
— qualities that are ideal for maintaining a chronological
history of evidence handling, issues such as scalability, re-
source utilization, and cost-effectiveness continue to impede
its broader adoption in forensic and legal contexts [41].

System-oriented CoCs, as highlighted throughout this as-
sessment, find a middle ground. They strive to automate
processes while maintaining manual involvement to ensure
compliance with the defined requirements. Although practical
and applicable to some extent, their limited real-world appli-
cation warrants further investigation by the community.

Building on this understanding of the inherent strengths,
weaknesses, and potential areas for improvement, we identify
the following future research directions in the evolving field
of digital forensics and CoC:

• Exploration of Tailored and Optimized Systems: While
infrastructure-driven CoCs offer significant security and
assurance, their generic capabilities often lead to resource-
intensive implementations with high computational power
and bandwidth needs. Future research should focus on
designing bespoke, optimized systems and infrastructures
specifically tailored to meet the security and practicality
requirements of digital forensics. This entails carefully se-
lecting capabilities to remove unnecessary features and func-
tionalities that add overhead without contributing to the core

objectives of CoC. For example, similar to efforts in opti-
mizing blockchain architectures for IoT ecosystems [42], in-
depth investigations are needed to develop customized CoC
solutions that ensure better adaptability and performance in
forensic applications.

• Actor-Centric Design and Evaluation: To develop more
applicable and usable CoC frameworks, it is essential to
apply actor-centric analysis during both the design and
evaluation phases. Building on principles such as security by
design [43], future research should focus on directly eliciting
requirements from a diverse range of stakeholders, includ-
ing forensic experts, investigators, and legal practitioners.
Engaging these stakeholders across all relevant domains
ensures that CoC frameworks are not only based on robust
security principles but also tailored to meet the varied needs
and preferences of their end users. This approach can help
identify and overcome adaptability challenges in theoretical
frameworks, resulting in solutions that are both secure and
practical for real-world applications.

• Context-aware Chain of Custody: Enhancing the integrity
of digital evidence can be achieved by incorporating con-
textual data, such as time, location, and device status. This
approach improves the traceability of evidence and supports
legal reliability by meeting standards like the Daubert Stan-
dard, providing detailed insights into the evidence’s origin
and handling. When combined with AI and automation,
context-aware CoC can streamline anomaly detection and
prevent tampering in real-time, ensuring the authenticity of
digital evidence. However, future research should explore
how to effectively address the computational demands and
privacy and legal concerns associated with implementing
context-aware CoC systems, ensuring efficient storage and
processing of contextual data.

VII. CONCLUSION

In this paper, we offer a comprehensive survey of the
recent CoC practices in both academic research and real-
world forensic applications. We begin by outlining the fun-
damental requirements for CoC in digital forensics, based on
insights from industry standards and scholarly discussions. Our
study categorizes these practices into three primary groups:
Traditional Paper Trail, System-oriented, and Infrastructure-
driven approaches. Using an assessment framework that covers
legal, security, and practical considerations, we highlight the
strengths and limitations of each CoC practice. Our analysis
identifies areas where existing methods excel and where they
fall short and proposes future research directions to address
these gaps. We recommend exploring tailored and optimized
systems that are specifically designed to meet the security
and practicality needs of digital forensics while minimizing
resource intensity. Additionally, we advocate for an actor-
centric design and evaluation approach to develop more usable
and effective CoC frameworks. By synthesizing current best
practices and offering these recommendations for future ex-
ploration, our study illuminates new directions for advancing
the field of digital forensics.
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