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Abstract
Large Language Models have become a valuable source of informa-
tion for our daily inquiries. However, after training, its data source
quickly becomes out-of-date, making RAG a useful tool for provid-
ing even more recent or pertinent data. In this work, we investigate
how RAG pipelines, with the course materials serving as a data
source, might help students in K–12 education. The initial research
utilizes Reddit as a data source for up-to-date cybersecurity infor-
mation. Chunk size is evaluated to determine the optimal amount
of context needed to generate accurate answers. After running the
experiment for di�erent chunk sizes, answer correctness was evalu-
ated using RAGAs with average answer correctness not exceeding
50 percent for any chunk size. This suggests that Reddit is not a
good source to mine for data for questions about cybersecurity
threats. The methodology was successful in evaluating the data
source, which has implications for its use to evaluate educational
resources for e�ectiveness.
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1 Background and Motivation
The recent signi�cant advances in the e�cacy of large language
models (LLMs) have led to a boom in innovative approaches to
using LLMs in educational settings and research [1]. Some uses are
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elaborate such as the creation of a simulated classroom powered
by LLMs acting as teacher, assistant, and student agents managing
to demonstrate interaction patterns like real classrooms between
agents and other agents as well as between agents and students [8].
Others examined teacher-led interventions that enhance student
interactions with LLMs, aiming to optimize the educational bene�ts
of these tools [5].

Figure 1: RAG Pipeline

With specialized training, LLMs have shown potential as per-
sonalized tutors able to break down problems and prompt students
to come up with the answers as well as adjust to the needs of in-
dividual learners [2, 7]. LLMs remain di�cult to train with one
challenge being ensuring they have updated information to give
accurate answers [2].

The merging of pre-trained parametric memory (state-of-the-art
LLMs) and non-parametric memory, such as a vector database, in
retrieval-augmented generation (RAG) models provides a method to
give LLMs access to updated information without undergoing new
training. These models deliver more speci�c and factual responses
[6]. This methodology enhances the potential for LLMs to act as AI
tutors [3] when connected to the appropriate sources.

2 Evaluating the utility of LLMs and RAG
2.1 Summary of current research
The research’s purpose was to evaluate RAG as a method to use
LLMs to provide up-to-date answers to cyber threat questions. In
addition, we evaluated the e�ect of chunk size on the answer cor-
rectness of the LLM. We used Llama as our LLM because of its
availability. The top 500 posts and the most upvoted answer were
scraped from subreddits pertaining to cybersecurity and network
security then stored in a Chroma vector database to serve as the
data source for the RAG. 30 questions and ground truths were de-
veloped from information from CISA about the most recent threats.
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Figure 2: Average answers correctness by chunk sizes.

After feeding the questions through the RAG pipeline, the ques-
tions, ground truths, and Llama answers were then fed through
RAGAS [4] to get an answer correctness score. The process was
repeated for chunk sizes of 250, 500, 1000, 2000, 4000, and 8000
characters. The average answer correctness score for each chunk
size was close to 50 percent with chunk sizes 250 and 4000 yielding
the highest accuracy.

These results suggest that Reddit is not a good source for a
RAG database intended to assist with cybersecurity. Reddit’s for-
mat introduces noise such as a variety of postings in a wide range
of cybersecurity topics not speci�c to protecting against current
vulnerabilities. In addition, the top posts on Reddit are constantly
changing. The �rst response to a newly posted question can be
generated by a bot directing the user to sources of relevant infor-
mation. Depending on when the data is mined, this could appear
multiple times in the context available to the LLM.

There was little variability in answer correctness by chunk size.
Potential e�ects are thought to be better answers with smaller
chunks due to smaller chunks containing more speci�c context or
better answers with larger chunks because larger chunks contain
more context. For these speci�c experiments, there were no gen-
eralizable e�ects. The question bears further examination. With a
better aligned data source, chunk size could have a greater impact.
Since Reddit did not provide appropriate data for the questions
being asked, chunk size would not improve the context provided
to the LLM.

2.2 Future Directions
This methodology has in�nite variations, which is one way to
extend it into the classroom. To continue to examine the question of
cybersecurity, teachers of cybersecurity content can guide students
through using this methodology with alternate sources to mine
data for the RAG database. A di�erent database could also lead
to noticeable e�ects on answer correctness with di�erent chunk
sizes. This methodology can also be used by students to examine
sources for their interests. What sites do they frequent? Can they
use this method to mine their favorite sites to provide answers to
their questions? To mine data from social media sites to take the

trendiness on di�erent topics? This is a methodology that supports
student-led/centered research into any topic, making it adaptable
to any content and therefore multidisciplinary.

In addition, this model can be used to develop a personalized
tutor as demonstrated in the background. This model allows greater
personalization based on student or teacher needs. Other models
are designed to be generalized for universal purposes. This model
allows for the variations that occur between teachers and students.
A teacher who chooses to utilize AI as a teaching assistant, could
build the database with their teaching materials, and make the
model accessible to their students to query when they need help on
a topic. This could be as broad as content for the year or as speci�c
as information needed to complete a project. Changing the data
�le to create the vector database changes the purpose of the model.
For students that do not have a technologically progressive teacher,
they can use this model in the same way to create their own tutor.

The model can also be used by teachers to vet the appropriate-
ness of teaching materials or the e�ectiveness of their assessment
questions. Teachers can develop the vector database using their
classroom resources such as textbooks and lecture notes or presen-
tations. They can use their assessment questions and answers as
the ground truth, then, feed their assessment questions through
the RAG pipeline collecting the LLM’s answers to the questions.
Using RAGAs, teachers can analyze answer correctness of the LLM.
If the answer correctness scores are high, this would suggest that
the educational materials are appropriate for the learning goals.
If the scores are low, this would suggest the materials should be
realigned to the essential knowledge and skills.
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