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On the Security of Directional Modulation via Time
Modulated Arrays Using OFDM Waveforms

Zhihao Tao and Athina Petropulu

Abstract—Time-modulated arrays (TMAs) transmitting in-
formation bearing orthogonal frequency division multiplexing
(OFDM) signals can achieve directional modulation. By turning
its antennas on and off in a periodic fashion, the TMA can
be configured to transmit the OFDM signal undistorted in the
direction of a legitimate receiver and scrambled everywhere else.
This capability has been proposed as means of securing the
transmitted information from unauthorized users. In this paper,
we investigate how secure the TMA OFDM system is, by looking
at the transmitted signal from an eavesdropper’s point of view.
We demonstrate that the symbols observed by the eavesdropper
across the OFDM subcarriers are linear combinations of the
source symbols, with mixing coefficients that are unknown to
the eavesdropper. We propose the use of independent component
analysis (ICA) theory to obtain the mixing matrix and provide
methods to resolve the column permutation and scaling ambigu-
ities, which are inherent in the ICA problem, by leveraging the
structure of the mixing matrix and assuming knowledge of the
characteristics of the TMA OFDM system. In general, resolving
the ambiguities and recovering the symbols requires long data.
Specifically for the case of the constant modulus symbols, we
propose a modified ICA approach, namely the constant-modulus
ICA (CMICA), that provides a good estimate of the mixing
matrix using a small number of received samples. We also
propose countermeasures which the TMA could undertake in
order to defend the scrambling. Simulation results are presented
to demonstrate the effectiveness, efficiency and robustness of our
scrambling defying and defending schemes.

Index Terms—Directional modulation (DM), constant modulus
signals, independent component analysis (ICA), OFDM, physical
layer security (PLS), time-modulated array (TMA).

I. INTRODUCTION

The broadcast nature of wireless transmission renders wire-
less and mobile communication systems vulnerable to eaves-
dropping. Physical layer security (PLS) approaches, originat-
ing from Wyner’s wiretap channel work [1], offer informa-
tion secrecy by exploiting the physical characteristics of the
wireless channel. PLS methods can complement traditional
cryptographic approaches, particularly in scenarios where the
latter methods encounter difficulties in providing low latency
and scalability due to challenges with key management or
computational complexity [2], [3].

Directional modulation (DM) [4] is a promising physical
layer security (PLS) technique that has attracted significant
interest in recent years. DM transmits digitally modulated
signals intact only along pre-selected spatial directions, while
distorting the signal in all other directions [5], [6]. Compared

The authors are with the Department of Electrical and Computer Engineer-
ing, Rutgers The State University of New Jersey, New Brunswick, NJ, USA
(email: zhihao.tao@rutgers.edu; athinap@soe.rutgers.edu). This work was
supported by ARO grant W911NF2320103 and NSF grant ECCS-2320568.

with PLS approaches such as cooperative relaying strategies
[7]–[9] and transmission of artificial noise [10], [11], DM-
based methods are more energy- and cost-efficient [12].

DM can be implemented through waveform design or by
modifying the transmitter hardware. For the former approach,
[4] uses phase shifters to adjust the phases of each symbol,
while [13] and [14] employ transmit precoders. The works of
[12], [15], [16] exploit constructive interference in designing
transmit waveforms, where the alignment of the received
signal with the intended symbols is not required, but rather,
the signal is shifted away from the detection boundary of the
signal constellation. The methods of [4], [12]–[16] require the
location information on the eavesdroppers or channel state in-
formation (CSI) which increases the communication overhead.
The works of [17]–[20] operate on the transmitter hardware
and do not require CSI nor the location of eavesdroppers.
For example, [17] adopts a large antenna array working at
millimeter-wave frequencies and proposes an antenna subset
modulation-based DM technique. By appropriately selecting a
subset of antennas for the transmission of each symbol, the
radiation pattern can be modulated in a direction-dependent
way, which yields randomness to the constellations seen from
directions other than the intended angles. In [20], a retrodi-
rective array, is proposed to implement the DM functionality.
Using a pilot signal provided by the legitimate receiver and
appropriately designed weights, the retrodirective array creates
a far-field radiation pattern consisting of two components:
the information pattern and the interference pattern. The
interference pattern is zero only along the direction of the
legitimate user, thereby distorting the information signals in
all other directions. Time-modulated arrays (TMAs) [21]–[24]
is another DM approach that operates on the transmit hardware
but also introduces time as an additional degree of freedom
in the DM design. TMAs use switches to periodically connect
and disconnect the transmit antennas to the RF chain [25],
[26]. In [22]–[24], which consider the single carrier system and
transmit one symbol at a time, the radiation pattern of the array
in each symbol is optimally computed via global optimization
tools, e.g., evolutionary algorithms, so that the transmitted sig-
nals are delivered undistorted within a desired angular region,
while they are maximally distorted elsewhere. Even though
TMA-based approaches are more flexible as compared to other
DM methods, they [22]–[24] involve computationally intensive
optimization methods, and thus their complexity increases in
dynamic environments, where the system configuration needs
to change. A low computational complexity TMA DM ap-
proach has been proposed via the use of orthogonal frequency-
division multiplexing (OFDM) transmit waveforms [27]. By
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appropriately selecting the TMA parameters, the transmitter
sends a scrambled signal in all directions except toward the
legitimate destination. The scrambling effect occurs because
the designed periodic antenna activations generate harmonics
at the OFDM subcarrier frequencies, causing symbols on each
subcarrier to mix with symbols from other subcarriers. The
TMA parameters can be derived using closed-form expressions
and simple rules, allowing the DM functionality to be imple-
mented by configuring the transmitter hardware according to
these rules, without requiring global optimization. As a result,
the OFDM TMA offers low complexity and is easy to deploy
in dynamic scenarios. The TMA transmitter described in [27]
is also applicable to modern wireless communication systems
that support multiple carriers. These advantages make OFDM
TMAs highly attractive for achieving directional modulation.

DM via TMAs transmitting OFDM waveforms has been
studied in various applications, e.g., antenna array designs
[28]–[30], multicarrier systems [31], target localization [32],
joint communication and sensing systems [33] and intelligent
reflecting surface systems [34], where their good potential
for enhancing PLS has been demonstrated. However, existing
studies have primarily focused on TMA hardware implemen-
tation, energy efficiency improvement, and ON-OFF pattern
design, while largely overlooking the security of the TMA
OFDM system. The study in [35] concludes that DM can effec-
tively prevent such spoofing. Also, in [36], the authors argue
that the DM via TMAs transmitting OFDM waveforms has
weak security due to the limited randomness of the periodic
time modulation pattern and propose a chaotic-enabled phase
modulation for TMA to enhance wireless security. However,
[36] does not explore the possibility of an eavesdropper
defying the TMA security.

In this paper, we investigate the level of security provided
by TMA-induced scrambling and demonstrate, for the first
time, that the TMA OFDM system is not sufficiently secure
unless specific measures are taken. Specifically, we first show
that the vector of the symbols received by the eavesdropper
on all OFDM subcarriers can be expressed as the product
of a mixing matrix and a vector containing the information
symbols. The mixing matrix has a Toeplitz structure, but
is otherwise unknown to the eavesdropper as it depends on
the TMA parameters. We show that, based on the received
scrambled data, the eavesdropper can obtain the mixing matrix
via an ICA-based approach, and also resolve all ambiguities.
For the case of constant modulus symbols, we propose an ICA
variant, referred to here as constant-modulus ICA (CMICA).
Assuming that the data symbols are non-Gaussian, ICA re-
covers the symbols by designing an unmixing matrix, which,
when applied to the received data results in non-Gaussian
data. The ICA objective is a measure of non-Gaussianity that
needs to be maximized. Initially, CMICA is identical to ICA
[37] with a Newton iteration, in each iteration decorrelating
the unmixing matrix in order to recover independent source
signals. When using a small sample size, there may still
be some residual dependence among the recovered signals
even after convergence of the initial iteration. To address this,
CMICA introduces a fine-tuning stage, where the iteration
continues without the decorrelation step. Instead of continuing

with the Newton iteration, CMICA switches to the gradient
descent method, allowing for adjustable step sizes and better
control during the fine-tuning process. The result from the
Newton iteration serves as the initialization for the gradi-
ent descent iteration. Extensive simulations demonstrate that
CMICA improves the estimation of the mixing matrix, even
with limited data samples.

Regarding resolving the ICA ambiguities, we propose a
novel k-nearest neighbors (KNN)-based approach that lever-
ages the mixing matrix Toeplitz structure. In particular, we first
construct a similarity measure that allows us to rank matrices
based on their resemblance to a Toeplitz matrix. Using this
similarity measure, along with knowledge about the TMA
OFDM system—such as the data constellation and the rules for
selecting TMA parameters—we demonstrate how to identify
the best matrix from among the column-reordered versions of
the estimated mixing matrix. Finally, we identify two scenarios
in which the proposed defying scheme would fail, i.e., when
the mixing matrix is rank-deficient, or when there TMA ON-
OFF switching pattern is not unique. Based on these situations,
we design defensive mechanisms that the transmitter can use
to protect the scrambling process against eavesdroppers.

The novel contributions of this paper are summarized as
follows:

1) We show that the recovery of the transmitted sym-
bols based on the received scrambled symbols can be
addressed as an ICA problem. We propose a low-
complexity approach, which, under certain assumptions
can solve the ICA problem and all ambiguities involved,
thereby circumventing the TMA scrambling.

2) We propose an ICA variant called CMICA, which is
particularly well suited for constant modulus symbols
and works well for case of short observation lengths.
To eliminate ICA-inherent scaling and permutation
ambiguities, we propose a novel k-nearest neighbors
(KNN)-based approach that leverages the mixing matrix
Toeplitz structure. We first construct a measure that
quantifies the Toeplitz resemblance of a matrix, and
then along with knowledge about the TMA OFDM
system—such as the data constellation and the rules,
we select the best fit from among the column-reordered
versions of the estimated mixing matrix.

3) We identify two cases in which the scrambling is strong
and thus secure transmission can be guaranteed. The
first scenario occurs when the mixing matrix is rank-
deficient, leading to multiple possible solutions for the
transmitted symbols. The second scenario arises when
there is non-uniqueness in the ON-OFF switching pat-
tern of the TMA, meaning that the scrambled signals
can correspond to multiple configurations of the TMA
parameters. Furthermore, we propose two scrambling
defense mechanisms. The first mechanism involves ro-
tating the TMA transmitter to create a specific angular
offset between the legitimate receiver and the eavesdrop-
per, ensuring that the conditions for secure transmission
are met. The second mechanism introduces controlled
variations to the ON-OFF switching pattern or the trans-
mitted symbols, complicating the eavesdropper’s ability
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to exploit the statistical structure of the signals necessary
for ICA-based attacks. These cases and mechanisms
reveal strategies for enhancing the wireless security of
TMA in the future.

Preliminary results of this work are presented in [38] and
[39]. Compared to those publications, here, we further improve
the efficiency of the ICA-based estimation method and the
robustness of the ambiguity resolving algorithm. We also
provide deeper insights into the wireless security of the TMA
OFDM-enabled DM system and propose methods to enhance
its security. To the best of our knowledge, this paper is the
first to assess and analyze the wireless security of directional
modulation via TMA OFDM.

The remainder of this paper is organized as follows. In
Section II, we describe the system model of the TMA OFDM-
enabled DM transmitter. In Section III, we elaborate the
proposed defying scheme, including the CMICA-based mixing
matrix estimation approach and the KNN-based ambiguity re-
solving algorithm. In Section IV, we illuminate how to defend
the defying of eavesdroppers so as to enhance the wireless
security of TMA systems. Section V includes numerical results
and analyses. Finally, we conclude our work in Section VI.

Notations: Throughout the paper, we use boldface uppercase
letters, boldface lowercase letters and lowercase letters to
denote matrices, column vectors and scalars, respectively.
(·)T , (·)∗, (·)†, (·)−1, | · |, and ∥ · ∥ correspond to the
transpose, complex conjugate, complex conjugate transpose,
inverse, modulus, and l2 norm, respectively. The notation E{}
denotes the expectation operation and I is the identity matrix.

II. SYSTEM MODEL

We consider a TMA, comprising a phased array with N
antennas spaced apart by half wavelength λ0/2 (see Fig.
1). The transmit waveform is OFDM waveform with K
subcarriers spaced by fs.

x(t) =
1√
K

K∑
l=1

sle
j2π[f0+(l−1)fs]t, t ∈ [0, Ts) (1)

where sl is the digitally modulated data symbol assigned to
the l-th subcarrier, Ts is the symbol duration, f0 denotes
the frequency of the first subcarrier and 1/

√
K is the power

normalization coefficient that normalizes sl to be unit power.
Note that we eliminate the index of the transmitted OFDM
symbol here as the following analyses are independent of the
symbol transmitted.

We will assume that the eavesdropper know the channel per-
fectly and can compensate for its effect. Therefore, the channel
will not be shown in the expressions. If the eavesdropper is
unaware of the channel, the system remains secure, preventing
the eavesdropper from unscrambling the signal. However, there
are situations where the eavesdropper may have knowledge of
the channel, such as when the eavesdropper is a friendly node
but does not have authorization to receive the information.
Our work specifically addresses this latter scenario, where the
eavesdropper is assumed to know the channel.

Before being radiated into the half space, θ ∈ [0, π], the
OFDM symbol needs to be multiplied by antenna weights

Eavesdropper

e
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Fig. 1. Illustration of the TMA OFDM-enabled DM transmitter.

{wn}n=1,2,...,N and manipulated by a ON-OFF temporal
function U(t) that controls the switch array periodically. Let
the wavelength λ0 associate with f0. The signal radiated by
the TMA OFDM system can be expressed as

y(t, θ) =
1√
N

N∑
n=1

x(t)wnUn(t)e
j(n−1)π cos θ. (2)

In order to focus the beam towards the direction of the
legitimate user, θ0, we set wn = e−j(n−1)π cos θ0 . The ON-
OFF switching function Un(t) is designed as a periodic square
waveform with the time period being Ts. On denoting the
normalized switch ON time instant and the normalized ON
time duration as τon and ∆τn, respectively, we can express
Un(t) as Fourier series as follows:

Un(t) =
∞∑

m=−∞
amne

j2mπfst, (3)

where

amn = ∆τn sinc(mπ∆τn)e
−jmπ(2τo

n+∆τn). (4)

Here sinc(·) is an unnormalized sinc function. By combining
the above equations, we write the transmitted symbol as

y(t, θ) =
1√
NK

K∑
l=1

ske
j2π[f0+(l−1)fs]t

∞∑
m=−∞

ej2mπfstVm,

(5)
where

Vm =
N∑

n=1

amne
j(n−1)π(cos θ−cos θ0). (6)

Then, the signal seen in direction θ on the i-th subcarrier
equals

yi(t, θ) =
1√
NK

K∑
l=1

ske
j2π[f0+(l−1)fs]tVi−l. (7)

After OFDM demodulation, the received data symbol
on the i-th subcarrier can be expressed as yi(θ) =
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1/
√
NK

∑K
l=1 skVi−l. The received signals on all subcarriers

without noises, put in vector y, can be expressed as

y = V s, (8)

where V ∈ CK×K is a Toeplitz matrix defined as

V =
1√
NK


V0 V−1 · · · V−(K−2) V−(K−1)

V1 V0 · · · V−(K−3) V−(K−2)

...
...

. . .
...

...
VK−2 VK−3 · · · V0 V−1

VK−1 VK−2 · · · V1 V0

 ,

(9)
and s = [s1, s2, · · · , sK ]T . In order to implement DM
functionality, τon and ∆τn must be chosen to satisfy
Vm̸=0(τ

o
n,∆τn, θ = θ0) = 0 and Vm=0(τ

o
n,∆τn, θ = θ0) ̸= 0.

These can be achieved by the following three conditions [27]:
• (C1) ∆τn, τ

o
n ∈ {h−1

N }h=1,2,...,N (note that the subscript
n is not necessarily equal to h);

• (C2) τop ̸= τoq ,∆τp = ∆τq = ∆τ for p ̸= q;
• (C3)

∑N
n=1 ∆τn ̸= 0.

By substituting these three conditions into the above equations,
we can find that along θ0, V is a diagonal matrix and the
received OFDM signal equals

y(t, θ0) = ∆τ

√
N

K
s(t). (10)

In all other directions, the signal of each subcarrier contains
the harmonic signals from all other subcarriers, which gives
rise to the so-called scrambling, hence achieving the PLS. Tak-
ing into account the additive noise z = [z1, · · · , zk, · · · , zK ]T ,
where zk is a i.i.d. Gaussian random variable with zero mean
and the same variance σ2

z , the received signals can be written
as

y = V s+ z. (11)

In the following, we will consider the centered and whitened
received signal, i.e.,

ỹ = Ay = Ṽ s+Az (12)

where A is the whitening matrix, obtained based on the
eigenvalue decomposition of the covariance of y [40], or
the quasi-whitening matrix when using Gaussian moments to
handle noises [41]. For independent, zero-mean, unit-variance
inputs sk, and noiseless case, we have

E{ỹỹ†} = Ṽ E{ss†}Ṽ †
= Ṽ Ṽ

†
= I. (13)

III. ON DEFYING THE TMA SCRAMBLING BY THE
EAVESDROPPER

Let us assume the presence of an eavesdropper in direction
θe (θe ̸= θ0). Due to (C1)-(C3), one can see that, along
direction θe, the received OFDM signal on each subcarrier
is scrambled by the data symbols modulated onto all other
subcarriers, since for θ = θe, V is not diagonal.

Note that y in (12), contains linear mixtures of the elements
of s. Both s, Ṽ are unknown to the eavesdropper, so the
recovery of s can be viewed as a blind source separation
problem. In communications, the elements of s are typically

statistically independent with each other and non-Gaussian.
Thus, the eavesdropper can leverage an ICA method to esti-
mate Ṽ , and then, recover V based on A.

In this section, we first introduce the application of ICA,
based on which we propose CMICA, an algorithm for esti-
mating the mixing matrix using short-length data, and then
we show how to resolve the ambiguities and fully recover the
source signals.

A. The Proposed CMICA for Estimating the Mixing Matrix

The ICA attempts to recover the mixed data based on
the fact that a linear mixture of independent, non-Gaussian
random variables is more Gaussian than the original variables.
Hence, the goal of ICA is to find an unmixing matrix W =
[w1, · · · ,wl, · · · ,wK ] that maximizes the non-Gaussianity of
W T ỹ. When wT

l ỹ is least Gaussian it is equal to some
element of s [40]. To find more elements of s we need
to constrain the search to the space that gives estimates
uncorrelated with the previous ones.

The non-Gaussianity can be quantified via the kurtosis or
the negentropy, both of which can be formulated based on
each wl as [37]

JG(wl) = E{G(|w†
l ỹ|

2)}, (14)

where G(·) is a smooth contrast function, chosen as G(v) =
1
2v

2 to approximate kurtosis, and G(v) = − exp(−v/2) to
approximate negentropy. Since ỹ is white and zero-mean, v
has zero mean and unit variance.

Here, we need to maximize the sum of K non-Gaussianity
quantifiers, one for each subcarrier. We obtain the following
constrained optimization problem:

max
w1,...,wK

K∑
l=1

JG(wl)

s.t. w†
iwj = ζij , i, j = 1, 2, · · · ,K

(15)

where ζij = 1 for i = j and ζij = 0 otherwise. To solve
the problem of (15), we can adopt a FastICA algorithm [37],
[38], via which the unmixing weights are updated using a
fixed-point iteration scheme, where, in each iteration, the
new weight vector is obtained by the fixed-point algorithm,
normalized to unit magnitude, and then ensuring that it is
decorrelated from the previously estimated ones via a matrix-
based orthogonalization method.

Even though FastICA converges fast, it needs a large sample
set to achieve low estimation error. This is because the non-
Gaussianity metric is computed based on the mean of a
function of the collected samples, and more samples lead to
better mean estimate and better ICA estimates. Good ICA
estimates are essential for the subsequent steps of resolving
the ambiguities. However, obtaining a large sample of data
may not be possible in dynamic communication environments,
or in case where the TMA system parameters vary over time.
Next, we will show how one could obtain good estimates with
a small number of data samples.

In this section, we propose a two-stage method to obtain
a (locally) optimum weights. In the first stage, the Newton
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iteration and the symmetric decorrelation operation are applied
to solve the problem of (15), along the lines of FastICA [37].
The result of the first stage is used to initialize the second
stage, which follows the same procedure as the first stage,
except that the decorrelation operation is omitted.

1) Stage 1: Let us first consider a noiseless case, i.e., ỹ =
Ṽ s, and for notation simplicity, let w denote any column
of matrix W. The Lagrangian of (14) under the constraint
E{|w†ỹ|2} = ∥w∥2 = 1 is

L(w, λ) = E{G(|w†ỹ|2)} − λ(E{|w†ỹ|2} − 1), (16)

where λ is the Lagrangian multiplier. Adopting an approximate
Newton iteration method [37], we obtain an estimate of a
(locally) optimum value of each column of matrix W , i.e.,
wopt, via the following iteration:

w := w − E{ỹ(w†ỹ)∗g(|w†ỹ|2)} − λw

E{g(|w†ỹ|2) + 2|w†ỹ|2g′(|w†ỹ|2)} − λ
, (17)

where the notation “:” denotes the iterative update of w;
λ = E{|w†ỹ|2g(|w†ỹ|2)}; g and g′ are the first-order and
the second-order derivative of G, respectively. Subsequently,
the mixing matrix W , constrcuted based on all estimated w’s,
is decorrelated as follows:

W := W (W †W )−1/2. (18)

The iteration stops when the error between successive es-
timates of W is below a threshold, or, when a maximum
number of iterations has been completed. When the sample
size is not large enough, after the Newton iteration stops, the
obtained w is only a coarse estimate of wopt since the sample
covariance of s will not be equal to the identity matrix, and
hence Ṽ Ṽ

† ̸= I . After that point, trying to use decorrelation
further cannot yield a better solution. Beyond that point, we
introduce a fine-tuning stage (stage 2) to refine this coarse
estimate.

2) Stage 2: We use gradient descent to update the weight
vector in this stage, as it provides better control over step
size adjustment compared to the Newton method. Using the
gradient descent method to maximize (16) we get the update

w := w + µ(E{ỹ(w†ỹ)∗g(|w†ỹ|2)} − λw), (19)

where µ is the step size. In this stage we skip the decorrelation
operation, and only normalize w after each iteration to satisfy
the constraint ∥w∥2 = 1. After fine-tuning, we obtain a
(locally) optimum demixing matrix, i.e., W opt.

The second stage can be viewed as the FastICA applied to
each wl separately, and as such its convergence is guaranteed
[42], [43]. Per [42], the condition for convergence for the non-
Gaussianity objective is

E{g(|sl|2) + |sl|2g′(|sl|2)− |sl|2g(|sl|2)} < 0, (20)

where sl is the l-th element of s. This is satisfied by choos-
ing appropriate contrast functions like the Kuortosis contrast
G(v) = 1

2v
2. When (20) is satisfied, the non-Gaussianity

quantifier evaluated at wl = cṽl, where c is a complex scaler
due to the ICA ambiguity, and ṽl is the l-th column of Ṽ , will
be larger than at adjacent points. Based on (20), by choosing

Algorithm 1 Proposed CMICA Algorithm
1: Preprocess the collected data y and initialize W ran-

domly;
2: Start the first stage:
3: for each i = 1, 2, ...,K do
4: Update wi according to (17);
5: end for
6: Decorrelate W according to (18);
7: Repeat step 3 ∼ 6 until convergence or maximal iteration

number;
8: Start the second stage:
9: for each i = 1, 2, ...,K do

10: Update wi according to (19);
11: Normalize wi by wi = wi/∥wi∥;
12: end for
13: Repeat step 9 ∼ 12 until convergence or maximal iteration

number.

a small step size, the weight error will keep decreasing and
the Stage 2 will converge to a (locally) optimum.

The above two-stage ICA method can be applied to any data
that satisfy the ICA model. When the source symbols are con-
stant modulus, for example M -PSK, which are very common
in communication systems, we insert wopt = wl = cṽl into
(14) and obtain JG(wopt) = E{G(|csl|2)}. Computing the
expectation using the collected samples, we can easily find that
the sample estimate of non-Gaussianity at wopt = cṽl does not
change with respect to the length of the sample set under the
constant modulus property. Based on this invariance, we could
use the above two-stage ICA to find wopt with less data for
constant modulus signals, which is shown in the simulations
of Section V.

In the noisy case, i.e., ỹ = Ṽ s+Az, the contribution of the
colored Gaussian noise, Az, is suppressed when using kurtosis
as the non-Gaussianity metric. When using negentropy as the
non-Gaussianity metric, the Gaussian moments-based method
[41] can be applied to estimate the mixing matrix from noisy
data. We summarize the above two-stage CMICA algorithm
in Algorithm 1. The derivation details of (17) and (19) are
shown in Appendix A.

B. Proposed KNN-Based Scheme for Resolving Ambiguities

After obtaining W , (WA)−1 is most probably not equal
to the actual mixing matrix V since there exist scaling and
permutation ambiguities in W [40], which would prevent
the correct recovery of source symbols. To resolve these
ambiguities, we need to exploit prior knowledge about the
TMA OFDM system. Assume that the eavesdropper knows
(i) the OFDM specifics of the transmitted signals, like the
number of subcarriers, K, (ii) the data modulation scheme,
(iii) the Toeplitz structure of V and (iv) the rules (C1)-(C3)
for implementing TMA. The rules (C1)-(C3) define a set of
values for TMA parameters, therefore, knowledge of the rules
does not imply any knowledge of the specific parameters used
by the TMA.

1) Resolving the amplitude scaling ambiguity: First, the
scaling ambiguity arises because y = V s can be written
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as y =
∑

i(αiV (:, i))(si/αi) for an arbitrary αi. The ICA
algorithm cannot distinguish between si and si/αi since
both of them have the same level of non-Gaussianity. Let
us separate the scaling ambiguity into amplitude and phase
ambiguity. By knowing the transmit constellation, the eaves-
dropper knows the amplitudes of the source signals. As a
result, the eavesdropper knows how much the amplitude of the
recovered signals is scaled, and can thus recover the amplitude
scaling ambiguity. Before resolving the phase ambiguity, the
eavesdropper will need to reorder the estimated mixing matrix
correctly, which is discussed in the next subsection.

2) Resolving the permutation ambiguity: The permutation
ambiguity arises because y will not change if the elements
of s are permuted and the columns of V are accordingly
permuted. Therefore, ICA cannot identify the recovered data
symbols in the right order, i.e., it cannot match each demixed
data symbol with the right subcarrier. To solve this issue,
we proceed as follows. We define F

△
= (WA)−1. In the

absence of ambiguities, F would be equal to V forming a
Toeplitz matrix. However, due to the presence of ambiguities,
this is not the case. We propose reordering F by assessing
how closely the reordered F approximates a Toeplitz matrix
structure. Exhaustive reordering is impractical due to the K!
possible orderings, resulting in prohibitive computational cost.
The reordering process to be explained next has complexity
O(K3).

Proposition 1. According to (9), there are K identical ele-
ments in the main diagonal of V , and K − 1, K − 2, ..., 1
identical elements in other diagonals above or under the main
diagonal. Since the values of V−(K−1), · · · , V0, · · · , VK−1

are different according to (6), the main diagonal can solely
determine the Toeplitz structure of V . Therefore, when F is
reordered correctly, its main diagonal elements will be nearly
identical1.

Based on the Proposition 1, we propose to focus only on
the main diagonal elements to reorder F and achieve low
computational complexity. Specifically, we first calculate the
amplitude of each element in F and get a new matrix Q, the
ith column of which is denoted by qi. Then we select the first
k elements of qi, i.e., qi(1 : k), as the reference vector, and put
qi in the first column of an empty matrix F̄ , which is used to
store the reordered F . Next, we compare qj ̸=i(2 : k+1) with
the selected reference vector based on the cosine similarity and
put the most similar vector in the second column of F̄ . Cosine
similarity is quantified by qT

i (1:k)qj ̸=i(2:k+1)

∥qi(1:k)∥∥qj ̸=i(2:k+1)∥ . In turn, we
obtain K − k+1 reordered columns in F̄ . For the remaining
unsorted k−1 columns in Q, we take the average of the main
diagonal elements of the matrix formed by those K − k + 1
reordered columns as the reference, and put these unsorted
k − 1 columns in the corresponding placements according to
the fact that the main diagonal elements of the mixing matrix
should be the same. For each of the K reference vectors,
qi(1 : k), i = 1, · · · ,K, we obtain a matrix F̄ . Out of them,
we select the k matrices with the least normalized standard

1We should note that due to estimation errors within ICA, the estimated
diagonal elements will not be exactly the same.

(a) Q = abs(F)

qiq1 qK
… …

(b) Fill in  based on the cosine similarity

qi(1:k)

(2:k+1)

… 

    

take the average

… 

(c) Reorder the unsorted k−1 columns in 
based on the sorted columns

(d) Select the k candidate matrices based

on the normalized standard deviation

1 … …i K

calculate of the main

diagonal elements of 

Fig. 2. Illustration of the proposed reordering process.

deviation of their main diagonal elements, and let the phase
ambiguity resolving approach, to be described next, find the
most plausible F , which are the principles of KNN to resolve
the ICA ambiguities. The reordering process is illustrated in
Fig. 2.

Remark 1. Different from a general KNN, the proximity in
our proposed KNN-based ambiguity resolving algorithm stems
from an artificial Toeplitz similarity, which is measured by the
normalized standard deviation of the main diagonal elements
and the cosine similarity between the reference and candidate
vectors. The use of KNN improves the robustness of the algo-
rithm by retaining k-candidate solutions for further evaluation,
which mitigates the impact of errors in ICA estimation and
noise.

3) Resolving phase scaling ambiguity: At this step, F and
s denote the results of the above described processes that
resolved the amplitude scaling amplitude and permutation am-
biguities. The phase ambiguity is introduced when αi is strictly
complex. Let us consider M -PSK modulated source symbols2.
Each source signal can have up to M phase transformations,
hence there are M possible phases for each column of F , and
in total MK phase possibilities for F . The Toeplitz constraint
can reduce the MK possibilities to M ; this is because the
phases of the diagonal elements of F must be the same. We
define these M possibilities for F as F 1,F 2, ...,FM . The
core principle of resolving the phase ambiguity is shown in
the Proposition 2.

Proposition 2. The phase uncertainty can be elimi-
nated only if there exist a set of TMA parameters, i.e,
N,∆τ, {τon}n=1,2,...,N , θe, θ0, that correspond to a unique

2The extension to QAM modulation is straightforward as QAM is a
combination of several kinds of PSK modulation.
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matrix in the set {F u, u = 1, 2, ...,M}. The feasible TMA
parameters must satisfy the rules defined in (C1)-(C3) in
Section II and N ∈ N+, θe, θ0 ∈ (0, π).

Based on the above proposition, we proceed as follows.
From (4) and (6) we have

Vm = 0,m = ±N,±2N,±3N, · · · (21)

This is because the sinc term will be 0 when m =
±N,±2N,±3N, · · · We can utilize (21) to find the value of
N from F . Then, let ϕ = cos θe− cos θ0. From (6) we obtain

V0 = ∆τ
N∑

n=1

ej(n−1)πϕ = ∆τ
1− ejNπϕ

1− ejπϕ

= ∆τ
sin(N2 πϕ)

sin( 12πϕ)
ej

(N−1)
2 πϕ,

(22)

where ϕ ̸= ±2/N,±4/N,±6/N, · · · On assuming that ϕ is
known, which can be obtained via direction finding techniques
by the eavesdropper, we will know the actual phase of V0 from
(22), denoted as ∠V0, since it is determined only by N and ϕ.
Next, for each possible F u we check whether the following
holds:

∠V0 = ∠F u(1, 1), (23)

where F u(1, 1) is the main diagonal element of F u. Mean-
while, we need to check whether there exists ∆τ constrained
by the rules (C1)-(C3) that satisfies

|V0| = |F u(1, 1)|. (24)

By (21), (23) and (24), we can find the solutions of N,∆τ, ϕ
for only one of {F u, u = 1, 2, ...,M} since there is a fixed
phase difference, i.e., 2π

M , between F u(1, 1) and F u+1(1, 1).
Therefore, the phase ambiguity is resolved when ϕ is known.

When ϕ is not known, we can proceed as follows. The ratio
of the real part and imaginary part of V0, denoted as γ, is

γ =
1

tan N−1
2 πϕ

. (25)

After estimating N from (21), we can estimate all possible val-
ues of ϕ, ϕ ∈ (−2, 2) from (25) for each {F u, u = 1, ...,M}.
Then, for each found ϕ, we check if there are solutions to
the equation (23) and (24). After that, we can find the feasible
values of N,∆τ and ϕ for at least one of {F u, u = 1, ...,M};
if two or more F are found, we further check whether there
exists {τon}n=1,2,...,N that satisfies

V (τon,∆τ,N, ϕ) = F , (26)

where {τon}n=1,2,...,N are subject to (C1)-(C3), and N,∆τ
and ϕ are the found values by solving (21), (23) and (24).
Since there are constraints on the feasible TMA parameters
as stated above, it is possible to find only one F among
{F u, u = 1, ...,M} by solving the equation (21), (23), (24),
(25) and (26) simultaneously. This means that the eavesdrop-
per could still eliminate the phase uncertain even when ϕ is not
known. Considering that {τon}n=1,2,...,N are discrete and there
are no analytical solutions to (26), we adopt an exhaustive
search method here to find {τon}n=1,2,...,N with the complexity

Algorithm 2 KNN-based Ambiguity Resolving Algorithm
1: Set S = {1, 2, ...,K};
2: for each i = 1, 2, ...,K do
3: Take qi(1 : k) as the reference vector and put qi in

the first column of F̄ ;
4: Remove i from S;
5: for each d = 2, 3, ...,K − k + 1 do
6: Find qj(d : d+ k− 1), j ∈ S that is the closest to

qi(1 : k) based on the cosine similarity;
7: Put qj in the d-th column of F̄ ;
8: Remove j from S;
9: end for

10: Form a matrix Bi by the above K − k + 1 reordered
columns and take the average of main diagonal of Bi as
bi;

11: Find the remaining k − 1 unsorted columns based on
bi;

12: Obtain a reordered F̄ i and then take the normalized
standard deviation of its main diagonal as σi

13: end for
14: Let σ = [σ1, ..., σK ] and select the first k smallest

elements in σ, by which we obtain k reordered F̄ and
accordingly k reordered F ;

15: for each reordered F do
16: Obtain {F u, u = 1, ...,M} according to the transmis-

sion constellation and the Toeplitz constraint;
17: for each F u do
18: Estimate N according to (21);
19: if ϕ is known then
20: Check if there are solutions to (23) and (24);
21: else
22: Check if there are solutions to (25) and (23),

(24), (26);
23: end if
24: end for
25: end for

O(N !), which is much higher than that of when ϕ are known.
So the eavesdropper can use direction finding techniques to
estimate ϕ first and then resolve the phase ambiguity when N
is large.

Remark 2. Another difference from the traditional KNN is
that our proposed KNN-based ambiguity resolving algorithm
uses equations (21)-(26) to determine the most plausible
solution by testing candidates against physical and structural
constraints specific to the TMA system. This process leverages
prior knowledge about the system, such as the rules (C1)-(C3)
and the Toeplitz constraint of V , rather than relying on the
majority class of the k-nearest candidates.

We summarize the whole ambiguity resolving algorithm in
Algorithm 2.

IV. DEFENDING THE TMA SCRAMBLING

A. Conditions for A Secure TMA

There are two scenarios where the TMA OFDM system is
sufficiently secure: when V is rank-deficient and when there
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Fig. 3. Illustration of V when ϕ = ±2/N,±4/N,±6/N, · · · and τon =
(n − 1)/N : (a) an specific example with K = 16, N = 7; (b) a general
diagram used for proving Lemma 1.

is non-uniqueness in the ON-OFF switching pattern. In the
former case, there are multiple solutions for s when solving
the problem of y = V s. The non-uniqueness means that there
are multiple ON-OFF switching patterns, i.e., multiple groups
of ∆τ and {τon}n=1,2,...,N when trying to defy the scrambling.

When ϕ = cos θe − cos θ0 = ±2/N,±4/N,±6/N, · · · , the
aforementioned two cases become feasible. Specifically, on
using ϕ = ±2/N,±4/N,±6/N, · · · and τon = (n − 1)/N in
(6), we get

Vm

{
̸= 0 m = 1 + iN, i = 0,±1,±2, · · ·
= 0 otherwise

(27)

Based on the above observations, we obtain the following
corollary.

Corollary 1. The distance between the indices corresponding
to the nearest two non-zero elements in the same row or
column of V is N .

We show an example of this special mixing matrix for N =
7,K = 16 in Fig. 3(a). For this kind of mixing matrix, we
can prove the following lemma:

Lemma 1. V , as defined in (9), is not full-rank when iN ̸=
K, ∀i ∈ N+.

Proof. Suppose iN ̸= K, ∀i ∈ N+. Let us set K = iN +
j, where j is the reminder, 1 ≤ j ≤ N − 1. Let us divide
the matrix V into two parts: V + ∈ CK−N+1×K and V − ∈
CN−1×K , as shown in Fig. 3 (b); the parts are separated by
the red dotted line in Fig. 3 (b). According to Corollary 1,
the N -th column of V has i+ 1 non-zero elements. Also, its
(i + 1)-th non-zero element is V (1 + iN,N), and is located
in V − since K −N + 2 ≤ 1 + iN ≤ K.

Along the diagonal including V (1 + iN,N), we can find
one non-zero element V (K −N + 1, j). This is because, the
elements onto the diagonal including V (1+iN,N) are all the
same and hence non-zero according to the Toeplitz constraint.
For the non-zero element located in the K−N +1-th row, its
index of column is N−((1+iN)−(K−N+1)) = K−iN = j.
So we get the non-zero element V (K −N + 1, j).

For the j-th column of V , we know that its N−1 elements
located in V − are all 0, as shown in Fig. 3 (b) and according
to Corollary 1. For its part located in V +, there are i non-
zero elements since K − N + 1 = (i − 1)N + j + 1 and
it has the non-zero elements V (j + 1, j), V (N + j + 1, j),
· · · , V ((i − 1)N + j + 1, j). We have similar results for the
(j +N)-th, (j + 2N)-th, · · · , (j + iN)-th (exactly the K-th)
column. Therefore, we have i+1 columns in V that have only
i non-zero elements located in the (j +1)-th, (N + j +1)-th,
· · · , ((i−1)N+j+1)-th rows of V + and the elements located
in V − are all 0.

According to the Leibniz formula for finding the determi-
nant of a matrix [44], after selecting i non-zero elements
located in different rows out of the corresponding i + 1
columns, there must be one column left. For the column left,
its row indices of non-zero elements have been occupied, so
there must be 0 existing in the Leibniz formula. Therefore, the
determinant of V is zero and Lemma 1 is proved.

As shown in Fig. 3 (a), K = 16 and N = 7, so there is no
i ∈ N+ that satisfies K = iN . From this figure, we can see
there exist three columns that have only two non-zero elements
located in V +, which are marked by the red boxes.

When ϕ = ±2/N,±4/N,±6/N, · · · and τon ̸= (n− 1)/N ,
there exist possibly multiple groups of ∆τ , {τon}n=1,2,...,N

and s that correspond to the same y. In fact, it is in-
tractable to solve for multiple group of ∆τ , {τon}n=1,2,...,N

and s directly from y = V s after incorporating ϕ =
±2/N,±4/N,±6/N, · · · into it, since V contains many
sin and exp terms and it is a transcendental equation.
To shed light on the reason, taking ϕ = 2/N,N =
K = 4 and BPSK modulation symbol [-1, +1], we can
obtain two different groups of ∆τ , {τon}n=1,2,...,N and s,
i.e., 1/N , {3/N, 1/N, 2/N, 0}, [+1,−1,−1,+1] and 3/N ,
{0, 2/N, 3/N, 1/N}, [−1,+1,+1,−1] that both correspond
to the same y. Upon further examination of this example, we
find that the non-uniqueness of the ON-OFF switching pattern
is due to the periodicity and parity properties of the sin and
exp terms (where the exp term can be represented in terms of
sin and cos) in V .
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TABLE I
MAIN NOTATIONS AND DEFINITIONS

Notation Definition
N The number of antenna elements

K The number of subcarriers

H The number of used OFDM symbols in ICA

V and Vm The mixing matrix defined in (9) and its
element defined in (6)

∆τ and τon The normalized ON time duration and the
normalized switch ON time instant

(C1)-(C3) The rules for choosing ∆τ and τon

θ0 and θe The direction of the legitimate user and the
direction of the eavesdropper

ϕ The difference between cos θe and cos θ0

ĴG The sample estimate of the non-Gaussianity
metric

k The length of reference vector used in the
KNN-based ambiguity resolving algorithm

B. Measures for Defending the Scrambling

We can enhance the wireless security of the TMA trans-
mitter by rotating it at a certain angle θr to satisfy cos(θe +
θr) − cos(θ0 + θr) = ±2/N,±4/N,±6/N, · · · . In this case
we need to know the eavesdropper location. Based on the
aforementioned conditions for a secure TMA, it is impossible
for an eavesdropper to apply our proposed defying scheme to
resolve the ambiguity when ϕ = ±2/N,±4/N,±6/N, · · · .
Furthermore, the eavesdropper cannot crack the TMA OFDM
system completely by any means under the first class of
condition, as the system is underdetermined, thereby ensuring
sufficient security.

We should note that by rotating the TMA transmitter the
signal-to-noise ratio (SNR) at the legitimate receiver is not
affected, since the TMA system is still subject to the system
configurations shown in Section II after rotation. The received
signal still satisfies (10) and hence the SNR is N∆τ2

Kσ2
z

, which
is independent with the direction of the legitimate receiver.

We can also design mechanisms to defend the TMA scram-
bling against the eavesdroppers by exploiting the need of ICA
to operate in a stationary stationary environment. We can
disturb the applicability of ICA by changing the mixing matrix
of TMA over time. This can be done by selecting randomly
{τon}n=1,2,...,N in each OFDM symbol period according to
τon ∈ {h−1

N }h=1,2,...,N and τop ̸= τoq . Meanwhile this mecha-
nism is able to maintain the DM functionality as it still satisfies
the scrambling scheme. The cost is that this will increase the
hardware design complexity since it requires the switch ON-
OFF pattern changing frequently. Moreover, we can degrade
ICA by disturbing the independence of source signals, which
can be achieved by randomly assigning some identical symbols
to be transmitted on multiple subcarriers but it will result in
lower bit rate. These two methods do not require knowledge
of the eavesdropper location.

TABLE II
AVERAGE BER OF THE TMA OFDM-ENABLED DM SYSTEM

No. θ0(◦) θe(◦) Original BER Defied BER Defended BER

1 50 90 0.4964 0 0.4618
2 60 30 0.4952 0 0.4020
3 80 40 0.4948 0 0.4951
4 90 50 0.4891 0 0.4834
5 100 80 0.4824 0 0.4142

6 30 70 0.5210 0 0.5103
7 40 90 0.4742 0 0.4675
8 50 130 0.4934 0 0.4883
9 80 150 0.4876 0 0.4750
10 90 140 0.4607 0 0.4631

V. NUMERICAL RESULTS

In this section, we present numerical results to evaluate our
proposed TMA scrambling defying and defending schemes.
First of all, we summarize the main parameters and their
definitions used in the simulations in Table I in order to
enhance the readability of the paper. Then, we simulate a
TMA OFDM-enabled DM system with N = 7 antennas as
the same as in [27]. We set the TMA parameters according to
the rules (C1)-(C3) and adopt the BPSK modulation. Also, We
use BER as the performance metric to evaluate the proposed
approaches. For the receiver noise, we adopt kurtosis as
the non-Gaussianity metric, and kurtosis, as a higher-order
statistics, can inherently mitigate the noise effect [41]. The
value of ϕ is assumed to be known by the eavesdropper and
k = 3 unless otherwise specified. For other parameters, they
are specified in the corresponding experiments. The results and
analyses are as follows.

A. Effectiveness of the Proposed Scrambling Defying and
Defending Schemes

We simulated a TMA OFDM scenario with K = 16 OFDM
subcarriers, H = 1e4 data samples, and conducted 10 groups
of experiments, where θ0 and θe were chosen differently in
each experiment as shown in Table II. In experiments 1−5,
θ0 and θe were taken as known by the eavesdropper when
resolving the phase ambiguity, while in experiments 6−10, θ0
and θe were taken as unknown and ϕ was estimated according
to (25). For each experiment, we set the SNR as 20 dB and
∆τ = (N − 1)/N , {τon}n=1,2,...,N = (n − 1)/N . The BER
results are shown in Table II. In the table, ‘Original BER’
denotes the BER at θe based on the raw signals received by
the eavesdropper, while ‘Defied BER’ denotes the BER based
on the recovered signals via the proposed defying scheme, and
‘Defended BER’ denotes the BER after applying the defending
mechanism to confront the proposed defying scheme. The
mechanism applied here is that of changing {τon}n=1,2,...,N

randomly in each OFDM symbol period. From Table II we
can see that the eavesdropper experiences non-zero original
BER due to the TMA scrambling. In all cases, the defied

This article has been accepted for publication in IEEE Transactions on Wireless Communications. This is the author's version which has not been fully edited and 
content may change prior to final publication. Citation information: DOI 10.1109/TWC.2025.3575019

© 2025 IEEE. All rights reserved, including rights for text and data mining and training of artificial intelligence and similar technologies. Personal use is permitted,
but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

Authorized licensed use limited to: Rutgers University Libraries. Downloaded on August 01,2025 at 16:19:55 UTC from IEEE Xplore.  Restrictions apply. 



10

102 103 104 105

H

0

0.1

0.2

0.3

0.4

0.5

0.6

BE
R

 K=256
 K=128
 K=64
 K=32
 K=16

Fig. 4. The defying performance of the proposed scheme for different values
of number of subcarriers (K) and data length (H).

BER is 0 3, meaning that the eavesdropper is able to defy the
scrambling completely and correctly recover the transmitted
source signals. Also, in all cases, the defended BER is not
0, demonstrating that the proposed mechanism takes effect
in defending the TMA scrambling and enhancing the system
security.

The defying performance of our proposed defying scheme
for different values of K and H is shown in Fig. 4. In
this figure, we set θ0 = 60◦, θe = 40◦, ∆τ = 1/N ,
{τon}n=1,2,...,N = (n − 1)/N and ϕ is taken as known. The
SNR is set as 20 dB. From Fig. 4, we can observe that the
defying performance improves with H , as expected, and the
BER can be reduced to 0 even when K = 256, demonstrating
the great scalability of our proposed scheme. Moreover, it can
be seen that the defying scheme requires many more samples
when K is large. This is because a larger K corresponds to
a larger number of source signals, and thus ICA needs more
samples to work well. Additionally, when K is large and |m|
close to K, Vm is very small due to the term sinc(mπ∆τn) in
(6). Considering that there are also estimation errors in ICA,
for large K and |m| close to K, |Vm| could be even smaller
than the estimation errors of ICA, which will eventually lead to
failure of the ambiguity resolving algorithm. Therefore, a large
number of samples are needed to improve the accuracy of ICA
estimates and accordingly the performance of the ambiguity
resolving procedure when facing a large K.

B. Efficiency of the Proposed Defying Scheme

Here, we compare the scrambling defying performance of
the proposed CMICA algorithm against several benchmark
methods under different SNR values and numbers of OFDM
symbols. The benchmarks include the classical FastICA with-
out noise removal [37], FastICA with Gaussian moments-
based noise mitigation (FastICA-GM) [41], and the constant

3Here, “BER = 0” in our experiments reflects the ability of the pro-
posed defying algorithm to fully resolve the TMA scrambling under given
conditions. It does not imply that BER = 0 would occur in a real-world
implementation, where achieving an exact BER of 0 is impossible due to
practical imperfections, as our work focuses on demonstrating the feasibility of
defying TMA scrambling and does not account for all practical impairments.
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Fig. 5. Comparison of the scrambling defying efficiency among CMICA and
benchmarks for different values of H and SNR.

modulus algorithm (CMA) [45]. CMA is particularly chosen
for comparison because, like CMICA, it is designed to esti-
mate the mixing matrix blindly for constant modulus signals.
For the system configurations, the parameters θ0 = 60◦,
θe = 40◦, K = 16 were used, and 30 different sets of TMA
parameters, ∆τ and {τon}n=1,2,...,N , are generated randomly
according to the rules (C1)-(C3). The SNR values were set
at 30 dB, 15 dB, and 0 dB, respectively. The resulting
BERs, averaged on these different groups of TMA parameters,
are shown in Fig. 5. From the figure, it can be observed
that the BERs of both the FastICA-based and CMA-based
defying schemes remain almost constant regardless of the used
number of samples. This is because FastICA without noise
mitigation cannot effectively address the noise, and CMA
inherently struggles to distinguish different source symbols
despite utilizing the constant modulus property. In contrast,
the CMICA-based defying scheme and the FastICA-GM-based
defying scheme exhibit a gradual reduction in BER as H
increases, particularly at high SNR. Notably, the BER of
CMICA decreases much faster and more significantly than that
of FastICA-GM, highlighting its superior sample utilization
efficiency. For instance, with 30 dB SNR, CMICA requires
approximately 103 samples to defy scrambling completely,
i.e., BER = 0, whereas FastICA-GM requires more than 104.
At lower SNR = 15 dB, a similar trend can be observed,
albeit with reduced performance, while at 0 dB, there is no
performance gap between CMICA and FastICA-GM, and their
BER reductions occur at almost the same rate. This demon-
strates that the performance advantage of CMICA diminishes
and its effectiveness converges with FastICA-GM in noisy
environments, as expected.

In Fig. 6, we analyze the behavior of the proposed CMICA
method during the two-stage iteration process when using a
small number of samples. Specifically, we compare the sample
estimates of total non-Gaussianity for CMICA and FastICA
[37] over the course of iterations, under the following exper-
imental settings: K = 16, θ0 = 60◦, θe = 40◦, ∆τ = 1/N ,
{τon}n=1,2,...,N = (n − 1)/N , with H = 1, 000 samples and
a maximum of 40 iterations. From Fig. 6, we observe that
CMICA undergoes two distinct convergence phases. In the first
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Fig. 6. Sample estimate of non-Gaussianity with respect to the ICA iteration
number.

stage, the Newton iteration rapidly converges to a solution,
but the resulting non-Gaussianity deviates from JG(wopt).
In the second stage, the gradient descent iteration refines
the solution, enabling CMICA to achieve a larger value of
J̃G(w) that is near JG(wopt). This indicates that the found
w in the end is close to wopt. In contrast, FastICA fails to
reach JG(wopt) under the same conditions. This failure arises
from the reliance of FastICA on decorrelation, which assumes
sufficient statistical independence of the source signals. With
limited data, this assumption is violated, leading to suboptimal
convergence. These results further demonstrate that the two-
stage approach of CMICA, which omits decorrelation in the
second stage, can achieve superior performance in estimating
the unmixing matrix for small sample scenarios.

C. Robustness of the Proposed Defying Scheme

Next, we demonstrate the robustness of the proposed KNN-
based ambiguity resolving algorithm to the ICA estimation
errors in Fig. 7, focusing on the effect of varying the refer-
ence vector length k. The experimental configurations include
K = 16, θ0 = 60◦, θe = 40◦, ∆τ = 1/N , {τon}n=1,2,...,N =
(n−1)/N , with SNR values set to (10, 15, 20, 25, 30) dB and
varying numbers of OFDM symbols H . Fig. 7 (a) shows the
results for k = 1, while Fig. 7 (b) shows the results for k = 3.
From both figures, it can be observed that the defied BER
declines more rapidly at higher SNR values as H increases,
while the performance degrades at lower SNRs, as expected.
Even with a large H , the scrambling defying performance
deteriorates significantly at lower SNRs, indicating that noise
effect cannot be completely mitigated by kurtosis and larger
ICA estimation errors induced by the lower SNR lead to
worse defying performance. Also, notice that the effect of k is
evident when comparing Fig. 7 (a) and Fig. 7 (b). Especially
at lower SNRs (e.g., 10–20 dB), the defying performance for
k = 3 is significantly better than for k = 1. The improved
robustness for larger k arises from the principle of KNN,
where increasing the number of reordered mixing matrices
as candidate solutions provides greater resilience to noise. For
k = 1, a single candidate solution is used in phase ambiguity
resolution, which is highly susceptible to ICA estimation
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Fig. 7. The scrambling defying performance with respect to the number of
samples and the SNR: a) k = 1; b) k = 3 in the KNN-based ambiguity
resolving scheme.

errors. In contrast, when k = 3, multiple candidate solutions
are considered, allowing the ambiguity resolving algorithm to
exclude plausible but incorrect solutions. Therefore, increasing
k can improve the defying robustness by leveraging the KNN
principle to mitigate the impact of ICA estimation errors on
the reordering and phase ambiguity resolving processes.

In Fig. 8, we demonstrate the robustness of the proposed
scrambling defying method to receiver noise and compare
its performance with the benchmark [37], the original TMA
OFDM-enabled DM system [27], and the optimal defying
scheme. The optimal defying scheme means that the eaves-
dropper is assumed to have perfect knowledge of the actual
mixing matrix, allowing it to bypass the TMA scrambling
completely; in this case, the BER is affected only by receiver
noise. The original TMA system, on the other hand, refers to
the original system without any scrambling defying scheme
applied. In this experiment, we set K = 16, θ0 = 60◦,
θe = 40◦, ∆τ = (N − 1)/N , {τon}n=1,2,...,N = (n − 1)/N ,
H = 1e4, and various SNR levels ranging from -50 dB to
50 dB. From Fig. 8, we can observe again that the proposed
defying method with k = 3 outperforms both the k = 1
configuration and the benchmark [37], exhibiting superior
robustness to noise, as previously explained. Also, the defied
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Fig. 8. Comparison of the defied BER vs. different SNR among our proposed
method, the benchmark and the optimal defying.

BER of the proposed scheme decreases sharply with increasing
SNR, contrasting with the gradual decline of the optimal defied
BER, and the performance gap between the proposed method
and the optimal scheme at low SNR levels is large, indicating
the sensitivity of the proposed defying scheme to high noise
levels. One reason is that larger noise levels lead to higher ICA
estimation errors, and these errors directly impact the mixing
matrix reordering performance 4, which in turn affects the
phase ambiguity resolving performance. The resulting error
propagation amplifies receiver noise and makes the proposed
scheme more susceptible to noise.

Moreover, an interesting phenomenon can be observed in
Fig. 8: the BER increases with SNR in specific ranges for
all methods except the optimal scheme before eventually
declining. For example, the BER increases from -30 to 0
dB for the original TMA system, from 10 to 15 dB for the
proposed method with k = 1, etc. This behavior is caused by
the superposition of noise and TMA scrambling effects. In the
case of the optimal defying scheme, which is affected solely
by noise, the BER decreases gradually as SNR increases, fol-
lowing the expected trend in general communication systems.
However, for the original TMA system, the impact of TMA
scrambling becomes significant as SNR increases. At very low
SNRs, noise dominates, and the BER remains around 0.5.
As the SNR increases, the TMA scrambling effect starts to
take over, leading to a temporary increase in BER. When the
SNR becomes sufficiently high and noise is negligible, the
BER converges to a value that reflects the sole impact of
TMA scrambling. For the proposed defying scheme, which
are capable of defying TMA scrambling, the superposition
effect is less pronounced. While their BER also increases
in low-SNR regions due to residual scrambling effects, their
ability to mitigate scrambling ensures that the increase is less
severe compared to the original TMA system. This behavior
highlights again the their effectiveness in mitigating the effects

4In fact, the ICA estimation error affects the resolving performance of am-
plitude scaling ambiguity first and then the reordering performance. We omit
to put the amplitude scaling ambiguity here since resolving the permutation
and phase scaling ambiguity is much more challenged and their effects on the
overall defying performance are more significant.
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Fig. 9. Defied BER of the proposed defying scheme with different ∆τ .

of TMA scrambling under different noise levels.

D. Trade-off between Power Efficiency and Security

Finally, we compare the BER performance of the proposed
defying scheme under different ∆τ values in Fig. 9. In this
experiment, we set K = 16, θ0 = 60◦, θe = 40◦, k = 3,
SNR = 30 dB, and generate {τon}n=1,2,...,N = (n − 1)/N
randomly according to (C1)-(C3). From Fig. 9, we can observe
clearly that the proposed scheme with ∆τ = 1/7 exhibits
poorer performance compared to that with ∆τ = 6/7, as the
former requires significantly more OFDM samples to defy
the scrambling completely, implying that the TMA OFDM-
enabled DM system with a smaller ∆τ is more secure. This
observation aligns with intuition, as ∆τ directly affects the
power efficiency of the TMA system. As noted in [27], the
power efficiency is given by ∆τ2 × 100%. When ∆τ is
smaller, the power efficiency decreases substantially, resulting
in a significant reduction in the effective SNR. This reduction
enhances the system scrambling security against the proposed
defying scheme but comes at the cost of wasted power.
Consequently, ∆τ should be chosen carefully to balance the
power efficiency and security in the TMA OFDM-enabled DM
systems.

VI. CONCLUSION

DM via TMAs transmitting OFDM waveforms has been
viewed as an emerging hardware-efficient and low-complexity
approach to secure wireless mobile communication systems. In
this paper, we have presented, for the first time, a comprehen-
sive assessment and analysis of wireless security of this kind
of system. First, we have shown that this DM transmitter is not
secure enough from the perspective of eavesdroppers. Specifi-
cally, we have formulated the defying of the TMA scrambling
as an ICA problem for the eavesdropper, and shown that under
certain conditions the ICA ambiguities can be resolved by
exploiting prior knowledge about the TMA OFDM system.
For the ICA part, we have proposed an efficient ICA method,
namely CMICA, that applied to constant modulus signals
and works well for short data lengths. For the ambiguities,
we construct a KNN-based resolving algorithm by exploiting
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jointly the Toeplitz structure of the mixing matrix, knowledge
of data constellation, and the rules for designing the TMA
ON-OFF pattern, etc. Then, we have showcased two kinds of
conditions, for which the TMA OFDM systems are secure
enough, and proposed some mechanisms that can be used
to defend the scrambling against the attack of eavesdroppers.
Through numerical results and analyses, we have demonstrated
the effectiveness, efficiency, and robustness of our proposed
defying and defending schemes in the end. Future studies
will consider the extension of CMICA to other scenarios with
constant-modulus signals. Also, the proposed defying scheme
is promising to implement multiple-user DM simultaneously
considering that the original TMA OFDM transmitter supports
only single-user DM at a time.

APPENDIX A
DERIVATIONS OF (17) AND (19)

According to the Lagrange multiplier method, a (lo-
cal) optimum of (14) under the constraint E{|w†ỹ|2} =
w†E{ỹỹ†}w = ∥w∥2 = 1 (note that E{ỹỹ†} = I after
whitening) are obtained when ∇L(w, λ) = 0, i.e.,

∇E{G(|w†ỹ|2)} − λ∇E{|w†ỹ|2} = 0, (28)

where λ = E{|w†
optỹ|2g(|w

†
optỹ|2)} is the Lagrangian mul-

tiplier, and wopt is a (locally) optimum w. The gradient is
computed with respect to real and imaginary parts of w,
respectively. For the left hand of (28), we have

∇E{G(|w†ỹ|2)} = 2


E{Re{y1(w†ỹ)∗}g(|w†ỹ|2)}
E{Im{y1(w†ỹ)∗}g(|w†ỹ|2)}

...
E{Re{yK(w†ỹ)∗}g(|w†ỹ|2)}
E{Im{yK(w†ỹ)∗}g(|w†ỹ|2)}

 ,

= 2E{ỹ(w†ỹ)∗g(|w†ỹ|2)},
(29)

and

∇E{|w†ỹ|2} = 2


Re{w1}
Im{w1}

...
Re{wn}
Im{wn}

E{ỹỹ†} = 2w. (30)

Then we obtain

∇E{G(|w†ỹ|2)} − λ∇E{|w†ỹ|2} =

2E{ỹ(w†ỹ)∗g(|w†ỹ|2)} − 2λw.
(31)

Next,

∇2E{G(|w†ỹ|2)} =

2E{ỹỹ†g(|w†ỹ|2) + 2ỹỹ†(w†ỹ)∗(w†ỹ)g′(|w†ỹ|2)}I,
(32)

Utilizing the approximation

E{ỹỹ†g(|w†ỹ|2)} = E{ỹỹ†}E{g(|w†ỹ|2)}, (33)

we have

∇2E{G(|w†ỹ|2)} =

2E{g(|w†ỹ|2)}+ 2w†ỹ|2g′(|w†ỹ|2)}I.
(34)

Moreover,
λ∇2E{|w†ỹ|2} = 2λI. (35)

So, the Jacobian of the left-hand part of (28) is

∇2E{G(|w†ỹ|2)} − λ∇2E{|w†ỹ|2} =

(2E{g(|w†ỹ|2)}+ 2w†ỹ|2g′(|w†ỹ|2)} − 2λ)I.
(36)

Meanwhile, we approximate λ using the current value of w
instead of wopt, i.e.,

λ = E{|w†ỹ|2g(|w†ỹ|2)}. (37)

Therefore, based on (31), (36), (37), we can obtain (17) and
(19).
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