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Abstract

Code-based cryptographic schemes are a very popular quantum-safe alternative to
current standards. Yet, designing efficient code-based signatures is a challenging task,
and current proposals are still far from the target set by other post-quantum primitives
(e.g. lattice-based). In this survey, we describe a code-based approach for signing,
based on the hardness of the code equivalence problem. We recall the best known
techniques for solving the code equivalence problem known to date, and we discuss
its theoretical complexity.

Keywords Code-based cryptography - Code equivalence - Digital signature -
Post-quantum cryptography

1 Introduction

In this survey, we are interested in maps between linear codes. We follow the notations
of [1, Sect. 1.2] regarding the basic concepts pertaining to linear codes. An (n, M)
code C over the finite field IF; is a subset of IF; of size M. If in addition, C is a k-
dimensional subspace of of ]FZ, then we call C an [n, k]-linear code over [F,. In this
case, C has M = ¢* elements (which we call codewords in the following). We say
that G € IF’;X” is a generator matrix for C if the rows of G span C, and we say that

H e IFZXk is a parity check matrix check matrix for Cif x € C & Hx! = 0.
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To introduce the concept of equivalence between two codes, we start with a special
case, namely Permutation Equivalence (PE). We say that two linear codes Cy, C; are
permutation equivalent if there is a permutation of coordinates 7 € S, that sends C;
to C (see [1, Sect. 1.6]). We denote this by C» = 7(C;). From a matrix standpoint,
7 acts as a right multiplication by a matrix P that satisfies P; ; = 1 if 7 (i) = j and
P; ; = 0 otherwise. If G is a generator matrix for C1, and if P is a permutation matrix
corresponding to i, then G P is a generator matrix for 7 (Cy).

Example 1 Assumethatn = 5,9 = 7,7 = (1,2, 3)(4, 5). Let C be the code generated

by
10253
G:<01621)'

Then the permutation 7 acts in the following way:

e 7(1,0,2,5,3) =(2,1,0,3,5).
e 7(0,1,6,2,1) =(6,0,1,1,2).

Moreover, the permutation matrix corresponding to 7 is given by

00100
10000
P=101000
00001
00010

We see that a generator matrix for 7 (C) is givenby GP = G = (é (1) (1) ? ;) .

The most general notion of code equivalence generalizes PE by applying a field
automorphism to the coordinates of Cy, then applying a permutation, and finally mul-
tiplying each coordinate of the resulting vector by elements of IF,. The last two steps
correspond to applying a linear isometry of F”, i.e. a linear map that preserves the
Hamming distance.

Proposition 1 (Linear isometries of IFZ) All linear isometries of IFZ are of the form
Tt=(v;m) e F;" X Sy. The image y of x € IFg is given by

YrG) = Vn@)Xi, Vi <n.

Alinearisometryt = (v; ) € F;n xSy, acts on row vectors as aright multiplication
by a matrix of the form Q = DP where D is the diagonal matrix whose diagonal
entries are the coefficients of v, and P is the permutation matrix corresponding to
7. Such a matrix is called a monomial matrix. We denote by M,, the group of n X n
monomial matrices. Below, we provide a formal definition of equivalence of codes.

Definition 1 (Code Equivalence) We say that two linear codes C and C; are equivalent,
and write C; ~ C, if there exist a field automorphism o € Aut(F,;) and a linear
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isometry T = (v; ) € IF;" X S, such that
G=t@C)={yeF 1y=rt@k) xel},

where «a(x) denotes the application of « on each coordinate of x.

Clearly, if C and C; are two codes with generator matrices G and G, respectively,
it holds that

Ci~C = IS, 0);a) € (GLx(Fy) x M) x Aut(Fy) s.t. G2 = Sa(Gy)Q,

where o (G) denotes the application of « on all the coefficients of G.

Example2 Assume that n = 5, ¢ = 7, ¢« = Id, 7 = (1,2,3)4,5) and t =
((2,4,3,5,2), ). Let C be the code generated by

10253
G=<016ZJ’
Then the map defined by t is given by

e 7(1,0,2,5,3) =(2,1,0,3,5),t(1,0,2,5,3) =
e 7(0,1,6,2,1) =(6,0,1,1,2),7(0,1,6,2,1) =

44013)

4,4,0,1,3).
5,0,3,5,4).

s Uy

Hence, the image of C is generated by <5 0354

The notion we just presented is usually known as semilinear equivalence. If the
field automorphism is the trivial one (i.e. « = id, as in Example 2), then the notion
is simply known as linear equivalence (or alternatively monomial equivalence). If,
furthermore, the monomial matrix is a permutation (i.e. Q = DP with D = I,)),
then we obtain permutation equivalence. Note that, in practical implementation of
cryptographic applications of code equivalence (e.g. [2, 3]), the fields considered are
always prime for efficiency reasons, and therefore the last two notions are the only
ones of interest to us. Now, let us state the Code Equivalence problem (CE).

Problem 1 (Code Equivalence) Let C1, C; be two [n, k]-linear code over IF,. The Code
Equivalence problem is the decision of whether C; ~ C,. We state the two variants
that correspond to the special notions of equivalence mentioned above:

e The Linear Code Equivalence (LE) problem is the decision of whether C1 and C;
are linearly equivalent.

e The Permutation Code Equivalence (PE) problem is the decision of whether Cy
and Cy are permutationally equivalent.

Problem 1 is formulated as a decision problem. This is the original formulation of
CE and its variants LE and PE. However, for the purpose of cryptanalysis, the relevant
computational problem is that of computing the map under the assumption that the
codes are equivalent, i.e. the search variant of Problem 1.
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Problem 2 (Search-CE) Let Cy, C; be two equivalent [n, k]-linear code over F,. The
search-CE problem consists in finding o € Aut(Fy) and v € F7" xS, such that
Cy = t(a(Cy)). We present the two variants that correspond to the special notions of
equivalence:

e Search-LE: find T € F;” X S, such that Cy = t(Cy).
o Search-PE: find m € Sy, such that C; = 7 (Cy).

From a linear algebra perspective, given G1, G € ]F’;X" two generator matrices for
two equivalent codes C; and C;, search-CE consists in finding a field automorphism
a € Aut(F,) and two matrices § € GL;(IF,) and @ € M,, such that G2 = Sa(G1) Q.

2 A Search to Decision Reduction

In this section, we present an efficient reduction from search-PE to PE first introduced
by Biasse and Micheli [4]. In a nutshell, it consists in iteratively searching for P (t) for
t =1,2,...,nwhere P is a permutation matrix such that SG P = F for the generator
matrices G, F spanning the two input codes. The main idea is to test P(¢) = i; by
extending the generator matrix G with repetitions of its #th column, and by extending
the generator matrix F with repetitions of its i;th column. The PE oracle returns a
positive answer if P (¢) = iz, thus allowing us to compute the image of P at ¢. Further
extensions of G and calls to the PE oracle allow us to find all images of the secret
permutation. The main result is stated as follows:

Theorem 2 (Corollary II1.6 of [4]) There is an algorithm that solves PE between two
[k, n]-linear codes over ¥, by making at most n? calls to an oracle that solves PE on
input codes of dimension k and length at most n*>(n + 1)/2 over F,.

The main technical difficulty to prove the above theorem is that once a possible
P (¢) has been identified, the search for P (¢ 4+ 1) needs to be performed accordingly.
Indeed, due to the existence of automorphisms of the input codes, there may be multiple
solutions to the search PE problem. Then, if one was to apply the strategy described
above independently for ¢ and ¢ + 1, one might obtain P(z) and P’(sr + 1) for two
permutation matrices P, P’ that are both solution. Problems can arise if there is no
solution whose values at ¢ and ¢ + 1 simultaneously match P(z) and P’(t + 1). To
ensure that the “right” choice of P (¢) is made, we use [4, Lemma III.1] that guarantees
the existence of a solution whose value at r matches P (¢), as well as the images of
1,2,...,t — 1 previously found.

In [4], the focus was on the resolution of Search-PE, leaving Search-LE and Search-
CE instances for future work. In the case of linear code equivalence, an extra difficulty
comes from the fact that the secret linear isometry 7 is in IB‘(’;" x S,. The general
approach fleshed out in [4] applies to the linear equivalence problem. To achieve that,
care needs to be given to the identification of potential images of a given column since
linear isometries also induce a scalar multiplication. From there, it is likely that this
result will extend to the most general form of the code equivalence problem since the
only difference with linear code equivalence is the action of a field isomorphism.
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Finally, other potential consequences of the work presented in this section could
include a search-to-decision reduction for the code equivalence problem in the rank
metric. This problem has received some attention recently, especially since computa-
tional problems in coding theory in the rank metric have been used as the basis for
potential quantum-safe cryptosystems. More generally, focusing on decisional vari-
ants of CE (while most algorithms for CE actually solve search-CE) could inspire
new ways to solve search-CE via the reduction presented in this paper. This might be
especially true when considering unconventional computing frameworks, in particular
quantum computing.

3 Code Equivalence as a Group Action

CE and its variants can be be rephrased in terms of group actions. This framework
as recently received considerable traction due to its connection with isogeny-based
cryptography. In 1997, Couveignes introduced the concept of hard homogeneous
spaces through a seminar talk at the Ecole Normale Supérieure, and a submission
to the CRYPTO 97 conference. The submitted manuscript was published as is as a
preprint [5] in 2006 when similar independent work appeared in the literature [6, 7].
Couveignes’ work describes how the ideal class group of a quadratic order acted on
isomorphism classes of ordinary elliptic curves over finite fields. In this original frame-
work, a finite abelian group G acts on a space H simply and transitively. To enable the
design of secure cryptosystems, the following problems need to be computationally
hard:

e Vectorization: Given i1, hy € H, find g € G such that gxh| = hs.
e Parallelization: Given k1, h, h3 € H, compute the unique by € H such that
dg € G with hy = gxh; and hq = gxh3.

This framework readily extends to semigroup actions [8—10], and to non-abelian
groups. Couveignes’ framework was later refined by Alamati, Defeo, Montgomery,
and Patranabis to produce the notion of cryptographic group actions [11]. This frame-
work coincides with that of Couveignes in the case of abelian groups acting simply
and transitively. In [11], an Effective Group Action (EGA) is defined as the action
of a finite group G on a finite set X such that one can efficiently test membership
and equality in G, sample elements from a distribution on G, perform operations and
inversions on elements of G, as well as test membership in X, uniquely represent
elements of X, compute the action of g € G on x € X, and identify a distinguished
elements xo € X called the origin. The hardness properties of EGAs as described
in [11] are

e One-way EGA: given (x, gxx) where x € X and G € G are sampled uniformly
at random, it must be difficult to recover g.

e Weak Unpredictable EGA: given polynomially many pairs (x;, gxx;), where
g € G and the x; € X are sampled uniformly at random, it must be difficult to
compute gxx for a random x € X.
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e Weak Pseudorandom EGA: it must be difficult to distinguish pairs (x;, gxx;),
where g € G and the x; € X are sampled uniformly at random from pairs (x;, y;)
where x;, y; are sampled uniformly at random in X.

To recast CE as a group action problem, we consider the set X C IE";X” comprised
of all full-rank k x n generator matrices in systematic form, i.e. each element of X
uniquely identifies a [n, k]-linear code, and the group G¢cg = IF;” X (Aut(Fy) x Sp),
which is the group of semilinear isometries [12, Lemma 9]. In X, we identify a code
C with its generator matrix G in systematic form. Then, G naturally acts on X via

* . X x G¢g — X
(G, ((v1, ..., v); (@, 7)) — SF(x(G) diag(vy, ..., v,)Pr).

The codes C1, C, generated by G, G, are equivalent if and only if there is g € G¢g
such that gxG| = G».

Definition 2 We define the following subgroups of G¢cg = IF;” x (Aut(Fy) x Sp):

e Glg € Geg = {(((v1, ..., vp); (o, ) € G | @ =i},
e Gee C Gie = {(((1,..., v (e, M) € Gee | a = id, (v1,...,v,) =
(1,...,D}.

Proposition 3 (Code Equivalence as a group action) Let Cy, Cy be two [n, k]-linear
codes over ¥ of generator matrices in systematic form G1, G,. Then we have

e Cy is equivalent to Cy if and only if 3g € Gcg, G2 = gxG.
e C; is linearly equivalent to C; if and only if 3g € Gk, G2 = gxG .
e Cy is permutationally equivalent to C, if and only if 3g € Gpg, G2 = gxG.

Solving the code equivalence problem (and its variants) is thus equivalent to decid-
ing whether the generator matrices of the input codes are related by the action of an
element of G¢g (the search variants of CE consisting of finding the element that real-
izes this action). It is important to note that the * group action does not satisfy some
useful additional properties for the design of cryptographic schemes (as formalized
in [11, Sect. 3]). Indeed, only group actions that satisfy at least one of the following
properties are considered: transitive, faithful, free, or regular. The CE group action is is
not transitive, because is not always possible to connect two given element of X via a
group element. It is also not free because a given code might have automorphisms, i.e.
elements g € G such that gxx = x. We denote the subgroup of G¢g (resp. GLg, Gpg)
of automorphisms of x € X by Stabg (x) (resp. Stabg ¢ (x), Stabg, (x)), or simply
Stab(x) when there is no ambiguity. The action of Gpg is faithful: for every non-trivial
permutation 7 € S,, one can find a code C such that 7(C) # C. On the other hand,
elements of G g of the form ((A, ..., 1), Id) fix all codes, hence the action of G g and
G g is not faithful. The quotient groups by the subgroup of elements of the form Ald
for A € IFZ act faithfully on linear codes.

One of the most important restriction of the code equivalence group action is that
it is not commutative. This is a considerable obstacle in the design of cryptographic
protocols such as key exchange or encryption which usually rely on commutativity.
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Nevertheless, a non-commutative action allows the adaption of signature schemes and
some of their important optimizations and variants.

Another important negative result is the existence of a representation of the code
equivalence group action [13]. This means that there isamap ¢ : X — ]Fg" together

with a representation p : GLlg — GL(IFI;”) that are compatible with the group action
*,1.e. p(g)t(x) = t(g*x). This has the important consequence:

Proposition 4 (Corollary 16 of [13]) The action of G on the space of [k, n]-linear
codes over B is not weakly unpredictable, nor weakly pseudorandom.

Proof Given samples of the form (xi, g%x1), ..., (X, gxx;), for a sufficiently
large (yet polynomial in n) m, one can recover g. First, one recovers p(g) from
p(@)(x1), ..., p(g)t(xy) and t(x1), ..., t(xy). Then, one reconstructs g from p(g)
(see [13, Proof of Corollary 16]). O

The above also implies that the action of G¢g is not weakly unpredictable, nor
weakly pseudorandom by exhaustive search on the automorphisms of I, (as in the
proof of Proposition 7). This important limitation seems to prevent straightforward
designs of Pseudorandom Functions (PRF) and other schemes that involve the broad-
cast of many samples of the form (x;, gxx;) for a secret g.

4 Self-Reduction of Code Equivalence

Next, we discuss random self-reducibility of CE and its variants. In a nutshell, random
self-reducibility means that a good algorithm to solve average instances of a given
problem implies a good algorithm to solve the hardest instances of that problem.
Such a property, initially described in [14, Sect. 2.2], is desirable in the design of
cryptosystems.

Definition 3 (Random self reduction (as phrased in [15]) Let f : X — Y and P be
the problem of evaluating f on an arbitrary x € X. A random self-reduction maps an
arbitrary worst-case instance x € X to a set of random instances yi, ..., Yk in such
a way that f(x) can be computed in polynomial time given x, f(y1), ..., f(yx) and
the coin toss sequence used in the mapping.

CE (resp. LE and PE) are not self-reducible problems. This means that the hardness
of random instances might be different. However, we can define a weaker notion
of self-reducibility restricted to the orbit of a code. This is similar to the case of
cryptosystems based on the lattice isomorphism problem [16, Sect. 3] where the worst
case to average case reduction is realized within an equivalence class. Self-reduction
of the code equivalence problem (within a given orbit) is made considerably easier by
the fact that the problem is the inversion of the action of a finite group.

Proposition 5 (Random self-reducibility of CE) Let G be either Gpg, G g or G¢g. Let
Cy and C; be two [k, n]-linear codes over F . Given access to an oracle that decides
if there is g € G such that Cy = gxC] for (C{,C}) € Orbg(C1) x Orbg(Ca) chosen
uniformly at random in time Ty with probability ¢ > 0, one can decide if there exists
g € G such that Cy = gxCy with probability € in time Ty + Poly(n, log(g)).
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Proof On input Cy, C;, one draws i1, hp € G uniformly at random and computes
C} = h1*Cy, C5 = hyxCy. Then if the oracle successfully decides the existence of
g’ € G with C; = g»C{, we learn whether there is g € G such that C; = g+Cj. O

Proposition 6 (Random self-reducibility of Search-CE) Let G be either Gpg, G or
Gce. Let Cy be a [k, nl-linear code over ¥y, and let Cy € Orbg (Cy). Given access to
an oracle that computes g' € G such that C, = g'xC\ for an input C} chosen uniformly
at random in Orbg (Cy) in time Ty with probability € > 0, there is an algorithm that
finds g such that Co = gxCy with probability € in time Ty + Poly(n, log(g)).

Proof On input C;, C3, one draws & € G uniformly at random and computes C, =
hxC;. Then the oracle returns g’ € G such that Cé = g'xC1, from which we derive the
solution g = h~'g’. O

The above statements (which easily generalize to more general group actions) show
that there is a worst case to average case reduction for CE within a given orbit of the
action of G. However, these cannot rule out that the hardness of CE might differ from
one orbit to the other. For example, the size of Stab(C) will influence the hardness of
all inputs in Orb(C): a larger stabilizer (i.e. automorphism group) will make CE easier
to solve.

Finally, note that the possible field automorphisms « that can define an instance of
CE (resp. Search-CE) can be easily enumerated: they are the powers of the Frobenius
automorphism. Consequently, CE reduces efficiently to LE.

Proposition 7 (Reduction from CE to LE) CE (resp. Search-CE) efficiently reduces to
LE (resp. Search-LE)

Proof Assume F, = F,, then the automorphisms of F, are of the form
P, ¢>2, o, qb”’l where ¢ : x +— x? is the Frobenius automorphism. Hence, we
can reduce an instance of CE (resp. Search-CE) to n = O (log(g)) instances of LE
(resp. Search-LE) by exhaustive search on the automorphism «. O

5 Is Code Equivalence a Hard Problem?

In [17], Petrank and Roth showed two important facts regarding the hardness of PE: itis
unlikely to be NP-complete unless the polynomial hierarchy collapses, and the Graph
Isomorphism problem reduces to PE. The latter was an argument for the hardness
of PE (and CE in general) until an efficient algorithm for the Graph Isomorphism
problem was found. We first present the argument justifying that PE is unlikely to
be NP-complete. The proof of [17] is phrased with the permutation code equivalence
problem, but it readily extends to LE (and hence CE). In the following, rephrase the
method of [17] for LE. It relies on the existence of a protocol to prove that two code
C1, C; are non-equivalent.

Proposition 8 (Protocol to prove NON-LE) Let Cy, C» be two [n, k]-codes over F.
There is an efficient m-round protocol that allows a prover to convince a verifier that
Cy is not linearly equivalent to Cy with failure probability at most 27,
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Proof We directly follow [17, Sect. 3]. We assume that the codes are given by their
generating matrices G and G».

(1) Verifier: Chooses by, b, ..., by, € {1, 2} uniformly at random. For each ¢ < m,
the verifier computes a generating matrix G*) of a code linearly equivalent to Cp,
by multiplying G, by a random S € GLi(Fy) on the left and M € F}" x S, on
the right. The verifier sends G(l), R G™ 1o the prover.

(2) Prover: Computes o', ..., b;n and sends them to the verifier. For each ¢, the
verifier chooses b, = 1 if the code generated by G is linearly equivalent to C,
and b, = 2 if it is linearly equivalent to C,.

(3) Verifier: Accepts the proof if by = b/, for all £.

The above protocol is complete because an honest prover can never fail to convince
the verifier. The protocol is also sound because if C; ~ C,, the probability that the
verifier is convinced by a dishonest prover is at most 27" Indeed, if C; ~ C», the code
generated by G'¥) is distributed uniformly at random in the equivalence class of Cy, as

well as in that of C,. Therefore, the distribution of by, .. ., b, given G e G s
the same as that of by, ..., by, (i.e. uniform at random). The prover has no advantage
by knowing the G©), and therefore, their probability of success is 2. O

Corollary 9 (LE is unlikely to be NP-complete) If LE is NP-complete, then the poly-
nomial hierarchy collapses.

Proof We use Proposition 8 in the same way as in [17, Sect. 3]. Since we have shown
a constant-round interactive proof for NON-LE, we can invoke [18] which states that
this implies it also has a constant-round Arthur—Merlin protocol [19]. Then, a result
of Boppana et al. [20] shows that if the complement of a problem IT has an Arthur—
Merlin protocol with a constant number of rounds, and if IT is NP-complete, then the
polynomial-time hierarchy collapses. O

In the following, we summarize the reduction of the Graph Isomorphism problem
(GI) to PE presented in [17]. Before Babai’s efficient method to solve GI [21], this
was an argument in favor the hardness of PE. Now, it is no longer relevant to assess
the hardness of CE and its variants, but we present it here because it is an important
milestone on the way to understand the reductions between CE and other important
computational problems.

Definition 4 (Graph isomorphism) Two graphs G = (Vg, Eg) and H = (Vy, Eg)
are said to be isomorphic if there is a bijection f : Vg — Vg such that two vertices
u and v of G are adjacent in G if and only if f(«) and f(v) are adjacent in H.

Given G, H, GI is the problem of deciding whether there is a graph isomorphism
between G and H. In [17, Sect. 4], Petrank and Roth showed how to map an instance of
GI to an instance of PE. This is done by using a mapping from a graph G = (Vi, Eg)
to a generator matrix G of an [n, k] code over F; such that

(1) n=3|Eg| + |Vgl|, and k = |Eg]|.
(2) The rows of G have Hamming weight w < 5.
(3) Any set of two rows or more of G sums up to a vector of weight w > 6.
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Up to a permutation of the rows, only one matrix with the above conditions can generate

a given code. Given G, we use the incidence matrix A € IFIZEGIX‘Vcl to construct G in
the following way:

d)(g) =G = (I I1 A) c ]F|2EG|X(3|EG|+|VG|)’

where I is the |Eg| X |E¢| identity matrix.

Proposition 10 (GI reduces to PE) Let G1, G> be two input graphs. The graphs G| and
Gy are isomorphic if and only if the codes Cy, Cy generated by ¢ (G1), ¢ (Ga) satisfy
C1 ~ Cy.

Proof We sketch the proof whose details can be found in [17, Sect. 4]. First, if G;
and G, are isomorphic with incidence matrices A, A, respectively, then there are
permutation matrices P1 € Sigg|, P2 € Sy, (where |Eg| = |Eg,| = |Eg,]
and |Vg| := |Vg,| = |VG,l|) such that A, = P1A;P,. This implies that there are
permutation matrices i’l, i’z such that ¢(Gy) = qus(gl)i’z, i.e. C; and C; are
permutationally equivalent.

On the other hand, if C; ~ C,, we necessarily have |Eg| := |Eg,| = |Eg,| and
VG| := |Vg,| = |Vg,|, and there are S € GL g |(F) and Pe 831Eg|+|Vg| such that

Gy=(I11A;))=5G P=(S5SSA))P,

where G; = ¢ (G;) fori = 1, 2. The generator matrices G, G| P both generate the
same code, and both satisfy Properties 1, 2, 3 listed above. Hence it must be that S acts
by a permutation of the rows of Gy, i.e., S € S|g,;|. Thus, the first 3| Eg| entries of
arow of SG correspond to a unit vector repeated 3 times. To end up with 3 identity
blocks in the first 3| E | columns of G, the action of P on each block of | EG| columns
of SG is simply the inverse of that of S Therefore, P must be of the form

where T € Sjy,;. This means that G; and G, are isomorphic since A» = SA|T. O

6 A Zero-Knowledge Protocol for CE (LESS)

In the following, we present a zero knowledge protocol based on group actions. It is
analogue to the zero knowledge proof of a discrete logarithm, or of a supersingular
isogeny between curves defined over IF,. We assume that a group G acts on the set X
of generator matrices of [n, k]-linear codes defined over [, in systematic form. This
group can either be G¢cg, Gg, or Gpg, depending on whether we wish to have the
security of the scheme rely on the hardness of Search-CE, Search-LE, or Search-PE.
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Peggy Vick
g<sG
c+ H(g*xG1)
C
b+s{0,1}
b

if b=0then p=g
iszlthen,u:g71§

Accept if:
b=0and H(uxG1) =c¢
b=1and HuxG2) =c¢

Fig.1 ZK protocol based on group action

Assume that Cy, C are given by their generator matrices G, G, € X and known
to both a prover Peggy and a verifier Vick, and that Peggy must convince Vick that she
knows g € G such that she knows g € G such that gxG; = G». The protocol is the
repetition of the round described in Fig. 1. It assumes that both players have access to
a secure hash function H. We denote by SF(G) the systematic form of the generator
matrix G. It is used in this protocol to ensure that we have a unique identifier per code
(there can be multiple generator matrices).

The protocol described in Fig. 1 was introduced in [3] and named Linear Equiv-
alence Signature Scheme (LESS). The name comes from the fact that the protocol
can be turned into a signature scheme via standard techniques (as we describe in the
following section), and that the best set of parameters have been obtained when using
the variant relying on the hardness of Search-LE. Assuming that it is hard to find
g € G such that gxG| = G (i.e. assuming that Search-CE, Search-LE, Search-PE
are hard), then the LESS Zero-Knowledge protocol satisfies the following properties:

e Completeness Vick accepts with probability 1.

e 2-special soundness given two valid transcripts of the form (c, b, u) and (c, b, i)
where b # b/, there must exist an extractor that finds ¢’ € G suchthatg’*G| = G».
This is done by noticing that ('~ 1)xG| = G.

e Honest-Verifier Zero-Knowledge there must exist a probabilistic polynomial time
simulator algorithm S that, without the knowledge of the secret g, is able to produce
a transcript which is indistinguishable from one obtained after an interaction with
an honest verifier. This derives from the fact that whether b = 0 or b = 1, the
group element u € G produced by Peggy is distributed uniformly at random in
G. Hence, S can produce transcripts the following way:
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Public key: G2 = g x G4
Private key: g
Signer Verifier

fori=1,...,tdo g; s G
h<+ H(g1 *G1,...,5t * G1,m)
fori=1,...,tdo

if h; =0 then u; <+ g;

else p; egil_?},;

o (B, e, )

fori=1,...,t do G; — i *x Gy,
if H((;’l7 o Gy, m) = h then Accept

Fig.2 The LESS signature scheme

— For b = 0: u < $G, and return (¢ = H(uxG1),b =0, ).
— Forb = 1: u < $G, and return (¢ = H(uxG»), b =1, ).

Because of the uniform distribution of u, such transcript is indistinguishable from
the one coming from an interaction between Peggy and Vick.

After ¢ rounds of the X-protocol described in Fig. 1, an impersonator has cheating
probability close to % This means that if an impersonator who does not possess the
secret g € G is able to observe a number of transcripts from honest executions, before
producing a commitment, receiving a corresponding challenge, and finally outputting
its response, their probability of success of all ¢ rounds is close to 21—,

Digital signature via the Fiat—-Shamir transform

The 3-pass identification scheme with soundness error 1/2 presented in the previous
section can be turned into a digital signature scheme via the standard Fiat-Shamir
transform [22]. In a nutshell, in consists in making the proof of knowledge of a g € G
static. For that, we hash all the commitments g;xG, together with the message to be
signed. This produces a string of bits, which are indistinguishable from random in
the random oracle model. These bits are used as the challenges b € {0, 1}, telling
the signer whether to produce the response p; = g; or u; = g~ ' ;. In the end, the
signature is the concatenation of the hash and all the p;.

7 Practical Optimizations

In [2, 23], practical optimizations were designed to enhance the performance of LESS.
The most impactful ones can be summarized by these three orthogonal variants (which
can be combined):

e LESS-M: instead of using challenges b = {0, 1}, we use multibit challenges
b € {0, 1}¢, and a public key consisting of £ generator matrices of codes equivalent
to G.
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e LESS-F: Noting the reduced communication costs when the challenge is b = 0,
we use a hash function H that produces hashes of fixed weight, which effectively
fixes the number of times b = 0 and b — 1.

e LESS-IS: instead of transmitting u = g; lg, only send partial information on u
corresponding to its action on the indices outside of an information set.

7.1 LESS-M

In LESS-M, the public key is no longer a unique generator matrix of the form gxG
for a secret g € G C Gcg. Instead, it is a collection of matrices G; := g;xG for
i =0,...,r — 1 for some r of the form r = 2¢. The ZK protocol to prove an
equivalence of Fig. 1 can be turned into one to prove the knowledge of all g; such
that g;xG = G;. The main change is that Vick draws b € {0, 1}¢, which corresponds
to an element of 0, ..., r — 1. Then Peggy sends the response u = g;‘g, which is
uniformly distributed in G. The verifier accepts if the hash of uxG; is equal to the
commitment. As for the original LESS signature protocol described in Fig. 2, the ZK
protocol based on the round previously described can be turned into a digital signature
scheme by following the Fiat—Shamir transform. The effect of choosing b € {0, 1}¢
reduces the changes of success of an impersonator at each round. This means that
fewer rounds are necessary to achieve the same level of security of the ZK protocol.
After the Fiat—Shamir transform, this reduced communication cost translates into a
shorter signature. However, the trade-off is that the public key no longer consist in a
unique generator matrix of the form gxG but rather in a list goxG, . .., g,—1xG. This
means that reduction of the signature size comes at the expense of an increase of the
size of the keys.

7.2 LESS-F

The LESS-F variant takes advantage of the fact that in the ZK protocol of Fig. 1, when
the challenge bit b is 0, then Peggy returns ;& = g, which is an element of G generated
uniformly at random. Instead of responding by g, Peggy can simply send the seed that
was used to create the pseudo-random element. This reduces the communication cost,
and therefore, after the Fiat—Shamir transform, this reduces the size of the signature. To
further decrease communication cost, Vick can perform a choice of b € {0, 1} where
Pr(b = 1) = % where w is a parameter and # is the number of rounds. Typically, we
want that this probability be less than 1/2 to have fewer rounds where » = 1 and hence
reduce communication costs (and signature size). However, with such imbalance, the
probability of success of an impersonator during a given round is % > %, which means
that more rounds are necessary to achieve the same level of security. If A is the security
parameter, we need to ensure that log, (12) > ). Note that LESS-F and LESS-M can
be combined, albeit with a slight adjustment: only r — 1 matrices g1xG, ..., g-—1*xG
are used for the public key. We set Go = G, which is already a part of the public

parameters, and therefore does not need to be included in the key.
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7.3 LESS-IS

In the LESS-F variant presented above, tbe challenge corresponding to b = 1 incurs
the higher communication cost of sending u = g; ! g. Overall, this represents the
majority of the communication costs, and it accounts for the largest portion of the
signature size. In [23], Persichetti and Santini presented an optimization to reduce the
size of the group element that is transmitted. It consists in only sending the action
corresponding to the indices outside of the information set that has been agreed upon.
This means that only n — k columns of the matrix corresponding to the action of u
are required. Practical instantiations of LESS always have k = n/2. This means that
LESS-IS effectively halves the amount of data transmitted in the case of b = 1. This
optimization is also present in the reference implementation of the LESS submission
to the NIST standardization process [24]. Note that the security assumption could
be weaker since an adversary only needs to recover partial information on the secret
group action. However, it was proved in [23, Theorem 1] that both assumptions were
equivalent.

8 Advanced Functionalities

Some of the advanced functionalities offered by the cryptographic group action frame-
work extend to signatures based on the hardness of CE. Note that the fact that the x
action is non commutative is an obstacle to the adaptation of many exciting primi-
tives such as one-round key exchange a la Diffie—-Hellman, or encryption schemes.
However, other signature functionalities do extend, in particular ring signatures and
identity-based signatures, as originally shown in [25].

8.1 Ring Signatures

When a group of people are authorized to sign a document, one might require
anonymity of the signers. The concept of ring signature was originally motivated by the
case of a whistleblower who wants to remain anonymous while leaving the possibility
of asserting they belong to a restricted group of potential signers with the appropriate
credentials (i.e. they are no imposter). Later, the concept of ring signature was applied
to other contexts, in particular to the anonymous transfer of cryptocurrencies (trans-
actions in a regular blockchain being traceable). From a high level standpoint, a ring
signature protocol has N potential signers, who each possess a pair of keys pk;, sk;,
and a verifier. The functionalities are:

e Sign(pky, ..., pky, sk;, m): the signer i of the group signs a message with their
private key and the public keys of the whole group.

e Verify(pky, ..., pky, o, m): the verifier checks the validity of the signature o with
respect to the message m. They accept if one of the public keys pkj, ..., pky was
used to produce the signature, but they are not able to determine which individual
issued o.
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Fig.3 Example of binary tree
for r =7 (from [25, Fig. 4]).
The element to verify is in
green. The authentication path
consists of the red nodes. The
reconstructed nodes are marked
in gray. The goal is to
reconstruct the root (thick line)

To define a ring signature scheme, we need an important cryptographic protocol: a
Merkle tree [26]. Assume that xq, ..., xpr_1 is a list of values, and that we have
a cryptographically secure hash function H. Then the values xq, ..., xpr_; can be
hashed in a specific order to create a binary tree structure. More specifically, the
leaves of the tree are labelled with the H(x;), and the node whose children are labeled
with values x, y has label H(x||y). Let T, ; be the label of the /th node of level u < t.
In particular, the label of the root is Tg ¢ while the labels of the leaves are H(x;) = T; ;.
The advantage of hashing the values x; in this very specific order is that if offers an
efficient verification procedure that a given x; is hashed in a tree whose root is labelled
by To,0. To do that, a prover reveals a path to the value x;. This path consists in the
label of the sibling of the leave corresponding to x;, then the sibling of the parent of
these two nodes, and so on until we reach the root. The verifier uses x; and the first
element of the path to produce the parent of level + — 1, then they use the second
element of the path to produce the parent of level # — 2, and so on until the verifier can
produce the level of the root, which they can compare with the actual root. If the hash
function is collision-resistant, then it is hard to produce a path that allows a verifier
to accept on input the legitimate root of the tree and an element x ¢ xi,..., xo.
Moreover, this verification procedure does not reveal the index of x; to the verifier. All
they learn is that H(x;) is the label of one of the leaves. We illustrate this procedure
in the case of t = 3 in Fig. 3. Note that it also assumes both players have access to a
commitment scheme Com(r, G) which is typically H(r||G). If a player commits to G
through ¢ = Com(r, G), the commitment can be opened by a verifier once the player
who has committed to G reveals r. Before that, the verifier cannot learn G from ¢
without r.

The protocol described in Fig. 4 illustrates one round of the identification protocol
that subsequently leads to a ring signature (via the Fiat—Shamir transform). Peggy
proves the knowledge of one of the secret g; (without revealing the index 7). At each
round, an impersonator has probability 1/2 of deceiving Vick, and over sufficiently
many rounds, an impersonator only has negligible chance of succeeding all the time.

8.2 Identity-Based Signatures

Under the presence of a trusted entity, an Identity Based Signature scheme (IBS)
allows a signer to issue signatures that can be verified by using only their identity,
and the public key of the trusted entity. This means that the public key of a signer is
simply their identity, which has the potential to considerably simplify the distribution
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Public keys: (G; =gy; *G>ie[1,r]
Private keys: (!]z‘)ze[l,'r]
Peggy Vick

gsG
fori=1,...,N do
T <8 {0,1})‘
G+ §xG;
hi < Com(r;,G;)
root <— MerkleTree(hy,...,hy)

root

b+s{0,1}

if b=0do
< gig, bits + r;
path < The path to h;
else
W4 g, bits<r1,...,rny
path « 0

1, path, bits

if b=0do
G « pux G h' «— Com(bits, G)

root’ <— Root corresponding to path, h’

else
Y é] —uxG h; «— Com(rj,éj)
root’ < MerkleTree(h, ..., hly)

Accept if root” = root

Fig.4 Round of identification protocol corresponding to ring signature scheme

of keys. As shown in [25, Sect. 6], the LESS protocol (and its optimizations) can be
used to produce an IBS via generic techniques.

e Extraction The trusted entity has a pair msk, mpks of private and public keys. On
input Id the identity of a signer, they issue a random pair sk, pk, and digitally sign
(with LESS from Fig. 2) the value (pk, Id) with msk, thus producing the signature
om- The trusted entity gives usk = (sk, pk, o) to the user.

e Signature The user signs a message m (with LESS from Fig. 2) with the secret
key sk to obtain o,. Then the identity based signature is o = (pk, oy, op).-

o Verification The verifier first verifies o, with the message m and the public veri-
fication key pk. If this verification is successful, they verify o, with the message
(pk, Id) and the public verification key mpk.

The above protocol can be used in conjunction with LESS-FM, and it can enjoy all
the trade-offs signature size/key size that we described in the previous section.
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9 Solving CE with ISD

In this section, we review the most generic methods to solve Search-PE and Search-LE
(with the understanding that these enable Search-CE since the latter efficiently reduces
to Search-LE). These methods rely on the computation of codewords of a given weight
to find the secret map. We present the resolution to Search-PE separately from that of
Search-LE because the former is conceptually simpler, but both problems are solved
by following the same high-level observation: let G € G g and g € G. If ¢ has weight
w, then so does gxc (where g acts on a codeword by evaluation of the corresponding
equivalence map). This allows us to create a list L of elements from C; and a list
L7 of elements from C; such that elements of L, are images of elements of L. With
enough pairs of the form (¢, gxc) one can hope to recover the secret g.

9.1 Solving Search-PE

First, we assume that G = Gpg, that is: we are given C; and C, such that there is
m € S, that satisfies C; = 7 (C;). Our goal is to find . The method we describe
in this section was first introduced by Leon [27], and then improved and generalized
by Beullens [28]. Assume that we know two codewords ¢y, ¢ of weight w such that
¢y = m(cy). This gives us information on 7. Indeed, if the i-th coordinate of ¢; is
zero, and the j coordinate of ¢; is non-zero, then we know that 7w (i) # j. A unique
pair (¢, 7 (c)) is typically not sufficient to formally identify , but with enough such
pairs, a process of elimination can identify m (i) uniquely for each i.

Input: list L, containing m pairs (¢, w(c))
Output: permutation 7, or report failure

1 U < n x n matrix made of all ones;
2 for {c,c'} € L do

3 fori e {l,---,n}do
4 ¢; < i-th entries of c;
5 for j e {l,---,n}do
6 c’i < j-thentry of ¢/;
/* Filter () */
7 if (c; ==0) # (c;. == 0) then
8 ‘ uj,j =0;

/* Use U to reconstruct the permutation; if not possible, report
failure */
9 if U is a permutation matrix then
10 7 <« permutation described by U;
11 return i,
12 else
13 ‘ report failure;

Algorithm 1: Permutation recovery from pairs of codewords [29, Alg. 2]
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Values(la) = {1,2,2,3,3,3,4} 1° - Values(2a) = {1,1,1,2,3,4,4}

Values(2a) = {1,1,1,2,3,4,4} 2° - Values(3a) = {1,1,2,3,4,4,4}

Values(3a) = {1,1,2,3,4,4,4} 3° - Values(4a) = {1,2,2,2,3,3,4}

Values(4a) = {1,2,2,2,3,3,4} 4° - Values(la) ={1,2,2,3,3,3,4}
(a) (b)

Fig. 5 Example of lexicograph ordering, for the finite field with ¢ = 5 elements and a vector ¢ =
0,3,2,0,0,3,3,2,4, 1), for which Lex(a) = 2a. a The multisets of entries for all scalar multiples of
a, while b reports the lexicographic order of such multisets [29, Fig. 4]

The selection of the pairs of codewords being used is important to maximize the
probability of success of Algorithm 1. Indeed, if ¢ € Cy, ¢’ € w(c) € Cp and A € F*,
then the pair (Ac, A¢’) = (i¢, w(Ac)) does not provide any extra information about
7 with respect to (c, ¢’). Hence, Beullens introduced the notion of Lex function that
on input a vector a returns ia, with A € IF:; such that Values(la) comes first, in
lexicographical order, among the multiset entries of all scalar multiples of @ (meaning:
we make a canonical choice among all the scalar multiples of @). Concretely, this means
that every time we draw a pair of the form (¢, ¢’), we only keep (Lex(c), Lex(¢’)). This
makes the collection of pairs of the form (¢, 7w (¢)) longer (since we only keep one
canonical representative up to scalar multiplication), but this avoids the collection of
redundant information. To understand how this function operates, we have reported an
example in Fig. 5. Embedding the function Lex into the codewords finding algorithm,
one can get rid of all unnecessary codewords.

Leon [27] first suggested to collect all codewords of weight w from C; into a list
L1, and all codewords of weight w from C, into a list L, for some weight w > 1 such
that there is at least a few codewords of weight w in C; (and therefore in C,). Then,
we know that w(L1) = L, since m must preserve the weight of vectors. Following
Beullens’ refinement [28] of this method, one can in fact only keep codewords of the
form Lex(c) in both L and L,, thus reducing the size of each list by a factor g — 1
without any loss of information. Then, vectors from both lists are tentatively matched.
A necessary condition for (¢, ¢’) € L; x Ly to be of the form (¢, 7 (¢’)) is that both ¢
and ¢’ have the same multiset of entries. When the size g of the field is large enough,
this condition is enough to ensure that ¢’ = 7 (c) with high probability. However, it
is never sufficient to guarantee this with absolute certainty. Therefore, there are two
main sources of failure for Algorithm 1:

1. Values(c) = Values(c’) for (¢, ¢') € L x Ly, with ¢/ # 7 (c).
2. Ly and Lj are not long enough to provide enough pairs (¢, 7 (c)) to recover .

First, let us given an estimate on the length of the list of pairs (¢, 7 (c)) that is necessary
torecover w with good probability. We deal with the case of binary code, which requires
the most number of pairs (¢, w(¢)) to recover m with Algorithm 1.

Proposition 11 Assume that w = cn for a constant 0 < ¢ < 1, and that entries of ¢
are modeled as independent random variables with a probability w /n of being 1 and
a probability (n — w)/n of being 0, then the expected length of a list of elements of
the form (¢, w(c)) required to identify w exactly is in O (In(n)).
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Proof Denote by c; the ith entry of ¢ and by c;. the jth entry of ¢’ at a given round. We

leave u; j = 1 in Algorithm 1 if ¢; = ¢’; (i.e., we do not rule out the possibility that
(i) = j). To identify 7 (i) without ambiguity after k rounds, it must be that there is
only one j such that at each round, ¢; = c;. Given how we heuristically modeled the
behavior of the entries, we have at each round:

Pr(c; =, ) =Pr(ci=c.=1)+Pr(c; = c;- =0)

("‘"’)
=1—2(;)<n;w)~

Hence, for each i, the expected number of indices j such that ¢; = c;. during k

n
EE=n-(1—2c(1— c))k =n- pk for some constant 0 < p < 1. We have Ej = 1

when k = s € O(In(n)). 0

Note that when ¢ > 2, we can argue that number of pairs (c, 7w (c)) to collect
to recover m is less than in the binary case only because we restrict ourselves to
elements of the form Lex(c) in our list. Indeed, otherwise we would have to account
for the chances that we get repeated information, which would make the analysis more
complicated, and the estimate of the average number of pairs required would depend
ongq.

Now we turn our attention to the evaluation of the probability that two codewords
¢, ¢’ are paired because Values(c) = Values(¢’) without having ¢’ = w(c). If this
happens, the algorithm for reconstructing = will likely fail. Therefore, we want to
bound the probability of drawing ¢, ¢ with Values(c) = Values(¢) and ¢’ # 7 (c).

consecutive roundsis Ej = n- (1 — 2 (¥) ( W))k. Under the assumption that w = cn,

Proposition 12 After the collection of O(In(n)) pairs (¢, ¢’ € Cy x Cp such that
Lex(c) = Lex(c), the probability that one of the collected pairs (c, ¢') satisfies ¢’ #

w(c) isin O <ln(n) (nfiu)!q—n-s-k)_

Proof For each multiset of values Values(c), the probability that there is a weight-w
codeword in C; with the same multiset of entries (up to multiplication by A € IF;) is

at most g~k Hence, after O(In(n)) steps, the probability of drawing at least

n
(n—w)! . . . ..
1 codeword such that another codeword with the same multiset of entries exists is

bounded by O <1n(n) C fiy)!q_"“‘k). This existence is a necessary condition for the

collection of (¢, ¢’) with ¢/ # 7 (c), hence the result. O

In [28], Beullens recommends the collection of In(n) pairs ¢, ¢/, with the choice of
w low enough to guarantee that In(n) (n_‘w)!q_""’k < }‘. Note that it shows that this
method is more efficient when ¢ is large. Then comes the question of the size of the
list. In the original work of Leon [27], all codewords of weight w are included in the
lists L1, Ly. To reduce the effort, Beullens suggested to collect only enough weight-w
vectors to have a constant probability of creating O (In(n)) pairs ¢, ¢’. It is sufficient

@ Springer



478 La Matematica (2025) 4:459-485

to take |L1| = |L2| = «/2NynIn(n) where Ny = (11)(q — 1)“]_131:—:1 is the number
of codewords with Hamming weight w [29, Proposition 4].

To finish estimating the cost of the resolution of Search-PE, we need to estimate
the cost of computing a weight-w codeword. This is an instance of the decoding prob-
lem (where the syndrome is trivial). The Information Set Decoding (ISD) algorithm
returns a weight-w solution to the decoding problem. There is extensive literature on
algorithms to perform ISD. From a fundamental perspective, the most recent devel-
opments [30, 31] leverage methods to solve the k-list problem. However, they fit the
same framework as that of Prange’s method [32]. Formally, ISD solve the Syndrome
Decoding problem.

Definition 5 [Syndrome Decoding Problem (SDP)] Let C be a code of length n and
dimension k defined by a parity-check matrix H € Fé"_k)xn, andlets € ]FZ”‘ ,w<n,
find e € F such that He” = s and e is of weight w.

Given that the matrix H has n columns but only n — k rows, SDP is equivalent to
solving an underdetermined linear system. As long as w < n — k, we can hope that
the solution e has k zero coefficients. Let 7 € S, be the permutation of the columns
of H that brings all these zeros to the last coefficients, then we have

T

He' = (H\ Hy) (%) =Hel =57,

where H| € Ffln_k)x("_k), and e € IFZ_]‘. We can then solve for e; and recover e.

The original strategy to solve SDP due to Prange (which is usually recognized as the
first instance of an ISD algorithm) consists in sampling random 7 € S, and for each
7, apply the permutation to H and attempt to solve the system of n — k unknowns
H, elT = sT. When an appropriate 7 is found (which is the difficult part), this yields
a solution to SDP at little extra cost.

9.2 Solving Search-LE

Now, assume that G = Gg. This means that we are given Cy, C; such that there is
T € F;n x S, with Cy = 7(Cy). The search for t = (v, 7) is done in two steps: first,
find 7z, and then use pairs (c, t(¢)) to derive v. Finding = cannot be done by simply
matching Lex(c¢) with Lex(c¢’) and hoping that ¢’ = t(¢). Indeed, the coordinate-wise
multiplication by the entries of v that occurs when we apply t alters the multiset of
entries. Therefore, two codewords that are image of each other do not, in general, have
the same multiset of entries.

Instead, Beullens suggested to match subcodes from C; and C; that are image of
each other. More specifically, we use 2-dimensional subcodes. To determine whether
two subcodes are image of each other, we use an extension of Lex defined as follow.

Definition 6 ([Lex of a 2-dimensional subcode) Let V be a 2 dimensional subcode of
C. We define Lex(V) as the first basis of gxV in lexicographic order for all g € G|E.
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Clearly, if V, = g« V] for some g € Gg, we necessarily have Lex(Vq) = Lex(V3).
However, when looking for pairs (Vi, t(V7)) for the secret T, we might accidentally
collect (Vy, t/(V1)) for t/ # 7. Before reviewing the high level resolution of Search-
LE with Beullens method, let us illustrate the calculation of Lex(V) on a toy example
over the finite field with ¢ = 5 elements. Suppose we are given the initial basis

010023204
100203402)/°

We act with elements in Gt by scaling all columns so that the entry in the first row
isal.

010011101

100201203/ °

Then we act with elements in G| g (permutations) to sort the columns:
000011111
001200123)"

Finally, we see that we have some degrees of freedom, since the third and fourth
columns have a zero in the first row and a non null entry in the second row. Hence, we
scale these columns and finally obtain the lexicographic minimum basis

000011121
001100123)"

Now, from a high level stand-point, the Search-LE resolution follows the same
framework as the resolution of Search-PE: we generate 2-dimensional subcodes Vi €
C1 and V, C C; of support of a given weight w, and we match V with V; if Lex(Vq) =
Lex (V) in the hope that V, = t(V7). Then, with enough pairs of the form (V1, 7(V7)),
we can retrieve by using the same argument as in the resolution of Search-PE.
Namely, if V1 has support of weight w, its basis as w non-zero columns and n — w
zero columns. Under 7, a zero column must be mapped to another zero column and
vice versa. Thus, for each i, j € [1, n], were are able to rule out the possibility that
(i) = j whenever the ith column of V| is zero and the jth column of 7(V}) isn’t
(or vice versa). Similar to the case of Search-PE, an average number O (In(n)) pairs
(V1, T (V1)) suffices torecover 7. Once 7 is recovered, the scaling factors can be found
in many efficient ways. For instance, the permutation can be applied to a generator for
¢}, obtaining G’. Then, we choose a parity-check matrix for €;, and aim to determine
a non-singular diagonal matrix D such that G'DH ;r = 0. This linear system has
k(n — k) equations for n unknowns, so that in general it is over constrained and can
be easily solved. The n non-null entries of D are the unknown scaling coefficients v,
which are used to retrieve the desired monomial as 7 X v.
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To construct subcodes of support with weight w, Beullens proposed to modify the
ISD framework sketched in Sect. 9.1. We denote

Xi(w) = (V C € | dim(V) =2 and | Supp(V)| < w),
Xo(w) ={V C Cy | dim(V) = 2 and | Supp(V)| < w}.

First, assume we fix V € X (w), and let 1 € S, be chosen at random. Then the
probability that 2 indices of Supp(V) get mapped to [1, k] while the w — 2 remaining
ones get mapped to [k + 1, n] is

n—k\ (k
(-2)()
.
()
For each good permutation v, we apply 7 to the generating matrix of the code and
compute its row echelon form according to the first k columns (assuming linear inde-

pendence of its restriction to these columns). Then one of the (g) vector spaces spanned
by two rows of the resulting matrix is 7 (V). Thus, the cost to produce a random sub-

P =

code of support with size w is in O (% (Cost(row echelon) + (;))) Alternatively,
one can draw random codewords of weight w’, pair them randomly, and keep pairs
that generate a 2-dimensional subcode of support with size w.

Finally, one needs to argue that the probability of “bad collisions”, i.e. of finding
pairs (Vi, V») such that Lex(Vq) = Lex(V,) with V5 # t(V]) is low. A given Lex
value corresponds to at most (nf—iv)!(q — 1)¥ 2-dimensional spaces, and a random
2-dimensional subspace has a probability W ~ ¢*>*=" of being a subcode
of C;. Hence the probability that at least one of the In(n) pairs (Vi, V») we collect is
a bad collision is less than

ln(n) n! qw71+2(k7n).
(n —w)!
Similar to the case of Search-PE, we choose w small enough to make this probability

constant, and the list size can be set to |L;| = \/(;’})q—"+k+w—2 In(n) to get In(n)
pairs.

10 Solving CE for Codes with Small Hull

The methods described in the previous section are the best ones for random codes.
However, there are algorithms that perform better in the case of special codes, in
particular when the hull of the input code is small, or even trivfffial. The first such
algorithm is the Support Splitting Algorithm (SSA), introduced by Sendrier [33]. This
solver is based on the idea of signature function, i.e. a function S that fixes the action
of the permutation on each position in the code. A signature function is said to be fully
discriminant if it returns a different value in each position, and this allows to reveal
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the permutation linking the two codes. The signature function proposed by Sendrier
in [33] is based on the hull space of a code, that is, the intersection between a code
and its dual, for which the weight enumerator is computed. In particular, to create
a dependence between the signature value and the code positions, one can puncture
the code, i.e. remove coordinates from the codewords. Putting these considerations
together, in [33, Sect. 5.2] Sendrier proposes to build a signature as

S@C) = {Wef(f_)(c\i)>, wa(g(c@)} ,

where Cy; is the code obtained from C punctured in position i, §) denotes the hull and
Wef denotes the Weight Enumerator Function. The hull computation requires simple
linear algebra, and comes with a cost of O (n>) operations in the finite field. To compute
the weight enumerator of a code, one usually needs to enumerate all of its codewords:
assuming that the hull has dimension %, we can use O(nqh) as an estimate for the
cost of each Wef computation. On the other hand, heuristically, we observe that using
In(n) refinements is enough to obtain a fully discriminant signature. In the end, the
complexity of SSA can be estimated as O (n3 + n2q" ln(n)). Thus, the hull dimension
plays a crucial role in the analysis of the performance of SSA. For random codes, this
dimension is with high probability equal to a small constant [34], de facto making SSA
a polynomial-time solver for Search-PE. On the other hand, SSA is very inefficient for
codes that have a large hull. This is, for instance, the case of (weakly) self-dual codes,
for which SSA can be made arbitrarily hard by choosing codes with a sufficiently large
dimension. SSA can be extended to solve the Search-LE problem as well; however, in
this case, the algorithm is less efficient. In fact, such an adaptation requires applying
SSA to the closure of the code, i.e. the linear code defined as {¢ ® a, ¢ € C}, where
a = (ay, ..., a, 1) is any ordering of the non-zero elements of F,. A fundamental
point is that, for ¢ > 5, the closure of a code is always weakly-self dual, and thus
has a hull of maximum dimension, leading to exactly the hardest instances for SSA to
solve. These results are corroborated by the analysis in [35].

In [36], Bardet et al. proposed a method to solve Search-PE, which takes advantage
of the connection between Search-PE and GI in the special case of codes with empty
hull. The core idea of [36] is to reduce Search-PE to an instance of the Weighted Graph
Isomorphism (WGI) problem. This is done by building matrices of the form A¢, =
GiT (GiG;)~! G; from the codes considered, and observing that A¢, = PTAC1 P
allows to recover the permutation P that connects the two codes. Indeed, A¢, and A¢,
are interpreted as the adjacency matrices of two graphs, and hence can be given as
input to some routine which solves the WGI problem. Given that, to compute A¢, and
Ac,,only O (n%373) operations in the finite field are required thus yielding an overall

complexity of 0<n2'373CWG I(n)), where Cwgr(n) denotes the complexity of a

solver for the weighted graph isomorphism problem. Using Babai’s GI algorithm [21]
this problem can be solved, in the worst case, with quasi-polynomial complexity.
Finally, in [35], it is shown that one can solve Search-PE by modeling it as a
quadratic system. When the hull is trivial, it is possible to add several linear equations
(through a technique called block linearization), which makes the system very easy to
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solve. However, in the general case of a non-trivial hull, the methods proposed by the
author (using shortened codes or searching for the closest vector in the code) always
end up in exponential complexity; for example, the latter scales proportionally to g*.
The takeaway from this section is that there exist efficient solvers for very specific
instances (small or trivial hulls) of Search-CE; however, for codes with large hulls,
these methods become quickly impractical. When using code equivalence in cryptog-
raphy, it is easy to avoid these attacks. In fact, for the linear equivalence problem, it is
enough to consider random codes defined over a large enough alphabet (¢ > 5), and
then the value ¢" = ¢ is already large enough for any realistic choice of code param-
eters. On the other hand, if one wants to use Search-PE as the hardness assumption,
choosing a weakly-self dual is sufficient to guarantee maximum hull dimension.

11 Conclusion

In this survey, we have reviewed the construction of optimized digital signature
schemes whose security relies on the hardness of the Code Equivalence Problem.
We recalled the main results pertaining to the resolution of CE, as well as complex-
ity statements that position CE in the landscape of potential problems to be used in
the design of post-quantum cryptographic schemes. In this section, we identify the
following important open questions.

First, given the fact that the Code Equivalence group action is not commutative, it
is a significant challenge to design cryptographic schemes that are not digital signa-
tures. The exploitation of subgroups or special elements with special commutativity
properties could pose a significant threat to the security. Additionally, the linearization
attack of [13] also prevents straightforward designs of PRFs. Hence, the design of new
schemes based on CE is likely to be a significant challenge.

The known methods to solve CE rely on the search for small codewords through ISD,
adecoding method. Meanwhile, the security of the McEliece cryptosystem relies on the
hardness of decoding codes that are Goppa codes masked by applying a permutation.
Can we establish which assumption is the most difficult? On the one hand, the LESS
cryptosystem relies on random instances of CE (whose resolution is currently achieved
through an oracle for the decoding problem), while the security of the McEliece
cryptosystem rests on the hardness of decoding masked Goppa codes. On the other
hand, the decoding problem is NP-hard while CE is unlikely to be NP-complete. An
important open question is that of finding a resolution method for CE that does not
involve access to a decoding oracle. If such a method exists, then this could be an
argument to prove that CE is strictly easier than the decoding problem.

Finally, quantum algorithms for the resolution of CE are understudied. Quantum
algorithms for decoding exist [37], but it is an open problem to decide if they can
be successfully combined with quantum claw-finding methods [38] to produce an
efficient quantum algorithm for the resolution of CE. Additionally, naive adaptations
of existing quantum techniques to the framework presented in Sect. 9.1 will likely
yield methods with significant quantum memory requirements. A sub-problem of the
broader objective of producing quantum algorithms for CE will be to design quantum
algorithms that are relevant to the practical analysis of the quantum security of LESS.
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Per NIST’s guidelines, this implies focusing on methods with low quantum memory
requirements.
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