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ABSTRACT

Fano resonance with an asymmetric and ultrasharp resonant line shape has been extensively studied in various light scattering scenes,
unlocking several applications for sensing, information processing, and optical identification. Fano resonance appearing in multilayered
nanoparticles (NPs) is particularly intriguing as its sharp and comb-like resonant line shape may enable optical identification at the nano-
scale. We herein propose the concept of the optical physical unclonable function (PUF) based on the scattering responses of core–shell (plas-
monic-dielectric) NPs. Specifically, the sharp, asymmetric spectral responses near the Fano resonance frequency, which are highly sensitive to
perturbations (e.g., nanomanufacturing imperfections), can be exploited as a unique electromagnetic fingerprint for PUF-based identification
and anti-counterfeiting applications. Here, we theoretically and statistically demonstrate that scattering from Fano-resonant multilayered
NPs can be regarded as a perfect entropy source for the generation of PUF encryption keys, with outstanding performance in terms of
uniqueness, randomness, encoding capacity, and NIST randomness test results. The proposed optical PUF opens pathways to implement
nano-tags for optical identification, authentication, and anti-counterfeiting applications.

VC 2025 Author(s). All article content, except where otherwise noted, is licensed under a Creative Commons Attribution (CC BY) license (https://
creativecommons.org/licenses/by/4.0/). https://doi.org/10.1063/5.0262965

Rapid advances in nanotechnology have enabled the engineering
of optical coupling in nanoparticle (NP) assemblies, giving rise to the
exotic Fano resonance,1–3 electromagnetically induced transparency,4,5

and bounded states in continuum (BIC)6,7 in the realm of nanopho-
tonics and nano-optics. In general, Fano resonance found in various
wave scattering phenomena is formed by the spectral interference
between a narrowband dark mode and a broadband bright mode or a
continuum, with its spectral features that can be well described by
Fano formula.8 The asymmetric and ultrasharp Fano resonance, with
an extraordinary high-quality factor (Q-factor), has enabled a variety
of optical and photonic applications, such as optical switching,9 filter-
ing,10 sensing,11,12 and optical identification (optical ID).13 Recently,
comb-like Fano resonance has been observed in a multilayered plas-
monic NP,14,15 of which resonant scattering modes (bright mode) and
invisible modes at which scattered fields are canceled (dark mode) are
intertwined in the scattering cross section (SCS) spectrum.16 The

ultrasharp and comb-like resonant scattering response is of particular
interest for the realization of passive optical ID, which, in some sense,
is analogous to chipless radio frequency identification (RFID) tags
based on an array of dipole resonators.17,18 Francesco and Alu have
designed a 3-bits optical tag using a dielectric NP coated with three
plasmonic layers, of which the bit sequence is encoded in peaks of the
detected SCS spectrum.13 Unlike conventional optical ID technologies,
such as optical character recognition (OCR),19 image recognition,20

and barcode or quick-response code (QR),21 this nanophotonics-based
ID and labeling technology is much less vulnerable to unnoticed repli-
cation and unauthorized duplication, preventing the ID from mali-
cious hardware trojan. Compared to other nanophotonic-based
security technologies, the NP-based physical unclonable function
(PUF) offers a compelling balance between scalability and simplicity.
While metasurfaces or holographic tags require high-resolution lithog-
raphy and precise patterning,22,23 the nanoparticle PUF solely relies
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on stochastic self-assembly and intrinsic material composition
randomness, which is naturally introduced during colloidal syn-
thesis, to generate the optical fingerprint. Compared to photonic
crystal or fluorescent tags, nanoparticle PUF is less sensitive to
angle view readability and less fragile to be damaged.24 Although
optical ID tags based on multilayered nanoparticles (NPs) may be
readily synthesized in a cost-effective manner, the bit sequence is
hardly scalable because the number of binary bits encoded in the
SCS spectrum is proportional to the number of plasmonic covers.
Given the complexity of nanofabricating multilayered NPs includ-
ing more than two layers, it may be impractical for optical ID tags
to store more than 4 bits,13 thus posing a challenge to the encod-
ing capacity.

In this work, we introduce a robust and scalable optical ID tag
made of a two-layer core–shell (plasmonic-dielectric) NP, which can
be readily and massively manufactured. Specifically, the optical ID is
based on the physical unclonable function (PUF) derived from the
spectral scattering characteristics near the Fano resonance, as illus-
trated in Fig. 1. In the practical synthesis of core–shell NPs, especially
during the large-scale or batch-scale-up fabrication, manufacturing
imperfections generally arise due to challenges in maintaining uniform
chemical reaction conditions.25,26 In particular, variations in reagent
mixing, temperature distribution, and precursor concentration can
lead to inconsistent nucleation and growth, resulting in a broad size
distribution and uneven silver shell thickness. Additionally, surface
functionalization inefficiencies and nanoparticle aggregation during

FIG. 1. (a) Schematics and (b) readout of the optical PUF label based on scattering responses of a core–shell nanoparticle exhibiting the Fano resonance; unique scattering
responses measured by the scattering-type Scanning Near-field Optical Microscopy (s-SNOM) are digitized into binary PUF keys.
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synthesis further contribute to randomness in material composition.
In addition, the variation in ambient conditions and equipment cali-
bration process can also introduce inconsistency among different
batches despite the same synthesis process. According to the perturba-
tion theorem, the drift/deformation of a resonant mode is sensitive to
the local field intensity, which is inherently high at the Fano resonance
with a high-quality factor (Q-factor). In other words, near the Fano
resonance, even small geometric and/or material variations in the
core–shell NP (e.g., unintentional and uncontrollable variations in
nanomanufacturing processes) can result in remarkably different reso-
nance line shape and linewidth. Consequently, random and ultrasensi-
tive scattering responses can be exploited to produce optical PUF keys,
as illustrated in Fig. 1. In the following, we will theoretically show that
optical PUFs with high information capacity can be achieved with NP-
based cryptographic random number generators (CRNGs). By digitally
recognizing unique Fano-like resonant scattering responses of NPs,
cryptographic keys with an encoding capacity of 2157 bits can be pro-
duced. Such a high encoding capacity is significantly greater than that
of the traditional optical IDs or chipless RFIDs, whose encoding capac-
ity is typically less than 32 bits. We will numerically and statistically
demonstrate that the proposed PUF keys can exhibit high degree of
uniqueness and irreproducibility, with high entropy in the binary bit-
map composed of 103 PUF instances (NPs with the stochastic fluctua-
tions in their physical sizes and material profiles, following a normal
distribution). Noticeably, the proposed nanoscale optical IDs are unob-
trusive when compared with bar codes or QR, while their PUF keys
stored in scattering responses are nearly impossible to be cloned and
duplicate. The proposed PUF-based optical identification and anti-
counterfeiting technique may pave the way toward the development of
robust, secure, and tamper-resistant hardware encryption in the nano-
photonic and nano-optical systems.

The core–shell nanoparticle-based PUF tags can be readily syn-
thesized using various well-established methods, such as the top-down
method based on the electron or UV lithography and laser-induced
assembly27 or the bottom-up method based on the chemical vapor
deposition and seed-mediated growth method.28–30 In the seed-
mediated growth method (the most common approach to synthesize
core–shell NP), the core NPs (i.e., seeds) are first functionalized with
amine groups to facilitate plasmonic ion adsorption. Then, the reduc-
tion agent is introduced to reduce plasmonic ions onto the dielectric
core surface, forming a uniform plasmonic shell.

Here, we consider a core–shell nanoparticle structure comprising
a silicon nanosphere with relative permittivity e¼ 5 and radius a,
which is covered by a silver thin layer whose relative permittivity can
be described by the Drude–Lorentz dispersion model: ec ¼ e1
� f 2p =½f ðf þ icÞ�, where the plasma frequency fp¼ 2175THz and the
damping rate fitted from the experimental data c¼ 4.35THz.31

The SCS of this spherical nanostructure can be calculated using the
Mie scattering theorem,32,33 for which the TM and TE scattering coef-
ficients of order n for a non-magnetic nanoparticle (l¼ 1) are
given as15

cTMn ¼ � UTM
n

UTM
n þ iVTM

n

; (1a)

cTEn ¼ � UTE
n

UTE
n þ iVTE

n
: (1b)

The total SCS is the sum of TM and TE scattering coefficients, given
by

SCS ¼ k20
2p

X1
n¼1

2nþ 1ð Þ jcTMn j2 þ jcTEn j2
� �

; (2)

where k0 is the free space wavelength. Since the core–shell NP is gener-
ally subwavelength, the dipolar scattering component (n¼ 1) domi-
nates. Hence, under quasi-static approximation, the invisible mode
(UTM

1 ¼ 0) with low-scattering characteristics and the resonant scat-
tering mode (VTM

1 ¼ 0) with resonant scattering properties are,
respectively, determined by the following equations:

g2c e� ecð Þ 2ec þ 1ð Þ þ eþ 2ecð Þ ec � 1ð Þ ¼ 0; (3a)

2g2c e� ecð Þ ec � 1ð Þ þ eþ 2ecð Þ ec þ 1ð Þ ¼ 0; (3b)

where the filling ratio gc ¼ a=ac. By adjusting the filling ratio and
material properties of NPs, one can tailor the invisible mode with low
scattering and the resonant scattering mode in the spectral range of
interest. The coupling of these two modes resembles the Fano reso-
nance line shape. Figure 2(a) presents the contour of the total SCS of
core–shell NP as a function of the filling ratio and the wavelength of
incident light, here ac¼ 50 nm. The invisible and resonant scattering
modes are highlighted with the blue and red lines, respectively. It can
be seen from Fig. 2(a) that the core–shell NP exhibits a dual-band scat-
tering suppression effect, accompanied by resonant scattering between
two SCS minima. Figures 2(b)–2(d) present the evolution of spectral
response of SCS (green lines) as the filling ratio varies from 0.25, 0.5 to
0.75. As can be seen in Fig. 2(c), two sharp resonant scattering modes
can be obtained at 358 and 464nm, while two invisible modes can be
found at 285 and 413nm. The exotic interaction between the bright
and dark modes, with a sharp contrast in the total SCS, results in the
peculiar dual Fano resonance. Unlike traditional Fano resonances aris-
ing from the interference between two different scattering orders, the
dual Fano resonance observed here originates from the same scattering
order.34 It can be seen from Figs. 2(b) and 2(c) that decreasing
(increasing) the filling ratio causes the adjacent resonant states (also
applicable to the invisible states) to separate from each other, which
results in sharpening (broadening) of Fano resonance linewidth. By
properly tailoring resonances in the given spectral window, following
the universally applicable guideline in Fig. 2(a), a conventional
2-bits optical ID tag can be built.13 Such a concept is illustrated in Figs.
2(b)–2(d).

Next, we will study the manufacturing tolerance impact on the
scattering responses of the core–shell NPs. In our statistical analysis
and numerical experiment, the radii and relative permittivities of NPs
are assumed to follow a Gaussian distribution:

PðxÞ ¼ 1ffiffiffiffiffiffiffiffi
2pr

p e
� x�lð Þ
2r2 ; (4)

where l is the mean value of the NPs’ design parameters and r is the
standard deviation. In our statistical study, we assumed that the varia-
tion in radii of core and shell is normally distributed with a mean value
of 37.5 and 50nm and a standard deviation of 3.75 and 5nm (10%).
The permittivity of silver also follows a normal distribution in its
Drude–Lorentz fit parameters,31 of which the mean values of plasma
frequency and the damping rate are fp¼ 2175THz and c¼ 4.35THz,
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respectively, and the standard deviation of plasma frequency (dfp) and
the damping rate (dc) are 5% and 10%, respectively. Variations in
these parameters follow a Gaussian distribution described in Eq. (4).
Figures 2(b)–2(d) present the contours of probability of detection for
the normalized SCS spectra for 103 independent NPs with an error tol-
erance of 10% in their dimensions and material profiles (a¼ 37.5 nm,
ac¼ 50 nm, fp ¼ 2175THz, and c¼ 4.35THz). In these colored con-
tours, blue areas around the Fano resonance correspond to low proba-
bility of recurring event or high uncertainty, whereas red areas out of
the Fano resonance band infer high detection probability. It is evident
that near the Fano resonance, the probability of persistently observing
the same resonant line shape is very low (i.e., high entropy). On the
contrary, the scattering response out of the Fano resonance bands is
rather insensitive to manufacturing imperfections, as can be seen in
Figs. 2(b)–2(d), resulting in a high probability of duplication, thus
lower entropy. Here, we find that even small variations in the physical
size and material profiles of plasmonic core–shell NPs can lead to
diversified SCS spectra due to the highly sensitive Fano resonance
under perturbations. Such a high degree of uniqueness makes the scat-
tering response each NPs an effective optical fingerprint for PUF-
based identification, authentication, and nanoscale anti-counterfeiting
applications.

Here, we exploit the normalized SCS spectra of plasmonic core–
shell NPs with gc ¼ 0:75 [Fig. 2(d)] to evaluate the PUF performance.

The SCS spectra can be properly digitized to produce unique PUF-
based encryption keys. Here, 103 NPs (i.e., PUF instances) are ran-
domly generated, with their SCS distributions shown in Fig. 2(d). In
this optical PUF setup, the incident illumination and scattering
response are regarded as the challenge and response. In the measure-
ment setup, the Fano resonance in scattering characteristics can be
measured by the scattering-type Scanning Near-field Optical
Microscopy (s-SNOM), equipped with a custom-designed spectrome-
ter system for SCS spectral analysis.35 The scattered light is collected
by the objective lens and sent to the spectrometer to collect the SCS
response of core–shell NP, which is sketched in Fig. 1(a). The detected
SCS spectra (within the Fano resonance band from 450 to 550nm) are
first normalized and then converted to a binary sequence. Here, each
data point is converted to a 4-bit binary code, from 0000 to 1111,
forming a 256-bit unique identifier (see the supplementary material
for details of the analog-to-digital conversion).

Figures 3(a)–3(c) report bitmaps generated from 103 Si NPs, 103

Ag NPs, and 103 core–shell Si/Ag NPs, respectively. For making a fair
comparison, the dielectric and plasmonic NPs have the same mean
diameter and material profiles as those of core–shell NPs. As seen in
Figs. 3(a) and 3(b), binary bitmaps obtained from the scattering char-
acteristics of dielectric or plasmonic NPs exhibit poor uniformity and
low entropy. On the contrary, it is visible that the bitmap extracted
from core–shell NPs is highly randomized, with equal distributions of

FIG. 2. (a) Contours of the normalized SCS of a core–shell (plasmonic-dielectric) NP as a function of wavelength and filling ratio. Traditional optical identification principle is
illustrated in (b) and (c), for which a 2-digit tag is exemplified by a two-layered NP with different filling ratios; green lines: SCS of a core–shell NP with a filling ratio of (b) 0.25,
(c) 0.5, and (d) 0.75; contours: probability of the normalized SCS for 103 random core–shell NPs, whose radii and material properties follow a normal distribution.
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0s and 1s throughout the bitmap [Fig. 3(c)]. In the following, we will
fully characterize performance metrics of the proposed optical PUFs in
terms of randomness, uniqueness, and encoding capacity.

We first evaluate the randomness of the PUF keys determined by
the Shannon entropy Ex and Ey in the bitmaps,

Ex ¼ �px log2px � 1� pxð Þ log2 1� pxð Þ; (4a)

Ey ¼ �py log2py � 1� pyð Þ log2 1� pyð Þ; (4b)

where px; py are the probability of obtaining “0” and “1” along the x
and y axes of the bitmap, respectively. Ideally, Ex and Ey should be
equal to unity, indicating a fully random entropy source with unbiased
numbers of “0” and “1.” Figures 4(a)–4(c) report (Ex, Ey) of 256-bit
PUF responses from 103 dielectric NPs, 103 plasmonic NPs, and 103

Fano-resonant core–shell NPs, whose corresponding bitmaps are
shown in Figs. 3(a)–3(c), respectively. The optical PUF keys generated
from core–shell NPs show high cryptographic randomness and unpre-
dictability [see Fig. 3(c)], with (Ex, Ey)¼ (0.998, 0.995). The close-to-
unity Shannon entropy can be attributed to the high entropy in the

Fano resonance band. On the other hand, the Shannon entropy of
PUF keys generated from dielectric and plasmonic NPs shows low
cryptographic randomness [see Figs. 3(a) and 3(b)].

The National Institute of Standards and Technology (NIST) ran-
domness test suite is commonly used for full assessment of random-
ness of binary sequeneces.36 The NIST test suite consists of a set of
tests, including frequency, block frequency, cumulative sums, runs,
among others. Each test is considered as “pass” if the p-value is greater
than 0.01. Table I presents the NIST randomness test results, showing
that the PUF key generated from the core–shell NP passes all the NIST
randomness tests, whereas the dielectric and plasmonic NPs failed in
some of these tests.

The uniqueness of PUF keys is measured by the inter-device
Hamming distance (inter-HD), which describes the number of non-
identical bits when comparing two different PUF keys of the same bit
length. Ideally, the inter-HD histogram fitted by a Gaussian distribu-
tion should be centered at 0.5 and have a zero-standard deviation,
implying that the digitized keys of any two selected PUF instances are
uncorrelated. The mean inter-HD is expressed as

FIG. 3. Binary bitmap obtained from 103 PUF instances made of (a) dielectric NPs, (b) plasmonic NPs, and (c) core–shell NPs.

FIG. 4. Entropy (Ex, Ey) of (a) dielectric NP PUF instances, (b) plasmonic NP PUF instances, and (c) dielectric–plasmonic core–shell NP PUF instances.
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�HDinter ¼ 2
NðN � 1Þ

XN�1

i¼1

XN
j¼iþ1

HDðKi;KjÞ
L

; (5)

where N is the number of PUF instances, L refers to bit length,
and HD(Ki, Kj) is the inter-HD between i-th and j-th key. Figures
5(a)–5(c) show the inter-HD histogram of PUF keys generated from
the dielectric, plasmonic, and core–shell NPs. The mean inter-HD (l)
obtained from dielectric NP-based PUF and plasmonic NP-based PUF

is 0.126 and 0.247, respectively, with corresponding standard devia-
tions of 0.116 and 0.16. On the other hand, the core–shell NP-based
PUF exhibits a sharp Gaussian distribution centered at l ¼ 0.501,
with standard deviation of r¼ 0.042. Such values are close to the ideal
values (l, r)¼ (0.5, 0), indicating that the proposed PUF keys gener-
ated from Fano-resonant NPs can have high uniqueness. Furthermore,
the study of the PUF performance with respect to bit number is shown
in Fig. 5(d). It can be seen that the mean value and the standard devia-
tion of the inter-HD converge to the ideal values when the bit size is

TABLE I. P-values of PUF keys obtained from scattering characteristics of dielectric, plasmonic, and core–shell NPs.

NIST randomness tests

Dielectric NP-based PUF Plasmonic NP-based PUF Core–shell NP-based PUF

P-values Pass? P-values Pass? P-values Pass?

Frequency 0.9622 Yes 0.8003 Yes 0.9779 Yes
FB 0.1710 Yes 0.0064 No 0.2607 Yes
Runs 0.2653 Yes 0.0661 Yes 0.4090 Yes
LOR 0.0077 No 0 No 0.0599 Yes
FFT 0.9900 Yes 0.9900 Yes 0.9813 Yes
NOT (m¼ 5) 0.9964 Yes 0.9967 Yes 0.9948 Yes
Serial (m¼ 4) 0.0194 Yes 0.0072 No 0.2625 Yes
AppEn (m¼ 3) 0 No 0 No 0.1646 Yes
Cum.Sum. 0.2317 Yes 0.0096 No 0.3060 Yes

FIG. 5. Inter-Hamming distances (inter-HD) histogram obtained from PUF instances made of (a) dielectric NPs, (b) plasmonic NPs, (c) core–shell NPs, and (d) the mean and
standard deviation of inter-HD obtained from PUF instances made of core–shell NPs as functions of the number of sample bits.
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greater than 26. The uncorrelation between two distinct PUF instances
can also be illustrated by the pairwise map of inter-HDs, of which the
horizontal and vertical axes are the indices of PUF instances. The diag-
onal elements are set as 0 in accordance with no self-HD.

Figures 6(a)–6(c) show the pairwise inter-HD maps for PUF
keys generated from dielectric NPs, plasmonic NPs, and core–shell
NP PUF. The pairwise comparison maps in Figs. 6(a) and 6(b) show
noticeable correlations between PUF keys. However, the pairwise
comparison map in Fig. 6(c) shows a uniform distribution with a
mean value of 0.5 in off diagonal elements, further validating that
the proposed Fano resonance-enhanced PUF keys exhibit barely cor-
related in the bitmap. The encoding capacity of PUF responses is
crucial for the optical tagging application. The coding capacity of
PUF is defined as ck, where c is a number of bit states, here c¼ 2 for
binary coding, and k is the key size, which can be retrieved from the
statistical results as Ref. 37. From the results in Fig. 5, the coding
capacity of the optical ID tag-based Fano-resonant NP is 2157

¼1.827� 1047, which is considerably greater than that of the optical
tag based on the non-resonant dielectric NPs PUF (28¼ 256) or the
plasmonic NP PUF (27¼ 128). In sharp contrast, conventional opti-
cal ID tags shown in Figs. 2(c) and 2(d) have a low encoding capac-
ity of only 22¼ 4.

Based upon the aforementioned statistical analysis and NIST test
results, we can conclude that the proposed multilayered NP-based
PUF devices with built-in Fano resonances can display unique electro-
magnetic fingerprints, such as scattering characteristics, for optical
identification, tagging, and encryption applications.

In summary, we present here an approach to implement
physical unclonable functions based on scattering characteristics of
multilayered plasmonic-dielectric nanoparticles with built-in Fano res-
onances. Through our systematic numerical and statistical studies, we
have demonstrated that the electromagnetic fingerprints in the
Fano resonance window can be rather unique and irreplicable, show-
ing excellent PUF performance benchmarks and, most importantly,
a scalable encoding capacity. We envision that the proposed
nanoparticle-based optical PUF instances will be beneficial for various
optical identification, authentication, anti-counterfeiting, and cryptog-
raphy applications.

See the supplementary material for a table about the detailed digi-
tal conversion from analog scattering cross section.
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